[image: image1.wmf][image: image2.png]


EMBED StaticMetafile
[image: image6.wmf]0

2

4

6

8

10

12

14

16

18

20

Mbytes Sent

% CPU

WinMark

Off

On

Better

Better

Better


Operating System

Remote Desktop Protocol (RDP) Features and Performance

White Paper

Abstract

This white paper discusses the additional features and improved performance of Microsoft’s Remote Desktop Protocol (RDP) in Windows® 2000 Terminal Services.
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Overview

The performance of Microsoft’s Remote Desktop Protocol (RDP) has been a much-discussed topic since the release of Windows NT® Server 4.0, Terminal Server Edition (TS 4.0). The protocol is designed to provide remote display and input capabilities over network connections for Windows®-based applications running on a server. 

When TS 4.0 was released, RDP was a new protocol based on an existing ITU T.120 family of protocols. The performance of the protocol (RDP 4.0), while considered effective by most people for LAN connections, lacked efficiency over low-bandwidth connections. RDP included essential components such as encryption and disconnect support, but lacked other commonly used features, requiring the purchase of third party add-ons.

In response to customer demand, Windows 2000 Terminal Services and the RDP 5.0 protocol includes several critical new features together with some significant performance improvements over all types of network connections, including LAN, WAN, and dial-up.  

To test the relative performance improvements of RDP 5.0 over RDP 4.0, the Business Graphics WinMark™ 99 test from ZD’s WinBench 99® v1.0
 was used
.  Video graphics adaptor performance test tools are useful for determining how efficient a remote display protocol performs when sending data to the client for display. The test results, and more importantly, the actual user experience, demonstrate that the performance of the RDP 5.0 in Windows 2000 is substantially better than RDP 4.0 on TS 4.0, resulting in an improved user experience, less network bandwidth usage, and greater scalability on the server than before.

Microsoft intends to further this trend, by continuing to add features that customers demand and improving the performance of the protocol with subsequent releases of the Windows operating system.

Terminal Services Advanced Client

The Terminal Services Advanced Client (TSAC) has recently superceded the RDP client that ships with Windows 2000. The TSAC is based on the RDP 5.0 feature set, but comes in the form of an ActiveX® control.  The performance of the TSAC is comparable to the previous client, but offers far more flexibility in its deployment.  It can be downloaded and executed within Microsoft® Internet Explorer, or any application that can make use of ActiveX controls, such as those written in the Visual Basic® or Visual C++® development systems. In addition to the downloadable ActiveX control, it is also available in the form of an MSI (Windows Installer) package, which looks and feels to the end user like the traditional RDP 5.0 client. Finally, the client is also available as an MMC snap-in, for administrators to use to assist with server administration. More information on the TSAC can be obtained at www.microsoft.com/windows2000/terminalservices.

RDP 5.0 Feature Set

Basic Architecture

RDP is based on, and is an extension of, the T.120 protocol family standards. It is a multichannel-capable protocol that allows for separate virtual channels for carrying device communication and presentation data from the server, as well as encrypted client mouse and keyboard data. RDP provides a very extensible base from which to build many more capabilities, supporting up to 64,000 separate channels for data transmission as well as provisions for multipoint transmission. Examples of these new capabilities in RDP 5.0 include features such as Print Redirection, Clipboard Mapping, and other Virtual Channel applications
. 

RDP uses its own video driver on the server side to render display output by constructing the rendering information into network packets using RDP protocol and sending them over the network to the client. On the client side, it receives rendering data and interprets them into the corresponding Win32® GDI API calls. On the input path, client mouse and keyboard messages are redirected from the client to the server. On the server side, RDP uses its own virtual keyboard and mouse driver to receive these keyboard and mouse events. 

Encryption

Without encrypting the display protocol, it is very easy to ‘sniff’ the wire to discover users’ passwords as they logon to the system. Allowing an administrator to logon using a non-encrypted protocol exposes the entire domain resources vulnerable to hackers, especially if connecting over a public network without the use of a virtual private network. It is important to note that protocols that use “scrambling” to protect data are just as vulnerable to this sort of attack as protocols that send data using clear-text.

Every version of RDP uses RSA Security’s RC4 cipher, a stream cipher designed to efficiently encrypt small amounts of varying size data. RC4 is designed for secure communications over networks, and is also used in protocols such as SSL, which encrypts traffic to and from secure Web sites.

In Windows 2000, administrators can choose to encrypt the data using a 56- or 128-bit key. Encryption is bi-directional except when using the ‘low’ security setting that only encrypts data from the client to the server (which protects sensitive information such as passwords). The default setting is “medium” which uses a 56-bit key to bi-directionally encrypt the data. 128-bit encryption can be enabled after installing the Windows 2000 High Encryption Pack.
Bandwidth Reduction Features

RDP supports various mechanisms to reduce the amount of data transmitted over the network connection.  

In addition to compression (which is the recommended default for all Terminal Services sessions) and caching of bitmaps and glyphs and fragments in RAM
, RDP 5.0 adds persistent bitmap caching, which augments the RAM cache with a 10 megabyte (MB) disk cache for bitmaps. Bitmaps that gets cached in memory can also be stored in the persistent bitmap cache, which is also made available to subsequent Terminal Services sessions. This cache can provide a substantial improvement in performance over low-bandwidth connections, especially when running applications that make extensive use of large bitmaps.

Roaming Disconnect

Users can disconnect from a session without logging off by either manually disconnecting the session or if the session is unexpectedly terminated due to a network or client failure. When the user logs back onto the system, either from the same or a different device, the user is automatically reconnected to their disconnected session. If the user connects using a different screen resolution, RDP automatically resizes the Terminal Services session to the correct size. 

Clipboard Mapping

Users can cut, copy, and paste text and graphics between applications running on the local machine and those running in a Terminal Services session and also between sessions.

Print Redirection

Applications running within a Terminal Services session can automatically print to a printer attached to the client device.

Virtual Channels

Using the RDP Virtual Channel Architecture, existing applications can be augmented and new applications can be developed to add just about any feature that requires communications between the client device and an application running in a Terminal Services session.

Remote Control

Helpdesk staff can view or control another Terminal Services session. Keyboard input, mouse movements, and display graphics are shared between two Terminal Services sessions, giving the support person the ability to diagnose and resolve configuration problems, as well as train the user remotely. This feature is especially useful for organizations with branch offices, and can also be used for peer-to-peer collaborative efforts.

Network Load Balancing

RDP takes advantage of Network Load Balancing (NLB), available in Windows 2000 Advanced Server and Datacenter Server. NLB lets Terminal Services clients connect to a pool of servers running Terminal Services, eliminating a single point of failure. For more information on NLB, see the Network Load Balancing Technical Overview at http://www.microsoft.com/windows2000/library/howitworks/cluster/nlb.asp.

RDP 5.0 Performance Enhancements

Overall Improvements

The primary design goal for RDP 5.0 was to continue to provide excellent performance over the LAN, while improving the performance over low-speed connections.

In low speed environments, latency is one of the primary factors that determine the user’s experience. To address this, the algorithms for determining when to send screen updates to the client were optimized to increase the responsiveness of applications over low bandwidth connections. Additionally, all of the components in the round trip typing path were tuned (both server and client), reducing the round trip input latency by 50% with an 80% reduction in bandwidth for each keystroke.

The RDP client itself was also tuned, yielding a 30% reduction in CPU utilization when rendering output from WinBench 99 running on the terminal server.

The behaviors of many applications were taken into account to ensure that the RDP protocol was tuned for maximum efficiency. Several new protocol extensions were added to RDP 5.0 to improve bandwidth efficiency as well as reducing the bandwidth spikes sometimes seen with the RDP 4.0 protocol. As seen in Figure 1, this work contributed to a major reduction in network traffic while at the same time reducing the CPU utilization on the server. These gains were achieved without the use of compression (see Compression Enhancements).
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	Figure 1: WinBench 99 – Effect of New Protocol Extensions in RDP 5.0 (non-compressed)


Compression Enhancements

Although the RDP 5.0 compression algorithm remains the same as it was in RDP 4.0, a substantial compression gain was achieved by tuning various aspects of it. Tuning the compression algorithm also reduced the CPU utilization of the protocol as a whole. As seen in Figure 2, RDP now uses less bandwidth when compressed while at the same time reducing the CPU utilization on the server.
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	Figure 2:  WinBench 99 – Effect of Compression Tuning in RDP 5.0


Default Compression Settings

RDP compression is turned off by default when you start the Terminal Server client that ships with Windows NT Server 4.0, Terminal Server Edition.   During Windows 2000 Terminal Services scaling tests at NEC’s Redmond Technology Center, it was discovered that turning compression on made no discernable difference to the number of users that could be hosted on a terminal server. Therefore, compression is turned on by default when you start the Terminal Services client (mstsc.exe) that ships with Windows 2000 and the Terminal Services Advanced Client.  As seen in Figure 3, turning compression on by default saves significant amounts of network bandwidth while increasing performance and having negligible effect on CPU utilization.
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	Figure 3: WinBench 99 - Effect of Enabling Compression in RDP 5.0


Persistent Bitmap Caching

Persistent bitmap caching was added in addition to the memory caching of bitmaps and glyphs that existed in TS 4.0.  The bitmaps from the server are now saved to disk on the client machine, which allows cached bitmaps to be reused between client sessions and also provides a much larger cache size (10MB vs. 1.5MB).  As seen in Figure 4, the addition of persistent caching decreases the amount of data sent over the network connection, which in turn reduces the amount of time it takes to render bitmaps on the screen, proportional to speed of the network connection. The test below was conducted over a 33.6Kbps connection, which explains the lower CPU utilization and WinMark.

	

	Figure 4: WinBench 99 - Effect of Persistent Caching in RDP 5.0


Test Environment


The server and client machines were rebooted before each test to ensure a clean environment with no residual cached data in memory that would skew any subsequent runs. The reported results are the average of three tests runs for each scenario. There were no other active applications running on the server during the test.

ZD’s WinBench 99® Version 1.0 Business Graphic WinMark™ 99 was used to drive all of the display tests.  The Terminal Services Client was logged onto the terminal server with a window resolution of 1024x768 (not in full-screen mode) at 256 colors, and WinBench was started from within the client session.
The Windows 2000 network monitor was installed on the client and used to sniff the network traffic between the server and client’s Ethernet card during each test run, from which the total number of bytes and frames transferred for the duration of the test were recorded including all Ethernet and TCP/IP headers. The testing was performed on a private network segment, with no other network activity.

For the low bandwidth tests, a telephone line simulator was used to ensure that a consistent data rate could be maintained during the entire suite of tests. The line speed was kept the same for all the test runs, causing the modems to connect to each other at a speed of 33.6Kbps with the default settings.

After each WinBench run, the Business Graphics WinMark 99 was recorded together with the CPU utilization recorded by WinBench and the total number of bytes and frames transmitted during the test between the server to the client.

Hardware Configuration

Terminal Server

· Windows 2000 Advanced Server

· 4 x Pentium II Xeon @ 400 MHz with 512 KB L2 Cache

· 1024 MB RAM

· Cabletron DE500B PCI Fast Ethernet Adapter

· 8.5 GB IBM DGHS09Y CLAR09 SCSI Drive formatted NTFS

Client Workstation

· Windows 2000 Professional

· 1 x Pentium II @ 300 MHz with 512 KB L2 Cache

· 128 MB RAM

· 3Com EtherLink XL 10/100 PCI NIC

· 9 GB Seagate ST19171W SCSI Drive formatted NTFS

· Matrox Graphics Millennium II PCI 4MB WRAM

LAN Configuration

· 100 Mbps private network

· 1 x 100 Mbps hub


Low-speed Network Configuration

· Telephone Line Simulator @ 33.6Kbps
· 2 x US Robotics 56K Sportser modems
· Windows 2000 Routing and Remote Access Server

For More Information

For more information about Terminal Services, see Exploring Terminal Services at http://www.microsoft.com/windows2000/terminalservices.

� WinBench® is a registered trademark or trademark and WinMark is a trademark of ZD Inc. in the U.S. and other countries.


� The tests were performed without independent verification by ZD and ZD makes no representations or warranties as to the result of these tests.


� Examples included in the Windows 2000 Resource Kit at � HYPERLINK "http://www.microsoft.com/windows2000/library/resources/reskit/default.asp" ��http://www.microsoft.com/windows2000/library/resources/reskit/default.asp�


� Rather than using font negotiation, RDP implements a glyph and fragment caching mechanism. A glyph is a bitmap representation of a character and its font information.  For example, the character “A” in Times New Roman is represented by a different glyph than the character “A” in Arial.  The use of glyphs allows characters to be displayed precisely regardless of the client operating systems and the locally installed fonts.  A string of glyphs is called a ‘fragment’. Because glyphs and fragments are cached locally at the client, the server improves bandwidth utilization by not resending the same glyphs.  Instead, it tells the client to reuse a cached glyph or fragment.


� Using the mga64m.sys driver version 5.0.2144.1 set to 1280x1024/16-bit color/75Hz
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