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Can you tell the difference?



Black Hat USA  - July 2009 © 2009 Chris Weberwww.casabasecurity.com

How about now?
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<scr Ķpt >

becomes

<scr i pt>

www.casabasecurity.com

The Transformers
When good input turns bad
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Agenda

www.casabasecurity.com
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools 

ïFind Unicode issues in Web-testing

ïVisual Spoofing Detection

www.casabasecurity.com

Unicode Transformations
Agenda
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools
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Unicode Transformations
Agenda
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ÅEnd users

ÅApplications

ÅDatabases

ÅProgramming languages

ÅOperating Systems

www.casabasecurity.com

Unicode Crash Course
The Unicode Attack Surface
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Unicode Crash Course
Unthink it
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ÅA large and complex standard

Unicode Crash Course

code points
encodings
categorization
normalization
binary properties
case mapping
conversion tables
bi-directional properties

canonical mappings
decomposition types
case folding
best-fit mapping
17 planes
private use ranges
script blocks

escapings
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Shift_jis

Gb2312

ISCII

Windows-1252

ISO-8859-1

EBCDIC 037

www.casabasecurity.com

Unicode Crash Course
Code pages and charsets
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ÅUnicode can represent them all

ÅASCII range is preserved

ïU+0000 to U+007F are mapped to ASCII

www.casabasecurity.com

Unicode Crash Course
Ad Infinitum
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ÅUnicode 5.1 uses a 21-bit scalar value with 
space for over 1,100,000 code points:

U+0000 to U+10FFFF

www.casabasecurity.com

Unicode Crash Course
Code points
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A = U+0041

Every character has a unique number 

www.casabasecurity.com

Unicode Crash Course
Code Points
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Unicode Crash Course

A
U+0041



Black Hat USA  - July 2009 © 2009 Chris Weberwww.casabasecurity.com

Unicode Crash Course

Ǘ
U+017F
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UTF-8 
ïvariable width 1 to 4 bytes (used to be 6)

UTF-16
ïEndianess
ïVariable width 2 or 4 bytes
ïSurrogate pairs!

UTF-32
ïEndianess
ïFixed width 4 bytes
ïFixed mapping, no algorithms needed

www.casabasecurity.com

Unicode Crash Course
Encodings
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U+FF21 FULLWIDTH LATIN CAPITAL LETTER A

%EF%BC%A1

&#xFF21;

&#65313;

\xEF\xBC\xA1

\uFF21

www.casabasecurity.com

Unicode Crash Course
Encodings and Escape sequences
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools

www.casabasecurity.com

Unicode Transformations
Agenda



Black Hat USA  - July 2009 © 2009 Chris Weber

ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools

www.casabasecurity.com

Unicode Transformations
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Å Unicode crash course
Å Root Causes
ï±ƛǎǳŀƭ {ǇƻƻŦƛƴƎ ŀƴŘ L5bΩǎ
ï Best-fit mappings
ï Normalization
ï Overlong UTF-8
ï Over-consumption
ï Character substitution
ï Character deletion
ï Casing
ï Buffer overflows
ï Controlling Syntax
ï Charset transformations
ï Charset mismatches

Å Tools

www.casabasecurity.com

Unicode Transformations
Overview
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ÅOver 100,000 assigned characters

ÅMany lookalikes within and across scripts

A QȈȎȬ

www.casabasecurity.com

Root Causes
Visual Spoofing
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{ƻƳŜ ōǊƻǿǎŜǊǎ ŀƭƭƻǿ Φ/ha L5bΩǎ 

based on script family

ï(Latin has a big family)

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Safari

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Opera

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Attack Vectors
IDN homograph attacks

www.google.com is not www.gooὠle.com

Latin 
U+0069

Latin
U+0261

gὠ



Black Hat USA  - July 2009 © 2009 Chris Weber

ICANN guidelines v2.0

ïInclusion-based

ïScript limitations

ïCharacter limitations

www.casabasecurity.com

Root Causes
The state of International Domain Names

Deny-all default seems to 
be the right concept.

A script can cross many 
blocks.  Even with limited 
ǎŎǊƛǇǘ ŎƘƻƛŎŜǎΣ ǘƘŜǊŜΩǎ 
plenty to choose from.  

Great for domain labels, 
but sub domain labels still 
open to punctuation and  
syntax spoofing.
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ÅNon-Unicode attacks 

ÅConfusables

ÅInvisibles

ÅProblematic font-rendering

ÅManipulating Combining Marks

ÅBidi and syntax spoofing

www.casabasecurity.com

Attack Vectors
Visual spoofing Vectors
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rn can look like m in certain fonts

www.casabasecurity.com

Attack Vectors
Non-Unicode homograph attacks

www.mullets.com is not www.rnullets.com

Latin 
U+006D

Latin
U+0073 U+006E

http://www.mullets.com/
http://www.rnullets.com/
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Are you using mono-width fonts?

0 and O

1 and l

5 and S

www.casabasecurity.com

Attack Vectors
Non-Unicode homograph attacks
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/ƭŀǎǎƛŎ ƭƻƴƎ ¦w[Ωǎ

http://login.facebook.intvitation.videomessageid -

h048892r39.sessionnfbid.com/home.htm?/disbursements/

www.casabasecurity.com

Attack Vectors
Non-Unicode homograph attacks
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www.Ὃpple.com

κκ !ƭƭ [ŀǘƛƴ ǳǎƛƴƎ [ŀǘƛƴ ǎƳŀƭƭ ƭŜǘǘŜǊ !ƭǇƘŀ Ψὄô

www.fa℅ebook.com

// Mixed Latin/Greek with lunate ǎƛƎƳŀ ǎȅƳōƻƭ ΨcΩ

www.ʘʔʩ.com

κκ !ƭƭ /ȅǊƛƭƭƛŎ ΨabcΩ

www.casabasecurity.com

Attack Vectors
Single-script and The Confusables
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Browsers whitelist .ORG

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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hǘƘŜǊǎ ŘƻƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ōǳǘΧ

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Attack Vectors
IDN homograph attacks

www.mozilla.org is not www.mozílla.org

Latin 
U+0069

Latin
U+00ED
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ό¢Ƙƛǎ ŎŀǎŜ ŘƻŜǎƴΩǘ ǿƻǊƪ ŀƴȅƳƻǊŜύ

www.casabasecurity.com

Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www.google.com path file?.nottrusted.org

FULLWIDTH SOLIDUS
U+FF0F
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(Normalized to a / U+002F)

www.casabasecurity.com

Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www.google.com/path/file.nottrusted.org

SOLIDUS
U+002F
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όIƻǿŜǾŜǊ ǇǳƴŎǘǳŀǘƛƻƴ ƴƻǘ ǊŜǉǳƛǊŜŘΧύ

www.casabasecurity.com

Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www.google.com path file.nottrusted.org 

Katakana No
U+FF89
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Attack Vectors
The Invisibles
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Attack Vectors
Visual Spoofing with Bidi Explicit Directional Overrides
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Commonly occur in charset transformations and 
ŜǾŜƴ ƛƴƴƻŎǳƻǳǎ !tLΩǎ

Impact: Filter evasion, Enable code execution

When ůbecomes s

U+03C3 GREEK SMALL LETTER SIGMA

When ǋbecomes  '

U+2032 PRIME

www.casabasecurity.com

Root Causes
Best-fit mappings
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Å{ŎǊǳǘƛƴƛȊŜ ŎƘŀǊŀŎǘŜǊκŎƘŀǊǎŜǘ ƳŀƴƛǇǳƭŀǘƛƻƴ !tLΩǎ

ÅUse EncoderFallback with System.Text.Encoding

ÅSet WC_NO_BEST_FIT_CHARSflag with 
WideCharToMultiByte ()

ÅUse Unicode end-to-end

www.casabasecurity.com

Root Causes
Guidance for Best-Fit mappings
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ÅA popular social networking site in 2008

ÅImplemented complex filtering logic to 
prevent XSS

ïAttack: Filter evasion, code execution

ïExploit: Bypass filtering logic with best-fit 
mappings to leverage cross-site scripting

ïRoot Cause: best-fit mappings

www.casabasecurity.com

Case Study: Social Networking
Best-fit mappings
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- moz- binding() 

ǿŀǎ ƴƻǘ ŀƭƭƻǿŜŘΣ ōǳǘΧΦ

- [ U+ff4d ]oz - binding()

would best-fit map!

www.casabasecurity.com

Case Study: Social Networking
Best-fit mappings
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Normalizing strings after validation is dangerous

Impact: Filter evasion, Enable code execution

www.casabasecurity.com

Root Causes
Normalization
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Ķ becomes I + ῧ

www.casabasecurity.com

Root Causes
Normalization

U+0130 U+0049 U+0307
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But are there dangerous characters?

You betΧ  ǿƛǘƘ bCY/ ŀƴŘ bCY5 ȅƻǳ ŎƻǳƭŘ 
control HTML or other parsing

becomes <

www.casabasecurity.com

Root Causes
Normalization

U+FE64 U+003C
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becomes <

toNFKC(ñscript>ò) = ñ<script> ò

www.casabasecurity.com

Root Causes
Normalization

U+FE64 U+003C
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Normalize strings before validation

NFKC first defense against Visual spoofing

www.casabasecurity.com

Root Causes
Guidance for Normalization



Black Hat USA  - July 2009 © 2009 Chris Weber

Non-shortest or overlong UTF-8

Impact: Filter evasion, Enable code execution

Application gets %C0%A7

OS/Framework sees %27

Database gets '

www.casabasecurity.com

Root Causes
Non-shortest form UTF-8
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ÅUnicode specification forbids

ïGeneration of non-shortest form

ïInterpretation of non-shortest form for BMP

ÅValidate UTF-8 encoding (throw on error)

www.casabasecurity.com

Root Causes
Guidance for Non-shortest form UTF-8
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How many ways can you say ../

www.casabasecurity.com

Attack Vectors
Directory traversal
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Attack Vectors

../
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ÅUnassigned code points

ïU+2073

ÅIllegal code points

ïHalf a surrogate pair

ÅCode points with special meaning

ïU+FEFF is the BOM

ÅImpact: Filter evasion, Enable code execution

www.casabasecurity.com

Root Causes
Handling the Unexpected
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Over-consuming ill-formed byte sequences

* Big problem with MBCS lead bytes

<41 C2 3E 41> becomes 

<41 41>

www.casabasecurity.com

Root Causes
Handling the Unexpected: Over-consumption
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<img src ="#[ 0xC2] " > " onerror ="alert(1)"< br />

becomes

<img src ="#>" onerror ="alert(1)"< br />

www.casabasecurity.com

Root Causes
Handling the Unexpected: Over-consumption
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Correcting insecurely rather than failing

ï{ǳōǎǘƛǘǳǘƛƴƎ ŀ ΨΦΩ ƻǊ ŀ ΨκΩ ǿƻǳƭŘ ōŜ ōŀŘ

www.casabasecurity.com

Root Causes
Handling the Unexpected: Character-substitution
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άŘŜƭŜǘƛƻƴ ƻŦ noncharactersέ ό¦¢w-36)

www.casabasecurity.com

Root Causes
Handling the Unexpected: Character-deletion
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<scr [ U+FEFF] ipt > becomes <script>

www.casabasecurity.com

Root Causes
Handling the Unexpected: Character-deletion
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ÅFail or error

ÅUse U+FFFD instead 

ï! ŎƻƳƳƻƴ ŀƭǘŜǊƴŀǘƛǾŜ ƛǎ Ψ?ΩΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ǎŀŦŜ

www.casabasecurity.com

Root Causes
Solutions for Handling the Unexpected
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Å.ȅǇŀǎǎ ŦƛƭǘŜǊǎΣ ²!CΩǎΣ bL5{Σ ŀƴŘ ǾŀƭƛŘŀǘƛƻƴ

ÅExploit delivery techniques

ïE.g. Cross-site scripting (buffer overflow of the 
Web)

www.casabasecurity.com

Attack Vectors
Filter evasion
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Safari and Firefox BOM consumption
ïAttack: Filter evasion, code execution

ïExploit: Bypass filtering logic with specially crafted 
strings to leverage cross-site scripting

ïRoot Cause: Character deletion

<a href =ñjava[U+FEFF] script:alert (óXSSô)>

Can be nastier:

<a h[ U+FEFF]ref=ñjava[U+FEFF] script:al [ U+FEFF] ert (óXSSô)>

www.casabasecurity.com

Case Study: Apple and Mozilla
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A Closer Look: The BOM

BOM
U+FEFF
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ÅAttackers manipulate casing operations to 
inject otherwise prohibited characters

ÅCasing can multiply the buffer sizes needed

ÅImpact: Filter evasion, Enable code execution

www.casabasecurity.com

Root Causes
Casing
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toLower (ñĶò) == ñi ò

toLower (ñscr Ķpt ò) == ñscri ptò

www.casabasecurity.com

Root Causes
Casing
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len (x) != len ( toLower (x))

www.casabasecurity.com

Root Causes
Casing
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ÅPerform casing operations before validation

Å[ŜǾŜǊŀƎŜ ŜȄƛǎǘƛƴƎ ŦǊŀƳŜǿƻǊƪǎ ŀƴŘ !tLΩǎ

ïICU, .Net

www.casabasecurity.com

Root Causes
Guidance for Casing
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ÅIncorrect assumptions about string sizes (chars 
vs. bytes)

ÅImproper width calculations

ÅImpact: Enable code execution

www.casabasecurity.com

Root Causes
Buffer Overflows
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Casing - maximum expansion factors

www.casabasecurity.com

Root Causes
Buffer Overflows

Operation UTF Factor Sample

Lower 8 1.5 U+023A

16, 32 1 A U+0041

Upper 8, 16, 32 3 ˀ U+0390
Source:  Unicode Technical Report #36
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Normalization- maximum expansion factors

www.casabasecurity.com

Root Causes
Buffer Overflows

Operation UTF Factor Sample

NFC
8 3X U+1D160

16, 32 3X ̇ U+FB2C

NFD
8 3X ˀ U+0390

16, 32 4X U+1F82

NFKC/NFKD
8 11X

U+FDFA
16, 32 18X

Source:  Unicode Technical Report #36
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ÅKnow the difference between bytes and chars

ÅSecure coding

Å[ŜǾŜǊŀƎŜ ŜȄƛǎǘƛƴƎ ŦǊŀƳŜǿƻǊƪǎ ŀƴŘ !tLΩǎ

ïICU, .Net

www.casabasecurity.com

Root Causes
Guidance for Buffer Overflows
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ÅWhite space and line breaks

ïE.g. when U+180E acts like U+0020

ÅQuotation marks

ÅImpact: Filter evasion, Enable code execution

www.casabasecurity.com

Root Causes
Controlling Syntax
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ÅManipulate HTML parsers and javascript
interpreters

ÅControl protocols

www.casabasecurity.com

Attacks and Exploits
Controlling syntax
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ÅUnicode formatter characters exploited for 
XSS

ïDamage: Filter evasion, controlling syntax

ïExploit: Bypass filtering logic with specially crafted 
characters to leverage cross-site scripting.  

ïRoot CauseΥ LƴǘŜǊǇǊŜǘƛƴƎ άǿƘƛǘŜ ǎǇŀŎŜέ

ïA problem with HTML 4.0 spec?

www.casabasecurity.com

Case Study: Opera
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<a href =#[U+180E] onclick =alert()>

www.casabasecurity.com

Case Study: Opera
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Case Study: Opera

MVS
U+180E
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ÅQuestion specifications

Å.Ŝ ŎŀǊŜŦǳƭΧ

www.casabasecurity.com

Root Causes
Guidance for Controlling Syntax
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1) Character stability
ï IDNA/Nameprep based on Unicode 3.2

2) Designs
ïSpecs are carefully designed but not always perfect
ÅThis could have been a problem:
ïά²ƘŜƴ ŘŜǎƛƎƴƛƴƎ ŀ ƳŀǊƪǳǇ ƭŀƴƎǳŀƎŜ ƻǊ Řŀǘŀ ǇǊƻǘƻŎƻƭΣ ǘƘŜ ǳǎŜ ƻŦ 

U+FEFF can be restricted to that of Byte Order Mark. In that case, 
any U+FEFF occurring in the middle of the file can be ignored, or 
treated as an error. έ

ïHTML 4.01 
ÅDefines four whitespace characters and explicitly leaves 

handling other characters up to implementer.

www.casabasecurity.com

Root Causes
Specifications
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ÅConverting between charsets is dangerous

ÅMapping tables and algorithms vary across 
platforms

ÅImpact: Filter evasion, Enable code execution, 
Data-loss

www.casabasecurity.com

Root Causes
Charset Transformations
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ÅAvoid if possible

ÅUse Unicode as the broker

ÅBeware the PUA mappings

ÅTransform, case, and normalize prior to 
validation and redisplay

www.casabasecurity.com

Root Causes
Guidance for Charset Transformations
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ÅSome charset identifiers are ill-defined

ÅVendor implementations vary

ÅUser-agents may sniff if confused

ÅAttackers manipulate behavior

ÅImpact: Filter evasion, Enable code execution

www.casabasecurity.com

Root Causes
Charset Mismatches
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Root Causes
Charset Mismatches

Content-Type: charset=ISO-8859-1

<meta http-equiv="Content-Type" content="text/html; 
charset=shift_jis"/>

Attacker-controlled input
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ÅForce UTF-8

ÅError if uncertain

www.casabasecurity.com

Root Causes
Guidance for Charset Mismatches
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools

www.casabasecurity.com

Unicode Transformations
Agenda
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools
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Unicode Transformations
Agenda
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ÅWatcher

ïPassive Web-app security testing and auditing 

ÅUnibomber

ïXSS autopwn testing tool

www.casabasecurity.com

Tools
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ÅUnicode transformation hot-spots
ÅUser-controlled HTML
ÅCross-domain issues
ÅInsecure cookies
ÅInsecure HTTP/HTTPS transitions
ÅSSL protocol and certificate issues
ÅXSS hot-spots
ÅFlash issues
ÅSilverlight issues
ÅInformation disclosure

www.casabasecurity.com

Tools
Watcher ςSome of the Passive Checks Included 
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Tools
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http://websecuritytool.codeplex.com

www.casabasecurity.com

Tools
Watcher - Web-app Security Testing and Auditing

http://websecuritytool.codeplex.com/
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ÅDeterministic testing

ÅAuto-inject payloads

ÅUnicode transformers

ïғ Ҕ Ψ άΣ ŜǘŎΦ

ÅDetect transformations and encoding 
hotspots

www.casabasecurity.com

Tools
Unibomberςruntime XSS testing tool



Thank you!

Casaba Security 

www.casabasecurity.com

Chris Weber

Blog: www.lookout.net

Email: chris@casabasecurity.com

LinkedIn:  http://www.linkedin.com/in/chrisweber
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