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Fighting Russian Cybercrime Mobsters
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Agenda

» Russian La Cosa Nostra

» Russian Organized Cybercrime

« DarkMarket Undercover Operation
* Q&A
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What is Online Organized Crime?

Botnets Malware

Trojans DDoS
Phishing Spam
Pharming Iframe Attacks

Click Fraud Fast-Flux




What is Online Organized Crime?

Bank/Credit Card Account Money Laundering
Compromises
Stock Manipulation Blackmail / Extortion
Identity Theft Deceptive Advertising /
Fraud

Reshipping Fraud Carding




Advantages of cybercrime

* “because that's where the money is” (Willie Horton)

* Also:

— High certainty of lack of attribution/cost
— Low barriers to entry

— Low cost of required resources

— Enormous potential
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How much $$$?

YEAR COMPLAINTS RECEIVED US DOLLAR LOSS

2008 275,284 $265 million
2007 206,884 $239.09 million
2006 207,492 $198.44 million
2005 231,493 $183.12 million
2004 207,449 $68.4 million

Rate of increase of cybercrime losses measured through complaints received by
FBI’s Internet Crimes Complaint Center (IC3)
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Interview with a Romanian cybercriminal
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Russian La Cosa Nostra
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Thief in law / Bop B 3akoHe

 Highly organized Russian underworld society
 Arose out of Stalin’s Gulags in 1930s

» Developed strict set of laws (Thief's Code), violations
often punishable by mutilation/death

« Example of laws:
— Forsake all relatives

— Not have a family of your own

— Never, under any circumstances, work, no matter how much difficulty this
brings

— Make good on promises given to other thieves

— Have nothing to do with the authorities
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Thief in law / Bop B 3akoHe (cont)

 Characteristics:
— Extraordinary Cruelty
— Absolute Ruthlessness
— Crime as a way of life vs. business
— No recognition of government authority / cooperation prohibited

* World War Il: B**** War

» Today: International representation in nearly all
developed/developing countries

» Cooperation with other organized criminal groups
* Involvement in every aspect of criminal activity
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Tattoo-based Language

Protect what you value.



Russian Justice System

 3-judge panel verdicts

* 1-2% acquittals

* Double jeopardy not prohibited
* “Telephone justice”

* The Cage
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Russian Organized Cybercrime
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Progression of Russian Cybercrime

 Early ‘90s: ‘Warez’ / Organized piracy

« ‘94-°95: Citibank Hack ($10 million stolen). Vladimir Levin
arrested

» Late ‘90s: Internet Worms

«'99: Political Hacktivism (NATO/Yugoslavia)
« Early ‘00s: Spamming, Phishing

« Spring ‘05: Estonia

« Summer ‘08: Georgia

* Rise of Nationalism




‘Artistic’ expression
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Mazafaka.co Portal of russian carders
Mazafaka.cc
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Mazafaka Portal of russian caders
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Carding Evolution
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Carding Underground: Events Timeline

Oct 2005
Al Qaeda Arrests
Irhabi 007 (Younis Tsouli)

o

e
25 Oct, 2004 =
Operation Firewall:
Shadowcrew Shutdown
July 2003 \
May 2001 Operation Firewall commences E, 2005 Decamber 3005 Oct 16, 2008
Carderplanet begins operations IIElrkil'ularl\::.n.t Surfaces Golubov raleased DarkMarket shutdown
Odessa meeting (Golubov, Chistov) \ '\ / e ————
B \ ==
0 \ 'gll |
2000 2002 \,I |II
Counterfeit Library Shadowcrew emerges | 2004 i
(Rl et A R T e T . Carderplanet Shutsdown November 2006
February 2003 5 Operation Cardkeeper:
July 05 Polish connection

Roman Vega (Boa)

arrested in Cyprus Golubov arrested in Ukraine



OFFICIAL REVIEWERS

CARDERPLANET ADMINISTRATION
CAPO DI CAPI
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CARDERPLANET ADMINISTRATION

CAPO DI CAPI
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Maxim Yastremsky

e Largest wholesale seller of
TJX cards (batches of
10,000)

e Charged $20-5100 per card

e Arrested in August ‘07 in
Kemel, Turkey with personal
information on 5,000 US
and European Nationals
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Al Qaeda Connection

e Waseem Mughal, Younis
Tsouli (Irhabi 007) and Tariq
al-Daour

e Convicted in UK in 2007 for
Internet-based terrorism
incitement

e Financed their activities
through cybercrime (37,000

Al-Qaeda’s PR agency stolen cards uncovered)

e Ties to London July 07 ‘05
bombings
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| belong to the rare category of people

who go into politics not for personal gain
but for the idea. | am not interested in
money... Together with you we can clean up
Ukraine from corruption and criminality

NoOAHMEHMTHCE PESYNETATH

T ourmrsnime s Mennerrman CanuRon
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Organized Crime
in the 21st Century

SSA J. Keith Mularski
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Who are these guys
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"How'd you know | was in for cyber crime?"
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Carder - Slang used to describe individuals who use stolen credit card account information to conduct fraudulent transactions.

. Carding - Trafficking in and fraudulent use of stolen credit card account information.
. Cashing - The act of obtaining money by committing fraud. This act can be committed in a variety of ways: The term can stand for cashing out
F Western Union wires, Postal money orders and WebMoney; using track data with PINs to obtain cash at ATMs, from PayPal accounts, or setting up a
bank account with a fake ID to withdraw cash on a credit card account. .

. CC - Slang for credit card.

. Change of Billing (COB or COBs) - Term used to describe the act of changing the billing address on a credit account to match that of a mail drop. o
This act allows the carder full takeover capability of the compromised credit card account and increases the probability that the account will not be |
rejected when being used for Internet transactions.

. CVV2 - CVV2 stands for credit card security code. Visa, MasterCard, and Discover require this feature. It is a 3 digit number on the back of the card.

. DDoS - Acronym for Distributed Denial of Service Attack. The intent when conducting a DDOS attack is to shut down a targeted website, at least for
a period of time, by flooding the network with an overflow of traffic.

. DLs - A slang term that stands for counterfeit or novelty driver's licenses.

. Drop - An intermediary used to disguise the source of a transaction (addresses, phones etc.)

. Dumps - Copied payment card information, at least Track 1 data, but usually Track 1 and Track 2 data. .,

. Dump checking - Using specific software or alternatively encoding track data on plastic and using a point of sale terminal to test whether the dump is F
approved or declined. This provides carders a higher sense of security for obtaining quality dumps from those who offer them and also a sense of 3
security when doing in store carding.

i . Full info(s) - Term used to describe obtaining addresses, phone numbers, social security numbers, PIN numbers, credit history reports and so on. Full {
Info(s) are synonymous with carders who wish to take over the identity of a person or to sell the identity of a person.

. Holos - Slang for the word Holograms. Holograms are important for those who make counterfeit plastic credit cards to emulate an existing security
feature.

. ICQ - An abbreviation for "I Seek You". ICQ is the most widely used instant messaging system for carders. Popular among Eastern Europeans in their
Internet culture, it continues to be used for carding activity.

. IRC - An abbreviation for "Internet Relay Chat". IRC is a global system of servers through which users can conduct real-time text-based chat,
exchange files, and interact in other ways.

. IDs - Slang for identification documents. Carders market a variety of IDs, including bills, diplomas, driver's licenses, passports, or anything that can be
used as an identity document.

. MSR (Magnetic Strip Reader) - Device that can be used for skimming payment card information and/or encoding track information on plastic.

. Phishing - The extraction of information from a target using a hook (usually an e-mail purporting to be from a legitimate company). Phishers spam the
Internet with e-mails in hopes of obtaining information that can be used for fraudulent purposes.

. POS (Point of Sale) - Acronym for a terminal through which credit cards are swiped in order to communicate with processors who approve or decline
transactions.

. Proxies - Term used for proxy servers. The use of proxy servers to mask ones identity on the Internet is widely practiced amongst carders. Many

vendors sell access to proxy servers, socks, http, https, and VPN (Virtual Private Networks), which aide in hiding the user's actual IP address when
committing fraud or other illegal activity on the Internet.

. Track 1/Track 2 data - Track 1 and Track 2 data is the information stored on the magnetic stripe of a payment card that contains the account
information.
- e L
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Shadowcrew
For Those \Whao \Wish To Play In The Shadows!

Fag ™ Search = Mernberlist ﬂUsergroups ® Register

7
®rrofile @ Log in to check your private messages % Log in

The tirme now is Mon Oct 18, 2004 7112 am
Shadowcrew Forum Index View unansweraed posts

Mon Oct 128, 2004 7106 am

+ Global Forum 5883 45275

all topics from all forums *D0 NOT POST IM THIS FORUM®* .
webalizer — |

Discussion Forums

The Lounge Mon Oct 18, 2004 7:10 am
+ anything goes in this forurm, Take vour battles and personal matters into the lounge or post news from the fraud warld, ALl E
Moderators deck, Mubin, carsen DARKWIOLET = |

Identification Mon Oct 18, 2004 6:51 am
Technical discussion on Movelty Identification, 2nd 1D, Passports, and the like. E |
Moderators puthe, sigep, carsen shlevster = |

Cyherspace Maon Oct 18, 2004 S:41 am
Discussion about hacking, SPAM, online anonymity tools and programs in general, E
Moderators cumnbajohnny, mengels dr0ot

Credit, E-Currencies, Checks, and Bank Accounts Maon Oct 18, 2004 £:56 am
Discussion concerning credit cards, bank accounts, paypal, e-currencies, credit bureaus, credit reports, and credit services, 17358 S
Moderators JimmR, Spockycat, Scrilla rmarcianod 949

Qualification Mon Oct 18, 2004 2:48 am

Discussion of Diplornas, Employment References, Job searches, Transcript, Etc
Moderators ShadowReview, macgywer prizmz

Auction Forum Man Oct 18, 2004 6:30 am
Buy and sell in the Auction forum. E
Moderator Yaolaur BigPod

Latin American Forum Sat Oct 16, 2004 2134 am
Forum for Spanish speaking individuals., E
Moderator MalLpadre The chango

Tutorials and How-To's Sun Ock 17, 2004 11:35 pm
# | Lcarn from those wha came befare you, *NOTE* You do not post here unless you're going to contribute a tutorial or comment on one that's already written! E
Moderator ShadowReview autolFa4is

Private User Groups
UK J EU User Group Sun Ockt 17, 2004 10:14 pm

# | United Kingdorn & European Union user group E
Moderatars Caszino, Spacernonkey, johnboy johnboy

CDMN User Group Sun Oct 17, 2004 11:00I prn




BaxHanA:
Those willing to be a Reviewed Vendor

cashout is fast

ASAD ASAD AsAD

Brand Mew in box

Help out greywalf!

plus Ca DL, na minirmurn order required

If ves, what % of amount on cheack?




= Welcome, UdidntThink.
= DarkMarket You last visited: Today at 01:51 AM
Private Messages: Unread 0, Total 243.

rl Attack on DM, and our DDoS...
by matrix001

03-08-2007 08:32 PM
Forum Rules & Information A DO not accept/download files...
by matrix001

01-07-2007 11:19 PM &

Forum News
Latest news about DarkMarket.

Dark Market Staff List
Trading

Forum

Verified Vendor Services (1 Viewing)

Here you can find varicus reviewed vendors and their services.
r.' Cardin' Service
Reviewed Vendors List e

Vendors Access
Share anything with other vendors.

Review Requests
If you want to vend - this is the place to go first.

The Bazaar
Here you can buy, sell and exchange stuff.
Terms and rules for posting in this section.

Auction House
Auction off your stuff here - Escrow recommended.
Terms and rules for posting in this section.

Search & 'Looking For’
Locking for someone or something? Post here. NEW TORIC I’

Terms and rules for posting in this section.

Threads in Forum : Vendors Plaza (REVIEWED)

Scumbags & Rippers (1 Viewing)
Report and take a look at people to be aware of. R

Cashing & Drops (1 Viewing)
Request drops or cash-out's for your accounts.

are allowed his ction only

Discussion
Forum

Dark Market Local Sites
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Uszar
i Marme User Name Rermermber Me?
@& Mazafaka.CC - Network Terrorism Forums

Pazzwaord Log in

Welcome to the Mazafaka.CC - Metwork Terrorism Forums.

If this is your first wisit, be sure to check out the FAQ by clicking the link above. ¥ou may hawve to register before you can post: click the register

link abowve to proceed. To start wiewing messages, select the forum that you want to wisit from the selection below.

Userfamg®y

rpynnaiMember
Coofuewnni: 1000
Pervcrpanma: 1 - January 01

Forum

MNpaewna opyma.

¥uioend monpaennd bupema

Logged in as:

rnobaneHbli NOWCK NO CTATyCy, MUMeHK, icg, e-mail
Hoeoctw tho rMa, 00bABNEHWMA, DT3bLIBbI M NOMENaHMA _
MocneiHKE HOBOCTH OT mazafaka.ru, PazAKHHEI2 ApeAndkeHHWA, OTSEIER

SAMUHWCTRAL MU, :
A Pay ¥mHbie nioav 3nece aenawt babin!!

Hoeocth B Mupe KapawHra

s ey
CaMEle CESHME HOEOCTH M2 HMIHM KapaMHra i — SE-CODE
—— ' : :

Just Buy It O —

o noseay paewEn — % |
peknam | obpauairec, | DAYIdB icq: 443036

BMEPED

+ Pyccwnit 06uymii dopym

Today, 20:30
Y Bee nocneaxue cooblueHns, OTNPaBNEHHbIE B PYCCKMX (OpYMax, Bbl MOXETE BUASTL 3AeCk ZLEE st f.r"‘ RS

+ Forum for Russian

Today, 00:24
Bce TeMbl, KacawMecH KapavHra. In:
Forum Led by: By:
Today, 17:32
In:
By:

HOBOCTM, KACAMWWECA KADAWHTE, B3ATHIE M3 OTKPLITEIX HCTOYHWKOS
Forum Led by:

e -

Today, 08:16




SPAMHAUS (;:_&;'} THE SPAMHAUS PROJECT

Spamhaus SBL XBL PEL ROKSO l DROFP

Home | About ROKSO | ROKSO FAQs | Advanced Search Register Of Known Spam Operations

Country: Russian Federation Leo KUUB?EH’ ; BadCow

State: )
Main Info

SBL Listings History
Current SBL Listings
Archived SBL Listings

Partner-In-5pam: Pavel Kaminski - "Master Splyntr”

Partner-In-Spam: Silmara Barreiros Ferraz

Partner-In-Spam: Viladislav "Vlad"” Khokhalkow

mailien.net / mailien.org

Another partner or aka: Marshal Mariy

badcow.biz / badcow.arg

domain July 2005 (child porn}

Domains (some of the main ones used for DNS, etc.)

domains August 2005 (stuffnz.com)

domains June 2005

domains October 2005 Yesnic (REGISTRAR-HOLLD)
domains September 2005 Yesnic (REGISTRAR-HOLD)
domains September 2005 Yesnic (REGISTRAR-HOLD)
Domains [2005/2006] ("OEM" pirate warez )

Comains [Jun-2007]

domains: January 2007

fast fluxers 2007-06-30

Russian/American spammer.
Coes "OEM CD" pirated
software spam, copy-cat
pharmaceuticals, porn spam,
porn payment collection, ete.
Spams using virus-created
botnets and seems to be
involved in wirus distribution.
Partnered with Vlad - aka "Mr.
Green”

v v v vy v v v v v v v v v v wvw
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Welcome, Master Splyntr.
& DarkMarket You last visited: Yesterday at 11:53 PM
Private Messages: Unread 0, Total 164.

Open Buddy List Log Out

User CP

DarkMarket

Forum

Threads Posts

: ; rll Viecsh

orum News

Forum Mews by Chal 85 448
Latest news about DarkMarket. 10-22-2007 08:18 AM v

Forum Rules & Information

rll refusing escrowl instant ban...

by Lord Cyric
Dark Market Staff List 09-05-2007 02:05 AM ¥

Forum

Threads Posts
Verified Vendor Services

Here you can find various reviewed vendors and their services.

T usA. UK, Canada,...

by visaexpert1987
Yesterday 09:01 AM ¥

Reviewed Vendors List

Buyers are obliged to leave feedback only in vendors' threads.

Vend A ',‘ us or canada account
endors Access
Share anything with other vendors. by thesnakem-%-znu? A e




Run Escrow Service and
Control Membership

Supervises Content
Arbitrates Disputes
Moderator Moderator Moderator Monitor Individual
Topic Areas
Reviewer Reviewer Reviewer Reviewer Assess Quality of
Vendor Products

Have Permission
to Sell Goods/Services
To Forum Members




Vendor Services

Bank logins

Dumps

CVVs

Full Info/CoBs
Drops/Fake IDs
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Thread / Thread Starter

Sticky: BEST DUMPS AND PRICE AROUND FOR DUMPS!I! (B 1 2 3 ... Last Page)
snake_solid

Sticky: Fresh dumps with ORIGINAL track2/trackl. Cheap prices!| Bin list INSIDE! (B 1 2 3 ... Last Page)
Alephi

Sticky: ATM Skimmers & ATM Pinpads (& 1 2)
Cha0

USA, UK, Canada, International cvv2 (B 1 2 3 ... Last Page)
leeBox

USA Fulls
apparition

Driver License, DOB search
BaRReD

Checking service (B 1 2 3 ... Last Page)
Kreenlo

Service Selling CCfullz;cvv2;paypal (USA) (B 1 2 3)
error

FRESH ORIGINAL trackl/track? DUMPS FROM FIRST HANDS OF VEGA [+]
Vega

Full Info cards with paypal access & with mail access..binlist available.
A rmaw
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Templates used to manufacture
cloned cards

e Blanks produced
e High quality holograms

e “Dumps” data used to encode on
magstripe, embosser used to print
card details on front




-4 MSR206 Utility

darkmarket

Actions License/I1D Bank Card Reconstruct

Batch Mode

LaCa | HiCo Disabled |w 60%7 40;? 407

I50

I Read Card I Write Card I I Reset MSR I v -+ TEEER 1 |10

e I_“] Microzoft PowerPoint .. ﬁ MSR206 Utility <« e | LN | & 510,04
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Hews Site of the Year | The 2002 Mewspaper fvards

TIMES

NEWS COMMENT BUSINESS B0a# SPORT LIFE & STYLE TRAVEL DRIVING
PROPERTY & MORTGAGES | SAVINGS | INVESTMENT | FUNDS | PENSIONS | TAX |
Where am |7 » Home » Money » Consumer Affairs

From The Times

October 18, 2008

Online crime marketplace DarkMarket
closed following UK police raids

'DARK MARKET' TAKEDOWN
Exclusive Cyber Club for Crooks Exposed

10/20/08

Last week the FBI and its global partners wrapped up a two-year undercover cyber operation
that resulted in 56 arrests worldwide, the

prevention of $70 million in potential losses, and
the confirmaticn that while there might be honor
among thieves, in the end, they are still just

Here’s what happened:

..A discerning group of SHARE w0 1Y
cyber criminals

Market,” where they bought and sold stolen
financial information such as credit card data,
login credentials (user names and passwords),
and even electronic equipment for carrying out financial crimes.

The *Dark Market” website

...Atits peak, this vast criminal network had over 2,500 registered members, who all believed
they were operating in a protected cyber environment because they went to great lengths to vet
members and to weed out undesirable elements.

What they didn't know was that one of the site's administrators and most respected
members, who called himself Master Splyntr, was one of us—an undercover FBI agent who
had infiltrated the site posing as a cyber crook

“It was a group of people who trusted each cther,” said the undercover agent after the arrests
He explained that there are twe types of cyber criminals: those who steal, but not from cne
another, and “rippers,” who steal from anyene.

Keeping the rippers off the Dark Market site, the agent explained, gave the other members a
false sense of confidence. “They did a good job of trying to be secure, and they felt secure.
There was honor among thieves, so to speak.”

Press Release

For Immediate Release Washington D.C.
Qctober 16, 2008 FBI National Press Office
(202) 324-3691

FBI Coordinates Global Effort to Nab ‘Dark Market' Cyber Criminals

Joint Two-Year Undercover Operation Results in 56 arrests; $70 million
in Economic Loss Prevention

The FBI, in conjunction with many partners in intemational law enforcement, teday announced
the conclusion of a two-year undercover operation targeting members of the online “carding”
forum known as Dark Market.

Cyber criminals using this forum represented a virtual transnational criminal network spanning
numerous countries who were involved with the buying and selling of stolen financial
information including credit card data, login credentials (user names and passwords), as well
as equipment used in carrying out certain financial crimes. At its peak the Dark Market website
had over 2,500 registered members.

A primary objective of this operation was to infiltrate the forum, develop intelligence on its
leading members, and in coordination with our U.S. and intemational law enforcement partners,
systematically identify, locate, and arrest them over a sustained period. This operation
resulted in 56 arrests worldwide. Additionally, $70 million in economic loss was prevented from
the seizure of compromised victim accounts. Separate from these successes, this operation
created new leads and more investigative information to pursue. These efforts are being
followed up by the FBI and intemational law enforcement partners.

FBI Cyber Division Assistant Director Shawn Henry said, “In teday's world of rapidly expanding
technoloav. where cvber crimes are perpetrated instantlv from anvwhere in the world. law
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