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% Whoam|?
» OS/SecunityResearcher
% Objectives
» Introducinga newmethod of memory dumping

Advantages
Windows HibermationFEddnternals

» Exploitingthis file for:
Defensive(forensicy use
Offensive (bffensic9 use
« Showingsomedemos
» Givingaway §ahdy R a neyeSidelease::)



Introduction: ® Moo -

Just what is hibernation?

% Microsoft name for « suspendtodisk » feature
» AvailablesinceWindows 2000.
» Thisfeature is alsoimplementedin non-MS Q©:S(NlacOSX Linux,.))
% \hibedit8yS . sys
» Yes this is this file!
» |t containsa full dump of thememory
% How do llhibernate?
» Stant >Hibernate
» Commandiline:
Powercigg //hibernate te (to activate)
Shutdewn: /h. (to hibernate)



® Moon

Advantages (1/3)

% It is quick antleasy
» No hardwareprerequisite
» Hibernation canbe activated without reboot
» Containsadditional and useful information

% An efficient way to get a physicédlsnapshotto avoid
» Generatinga crashddumphrough BSOD
» Usingstandalonetools like win32edd (1, mdd 2|, dd =

Thesekind of tools l: NG nécssancompatible with 64bits
» E.g Driverssigning
Becausan MICRQSOR#Ve trust !



Advantages (2/3)

% Significantadvantagedor investigaiors

» Systemactivity is totaly frozen
No softwaretool is able to blockitheanalysis

Systemis left perfectly functional after analysis
» SandMan eai readabledump

Dumpis interoperablewith otherstools like:

- Volatility Framework
- PTFinder (Andreas Schuster;
» X

% Writable too?
» Yed MSBootloaderloadsit when the machineis waking
up.
» Modified codecanbe executed!



