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A ti X C tActiveX Contro

In most cases, ActiveX
d i i t t i iladministrator privilege
The same privilege withp g

ActiveX control can do

l XPol on XP

X controls have 

h Internet Explorerp

o everything 
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A ti X C tActiveX Contro

Under protected mode, 
have user privilege withhave user privilege with

Writing a file/registry key with low integrity

Writing a file/registry key with medium integ

Executing a process with low integrity

Executing a process with medium integrity 

Reading a file/registry key

l Vi tol on Vista

ActiveX controls 
low integrity low integrity

XP VistaXP Vista

N/A Possible

grity and above Possible Impossible

N/A possible

User 
and above Possible agreement 
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Differences of Vue e ces o Vu
Under Protected 

File/Registry writing vulner
more difficult, but still critica,

Process execution vulnera
Old has gone, but new has

Buffer overflow vulnerabilit
Shellcodes on XP do not w

File/Registry reading vulne
No differences

ulnerabilities u e ab t es
Mode
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s come
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File Writing Vulne W t g Vu
on Vista

In principle
Cannot be misused to create a
St t f ldStartup folder
○ Medium Integrity is required

In realityIn reality
Developers have the same pro
Some developers install Active
f ldfolders
○ To update ActiveX control silen
Hence, dll files in low integrityHence, dll files in low integrity 
malicious users

In conclusion
User-privileged process ca

nerability e ab ty

a malicious program in the 

oblems as malicious users
eX control in low integrity 

ntly
folders can be overwritten byfolders can be overwritten by 

an be run at low integrity
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Process Executioocess ecut o
on Vista (1/2)

If developers used
CreateProcess()CreateProcess()
○ It runs a process at mediu
○ However user agreement○ However, user agreement
CreateProcessAsUser()

It can r n a process at lo○ It can run a process at low
○ It can be exploited silently

○ User agreement is not requi○ User agreement is not requi

In ConclusionIn Conclusion
User-privileged process can

on Vulnerabilityo Vu e ab ty

um integrity or above
t is requiredt is required

integritw integrity
y
iredired

n be run at low integrity
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Process Executioocess ecut o
on Vista (2/2)

mshta.exe is usually u
and execute a maliciouand execute a maliciou

mshta http://attacker.we
Before an unsigned ba
executed, Vista require, q

Set shell = CreateObjec
shell Run "backdoor exshell.Run backdoor.ex

Signed program can g p g
shell.Run "cmd.exe /c
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es user agreementg
ct("WScript.Shell")
e“e
be used

c backdoor.exe"



Buffer Overflow
on Vista

Everything is the same
Address space layout r
prevent heap spraying 

However, shellcodes o

w Vulnerabilityy

e on XP
andomization doesn’t 
method from working

on XP do not work
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Sh ll d XPShellcode on XP

Find the address of kernel32.
Find the addresses of some A
kernel32.dll

LoadLibraryA, CreateFileA, W
CreateProcessA ExitProcessCreateProcessA, ExitProcess

Call LoadLibraryA for wininet
Find the addresses of some A

InternetOpenA, InternetOpenU
Call InternetOpenA & Interne
Call CreateFileA & InternetRe
CloseHandle
Call CreateProcessA & E itPCall CreateProcessA & ExitP
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UrlA, InternetReadFile
tOpenUrlA
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rocessrocess

0



P bl ViProblems on Vi
Find the address of kernel32.dll
Find the addresses of some API fun

LoadLibraryA CreateFileA WriteFileLoadLibraryA, CreateFileA, WriteFile
ExitProcess

Call LoadLibraryA for wininet.dll
Find the addresses of some API funFind the addresses of some API fun

InternetOpenA, InternetOpenUrlA, In
Call InternetOpenA & InternetOpenU
Call CreateFileA & InternetReadFile

Internet Explorer : Low Integrity
Target folder : Medium Integrityg g y

Call CreateProcessA & ExitProcess
CreateProcessA creates a process a
Privilege escalation requires user agPrivilege escalation requires user ag
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at medium integrity
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Sh ll d VShellcode on V
Find the address of kernel32.dll
Find the addresses of some API fun

LoadLibraryA CreateFileA WriteFileLoadLibraryA, CreateFileA, WriteFile
GetTempPathA

Call LoadLibraryA for wininet.dll
Find the addresses of some API funFind the addresses of some API fun

InternetOpenA, InternetOpenUrlA, In
Call InternetOpenA & InternetOpenU
Call GetTempPathA

Internet Explorer’s environment varia
Mode
GetTempPathA returns %Temp%\Low

Call CreateFileA & InternetReadFile
Call LoadLibraryA for advapi32.dlly p
Find the addresses of CreateProces
Call CreateProcessAsUserA & ExitP
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i tista

ctions in kernel32.dll
e CloseHandle ExitProcesse, CloseHandle, ExitProcess, 

ctions in wininet dllctions in wininet.dll
nternetReadFile
UrlA

ables are modified under Protected 

w
& WriteFile & CloseHandle

ssAsUserA in advapi32.dll
Process
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User-Privileged Use v eged
with Low Integrit

Can steal most files/re
Cannot be executed a

Medium integrity is requMedium integrity is requ
Can be restarted by ov
or sensitive data with l

DLL files may be loadedDLL files may be loaded
privileged process

Backdoor ac doo
ty

egistry information
gain at boot time
uireduired
verwriting DLL files 
ow integrity
d by a higher-d by a higher
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ActiveX Control ct ve Co t o
Privilege Elevatio

Explicit privilege eleva
User agreement is requ

Implicit (Silent) privileg
User agreement is not r

with w t
on
tion

uired

ge elevation
required
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Explicit Privilegep c t v ege
ActiveX control

User agreement is req
How to elevate privileg

Elevating privilege of AcElevating privilege of Ac
○ CoCreateInstanceAsAd

HKLM\Soft are\Classes\HKLM\Software\Classes\
abled = 1

Using a higher privilegeUsing a higher-privilege
○ CreateProcess
○ ShellExecute

e Elevation of e evat o o

quired
ge?
ctiveX controlctiveX control
min
CLSID\{CLSID}\Ele ation\EnCLSID\{CLSID}\Elevation\En

ed surrogate processed surrogate process
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Implicit Privilegep c t v ege
ActiveX control (

SurrogateSurrogate AASurrogateSurrogate
processprocess

AccessAccess

OrderOrder

ActiveX controlActiveX control

OrderOrder

e Elevation of e evat o o
(1/2)

Medium integrityMedium integrity
or aboveor above

Local Local 
resourceresource

Low integrityLow integrityg yg y
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Implicit Privilegep c t v ege
ActiveX control (

User agreement is NO
Why do developers wa
elevation?elevation?

Because frequent cons
usersusers

How to elevate privilegp g
Using elevation policy
U i id t hi hUsing a resident higher
process
○ IPC, message, file and e

e Elevation of e evat o o
(2/2)

OT required
ant silent privilege 

ent pop-ups annoys 

ge?g

i il d tr-privileged surrogate 

etc
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U i El tiUsing Elevation

If a developer creates a
ActiveX control can runActiveX control can run 
medium integrity silently

HKEY_LOCAL_MACHIN
ft\Internet Explorer\Low Rp
○ AppName , AppPath, CL
○ Policy = 3○ Policy  3

ActiveX Control
CreatePro(low integrity) CreatePro

P lin Policy

 special registry key, 
the process atthe process at 

y
NE\SOFTWARE\Microso
Rights\Elevation Policyg y
LSID 

Higher-Privileged 
Processocess Process

(medium integrity)
ocess
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Using a ResidentUs g a es de t
privileged Surrog

The developer can ins
t hsurrogate process whe

installed
Higher-privileged proc
executed at boot timeexecuted at boot time
ActiveX control can ordc e co o ca o d
process to perform a h

t Higher-t g e
gate Process
stall a higher-privileged 

A ti X t l ien ActiveX control is 

ess will always be 

der the higher-privileged de e g e p eged
high-privileged job
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Ordering a HigheO de g a g e
Surrogate Proces

Sharing files and regis
i t itintegrity

ActiveX Control
(low integrity)

File/Re
(low int

Update information file

write

Update information file
DLL file

er-privileged e p v eged
ss (1/3)
stry keys with lower 

egistry
egrity)

Higher-Privileged Process
(medium integrity and above)

read
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Ordering a HigheO de g a g e
Surrogate Proces

Windows Message
ActiveX Control
(low integrity) Send Me

Higher-privileged surrog
○ ChangeWindowMessag

MSGFLT_ADD)
ActiveX control
○ SendMessage( WM CO○ SendMessage(,WM_CO

er-privileged e p v eged
ss (2/3)

essage
Higher-Privileged Process
(medium integrity and above)

gate process
geFilter(WM_COPYDATA, 

OPYDATA [Message])OPYDATA, [Message])
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Ordering a HigheO de g a g e
Surrogate Proces

IPC(Inter-process Com

ActiveX Control
(low integrity) IPC

Pipes

(low integrity)

Pipes
MailSlots
File Mapping
RPC
Network Communicatio

er-privileged e p v eged
ss (3/3)
mmunication)

C Higher-Privileged Process
(medium integrity and above)(medium integrity and above)

on, etc.
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IPC E l (IPC Examples (

Pipes
Surrogate process
○ ConvertStringSecurityDescript
○ CreateNamedPipe("\\\\.\\pipe\\s
ActiveX controlActiveX control
○ CreateFile("\\\\.\\pipe\\shared”,
○ WriteFile()

SMailSlots
Surrogate process
○ ConvertStringSecurityDescript○ ConvertStringSecurityDescript
○ CreateMailSlot("\\\\.\\mailslot\\s
ActiveX control
○ CreateFile("\\\\.\\mailslot\\share
○ WriteFile()

(1/3)(1/3)

torToSecurityDescriptor(”S:(ML;;NW;;;LW)”,)
shared”, [Security Descriptor])

)

torToSecurityDescriptor(”S:(ML;;NW;;;LW)” )torToSecurityDescriptor( S:(ML;;NW;;;LW) ,)
shared”, [Security Descriptor])

ed”,)
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IPC E l (IPC Examples (

File Mapping (Surrogate proc
Surrogate process
○ ConvertStringSecurityDescript
○ CreateFileMapping(, [Security 
ActiveX controlActiveX control
○ OpenFileMapping(, “shared na
○ MapViewOfFile() // write

(File Mapping (ActiveX contro
ActiveX control
○ CreateFileMapping( “shared n○ CreateFileMapping(, shared n
○ MapViewOfFile() // write
Surrogate process
○ OpenFileMapping(, “shared na
○ MapViewOfFile() // read

(2/3)(2/3)

cess first)

torToSecurityDescriptor(”S:(ML;;NW;;;LW)”,)
Descriptor], “shared name”)

ame”)

f )l first)

name”)name )

ame”)
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IPC E l (IPC Examples (

RPC (with TCP)
Surrogate process
○ RpcServerUseProtseqEp ("nca
ActiveX control
○ RpcStringBindingCompose( "n○ RpcStringBindingCompose(, n
○ CALL

RPC (with PIPE)
Surrogate process
○ ConvertStringSecurityDescript
○ RpcServerUseProtseqEp ("nca○ RpcServerUseProtseqEp ( nca

Descriptor])
ActiveX control

R St i Bi di C ( "○ RpcStringBindingCompose(, "n
○ CALL

(3/3)(3/3)

acn_ip_tcp“, [Port #], NULL)

ncacn ip tcp“ [Port #] )ncacn_ip_tcp , [Port #],)

torToSecurityDescriptor(”S:(ML;;NW;;;LW)”,)
acn np“ "\\\\ \\pipe\\shared" [Securityacn_np , \\\\.\\pipe\\shared , [Security 

“ "\\\\ \\ i \\ h d" )ncacn_np“, "\\\\.\\pipe\\shared",)
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DDemo

Detecting a process to
i t itintegrity

o load dll files with low 
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P ti l S l tiPartial Solution

Do not install any prog
i t it f ldintegrity folder
Do not store any sensDo not store any sens
integrity folder
Obtain user agreemen
privilegep ege

Security model on Vista

n

gram files in low 

itive data in lowitive data in low 

nt to elevate 

a
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C l iConclusion

ActiveX controls on Vis
l bilitisame vulnerabilities as

Developers' main concep
functionality

sta have nearly the 
th XPs those on XP

ern is not security but y
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Q&AQ&A

Thank you!

Contact me freely!Contact me freely!
sweetlie@hotmail.com
sweetlie@ensec.re.kr

31


