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Hypothesis::Statement
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SOFTWARE

cannot protect




Hypothesis::Situation
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Attacker Toolkit: Please choose your victim...

Network
Infrastructure Connectivity Infrastructure

Victim 1: Victim 2: Victim 3:

E-Mail Contamination Phishing, Pharming Web 2.0 Hacking
Visits to malicious Web Sites DNS Spoofing Cross Site Scripting ...
Second Channel Attacks Network Interception Malicious Web Sites
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Malicious
Web Site

Attacker Toolkit: Please enter the attacking strategy ...

Network
Connectivity Infrastructure

Infrastructure

Most promising target

-> Client Computer
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Hypothesis::Situation e('

Client Infection Approaches
+ E-Mails

Malicious Web Sites SO FTWARE

Rogue Access Points (drive-by-injection)

Exploitation of internet enabled client software | Cannot protect

Malicious U3, USB stick SO FTWARE

Malicious CD-Rom
... [many infection strategies — as you know]

++++++

Client Security Defense Strategies

+ Latest patches / Update services \ 4

+ Firewall / Personal Firewall Pentest Experience:
+ Anti-Virus protection ) . .

+ Spyware protection Success rate in client
+ Device Locking Suite eXp|0itati0n =95%

+ Hard disk encryption
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Hypothesis::Conclusion
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We need Secure Devices - Tamper Proof — Trusted Minicomputers

e
e e
Do
EfaE
Do
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Hypothesis::Conclusion

S
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Secure devices provide ...
+ Authentication
+ Encryption
+ Signatures

Secure devices are ...
+ Tamper Proof

+ Virus/Trojan resistant

? (\Cﬂﬁ

S

Secure / Trusted Client
Devices Infrastructure

Network
Connectivity Infrastructure
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Smart Card::Life Cycle
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Life Cycle




Smart Card::Life Cycle

SECURITY

Producer -> Company -> User

SmartCard Producer

f—

John Doe

R

ﬁ Personalize()

% 1

Initialize()
sw + policy
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Smart Card::Life Cycle::Initialize()

S
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MyBank::Unitialized Smart Card

% CMC Admin
File Help Smart Card needs to

be initialized before
Card Reader: |.-’-¥.:-:altn:| Reflex20 w3 Smart card reader 0 v| @
— _ usage!
Diigital Dz | Card " PIM " Perzonalize

Detalls | Initialization means:
EIM}' EeiEE E wpart ta Reqistry
E--ﬁffﬂegistr}l

= oo a) PIN policy
-.g.ﬁ.ddressﬂmk b) PUK po|icy

QE.-'-". Saveds .. .
& LJRO0T c) Key generation
- el d) MasterKeySet
i% Axalto CMC X
— D eleie D ... and more...see next
Zard is nok Personalized,
e Clear Card pa g e

SmartCard that is delivered by
the producer

...................................................................................................................................................................................................................................
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Smart Card::Life Cycle::Initialize()
AEES

-+ COVE Admin Tool
File Tools Help

Card Reader: i
J '/@: Disconnect
Digital IDs | Card | PIN | Repersonalize | ﬁ axalto
Select Profile:
| = j Entrust. cpf ~

3 Program Files »

) Axalto i
£ Access Client

o ]

[

Entrust_interop_Microsoft. cpf

E rtruzt Elus Netscaie.cif

icrozoft_interop_Metscape.cpf
Metzcape. cpf
Small_E ntrust. cpf

Small_Entruzt_interop_Microsaft cpf

W

Mew... |

| Info... |

Delete
¥ CadLlabel  |Microsoft card
Uszer FIN | 00000000

Unblock PIN (11111111

[ Initial PIM [Uzer must change]

AUTH key

kAT Fey

KEE. ey

Save

[ Usze Diversified Keys
| Select Keys...

Settings. .. Perzonalize

S

SECURITY

Personalization File Settings

Ferzonalization Filename |Mi|:r|:|$|:|ft.l:pf

Private 1024 Keys 2 :II

Private Space a70 :II

Public Space | 1900 :II

Idzer PIM FPolicy | Unblock PIM Policy

v CroptodPl Enabled
[~ PKLCS #1171 Enabled
[v Frotected Mode Enabled

[w igenerate K.enz on Cand Il

© Compass Security AG

www.csnc.ch

Minimum Length: |_1j FIM Attempts: |_Ei||
b aximum Length: mj
[ Limit repeatable characters to: l_j v Allow PIN Change
History Length:| 0 =]
Allow Ak least e Lend |_—|
All characters r
- Alphanumeric " I_D 2 v Alliow Unblocking
Alphabetic [+ I_D: [ Restrict number of
LEMEreee I I—DT suu:-:essfu_llel:ulncks
— ko =
I ppercaze v I_D_ o l_ =
Humene 7 | 0= | % Allow Offine Urblock
[ Moralphan.meric i 0 v Festrict offiine
| WMozl 2 [ l_: unblocks attempts
= Mon-A5Cl - l__ b mj
juls Cancel |
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Smart Card::Life Cycle::Initialize()
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Cardlet Development

During Initialization... -

+ Applets are configured (policy)
+ Applets are loaded from computer to Smart Card \_{\

+ Applets are instantiated on Smart Card Java Compiler
£ ICOVE 1JC File Advanced Settings
EKI| GINA | PFinManager |  Authentication Inteface | Share | OHPEIL |
.............. ; Class
[JC: File Name: |E:"~F'r|:|gram Files\AxaltatAccess ClienthwShCovelPhiic
Package AID:  |ADD0000030000090078112100000 Get lJC Viersion- \-{\
AppletAlD:  [4000000030000030078110100000 T G
Converter
Instance AlD: |.-5.DDDDDDDEDDDUDEIDD?E1 117100000 ¢
v Save Information . cap
~ ijc
a Cancel | \/\

This is like ,initial software package” on a Personal Computer
+ The password for doing so must be known => Master Key Set!!!
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Smart Card::Life Cycle::Personalize() S
SECURITY

Certificate Enrollment
+ Generate Key on Card
+ Generate CSR (certificate signing request)
+ Send CSR to CA (certification authority)
+ Receive Certificate from CA John Doe
+ Store Certificate on Card

4+ Authentication
+ Encryption % - Personalize()

+ Signatures l

Smart Card is then useable
)
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Smart Card::APDU S
SECURITY

Smart Card

Communication
APDU

.....................................................................................................................................................................................................................................................




Smart Card::APDU

S
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Application Protocol Data Unit
+ Communication between CSP/PKCS#10 and Smart Card
+ 1SO 7816 Specification + Vendor extensions

APDU Command
AF 03 16 78

APDU Response
90 00 N \

-

\ Host Smart Card

APDU Layer Reader

Physical Layer
(serial, usb, bluetooth, ...)

MG dH e R L AR e RR A AR R R MR A RE RA AR AR EE BEEE NN YU EE AN RN NN EE NG HNEEHANEERGE AN ANEENA S AN GRS I B EEHEHE 5 EE 46N IS EE S E S NG S SR E AN HREE ARG AR EE AR AR EE RAEEEE B B G AN EE S M NN EE EENE A HE EER RN AR AR AR SRR EERAE NG OE DD EEE s E e AN GRS EEEBEEE
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Smart Card::APDU::Architecture
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Architecture

’

Microsoft Crypto API
" CSP Cryptoki | ...
CSP - Cryptographic Service Provider Pkcs#10 DLL from vendor
2 winscard.dll
& ; ;
\ 4 ;ig ;/ ﬁ:ﬁ?

...................................................................................................................................................................................................................................
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Smart Card::APDU::Command G(' SS
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APDU Command and Response Structure

Command APDU

CLA INS P1 P2 Le Data Field Le

Response APDU

Response SW1 SW2

APDU Command Details

Type |Name Length Details
Class of the command (e.g.: if a command uses

CLA |Class 1 Byte secure messaging or not)

INS |Instruction 1 Byte Command instruction

P1 Parameter 1 1 Byte First parameter of the instruction

P2 |Parameter 2 1 Byte Second parameter of the instruction

L] Lc |Length command |0- 3 Bytes |[Length of the command data

Data |Data Lc Bytes Command data (apdu request)

Le |Length expected |0 -3 Bytes |Length of the response data (apdu response)




SECURITY

Smart Card::APDU::Response e(' SS

APDU Command and Response Structure

Command APDU

CLA INS P1 P2 Le Data Field Le

Response APDU

Response SW1 SW2

APDU Response Details

Type |Name Length Details
Data of the response (Le)
Data |Body 0-3Bytes |CanbeNULL
SW1 |Status Word 1 |1 Byte Status Word 1
SW2 |Status Word 2 |1 Byte Status Word 2




Smart Card::APDU::Enter PIN

S
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Example: APDU Enter PIN

Command APDU

% Password Dialog

CLA INS P1 P2 Lc Data Field Le
Enter PIN:

Response Swi1 sSw2 ak

APDU Command
CcoO 20 O0 01 08 3030303030303030

CLA INS P1 P2 Lc Data Field Le

APDU Response
90 00

.......................................................................................................................................................................................................................................................
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Smart Card::APDU::Standards
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GSC-IS (Government Smart Card Interoperability Specification)
+ 1SO Standard (APDU)
+ 7816-4: Organization, security and commands for interchange
+ 7816-8: Commands for security operations
+ Goal of GSC-IS
+ Interoperability requirements of the enterprise market

EMV - CAP
+ Europay/MasterCard/Visa - Chip Authentication Program

GSM (Global System Mobile)
+ GSM Standard

....................................................................................................................................................................................................................................................
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Smart Card::ATR::Answer to Reset

S
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ATR String: Unique Identification for Smart Cards
+ ATR (Answer to Reset) returns unique number
+ Unique number references to the appropriate DLL (registry key)

Smart Card ToolSet PRO v3.4.2 *** UNREGISTERED *** - [Card Explorer : Axalto Reflex?0 v3 Smart card reader 0 : ISO-7816 Smart Card]

% Swstem  Tools Card Batch  History  Plug-Ins  Commands  Wiew  Windows  Help

IEEERREE]

- - Service i MS Smart Card service [ PC/SC interface | ;I ” .,:,ﬂ (32

Device IA:-:aItu:u Fieflew20 w3 Smart card reader 0 _j'_j || = | 153 | t;S s
5" |
= E} 1S Smart Card service [ PC/SC interface ) Service connected
-- a Licenze UMREGISTERED “ERSION
-- |?®r Prefersnces
=8 i) Devices

w- G AKSifdh 0
- i AKSifdh 1
= Ex‘; Axalto Reflex20 ¥3 Smart card read...

#- @ Device State 000030122
-- Device Info
= 1 Smart Card 150-7816 Smart Card
- =% Protocol T0 [ 000000007 |
i gm Protoco M
3B 7594 00 00 62 02 02 03 01 Once_ the Snr}agcard
- [) Sharing Mode TARD SHARED [ w0000z IS Inserte

-- Card Info
- @ Card Type
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Smart Card::APDU::CSP
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ATR: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\Smart Cards

%" Registry Editor

File Edik “ew Favorites Help

[ Axalto Cyberflex Access 64K (v3) || Mame Type Data

g an yerex 'IESS CamuK (Default]l REG_SZ (value nat set)

Al yberies fitess e aaie et ab] 50000001 REG_SZ selCap, dl

% ’:“:E'L:' Eybj;ﬂsz';ccess S-gate 64K BH)atr REG_EINARY [ sb750000006202020000 |

= :Tzkﬂ: -:::: i 4 20 B ATRMask REG_BIMARY FF FF 00 OO0 OO FF F FF 00 00

(] eTokenCard/M4.306 Cryptu Provider REG_SZ | Axalto Cryptographic Service Provider |

[ eTokerHs

[T aTrkeniS4 (T1 16K v
< ETMIES >
My CompuberiHKEY _LOCAL _MACHIME,SOFTW ARE\Microsof i CryprographyCalaisiSmarkCards) Axalko Cvberflex Access e-gate 32K

Service Provider: HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider

% Registry Editor

File Edik ‘iew Fawvarites Help

_ Defaulks || Mame Type Data
=1 Provider ab]{Default) REG_S7 {walue not set)
b | Acalto Cryptographic Service Provider - i i
0 - AL h ' =3 Image Path REG_SZ Ci\Program Files) AxaltaiAccess ClientwShxdkCsp.dil
= ZTD l” E‘gse g:;':ét?:gr‘zpcg:”:'l“:j =" B8] signFile REG_DWORD T00000000 (07
emplus Gem ard L3P vl B8] Type REG_DWORD 000000001 (1)

[ Infineon SICRYPT Base Smark Card CSP
([ Microsoft Base Cryprographic Provider v
(£ Microsoft Base 0S5 and Diffie-Hellman ©

77 Mirrnsnft Rase 155 Crvnbonranbic Prosic
L4 | > 4 | l

My CompukeriHKEY _LOCAL MACHIME SOFTWARE\Microsaft CryprographyiDefaultst Pravider i Axalka Crypragraphic Service Provider
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Introduction::Smart Card Attacks

S

SECURITY

Attacking Approaches
+ Host Computer (Software)
+ Transmission (Link Layer)
+ Internal Smart Card (Physical, Side Channel Attacks, not covered here)

Internal

Link Layer

AF 03 16 78 \
. )
90 00 ‘ I!
Smart Card
Reader
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Hardware::Sniffing APDU S
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Hardware APDU Sniffing Device
+ The APDU sequences are not commonly known — hidden secret disclosure
+ ATM APDU analysis
+ GSM APDU analysis

Sniffing Packets

© Compass Security AG www.csnc.ch Page 25



Hardware::Sniffing APDU G(' SS
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Season?2 Interface To the SC Reader
l Smart

Card

RS232
Sniffing
Port




Hardware::Sniffing APDU

S

SECURITY

RS232
Sniffing
Port

Serial
Port
Monitor

SC Reader
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Software::Scanning APDU Commands S
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Smart Card ToolSet PRO v3.4.2 *** UMREGISTERED *** - [Card Explorer, : Axalto Reflex20 v3 Smart card reader 0]

% Syskem Card Batch  History  Flug =1 View Windows Help
Sevice [J L Explore Card m =T MEIR= d| BB &) dﬂ
Device |} P2l APDU Scanner Elli=3 ﬂ,j 2 9|
_>.<J. .. Dpen Reader Info =
M i @ = | Evwent | Y alue Ewent Time
1 Ij Cpen Card Info Diriver loaded 121505 29-Juri-2008
| 2 | : = Service connected 121511 29-Juri-2008
| 2 ] @ Reopen Reader FReader haz been detected ... | AKS ifdh 0 121511 29-Juri-2008
| 4 ; Reader haz been detected ... | AKS ifdh 1 121511 29-Juri-2008
| 5 MS Srart Card zervice Reader haz been detected ... | Axalto e-gate 0 121511 29-Juri-2008
; 0 ;
APDU Scanner : Axalto e-gate [ E' i APDL Scanner : Axalto e-gate O E|
0
Yanzd AL naramnsizr: 'ﬁ 0 SPLU sranning @
A
Parameter: Walue: fromm: b Yaried parameter ; Class Stop
Fange from--»to 00 --» FF
¥ Cat | [ IFF Close .
T e | | Cla Ins P1 P2 P3 Le DatalN
iFoA4 00 00 02 3F 00
T I (i1 | | 6% |
¥ P2z o0 | |
v Pauze between AP0z on mzecs: (100 =
W PaLc |02 | | ’ —
B i
—
Scan  Parameters | Dataln] Eriteriu:uns] Results Scan |F'arameters ] Dataln] Eriteriu:uns] Results I
LG SCANMING N Process, ..
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Software::APDU LiveDebugger

Live Debugger
+ DLL Proxy winscard.dll

+ Analyzing any software
that communicates with
the Smart Card with
winscard.dll

+ Works with PKCS#10 or
CSP enabled applications

Live Debugger Features
+ Command Modification
+ Response Modification
+ Logging

....................................................................................................................................................................................................................................................

© Compass Security AG
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SECURITY

Microsoft Crypto API
CSP Cryptoki
CSP — Cryptographic Service Provider Pkcs#10 DLL from vendor

v

v

Compass Monitoring: winscard.dll

v

v

APDU Live Debugger
Java Program

winscard.ori

www.csnc.ch
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Software::APDU LiveDebugger S

SECURITY

APDU Live Debugger: APDU Inspection/Interception
+ Live Debugging
+ Command & Response Interception

ol
Settings: . .
Processname: ‘Aualtu cMc ‘v‘ Compass Securlty APDU leeDebugger Start Server

Time Handle Command-ARDL Respond-APDL Comment
20080630 11:12:59.497 [0xEADT 0000 0044 040007A0000000030000 B114 [ISOVIEC TE16] Select Application
20080630 11:13:04.374 |OxEADT 0000 00A4040007A0000001160DE00 BAS2 [ISONIEC T816] Select Application
20080630 11:13:04 614 |0xEADTO001 00A4040007A0000000030000 B1184 [IBONIEC T816] Select Application
20080630 11:13:04.735 |0xEADT0001 0044 040007A0000001160DB00 BAS2 [ISOVIEC T816] Select Application
20080630 11:13:04 865 |OxEADT0001 0044 04000EA000000030000090078111100000 9000 [ISONIEC T816] Select Application
20080630 11:13:05.065 |0xEADTO001 0044 04000EA000000030000059007&111100000 000 [IBONIEC T816] Select Application
20080630 11:13:05.136 |0xEADTO001 COEEOOOODZ 010Ca000 [ISONEC T816-4 CO] Install: [UMEROWRH Install: 0]
20080630 11:13:05.266 |OxEADT0001 00A404000EA000000030000090078141100000 Q000 [ISONIEC T816] Select Application
20080630 11:13:05.366 |0xEADTO001 COCADT0408C0020300E3028100 BASE [ISONIEC T816-4 O] GetiPut Data: [UNKNOWN GetDa. .
20080630 11:13:05.556 |0xEADTO001 0044 04000EAD0000003000009007&111100000 Q000 [ISONEC 7816] Select Application
20080630 11:13:05 666 |OxEADT0001 CO0A40000020020 Q000 [ISOVIEC TE16-4 CO] Selectqpplication
20080630 11:13:05.796 |OxEADT0001 COBODOODZA 00o000020289000.. ([I1SOEC 7816-4 0] Read Binary
20080630 11:13:05.857 |0xEADT0001 COBOO0ZA01 nosnoo [ISONEC T816-4 C0) Read Binary
200806830 111306127 |[0xEADT0001 0044 04000EA00000003000005007E8111100000 Q000 [ISOVIEC TE16] Select Application
20080630 11:13:06.247 |OxEADT0001 COEZ000101 029000 [ISONEC T816-4 CO] Create Record
20080630 11:13:36.330 |0xEADT0001 0044 04000EAD0000003000004007&111100000 4000 [ISONIEC T816] Select Application
200806830 11:13:44 672 |[0xEAD10001 CO200001083030303030303030 [ISOVIEC TE16-4 CO)verify PIM: 00000000

Edit APDU Command
Edit APDU Response

Edit Commancd: Break Time [ms]:

Edit Respond: Nr. of APDUSs: 1 Send APDUs

o
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“ APDU LiveDebugger
' Discovery!
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APDU::LiveDebugger::Results
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APDU Control Sequences
80 XX XX XX

84 XX XX XX
CO XX XX XX

XX BO
XX D6
CO D2
CO 12
XX A4

R L T T I o

© Compass Security AG

00 XX XX XX

APDU Instructions

XX XX
XX XX
XX XX
XX XX
XX XX

Not encrypted (Axalto Commands)
Encrypted

Not encrypted

ISO Standard APDU

Read

Write

Generate keys on Smart Card
Generate keys on PC

Select Instance

www.csnc.ch Page 32



APDU::LiveDebugger::Results
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CO 12: Generate Keys on Computer (not on Smart Card)
+ First: Offcard key generation
+ Then: Storing keys onto the Smart Card

[C0 iz 0000 02 0o 30| 61 02 [Cwberflex 0] Create PrivatekeyFile; Creates the private portion of a public ke File
00 Co 0o 0o 0z 11 439000 [Opencard] Get residual data (2 Bykes)
CODa 000D 0z 53 11 290 00 [Cwberflex 0] Update binarwy
0 BO 0D 4B 04 S5 1100009000 [Cvwberflex C0] Read Binary
CO D& 00 46 02 44 11 a0 00 [Cvwberflex C0] Update hinary
CODE115F 14 140000000000 00 00000,,, 9000 [Cyberflex C0] Update binary
CODE 00 0OF 06 AD BE S5 11 11 00 Q0 a0 [Cvberflex C0] Update binary
COD& 0001 0101 a0 00 [Cvwberflex C0] Update hinary
CODE 119211 000000000000 0000000,,, 9000 [Cyberflex C0] Update binary
CODeOD0OFDe ADEBE S5 11 11 00 Qo ao [Cvberflex C0] Update binary
O BOOOD4E 04 44 11 00 002000 [Cwberflex 0] Read Binary
CODs 004602 17 11 2000 [Cwberflex C0] Update binary
CO0DE 116220200001 34 FC 333572 36 ... Qo ao [Cvberflex C0] Update hinary
CODE 0015063504558 11 2800 Qo a0 [Cwberflex 0] Update binarwy
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APDU::LiveDebugger::Results

S
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CO D2: Generate Keys on Card

+ First: Oncard key generation
+ Then: Smart Card generates keys on card

0Dz 03 000400010001 61 g4 [Cwberflex C0] Generate RSAKey: Generation of a public key and a private kew CRT
00000 a0 EB 37 E3 97 F2 74... [Dpencard] Get residual data (1258 Bytes)

COBO 0S5 4C 04 07 00 492 05 90 00 [Cwberflex C0] Read Binary

COEDOS 5504 5300 A4 04 90 00 [Cwberflex C0] Read Binary

0 D& 05 4C 04 07 00 A4 04 a0 o0 [Cwberflex C0] Update binary
CODROSS3 83830001 B5 FS 00 1SEZ 6B 3., 9000 [Cwberflex C0] Update binaty
CO0De 001506 75 FS 4905 5000 Q000 [Cvberflex C0] Update binary
CODGOSDo 120047 000003000000 000,,, S000 [Cwberflex C0] Update binary
CODGO00NF 0643 EE CC 05 1200 90 00 [Cwberflex C0] Update binary
COEBD 0S5 4C 04 07 00 A4 04 90 00 [Cwberflex C0] Read Binary

Z0 D& 00 OB 02 &4 04 2000 [Cwberflex C0] Update binary
CODGOS4C 07 07 00 01 01 00 01 00 Q000 [Cwberflex C0] Update binary
CODG00 1B 06 1C 04 42 05 04 00 90 00 [Cwberflex C0] Update binary

© Compass Security AG www.csnc.ch Page 34




APDU::LiveDebugger::Results
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The flag ,,Generate Keys on Card” is not enforced

Personalization File Settings

Ferzonalization Filename |Miu:n:uscuft.|:pf

Frivate 1024 Keys [ j W CryptadsPl Enabled
Private Space 8710 j [~ EKLCS #11 Enabled

Frotected Mode Enabled
Public 5pace 1E||:||:|j v Pratected Made Enable

| v Generate Keps on Card I

This results in the following attack vector

+ The CSP asks the card for oncard, or offcard key generation because the card
itself knows the status

The APDU interceptor responds: , | am an offcard keygen Smart Card”

The CSP will then perform the generate key functions on the computer
The CSP will send the CSR to the CA

After all, the certificate and key material will be stored onto the Smart Card

The hacker who did all the man in the middle stuff ,knows" all the keying and
certificate details! Trust is lost!

+++++
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Smart Card Man-in-the-Middle Attack

SmartCard Browser Certification Authority

APDU Debugger CSP Proxy Attacker Host

| I I 1
| | | | |
| | | | |
| | | | Client Cert Enrollment |
| | | L ;l
| | | | GenerateKey |
| | | k————— = -
: Status of Flag? Flag: Generate Key on Card?() | !

I~ [l | |
: GetFlag : : : :

| | | |
| OnCard=Yes | : : !
= —— — — [ [ [
l OffCard=Yes ' : :
e e —— = — | '
i i %j' | GelnerateKeys i
: : : Generate CSR :
| | | |
| | o ] |

_

| | | | SendCSR |
| | | l aL
| Store to SmartCard | Store to SmartCard : : Client Certificate : Create Certificate
ke — — — — e — — — ke ——— — — '
| | | | |
R | f | | e |
| | | | |
I ; I ; I I I
: %JJ : %Jj : LTrust is Lost! Send details to Attacker .
: : . . . (R
| | | | |
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Smart Card Man-in-the-Middle Attack

S

SECURITY

Conclusion

+ The use of Smart Cards does not make you independent from the host
computer in any case and situation!

+ The flag ,,Generate Keys on Card” does still allow key material being stored
onto the Smart Card.

+ This demonstration was solely related to Smart Cards an end-user has. If the
attacker has some sort of virus/trojan running where the Smart Cards are

initialized, even more fraud can occur (MasterKeySet attacks, Rogue Applet
Uploads, ...)

+ The PIN has been seen in plain-text within the memory segment of the Smart
Card software. The PIN can be gathered without administrative privileges. By
knowing the PIN, the Smart Card could be used behind the scenes without the
users knowledge (signing, encryption).
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Thank you! e‘ SS
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Questions?
4+ ivan.buetler@csnc.ch

See you at the Swiss Cyber Storm Il — Switzerland - 2009

+ www.hacking-lab.com




