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How do you manage your 169
Web 2.0 accounts today?
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Does your “SSQO” consist of

A login

(e.g. johndoe)

+

2 passwords

(one insecure for web 2.0 sites and one secure for banking sites)

?



Attack #1

a. Fall a user’s login

b. Observe the user try every single
combination of their username and
password, including the secure
password..



breeds
iInsecurity

=
* R
- @
@ @
N -
) @)
()] @)
1




One login to rule them all...

...a story about reducing complexity



| OpenlD

Proves that a user owns a URL

You get to choose who manages your identity
e.g. http://john.doe.name/ or http://jonny.myopenid.com/



Answers the who? guestion (authentication)

are you john.doe.name?

Does NOT answer the what? (authorization)

IS john.doe.name allowed to access this page?



How?

(demo)
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File Edit Wiew History Bookmarks Tools  Help  delicio.us
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Done |L-. | (/] i




¥sign In - Mozilla Firefox ==

File Edt Miew History Bookmarks Tools  Help  del.icio.us {:}

¢ - # - @ @ @ E @l ahttps:,l',l'www.myu:upenid.u:u:um,l'signinjasswurd?tid=92bcdb19I ﬁ|7| P] |*|Gu:u:ug|e Efg]

é myOpeniD

SECURE OPENID PROVIDER

YOUFR PERSOMAL ICON

SIGN IN

. . Home
2 About this page Dismriss
. , , Sizn Up
If vou hawve a MyOpenlD account, sign in here, Hizn up if yvou don't yvet have an account,
Recover fccount

1 Motice Dizmiss
QpenlD Site Directory

¥ou must sign in to authenticate to http: ffjvte.com/ az as http:/feugene tayrklevich, name/,
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Oh. Never mind.
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— 7. Redirect ——m s

John Doe OpeniD-enabled
4. Redireft Web 2.0 site aka RP

f. Enter password {E-g- ‘WWW.]Y'ZE.EIJI‘I‘I]
B. Authorize RP |

v Y / 2. Download QpenlD url
L

3. Megotiate crepto keys *

/

Identity Provider aka IdP
(e.g. www.myopenid.com)

John Doe's URL host
(e.g. hitp://john.doe.name)



Let’'s start at the beginning

i

— 1. Login with OpenlD ufl —e :

—— 7. Redirect — mlin T
John Doe OpenlD-enabled
4. Redireft Web 2.0 site aka RP
3, Enterpasswnrd‘ (e.g. www.jyte.com)

l 6. Authorize RP
l Y 2. Download CpenlD url
3. Megotiate crypto keys

v

. . John Doe's URL host
Identity Provider aka IdP .
(.. wgw.mynpenid.cum] (e.g. http://john.doe.name)




Attack #2 — Which one are you?

http:/ /nsa.gov:1/, http:/ /nsa.gov:2/, ...

https://192.168.1.15/internal/auth?ip=1.1.1.1
http:/ /localhost:8080/

http:/ /www.youtube.com /largemovie.flv
http:/ /www.tarpit.com/cgi-bin/hang.pl

file:// /dev/null



Lesson #2

Flexibility and security
do not get along

(or, why it’s important to be less
flexible and more paranoid)




Everybody loves crypto

— 7. Redirect ——

OpeniD-enabled
4 Rediraft Web 2.0 site aka RP

8. Enterpasswnrd‘ (e.g. www.jyte.com)
6. Authorize RP |

l v

2. Download OpenlD url

3. Menotiate crypto keys

Identity Provider aka IdP

{e.g. www.myopenid.com) {e.g. http:/john.doe.name)

“Yassociate mode”



Why Is crypto required?

to protect request & response URLSs

f
John Doe OpeniD-enabled
Web 2.0 site aka RP
5. Enterpasswnrd‘ (e.g. www.jyte.com)
B. Authorize RP |
l Y / 2. Download OpenlD url

3. Menotiate crypto keys ¢

/

Identity Provider aka IdP
[e.g. www.myopenid.com)

T ===k o
= w

John Doe's URL host
(e.g. http:/john.doe.name)



Shared symmetric key Is generated using
Diffie-Hellman

POST fserver HTTP.0
Host: www. myopenid com
Content-type: application/z-www-torm-urlencoded

Content-length: 504

openid.mode=associate &openid.assoc type=HMAC-SHA1S
openid.session_type=DH--HATS:

opetid dh consumer public=OV1ewptI 2 10mIPmvHE 6 gIHEGSFUED APHMEFG53TT
k2arlaldvh Ve LadkQvOQhydGOOOOT vV INw s Vol FV N 0% 2 BiuE nFtmP o/ gjggswE 2t
WNToD e300 Zx1 S W GwV g GE 1 Y yrNne 1 E gk TusEwp MHDhL 7 ExwCyg % 2B 2 gl O
twezBDEE Vyuxh® 03D &openid.dh modulus=ANz00gulOX L Dhm YmsWiziEOH
Tduto2Vebt2 MY ZuY el ouldmLEX %2 E ke LiemOc Py CBE YHIN Oyyim Glimg
SEVAREcLnds3IHHo X GHblzgd LEE1% 0 2F 368 Y go 78T Enx T jgm ¥ 0rzlIob 1T 2IK a
DuE dil¥2 B TUEE JXSFvidWavsiz ¥ Or&openid. dh gen=2g%3D% 5D



Attack #3 - Diffie-Hellman Is vulnerable
to man-in-the-middle attacks!

The spec suggests running DH over https to
iImprove protocol security

So what’s the point of using DH in the first
place?



Lesson #3

Home brewed
Crypto Is a no no

(or, why you should
stick to https)

Wever, even, think cutnds the box.®



Where are you going?

— 7. Redirect ——=

John Doe OpenlD-enabled

4. Rediref Web 2.0 site aka RP
3, Enterpasswnrd‘ (e.g. www.jyte.com)

l 6. Authorize RP |

l Y / 2. Download OpenlDourl

3. Megotiate crypto keys ‘

v

Identity Provider aka IdP
(e.g. www.myopenid.com)

John Doe's URL host
(e.g. http://john.doe.name)



This way! No, that way!

L 'Source of: http://eugene.tsyrklevich.name, - Mozilla Firefox - 10| =|

File Edit ‘“iew Help

<html><head:>

<titlerhttp:/fwww. intruders. v/ </ titler</ head>

<Erameset rows='100%,*' bhorder='0"'>
<frame src='http://www.intruders.tvy' Frameborder='0"' f>
<frame framehorder='0' noresize [

</frameset></html>

Location: http:/ /www.myopenid.com/server?
openid.assoc_handle=%7BHMAC-SHA1%7D%7B4..&
openid.identity=http%3A %2F%2Fjohn.doe.name %2F &
openid.mode=checkid_setup&
openid.return_to=http%3A %2F %2www.somesite.com %2F&
openid.trust_root=http%3A %2F%2www.somesite.com %2F




Attack #4a
Phishing with malicious RPs

ign In - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help  delicio.us

@ - $ - @ @ m‘ E @l | Ihttps:,l',l'www.myprecious.com,l'signinjassword?tid=9cd058?2I %|7| D'] |'|Google |'\4§]
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21 About this page Dizmiss Home
o ) ) Sign Up
If wou have a yOpenlD account, sign in here, Sizn up if wou don't wet have an account.
Recower Account
! Motice Dismiss
CpenlD Site Directory
You must sign in to authenticate to http/fjvte.com/! az as http:/feugene. tzyrklevich. name/,
= Sgnin with an 551 certificate
Username http://eugzene.tsyrklevich. name/s
Password |
C Stay zizned in
Sign In| Canc:ell
Blog | About Us | @ 2007 JanRain, Inc. —

Help | Feedback | Privacy
MyOpen D™ and the MyOpen D™ website are trademarks of JanRain, Inc,
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Attack #4b
Phishing with malicious URL hosts

=10l x|

I 5ource of http://eugene.tsyrklevich.name; - Mozilla Firefox

File Edit Wiew Help

<html><head:>
<1link rel='openid.server' href='http://wumw.myprecious. com/server' =
<1link rel='openid.delegate' href='http://eugene.tayrklevich. name' [

shortcu or EV1COn. 100 ype='1lmage,; 1C0

<titlerhttp://wuw. precious. com</titler</ head>
<Erameset rows='1l00%,*' bhorder='(0'>
<frame sro='http://www.intruders.tv' Eframebhorder='0' jf>
<frame framebhorder='0' noresize [f>
</frameset></html>




Moses stop being

a cunt!!

Lesson #4

Phishers 1 — OpeniD O

(or, why Johnny will never learn to read URLS)



Let me In!

uie b -
e
- Bk et Fom o

— 7. Redirect ——

OpeniD-enabled
4 Redirett Web 2.0 site aka RP

5 Enter pagsward (e.g. www.jyte.com])
f. Authorize RP |
/ 2. Download OpenlD url

3. Menotiate crypto keys ¢

/

Identity Provider aka IdP
[e.g. www.myopenid.com)

John Doe's URL host
(e.g. http:/john.doe.name)



Once signed in, you will no longer need
to re-enter your password for other
OpenlD enabled sites

Convenient, eh?



In other words...

your identity provider receives and
processes ALL your login requests
on your behalf

...privacy, anyone?



Lesson #5

OpenlD makes
privacy difficult

(or, why some paranoid
users might want to use
one OpenlD login per site)

J Privacy

please! I



Not another redirect!

I s s
John Doe OpenlD-enabled

4. Redireft Web 2.0 site aka RP
3, Enterpasswnrd‘ (e.g. www.jyte.com)

l 6. Authorize RP |

l Y / 2. Download OpenlDourl

3. Megotiate crypto keys ‘

v

Identity Provider aka IdP
(e.g. www.myopenid.com)

John Doe's URL host
(e.g. http://john.doe.name)



Attack #6 — Replay attack

Location: http:/ /www.somesite.com/finish_auth.php?
openid.assoc_handle=%7BHMAC-HA1% 7D%7B47bb..&
openid.identity=http%3A%2F%2Fjohn.doe.name%2F &
openid.mode=id_res&
openid.return_to=http%3A%2F%2www.somesite.com&
openid.sig=vbUyND6n39Ss8IkpKI19RT830%2F4%3D&
openid.signed=mode%2Cidentity%2Creturn_to&
nonce=wVso75KH



Problems with Nonces

a. Not part of the OpenlD spec (v1)

b. Do not actually protect against active
attackers!
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Leson HO

Nonces are nonsense

(or, why you must be drinking absolut kool-aid if you believe
nonces will protect you against an active attacker)



| am secure once | am logged In
though, right?

— 1. Login with QpenlD url —m _ fevs

— 7. Redirect —»

John Doe OpenlD-enabled

4. Redireft Web 2.0 site aka RP
8, Enterpasswnrd‘ (e.g. www.jyte.com)

l g. Authorize RP |

l Y / 2. Download OpenlDourl

@ 3. Megotiate crypto Keys ‘

. . John Doe's URL host
Identity Provider aka IdP .
(.. wgw.mynpenid.cum] (e.g. http://john.doe.name)




Attack #7 — Cross-site reqguest
forgery

<html><body>

<iframe id="login"
src="http:/ /bank.com/login?openid_url=john.doe.name" width="0"
height="0"></iframe>

<iframe id=“transfer"
src="http:/ /bank.com/transfer_money?amount=100&to=attacker"

width="0" height="0"></iframe>

</body></html>



Lesson #/

OpenlD robs you of control

(or IdP, not RP, makes the security decisions)



Is it really all that bad?!

No!

OpenlD can make your logins far more
secure than they are today!



How?!

Only one service to secure so we
can afford to use

e Client-side certificates
e SecurlD
e Smartcards



Lesson #8

There is only 1 front
door with OpenID

(or, how | got over my privacy
and learnt to love OpeniD)




S T L A

. essons Learnt

Complexity breeds insecurity

~lexibility and security do not get along
Home brewed crypto is a no no
Phishers 1 — OpenlD O

OpenlID makes privacy difficult
Nonces are nonsense

OpenlD robs you of control

There is only 1 front door with OpenlD




Is OpenlD doomed?

Absolutely not

It's a great system
solving a very real problem

But Its security and
privacy concerns
WHen Your Best Jusr Isw't Goop ENQUGH. need fu rther thoug ht




Thanks!

Try It today.

http://www.openid.net/

http://www.freeyourid.com/

eugene@tsyrklevich.name
viad902@gmail.com



Frimary adoption vector:
grassroots, Web 2.0 applications

DpenID,"SAML'I,\ H'“
comvergence!?

Invisible
(SAML/Liberty)

(WS-Trust)

Frimary adoption vector: Frimary adoption vector:
internal IT needs af the CardSpace bundled with
enterprise Windows Vista
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