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Digital Image Analysis and Forensics®
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Digital cameras and video software have made it easier than ever to create high quality pictures and movies.
Services such as MySpace, Google Video, and Flickr makeit trivial to distribute pictures, and many are picked up
by the mass media. However, thereisaproblem: how can you tell if avideo or pictureisrea?Isit computer
generated or modified? In a world where pictures are more influencial than words, being able to distinguish fact
from fiction in a systematic way is essential. This paper covers some common and not-so-common forensic methods
for extracting information from digital images. This paper describes methods to distinguish real images from
computer generated ones, and identify how pictures have been digitally manipulated.

1 Terminology
The following terms are used throughout this paper:

e Computer generated (CG). Animage created entirely with computer software. For example, every scene
from the movie Toy Sory is CG.

< Digital photo. A photograph from a digital camera or scanned image that has not been mani pulated.

< Digitally enhanced photo. A digital photo that has been manipulated. Thisincludes minor manipulations
such as cropping and red eye reduction, to major re-coloring or digitally combining with other images.

< Photoshopping. Adobe Photoshop is a popular tool that can digitally enhance images. Imagesthat have
been modified using Photoshop or similar drawing tools (e.g., Gimp, Corel Draw, M S Paint) are described
as being “photoshopped” or “shopped”. The quality of the shopped image depends on both the tool and the
artist. Many shopped images are obvious, while others can be very subtle.

e Principal Component Analysis (PCA). An analysis approach based on data clustering.
«  Wavelet Transformations. An analysis method based on signal decomposition.

2 The Problem with Images

Images have power. Whether it isthe space shuttle exploding during launch, man walking on the moon, or soldiers
raising aflag on Iwo Jima during World War 11, powerful images influence society. The advent of sophisticated
digital imaging software and photo-redlistic graphics allows artists to strengthen images or convey alternate
meanings. Unfortunately, many altered pictures are presented as “real”.

Prior to the digital age, powerful images were sometimes staged, edited through techniques like negative splicing
and airbrushing, or smply mislabeled to convey an aternate meaning. Digital imaging software hasremoved the
need for physical recreations. Images can be spliced together, graphically enhanced, or completely computer
generated. Detecting these manipulated images can be difficult. Many identified manipulations have been followed
by controversy. For example, Newsweek presented Martha Stewart on the March 2005 cover (Figure 1). Theimage

1 All pictures are copyright by their respective owners and areincludes for academic discussion and research. This
complies with the copyright laws of United States as defined and gtipulated under Title 17 U.S. Code.
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actually showed Martha' s head on someone ese’s body. This led to criticisms about Newsweek’ s misrepresentation
of theimage.?

:r PASOIRSHESY Hin e !. 4
or SCIOYROTEI I E Time

Figure 1. The March 2005 cover of Newsweek shows Martha Stewart'shead on a model's body.

I ssues with image manipulation can also lead to copyright issues. Many cedlebrities, induding Sandra Bullock and
Pamela Anderson, have had their heads placed on pictures of nude women in order to give the impression of nude
celebrity pictures. In these cases, celebrities own their likeness and the misuse may infringe upon their copyright.

2.1 Child Pornography

Thereisamuch darker side to digital imagery. In 1996, the United States passed the Child Pornography Prevention
Act (CPPA). Thislaw prevents the use of children in sexually explicit materials. However, it did not make a
distinction between “red” children and computer generated or illustrations of children.® In 2002, the United States
Supreme Court ruled that CPPA violated free speech rights* In particular, if the child is not real, then no child was
harmed and therefore the CPPA does not apply. Thisruling created a distinction between “child pornography” (CP)
and “virtual child pornography” (VCP).

e Child pornography. The use of rea children in sexually explicit situationsis prohibited by the CPPA.

e Virtual child pornography. Imagesthat do not usereal children are classified as “pornography” and
are protected as free speech.

For law enforcement, the digtinction between CP and VCP is extremely important when prosecuting pedophiles. A
case based on VCP is much more difficult to justify than one that uses CP. Asaresult, the different aspects of image
mani pulation must be identified. For example, if an oil painting algorithm is applied to areal photo, then theimage
isdigitally modified but still representsared child. In contrast, a completely computer generated child is clearly
VCP —if it can beidentified as being computer generated. Other complex scenarios have not yet to be tested by the
courts, including “Frankenstein Children,” where pieces of different children are photoshopped together to form one
or more children.

2 http://money.cnn.com/2005/03/03/news/newsmakers/martha_photo/
3 http://www. politechbot.com/docs/cppa.text.html
* http://supct.law.cornel|.edu/supct/html/00-795.ZS.htm
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2.2 Digital Authentication

Many web sites require authentication in order to resolve complaints about impersonations. In some cases,
photographs or copies of government 1Ds are requested. MySpace is one example of a site that requires
photographic authentication. When reporting an online imposter or hijacked account, MySpace requires a digita
image as authentication. The image should be of the account holder holding a sign that includes the MySpace
account number.> However, MySpace has no apparent meansto authenticate theimage. As aresult, MySpace has
erroneoudly accepted the following types of forged images for removing or hijacking user profiles:

« Not me. Since MySpace has no meansto tell if the pictureis actudly of the account holder, any person
holding an appropriate sign can claim to be the account holder.

e Faketext. If the account holder has a picture of him holding any type of signboard or paper, then
Photoshop can be used to replace the text.

e Fakesign. A picture of the valid account holder can be photoshopped so that it appearsto be holding a
sign.

Although there are advanced methods to detect forged images, doctored images such as those described above have
been submitted to MySpace and have resulted in the termination of MySpace profiles.

3 Methods to Analyze Images
Image analysi s addresses questions about the manipulation of an image:
e Istheimagered, CG, or digitally enhanced?
< If theimageisred: wherewas the picture taken, when, and how (e.g., cameramodel)?
< |If theimageis digitaly enhanced: what was manipulated and how was the mani pulation accomplished?
e If theimageis CG: how was theimage created?
There are four different approaches to analyzing images:

1. Observation. Many times forgeries or misclassified images can be identified through direct observation;
no image analysis tools are required.

2. Basicimage enhancements. Through common a gorithms such as sharpening, blurring, scaling, and re-
coloring, attributes within the image can be made more ditinct.

3. Image format analysis. Changes to images alter thefile format. In the case of JPEGs and other 1ossy
image formats, changes to images can be detected.

4, Advanced image analysis. Signal analysis can detect manipulations. Approaches range from error level
andysisto principal component analysis (PCA) and wavel et transformations.

3.1 Observational Analysis

The simplest analysis approach uses human observationsto pull information out of theimage. Inconsistencies
usually suggest digitally enhanced or CG. Items within the image may be used to identify where and when theimage
was created. The main itemsto look for in an image:

e Specular highlightsand shadows. Sharp highlights and shadows indicate light direction. When items are
merged into one picture, they may not have the same lighting.

e Color tonesin anti-aliasing. Imagesrarely have sharp, crisp edges. Instead, anti-aliasing techniques blur
adjacent colors together. When an object is cut out of one picture and pasted into another, the edges may
contain coloring that does not match the new background.

® http://www.myspace.com/index.cfmuseaction=misc.faq& Category=3& Question=26
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< Reflections. When images are shopped, reflections may not be modified. For example, aremoved object
may still be present in areflection. Similarly, an added object may be missing within areflection.

e Scale. When images are combined, they may not be at the correct scale.
« Roots. People or objects spliced into an image may appear to be “floating” (not rooted to the ground).

¢ Items. Common itemsin theimage may be regiond or time-specific. For example, electrical outlets differ
by continent. Text and currency in an image may identify a location. And clocks and calendars disclose
time. Similarly, photos that show computer screens may display a specific application, operating system, or
recognizable web site.

« Duplication. Itemswithin the picture may be copied and duplicated in other locations around the image.
The duplications may be unmodified, scaled, rotated, flipped, or otherwise manipulated.

Unfortunately, many items cannot be clearly recognized without enhancing theimage. Basic image enhancement
methods can clarify elements within a picture for easier identification.

3.2 Basic Image Enhancements

Most photo editing tools contain basic image enhancement functionality. These can be used to clarify pictures (or
regions within pictures). Common enhancement functions include:

e Brightnessand contrast. These algorithms can make a dark arealighter, revealing hidden objects, or tone
down the brightness from a washed-out image.

e Color adjustment. Lighting can dramatically impact the color scheme within an image. Many tools permit
changing the temperature (frequency range) of an image or adjusting the individual color components.

< Invert. Inverting portions of an image (negative image) can reveal information obscured dueto similar
coloring.

e Sharpen and blur. Itemsthat are not in focus, or blurred due to motion, may be corrected with these
functions.

¢ Normalization and histograms. Advanced tools allow the viewing and modification of color ranges. For
example, if an image appearstoo uniformly colored, then a normalized image will create a greater color
range.

e Scale. With someimage formats, objects can be zoomed in before incurring distortion. For example, a
high-resol ution JPEG may be zoomed in as much as 200% before the image becomes too distorted.
Similarly, very large images may be shrunk for easier viewing.

3.2.1 Example: Warez Factory

A picture of an unauthorized CD duplication facility (Figure 2) was recently presented in a forum dedicated to
warez. The picture shows CD duplicators, an inkpad for affixing “authentic” marks, and even CD case dipcovers.
However, it isunclear how long this picture had been circulaing the Internet. The question becomes. when and
where was this picture taken?

The only distinct text in the room comes from the Tarzan & Jane movie poster and the bottle of isopropyl acohal.
By sharpening these images and enhancing the contrast, the text becomes readable (Figure 3 and Figure 4). In
particular, thetext isin Spanish, so the location is likely Mexico, Venezuela, Argenting, or any other Spanish-
speaking country. The bottle of alcohal includes the text “Madrileno” (Madrid), suggesting Spain. The movie poster
for Tarzan & Jane denotes ardease-to-DVD date of 26 Marzo (March 26), but does not specify the year. The movie
was released to DVD in Spain on 26-March-2003. Considering that DV D promotiona postersare usually released a
few months before the video becomes available, and are hard to find items shortly after the release, the photo’ s date
range can be estimated: January — May 2003. Although there are many itemsin theroom, no other items have been
identified with specific years beyond 2003.

Copyright 2007 Hacker Factor Solutions, presented at Black Hat Briefings USA 2007.
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In addition to the date and location, features of the room areidentifiable. For example, the tel gphone connector on
thewall (Figure 5) isa $3 part® for creating anew phone outlet. This suggests that the room was not originally
phone-ready with an RJ11 jack. Since no phoneis plugged into the outlet, it could have been installed specifically

for the computers.

-
iy = |

Figure 2. An unauthorized CD duplication factory. Thisimages comes from
http://www.bork.ca/pics/?incoming/warez_factory.jpg, retrieved on 23-May-2007.

Figure 3. Tarzan & Jane poster announcing the
DVD rdeaseon " 26 deMarzo" (March 26).

This pictur e has been shar pened.

Figure 4. | sopr opyl alcohol
bottle with a Spanish label.
Thisimage has been scaled,
shar pened, and contrast
adjusted.

Figure 5. Telephone outlet
from the wall (above) and
electronic store part
(below).

® http://www.phonecoi nc.com/topi c.aspmap=4& horh=home& gorl =li st& group=main& category=Acc& topic=01009
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3.2.2 Example: Moonwalk

In 2006, Andrea Bertaccini was awarded the “CG Choice Award” from the CG Society for the rendering of Buzz
Aldrin’s famous moonwalk” (Figure 6). According to the artist, the picture was based the origina NASA photo®.
However, details within the picture suggest additional resources.

SPECIAL EDITION

s ——— N,

Figure 6. Image by Andrea Bertaccini (www.tredistudio.com, left) and original NASA photo (right).

A comparison of the two photos shows a significant number of differences. While the lack of moon dust in the
artis’ simage is expected, other discrepancies are interesting:

e Puffy. The CG spacesuit appears “puffed out” whilethereal suit iswrinkled.

e Fibers. Thereal spacesuit hasdistinct fibers visible on the arms, similar to awool sweater. The CG image
ismissing the fibers.

e Grounding screw. The torso box (Figure 7) in the original shows a dark grounding screw in the center.
However, the artist uses alight-colored screw.

e Connectors. Thered and blue torso connectorsin the artist’simage show six very reflective screws. These
screws arenot visible in thereal photo. The actual spacesuit did have these screws, but they were not
reflective.

e Bélt. Theartist’s bt has metal clips. The NASA photo shows no metd clips on the belt.

These discrepancies may be due to the source of theimage. The artist’ simage was released in 2006. In 2005, IMAX
produced a movie titled Magnificent Desolation in which they recreated the famous moonwalk.? A behind-the-
scenes picture from this movie (Figure 8) shows a spacesuit Smilar to Bertaccini’ s picture: the spacesuit appears
puffed out (not wrinkled), there are no visible fibers on the arms, the grounding screw is light-colored, the torso

" http://forums.cgsoci ety. org/showthread.php2=323480
8 http://www.ha.nasa.gov/office/pao/ Hi story/ap1 1ann/ki ppsphotos/5903.jpg

® http://www.imax.com/magnificentdesol ation
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connectors have six very reflective screws, and the belt hasametal clip. While Bertaccini’ s positioning of the figure
may have been based on the NASA photo, the spacesuit appears to have been based on the IMAX recreztion.

Figur e 8. Behind-the-scenes photo from the IMAX movie Magnificent Desolation.

Copyright 2007 Hacker Factor Solutions, presented at Black Hat Briefings USA 2007.
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Images can be stored in a variety of formats. Some, such as RAW, only contain pixel data, while other formats
contain awealth of information. In many cases, such as JPEG, GIF, PNG, and TIFF, the format can be as
informative asthe image. Changes to theimage yield changes to the file format. Although this paper focuses on the
JPEG format, the methods can be applied to other complex formatsincluding GIF, PNG, and TIFF.

JPEG files contain awell-defined feature set.'® Changes to theimage will modify the feature set. Thus, if the
features indicate manipulation then the manipulation can be identified. The feature set for JPEG includes meta data,
quantization tables for image compression, lossy data compression, and subdivided image processing using 8x8

pixel cellst

3.3.1 Meta Data Analysis

Most JPEGs include a significant amount of meta data that describes the source of theimage. For example, a JPEG
from adigital camera usually includes the camera type, resol ution, focus settings, and other features (Figure 9).

$ exiftool 1M01022. JPG
M ME Type

JFI F Version

Make

Canera Model Nane
Orientation

X Resol ution

Y Resol ution

Resol ution Unit

Y Cb Cr Positioning
Exposure Ti ne

F Number

| SO

Exi f Version

Date/ Time Oi gi nal
Components Confi guration
Conpressed Bits Per Pixe
Shutter Speed Val ue
Aperture Val ue

Exposure Conpensati on
Max Aperture Val ue

Subj ect Di stance

i mage/ j peg

1.1

Hewl et t - Packard

HP Phot oSnart 618
Hori zontal (nornal)
72

72

i nches

Cent er ed

1/ 125

3.7

100

0210

2007: 05: 28 09:19: 49
YCbhCr

1.6

1/ 128

4.0
0
4.0
0.13 m

Figure 9. Sample meta data from a digital camera photo.

Although meta data provides a significant amount of information, it has a some limitations. First, the meta data can
be edited. Although unlikely, false information about the camera type and settings can be placed within the JPEG.

19 | nformation about the JPEG file format can be found at <http://www.exif.org/specifications.html> and
<http://www.obrador.com/essentid jpeg/HeaderInfo.htm>.

1 Gregory K. Wallace, “The JPEG Still Picture Compression Standard”, Communications of the ACM, April 1991

(val. 34 no. 4), pp. 30-44.
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More likely are bad default settings. For example, most digital cameras do not account for time zones or daylight
saving time, and may have clocks that drift. Asaresult, the time may not be accurate.

More common than intentiona meta data modificationsis misleading metainformation. For example, a photo from
adigita cameracan be opened in Photoshop and manipulated. When theimage is saved, it retains the camera s meta
information, even though it may no longer be applicable. In addition, Photoshop does not update the meta
information to record changes. As aresult, meta data can be useful when it isaccurate, but the dataisnot provably
accurate.

3.3.2 JPEG Quantization Fingerprinting

Quantization fingerprinting, or ballistics™?, provides amethod to detect images that do not match the specified meta
data. The JPEG algorithm uses a set of quantization matrices to control image compression and qudity. For JPEGs,

images are converted from RGB to Y CrCh. One quantization matrix handles the luminance (Y) and a second matrix
handl es the chrominance for both red (Cr) and blue (Cb).*?

Ideally, the quantization tables should be generated and optimized for each image. However, computing these
matrices is atime-consuming process; most digital cameras do not have the CPU power, and most applications do
not want to impede the user experience by spending twenty seconds on computations each time the image needs to
be saved. To simplify this process, virtually all graphical applications and digital cameras use hard-coded

quanti zation tables.** These default tables are usually optimized for the data size, color spectrum, digital camera
CCD properties, and manufacturer needs. For example, a photo taken with a Canon digital camera usualy prints
better on a Canon printer because the colors are optimized for the manufacturer. And adigital camerawith three
quality settings (low, medium, and high) usually has three hard-coded quantization tables.

Since the pre-computed quanti zation tables are manufacturer specific, they are usudly distinct between applications
and cameramodes.*® If the quantization table can be identified, then the tool that saved the JPEG isidentifiable.
More importantly, if the quantization table does not match the camerainformation specified in the meta data, then
the image can be identified as having been resaved or modified.

3.3.3 JPEG Quality Detection

When saving a JPEG image, most tools allow the selection of the image quality. In general, lower quality resultsin a
smaller image. For example, an image saved at 90% implies roughly 10% data loss — where the pixe colors do not
perfectly match the original. While a quality of 99% will result in virtually no dataloss, it will generate very large
images. In contrast, 75% might be good enough to convey the meaning while creating significantly smaller files.

Although a known quantization table allows the identification of the tool as well asthe quality, the quantization
table may not always match a known application or camera. In this situation, the quaity of the JPEG must be
approximated.

Each quantization table contains 64 bytes. The first byte is the DC and acts as a scalar vaue. The remaining 63 bytes
are the AC and define compression by frequency. The algorithm devel oped by Hacker Factor Solutions for
approximating the qudity of a JPEG isasfollows:

12 Hany Farid, “Digital Image Ballistics from JPEG Quantization” Dartmouth College, TR2006-583, 2006.
Available online at <http://www.ists.dartmouth.edu/library/204.pdf>.

13 JPEGs usually have two quantization matrices. However, some applications and digital cameras creste three. If
there are two matrices, then oneis Y and the other isused for both Cr and Cb. If there are three, then Y, Cr, and Cb
each have amatrix.

4 Many applicationsinterpol ate between static stables when an intermediate quality is requested.
' http://www.impul seadventure.com/photo/j peg-quanti zation.html
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# Quanti zation table # Quanti zation table
# Tabl e i ndex=0 (| um nance) # Tabl e i ndex=1 (chroni nance)
3 2 2 3 2 2 3 3 3 4 4 5 4 5 9 5
3 3 4 3 3 4 5 8 5 9 20 13 11 13 20 20
5 5 4 4 5 10 7 7 20 20 20 20 20 20 20 20
6 8 12 10 12 12 11 10 20 20 20 20 20 20 20 20
11 11 13 14 18 16 13 14 20 20 20 20 20 20 20 20
17 14 11 11 16 22 16 17 20 20 20 20 20 20 20 20
19 20 21 21 21 12 15 23 20 20 20 20 20 20 20 20
24 22 20 24 18 20 21 20 20 20 20 20 20 20 20 20

Then the average AC vaue for Table0is11.63and Table 1is17.57.

2. Theaverage compression valueis computed across all tables. For example, since Table 0 is used once (Y)
and Table 1 isused twice (Cr and Ch), the average becomes (11.63 + 17.57 + 17.57)/3 = 15.59.

3. Imagesarerendered using RGB, but the tables represent Y CrCb. The conversion is asfollows:
R=Y +(RY)=Y+Cr
G=Y - 051(R-Y) - 0.186(B-Y) = Y - 0.51Cr -0.186Cb
B=Y+(B-Y)=Y+Cb
Since the significant ratio is 0.51, the conversion rate is determined by the difference between tables:
D =|Y-Cr|| * (1.0- 0.51) + [[Y-Cb] * (1.0 - 0.51)
D = ||11.63— 17.57|| * 0.49 + ||]11.63 — 17.57|| * 0.49 = 5.82

4. The conversion rate isincorporated to form the estimated quality: 100 - 15.59 + 5.82 = 90.23. Since the
JPEG agorithm usesintegersingead of floating point values, this can be rounded to the nearest integer.
This example image was saved with aquality level of 90%.

Thisalgorithm accuratel y determines the image quality from images saved using ‘xv’, Gimp, ffmpeg, libjpeg, and
most other tools. However, Photoshop seems to compute the percentage differently; JPEGs saved using Photoshop
do not appear to match the quality specified in the user interface. For example, using Adobe Photoshop, an image

saved at “80%" (using “Save for Web") has quanti zation tables equivalent to 91%.

3.4 Advanced Image Analysis

Image format analysis can confirm meta data inaccuracies and detect thelast tool that modified an image. However,
format analysis does not evaluate the image itself. Methods such as principal component analysis, error level
andysis, and wavelet transformations permit the identification of specific image manipulations.

3.4.1 Principal Component Analysis

JPEG uses alossy compression algorithm; the image rendered from a JPEG fileis not a perfect copy of the original
image. Each time a JPEG image isresaved by a graphics editor, the image loses quality — even if the editing tool
made no picture changes. Thisleadsto a problem with quantization table analysis. if an image is saved at 75%,
loaded into a drawing program, and resaved at 90%, then the quantization tables will reflect 90% while the image
quality is 67.5% (90% of 75%).

Errors within a JPEG appear as blocky artifacts and color distortions. The blocky artifacts appear on the 8x8 pixel
boundaries used by the JPEG algorithm. In many cases, the JPEG artifacts are too subtle for the human eye to detect.
However, principal component analysis (PCA) can identify these JPEG artifacts.

Copyright 2007 Hacker Factor Solutions, presented at Black Hat Briefings USA 2007.
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3.4.1.1 Understanding PCA

PCA isused for clustering data points.*® Each principa component defines a plane across the data set. Thefirst
principal component (PC1) identifies a plane with the widest variance across the data. In effect, the average distance
from every point to the PC1 plane is maximized. The second principal component (PC2) identifies the second widest
variance with respect to PC1. Sincethisisathree-dimensional plat, there are three principal components. The final
component (PC3) identifies the smallest variance; the average distance from each point to PC3 planeis smallest.!’

PCA analysisis commonly used for information reduction problems such as clustering, robotic vision, and data
compression. For example, PC1 is associated with the greatest variance in the data, while PC3 contains the least. For
lossy data compression, the values found in PC3 can be removed with the least amount of impact. Each principal
component emphasi zes different sections of information.

For image analysis, PCA isused to identify the color spectrum within the image. Consider an entireimagethat is
plotted based on the pixel colors. (R,G,B) ismapped to (x,y,z) (Figure 10). Most images have a narrow range of
colors that appear asalarge cluster when plotted. PC1 identifies the widest range across the color set. When two
images are spliced together from different color sets, they usually end up forming two distinct clusters. With PCA,
areas within the picture that come from different clusters will have noticeably different values.
RGE

PC1 normal

PC2 normal

PC3 normal

250
200
150
100
0
0

250

200

250 ¥
Figure 10. Sample scatter plot of an image and principal components.

3.4.1.2 PCA Visualization Options

There are two ways to render the distance from each pixel to the principa component (Figure 11). First, the distance
from each point to the plane can be measured, showing the maximum variance across the data set. In general, PC1
generates very crisp gray-scale pictures; it contains the largest amount of information. In contrast, PC3 usually
appearsto have an even coloring because all points are similar distances from the PC3 plane. Although PC3 defines
the least amount of information, it is usually best at identifying JPEG artifacts.

16 Jonathon Shlens, “A Tutoriad on Principal Component Analysis’. Salk Ingtitute for Biological Studies, 2005.
Available online at <http://www.snl.salk.edu/~shleng/pub/notes/pca.pdf>.

" PC3 may not be the absol ute minimum possible variance. The principal components are orthogonal to each other.
PCL1 isthe maximum variance, and PC3 is the minimum variance with respect to PC1 and PC2.
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Distances can also be measured from aline normal to the plane that passes through the center of the data set. For
PC1, the average distance from each point to the line defines the narrowest variance; thisisthe minimum variance
across the maximum amount of information. Rendering with the PC1 line usualy appears to have uniform coloring.
In contrast, the line associated with PC3 shows a very crisp picture; it isthe maximum variance across the minimum
amount of information. Although images based on the distances from the PC1 line and PC3 plane may look similar,
the PC1 line contains more information. Unless specified, al PCA analysisin this paper is performed using the line
normal to the principal component’s plane.
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Figure 11. Top row: initial image (top); middlerow: PC1, PC2, and PC3 with color based on distance from
the plane; bottom row: PC1, PC2, and PC3 with color based on distance from the line normal to the plane.

3.4.1.3 JPEG Artifact Detection with PCA

JPEG artifacts are usually visible when rendering with either the PC1 line or PC3 plane. These artifacts appear as
rectangular chunksin the background and distortions around the figures (Figure 12). However, the PC3 plane
usually shows artifacts from only one JPEG resave. When two pictures of different quaities are combined, they
bring with them different JPEG artifacts. Rendering based on the PCL1 line highlights these differences, allowing an
observer to identify a spliced image (Figure 13).
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Figure 12. JPEG artifacts shown using the PC1 line. Images are at 90%, 80%, 70%, and 50% and inverted
for clarity.

Figure 13. PC1 of afigured created by splicing two images. Theimage on the left was at 90% and theright
was 75% . The blocky JPEG artifactsare more distinct from the 75% image.
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3.4.1.4 PCA Example: M oonwalk

As an example, consider the moonwalk picture discussed earlier (Section 3.2.2). The artist stated that the image was
created using 3DS MAX and post-processed using Combustion and Photoshop.*® The quantization matrix matches
Photoshop’s “high (8)" quality, equivalent to a JPEG saved at 89%. However, using the PC1 line shows a significant
number of artifacts that resemble a quality around 40% (Figure 14). This suggests that the image was saved multiple
times.

SPECIAL EDITION

Figure 14. Moonwalk image and PC1.

In addition to the large number of resaves, the spacesuit shows more artifacts than the background and helmet
reflection, supporting the artist’ s description that the background and helmet reflection are bitmaps that were added
after the astronaut was rendered. PC1 also identifies the red and blue connectors, red “LIFE” background, and
American flag as having the wrong color scheme for thisimage (whiteindicates far from the PC1 ling). These are
areas that were likely enhanced by the artist after theinitial rendering.

3.4.2 Error Level Analysis

JPEG isalossy format, but the amount of error introduced by each resaveis not linear. A 90% image resaved at
90% is equivalent to a one-time save of 81%. Similarly, saving an image at 75% and then resaving it at 90%
(75%—90%) will generate virtually the same image as 90%—75%, or saved once at 67.5%.'° The amount of error
islimited to the 8x8 cells used by the JPEG algorithm; after roughly 64 resaves, thereis virtually no change.
However, when an image is modified, the 8x8 cells containing the modifications areno longer at the same error
level astherest of the unmodified image.

Error level analysis (ELA) works by intentionally resaving the image a a known error rate, such as 95%, and then
computing the difference between theimages. If there is virtually no change, then the cdll hasreached itslocal
minimafor error at that qudity level. However, if there isalarge amount of change, then the pixelsare not at their
local minimaand are effectively “origina”. Figure 15 shows an origina image, theimage resaved at 75%, and

18 http://forums.cgsoci ety. com/showthread. phpt=323480

19 Because the JPEG a gorithm operates on integersinstead of floating point values, the 75%—90% image will be
nearly identical to 90%—75%, but may not be a perfect match.
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resaved again at 75%. The 95% ELA for each of the three images shows the areas containing origind pixes. Nearly
al pixdsinthe original image are not a their local minima. The first resave (75%) shows large areas where the
pixels have reached their local minima. The second resave introduces more areas that have reached their local

minimafor error.
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Figure 15. An original photo from a digital camera, resaved at 75%, and then resaved again at 75%. Each
pictureisassociated with the 95% ELA for theimage.
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Any modification to the picture will alter the image such that stable areas (no additional error) become unstable.
Figure 16 shows a modified image using Photoshop. The modified picture was based on the first 75% resave. Books
on the shelf were duplicated and a toy dinosaur was added to the shelf. The 95% ELA identifies the changes since
they are areasthat are no longer at their minimal error level. Additional areas of the picture show dightly more
volatility because Photoshop merged information from multiple layers, effectively modifying many of the pixels.
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Figure 16. Thefirst resaved image (75%) wasmodified. The 95% EL A identifiesthe modified areas. books
wer e copied on the shelf and a dinosaur was added.

3.4.2.1 Example: The Alf Kid

The“Alf Kid” or “Fat Alf Kid" (Figure 17) isarguably one of the most photoshopped people on the Internet.
Usually artigts alter his shirt or place him in humorous situations (Figure 18). ELA can identify the last
maodifications made to hisimage. Ironicaly, the “original” picture that is used by most artists has been repeatedly

resaved and shopped; the last change was the image being cropped — denoted by a high ELA values along the
bottom and right margins —and the letters “ALF”’ being added to his shirt. In actuality, the origina photo may not
have even had the Alf character on his shirt; large number of resaves has resulted in theloss of that information.

» ‘-’"._'.'-“' : T s o] s W
Figure 17. The Alf Kid " original" image and overlay with the 95% ELA.
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Figure 18. The Alf Kid with his shirt modified and next to Osama bin Laden. The 95% ELA identifiesthe
shirt change and showsthat the Alf Kid hasalower error level than therest of the Osama bin Laden picture.

3.4.2.2 Example: WTC Crash

Shortly after September 11, 2001, a picture surfaced of atourist standing on the roof of the World Trade Center with
an airplane heading for the building (Figure 19). As expected, thisimage created a firestorm of controversy before
being declared afraud. The 95% ELA identifies the last changes made to this image: the date stamp was added, the
United Airlines stripe was placed on the nose of the airplane, and minor modifications were made to the person.
Even though the airplane was added to this picture, it has been resaved enough times to obscure that information

from ELA.
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Figure 19. The crash picture and 95% ELA overlay.

3.4.3 Wavelet Transformations

While ELA is useful for identifying recent changes relative to the number of resaves, resaving a picture many times
or using avery low quality JPEG can obscure ELA results. However, changes to pictures can still be identified
through the use of wavel et transformations.

Wavelets are used for signal decomposition. A single wavelet is aknown and well-defined signal. Thissignal can
be scaled and added together in order to create more complicated signals. Any real signal can be decomposed into a
set of wavelets that, when combined, approximate the signal (Figure 20).
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Figure 20. A Morlet wavelet (red), scaled (green), and combined to form a more complex signal (blue).

Although wavel ets can approximate any signal, some signal types are more difficult to approximate. Square waves,
or areas with sharp color changes, are difficult to approximate. Although theflat area of the square wave can be
approximated quickly, the sharp corners may require many wavel ets to properly fit the signal. Smilarly, linear
transitions are approximated by a series of stepped square waves. In addition, extreme values (black and white) are

2 Amara Graps, “An Introduction to Wavelets’. IEEE Computational Science and Engineering, Summer 1995, vol.
2, num 2. Available online at <http://www.amara.com/ftpstuff/| EEEwavel et.pdf>.
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difficult to approximate. In contrast, wavelets are very good at approximating “natural” colors and noisy images,
such asthose generated by digital cameras.

In the case of digital photos, the pictureisthe signal and wavel ets approximate the image. Rendering an 800x600
pixel image requires up to 480,000 wavelets per color channel to perfectly recreate the picture. However, if only a
small percentage of the wavelets are used, then the main attributes of the picture become visible, even if they are
blurry. As more wavel ets are included in the rendering, the image sharpens. And even more wave ets fine-tune the
sharpened colors.

This property of wavelets — from blurry to sharp to correct colors — can be used to identify image manipulations. In
particular, the entire image should sharpen at the samerate. If the picture components are scaled or merged from
different focal lengths, then the components will sharpen at different rates.

Figure 21. A dinosaur scaled larger and smaller (top-left), then rendered using 1% of available wavelets (top-
right), 5% (bottom-left), and 20% (bottom-right).

Consider the dinosaur examplein Figure 21. This picture was from oneimage of a dinosaur.** Using Photoshop, the
image was scaled bigger and smaller. At 1% of the rendered wave ets, the entire image appears blurry. The extreme
col ors (white background and black text) are not rendered properly. At 2%, the shoulder and hip on the small
dinosaur becomes crisp, while the othersremain blurry. At 3%, the small dinosaur becomes crisp — additional

wavel ets fine-tune the colors but not the sharpness. The original dinosaur becomes sharp at 5%, whilethe big one
becomes crisp at 8%. After 8%, additional wave ets fine-tune the colors but not the sharpness.

2 hitp://images.amazon.com/images/P/BO0004L8M 7.01.L.ZZZZZ 77 jpg
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3.4.4 Wavelet Example: Hillary

Cédebrities and paliticians are frequently photoshopped into fictional situations. Consider Figure 22. Thisimage was
created by “redcard” as part of an image manipulation contest.?? Rendering theimage with 5% of the available
wavel ets shows a crisp torso and near-crisp arms and legs. However, the face remains fuzzy. The fuzziness ends just
bel ow the chin. The wavelet analysis suggests that the head is from a picture of Senator Hillary Clinton, the neck
and torso comes from a second source, and the arms and legs may be from athird source.

'
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Figure 22. Photoshopped image with Hillary Clinton's head (left) and resolved using 5% of wavelets (right).

3.5 Analysis Limitations

The methods discussed in this paper provide a set of very powerful tools for evaluating images. However, they
cannot be applied to all pictures and the results may not be conclusive. For example, very small images can
invalidate some approaches. Wavel ets require images that are at |east afew hundred pixelsin each direction (bigger
is better), and image scaling can fool ELA and PCA.

Low quality images, either dueto avery low JPEG quality setting or from color reduction (e.g., GIF) can impede
most of the analysis techniques. In addition, media transitions may influence images. Scanning in a photo,
converting a printed magazine picture to a JPEG, or capturing a TV signal can introduce artifacts from the
COonversion process.

More complicated analysis systems are dependent on image contents. For example, a picture with sharp contrasts or
awdl-defined pattern could confound ELA and wave et results. Wavel ets may also lead to harmonic convergences,
where two pictures with different signal properties are combined and lead to unaltered regionsresolving at an
aternaterate from therest of the picture (see Section 4).

22 hitp://www.worth1000.com/email this.asp?entry=341612
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Images with a significant amount of recoloring (brightening, pallet skew, etc.) can also lead to false identification.
Recoloring can appear indistinguishable from a modified image (ELA) or multiple layers (wavel ets).

On occasion, askilled artist can create photo-redistic images that pass all of these evaluation methods. However,
artists with thislevel of talent are extremdly rare. Although photo-redistic tools are available, theimage qudity is
highly dependent on the artist. In the more general case, an enhanced or CG image may pass one or more of these
evaluation methods, but is unlikely to pass al of them.

4 Example: Soldier Picture

Modified images frequently appear in online forums, television, movies, and advertisements without much concern.
However, there is a stigma when they appear in mass media and news outlets. Since news sources are supposed to
report facts, enhanced or modified images could easily misrepresent real situations or mislead readers.

In 2003, photographer Brian Walski submitted a photo of a British soldier in Basra. This picture wasidentified asa
fake after editors noticed duplication in the crowd of people — leading to Walski’ s dismissal from the Los Angeles
Times.® The pictureis widely believed to be a combination from two other Walksi photos (Figure 23).

Figure 23. Thefirst and second originalsimages (top) wer e combined to form the for gery (bottom-left).
Bottom-right shows an attempt to recreate the forgery by overlaying the originals using Gimp.

Thetwo original pictures can be combined to recreate the forgery and identify how it was likely created. A basic
observation of the images suggests that the mgjority of the forgery comes from the first original — everything right of
the soldier was kept. The second original picture was cut, leaving only the solder and people to hisleft. The second
original was scaled larger and combined with the first image. Finally, the combination was significantly recolored
and the sky was modified.

2 http://bl og.wired.com/wiredphotos54/2007/05/double_vision_i.html
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However, origina sources are usually unknown. Using the techniques covered in this paper, the faked image can be
andyzed without the assistance of the origina images (Figure 24).

Observation. In the combined picture, the squatting man in white (lower |€eft, behind soldier’sleg) is
duplicated in front of the soldier’ sknee. However, the copies are not identical; one or both appear to have
been scaled.

M eta I nformation. The JPEG does not contain camera information. However, it does include Adobe-
specific meta data, suggesting that it was edited using an Adobe tool.

Quantization Table Analysis. The quantization matrix is unknown, but the quality is approximately 72%.

ELA. Theeror leve analysis shows that the sky is at one error level, but all of the people areat a
different error level. Thisisactually due to theimage recoloring, but ELA only identifies“a” change.

PCA. PC1 shows that the sky has been resaved many times. The soldier and peopl e to hiseft have been
resaved a few times, as denoted by a fuzzy artifact halo. Other peoplein the crowd were not resaved as
many times. PC1 summarizes the image into three regions. sky, soldier and people to hisleft, and people
to hisright.

Wavelets. At 8% of the wavelets, the soldier appears crisp, but with many areas of sharp color transitions.
This suggests that his image was resized to fit the picture. The man in the plaid shirt (right edge) hasa
crisp face; it resolved at around 2% of the available wave ets. However, the man in white behind him and
the child in front of him both have blurry faces, suggesting three different layers. The full wavelet analysis
suggests that the people may form up to nine different layers.

By evaluating the ELA, PCA, observed duplication, and different percentages of rendered wavelets, it is clear that

the image has been manipulated. However, the details of the manipulation areinconclusive. The significant

recoloring, small size, and low resolution increase false-positive resultsin the analysis. If these issues areignored,
then the picture appearsto incdlude eleven or more digtinct layers that were combined to form theimage. However,
thisimage has been significantly modified. The analysis shows that it may contain asfew as three layers. soldier and

peopl e to hisleft, ground and people to the soldier’ sright, and the sky.

The largest inconsistency in the analysis comes from the PCA and wavelet anaysis. (For other pictures, other
andysis methods may yield inconsistent results.) In this case, wavel ets show that the man in the plaid shirt resolves
quickly. Thisisdue to a frequency harmonic and not due to manipulation. In particular, neither of the origina
images shows an irregularity with the man in plaid, but the recreation attempt (Figure 24) does show the same

wavelet characteristics.

Cynthia Baron offered the following suggestion for identifying harmonic convergence regions: Wavelet analysis
uses symmetrical image sizes (e.g., 512x512 or 1024x1024) and processes one direction before the other (eg.,
horizontal before vertical). Rotating the image before performing the wavelet analysis may shift or remove the
location of any harmonic convergences. In this case, rotating the forged image removed the crispness from the plaid

man’s shirt, and reduced the crispnessin hisface.
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Figure 24. M odified picture from Brian Walski (top-left), 95% ELA (top-right), contrast-enhanced PCA
(bottom-left), and rendered using 8% of available wavelets.

5 Example: Dr. Ayman al Zawahiri

As-Sahab isthe video production branch of Al Qaeda. They periodically release videos designed to remind people
of Al Qaeda s existence, issue threats, recruit members, and potentially act as a covert channel for triggering
terrorist cells. Many of the videos by As-Sahab appear to have been manipulated.

On 20-Dec-2006, Dr. Ayman al Zawahiri (#2 guy in Al Qaeda) released a video. USA Today covered the video
release with a headline story (Figure 25).2* USA Today’ s description of the video says, “He wore a black turban and
whiterobe ... he had arifle behind his right shoulder that was leaning againg a plain brown backdrop.” Whilethisis
avalid description of the As-Sahab video®, the picture used by USA Today did not show that image. Instead, USA
Today used a picture from another video, dated 28-Sept-2006. Thisisan example of amidabeed image.

The picture that USA Today chose to use with the story includes many other interesting features. Firg, it came from
the Intel Center (www.intel center.com) — an organization that tracks terrorist activities. The Intel Center placed their
logo in thetop-right corner of the video. However, the company nameis clearly cropped — likely by USA Today. A

comparison with the same frame from the actual video shows many other observable differences. In particular, the

Intel Center adjusted the color and sharpness of the picture (Figure 26).

2 hitp://www.usatoday.com/news/worl d/2006-12-20-al -gaeda-pal estinians_x.htm
% http://www.archive.org/detail S Conflict-Between-1slam-and-Unbelief
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Al-Zawabhri: U.S. is talking to wrong people in
Iraq

Updated 127202008 5:13 AM ET E-mail | Save | Print | T
CAIRO (AP) —The deputy leader of al-Qaeda, Ayman
al-Zawahri, told the United States on Wednesday that it was
negotiating with the wrong people in Irag, strangly implying in a
video broadcast on Al-Jazeera that Washinaton should be
talking to his terror group.

"l wantto tell the Republicans and the Democrats together

you are ying to negotiate with some parties to secure your
withdrawal, but these parities wont find you an ext (from Iraq)
and your attempts wil yield nothing but failure” al-Zawahri said
on the tape, sections of which were aired in suecessive news
hulletins,

"It se8ms that you will go through 3 painful journey of failed
negotiations until you will be forced to return to negotiate with
the real powers,” he said, without identifying these powers.

Joveimment et e et s g THE Wle — whieh o the logo of a-Qasda's media
al-Zawahiti in 3 vides, which was released in praduction house, a-Sahab — was the 1 5th time this yearthat
Septembar 2006. al-Zawahii has sent out a statement. In Wednesday's tape, he
appeared exactly as in previous videos that have been
authenticated by CIA analysts. He wore a black turban and
white robe and pointed his finger atthe camera for emphasis. As usual, he had a rifle behind his right shoulder
that was leaning against a plain brown hackdrop,

Al-Zawahri appeared to be trying to mobilise SUpport against a range of Middle Eastern players — Palestinian
President Mahmoud Abbas, his Hamas opponents, Iran and its Shite allies in Irag and elsewhere.

He attacked the proposal of Abbas to hold early elections to resolve the contest betwsen the Fatah and Hamas
parties, which has degenerated to daily gunbatties inthe strests of Gaza

Figure 25. USA Today announcing the video release with wr ong pictur e and a frame from the correct video.

HIEShaykh

Figure 26. Theimage provided by IntelCenter and presented at USA Today (top-left) and the actual frame
from the video (top-right). Bottom row showsthe 95% ELA for each image.
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Observation combined with the 95% ELA shows the order of the modifications. The changes, starting with the most
recent and working back:

e Cropped. Thelast change was the image being cropped.

e IntelCenter. The Intel Center added their logo.

e Recolored. Theimage was recolored and sharpened, modifying the error rate a ong theimage.
¢ As-Sahab. The As-Sahab logo and subtitle text were added.

e Al Zawahiri. Zawahiri was added to the picture. ELA clearly shows a crisp error level change between
him and the background. This type of error-level hao is common for chroma-key (green screen) images.
In particular, thereisadistinctive error level feature generated by chroma-key replacements: since most
chroma-key replacement agorithms are based on hue and not saturation or brightness, the different color
channelsdong the seam are at different error levels.

e Banner. Just astext can be added to a blank sign (Section 2.2), someone appears to have added the text to
the banner behind Zawahiri.

The PC1 and waved et analysis for thisimage a so supports these findings. The background office appears to be one
layer that was saved multiple times. Thetext of the banner was likdly added around the same time Zawahiri was
added, and the As-Sahab |ogo and subtitles were added last.

5.1 Other Al Zawahiri Videos

The video from 28-Sept-2006 was not the only manipulated video. In fact, many of the videos featuring a Zawahiri
test positive for chroma-key masking. Consider the video released on 27-July-2006 (Figure 27).° This video appears
to show al Zawahiri sitting in a video studio.

When this video came out, many Americans became enraged at the US government. The main strife was generated
by asingle argument: if a Zawahiri is sitting in a studio making videos, the why can’'t we catch him? The answer is
simple: heisnot in astudio.

e Observation. The studio background shows a specular reflection above the scaffolding. However, thereis
no shadow below it.

e ELA. The 95% ELA shows a chroma-key halo around Zawahiri. The As-Sahab logo was added last. The
background shows a repetitive pattern, indicating a solid color background. Since digital cameras add noise
to images, the solid color is not from adigital camera; the background was drawn.

e« PCA PCL. Theline constructed from PC1 shows that the background was repeatedly resaved, the three
pictures behind Zawahiri have three different resave levels, Zawahiri has adifferent level, and the As-
Sahab logo shows no JPEG artifacts. Thisindicates that the picture was created using at least six layers.

e« PCA PC3. Thedistance from the third principa component’sline, aswell asthefirst principa
component’ s plane, emphasizes the lighting in the room. A large lighting ring can be observed on Zawahiri
and the background. Since the lighted area behind Zawahiri is only dightly larger than the light on him, the
background screen is no more than one to two feet behind him. The lighting contradicts the picture’s
rendering of alarge studio.

*  Wavelets At 5%, the wavelets show six digtinct layers. Mohammad Alef (left background) isvery blurry,
the World Trade Center is blurry, Mohammad Atta (right background) isnearly crisp, Zawahiri is crisp,
and the As-Sahab logo is very crisp and showing sharp color transitions.

Since the background appears to have been drawn and includes other pictures, the question becomes: where did the
other images come from? The image of Mohammad Atta (background right) appearsto be from a photo found in the
9/11 Commission’s final report.?” Thisimage was reduced in size and skewed to fit the background. The artist also

% http://www.archive.org/detail § Crusaders-and-Zoinism-war-on-Gaza-and-L ebnon
2" hitp://www.rcfp.org/moussaoui/jpg/size600/GX 00004.2-1.jpg
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removed the government exhibit tag from the lower corner. The image of Mohammad Alef (background-left) may
be from awedding video between his daughter and Osama bin Laden’s son.?®

Figure 27. (From top to bottom) Still frame from the 28-Sept-2006 video, 95% ELA, PC1, PC3, 5% wavelets,
and M ohammad Atta from the USA Government's 9/11 report.

% |n most videos, Mohammad Alef wears a collared shirt. Frames from the wedding video show him wearing a shirt
similar to theonein pictured here.
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5.2 Back in Black

Claiming that there was a chroma-key background is not the same as actually seeing it. On 22-Jan-2007, the SITE
Ingtitute (www.siteinstitute.org) —an organization that tracks terrorist activities — announced that they had
intercepted an Al Qaeda video before it had been publicly released; SITE released it. Three days later, As-Sahab
also released the video.”

The video (Figure 28) shows al Zawahiri in front of a black curtain. The curtain isnot properly centered in the
camera s view — there isawedge of real background in the top-right corner. Changing the brightness of theimage
shows that the curtain is draped from a bar. While this could be a plain black fabric, the coloring appearsto have a
uniform hue. The fabric could be a type of chroma-key background called a“chroma-key sheet”. Normally chroma-
key backgrounds are mounted to reduce folds that could cause uneven lighting. However, a chroma-key sheet is
suspended from ametal frame® (Figure 29) and may show suspension folds.

or reveal them in embgj

enhanced (right).

Figure 28. Frame from the 25-Jan-2005 As-Sahab video (left) and color

Figure 29. A chroma-key sheet.

5.3 Other Al Qaeda Videos

Videos featuring a Zawahiri are not the only doctored As-Sahab videos. On 2-Sept-2006, Azzam al-Amriki (Azzam
the American, aka Adam Gadahn) was featured in avideo (Figure 30). The video appearsto show him in awhite
room with a desk, computer, and some books. However, the 95% ELA suggests that the books do not exit in the
room. While the computer, walls, desk, and Azzam are at one error level, the books, subtitles, and As-Sahab logo

2 http://www.archive.org/detail s Correct-Equation
%0 hitp://www.videoguys.com/Email §/seriousmagic_blast.html
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appear a adifferent error level. The PC1 shows that the color range of the books is very different from the rest of
the image, suggesting that they come from an alternate source.®

Figure 30. Azzam al-Amriki (Adam Gadahn) as seem in the 2-Sept-2006 video (top-left), 95% ELA (top-
right), PC1 (bottom-Ileft), and contrast-enhanced PC1 (bottom-right).

The PC1 with an adjusted contrast shows a horizontal-line pattern. Thisisamediaartifact; the original video of
Azzam used an interlaced video source that isidentified by thefirst principal component. However, while the
horizontal lines are very visible on the background and mildly visible on Azzam, they are not visible on the books or
As-Sahab logo. This suggests that these images did not come from an interlaced video source.

A scatter plot of the colors used in the al-Amriki video shows three digtinct color regions (Figure 31). The main
dense area contains the col ors found across most of the picture: Azzam, walls, desk, and computer. The small cusp
in the center of the plot consists of colors found in the As-Sahab logo and subtitle. These colors do not appear
anywhere e sein theimage and form an independent cluster. Outside of the main image spectrum are the colors
found in the books. The color spectrum for the books is distinctly outside of the main coloring for the image. This
implies that the books are unlikely from the same footage as al-Amriki.

3 Individual frames from the video, extracted by different people show the same attributes.
http://www.memritv.org/data’ithumbnail §/clip_1257.jpg and http://rightvoi ces.com/wp-
content/upl oads/2006/09/adam_yehiye gadahn.jpg
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Figure 31. Scatter plot of the Azzam al-Amriki video frame. The book colorsarein green.

6 Additional Research

The approaches covered in this paper represent a work-in-progress, both at Hacker Factor Solutionsand in the field
in genera. Asdigital image technologies advance, so do methods for detecting manipulations and digtinguishing
redity from fiction. Thisisafairly new field, and most researchers are working on different (but rel ated)
technologies. Example research project include:

e Hany Farid (Dartmouth College): Image manipulation detection.

e Jessica Fridrich (Binghamton University): Steganography detection and tamper detection.

e Shih-Fu Chang (Columbia University): Mediaforensics usng signal processing and statistical pattern

recognition.
e Nasir Memon (Polytechnic University): Image steganography and manipulation detection.
e Min Wu (University of Maryland): Digital media fingerprinting.

In addition, fields such asrobotic vision are devel oping technologies that may be readily applicable to forensic
image analysis.

7 Conclusion

As pictures are manipulated to sway opinions, image anaysis and digital forensics grow in importance. This paper
covers different methods for viewing and analyzing images. Although a singleimage may pass one or two tests, a
modified image isunlikely to pass al of thetests. In addition, these methods are only the beginning of the available
andysis approaches. Other methods do exist and are designed to catch other image manipulation techniques.
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