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The 4 x 5...

• pefile

• pydasm

• ida2sql

• vxclass



pefile - 1.2.6
http://dkbza.org/pefile.html

http://dkbza.org/pefile.html
http://dkbza.org/pefile.html


pefile

• pefile is a multi-platform full Python module intended for 
handling PE Files. 

• pefile requires some basic understanding of the layout of 
a PE file. Armed with it it's possible to explore nearly 
every single feature of the file.



Features

• Loading a PE file

• Modifying and writing back to the PE image

• Header Inspection

• Sections analysis

• Retrieving data

• Warnings for suspicious values

• Packer detection with PEiD’s signatures

• PEiD signature generation



Sections Inspection

>>> import pefile

>>> pe =  pefile.PE(‘/path/to/pefile.exe’)

>>> for section in pe.sections:

...  print (section.Name,
hex(section.VirtualAddress),
hex(section.Misc_VirtualSize),
section.SizeOfRawData )

... 
('.text', '0x1000L', '0x6D72L', 28160L)
('.data', '0x8000L', '0x1BA8L', 1536L)
('.rsrc', '0xA000L', '0x8948L', 35328L)



Imports

>>> for entry in pe.DIRECTORY_ENTRY_IMPORT:
...   print entry.dll
...   for imp in entry.imports:
...     print '\t', hex(imp.address), imp.name
... 
comdlg32.dll
        0x10012A0L PageSetupDlgW
        0x10012A4L FindTextW
        0x10012A8L PrintDlgExW

[snip]
SHELL32.dll
        0x1001154L DragFinish
        0x1001158L DragQueryFileW



Exports

>>> for exp in pe.DIRECTORY_ENTRY_EXPORT.symbols:
...   print hex(pe.OPTIONAL_HEADER.ImageBase +

 exp.address), exp.name

0x77e72ada ActivateActCtx
0x77e682c2 AddAtomA
0x77e6d39f AddAtomW
0x77ec5b2d AddConsoleAliasA
0x77ec5af6 AddConsoleAliasW
0x77eb2a10 AddLocalAlternateComputerNameA
0x77eb28fb AddLocalAlternateComputerNameW
0x77ec0ffa AddRefActCtx



Full Dump

>>> print pe.dump_info()



pefile 1.2.6: What’s new

• Multiple bugfixes. Thanks to Gera (from Core), Danny 
Quist,  Valsmith, Tim Ebringer and everybody else 
contributing

• Added warning messages for suspicious values

• Added calculation of section entropy

• pefile can parse and generate PEiD signatures



Parsing Warnings

• Headers of packed and manually 
modified PE files sometimes 
contain invalid values

• IDA, ProcDump, OllyDdg, ImpRec, 
PEiD and a bunch of other tools 
barf on some PEs

• The warnings give hints as to 
which values might be causing the 
indigestion



struct _IMAGE_IMPORT_DESCRIPTOR {

union {

                      /* 0 for terminating null import descriptor  */

DWORD Characteristics;

                      /* RVA to original unbound IAT */

PIMAGE_THUNK_DATA OriginalFirstThunk;

} u;

DWORD TimeDateStamp; /* 0 if not bound,

 * -1 if bound, and real date\time stamp

 *    in IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

 * (new BIND)

 * otherwise date/time stamp of DLL bound to

 * (Old BIND)

 */

DWORD ForwarderChain; /* -1 if no forwarders */

DWORD Name;

/* RVA to IAT (if bound this IAT has actual addresses) */

PIMAGE_THUNK_DATA FirstThunk;

};

struct _IMAGE_IMPORT_DESCRIPTOR {

union {

                      /* 0 for terminating null import descriptor  */

DWORD Characteristics;

                      /* RVA to original unbound IAT */

PIMAGE_THUNK_DATA OriginalFirstThunk;

} u;

DWORD TimeDateStamp; /* 0 if not bound,

 * -1 if bound, and real date\time stamp

 *    in IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

 * (new BIND)

 * otherwise date/time stamp of DLL bound to

 * (Old BIND)

 */

DWORD ForwarderChain; /* -1 if no forwarders */

DWORD Name;

/* RVA to IAT (if bound this IAT has actual addresses) */

PIMAGE_THUNK_DATA FirstThunk;

};

struct _IMAGE_IMPORT_DESCRIPTOR {

union {

                      /* 0 for terminating null import descriptor  */

DWORD Characteristics;

                      /* RVA to original unbound IAT */

PIMAGE_THUNK_DATA OriginalFirstThunk;

} u;

DWORD TimeDateStamp; /* 0 if not bound,

 * -1 if bound, and real date\time stamp

 *    in IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

 * (new BIND)

 * otherwise date/time stamp of DLL bound to

 * (Old BIND)

 */

DWORD ForwarderChain; /* -1 if no forwarders */

DWORD Name;

/* RVA to IAT (if bound this IAT has actual addresses) */

PIMAGE_THUNK_DATA FirstThunk;

};
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struct _IMAGE_FILE_HEADER {

0x00 WORD Machine;

0x02 WORD NumberOfSections;

0x04 DWORD TimeDateStamp;

0x08 DWORD PointerToSymbolTable;

0x0c DWORD NumberOfSymbols;

0x10 WORD SizeOfOptionalHeader;

0x12 WORD Characteristics;

};

struct _IMAGE_DOS_HEADER {

0x00 WORD e_magic;

0x02 WORD e_cblp;

0x04 WORD e_cp;

0x06 WORD e_crlc;

0x08 WORD e_cparhdr;

0x0a WORD e_minalloc;

0x0c WORD e_maxalloc;

0x0e WORD e_ss;

0x10 WORD e_sp;

0x12 WORD e_csum;

0x14 WORD e_ip;

0x16 WORD e_cs;

0x18 WORD e_lfarlc;

0x1a WORD e_ovno;

0x1c WORD e_res[4];

0x24 WORD e_oemid;

0x26 WORD e_oeminfo;

0x28 WORD e_res2[10];

0x3c DWORD e_lfanew;

};

IMAGE_DIRECTORY_ENTRY_EXPORT

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_IMPORT

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_RESOURCE

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_SECURITY

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_EXCEPTION

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_BASERELOC

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_DEBUG

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_TLS

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_IAT

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

struct _IMAGE_DATA_DIRECTORY {

0x00 DWORD VirtualAddress;

0x04 DWORD Size;

};

Code/Data
Code/Data

Code/Data
Code/Data

Code/Data

typedef struct _IMAGE_SECTION_HEADER {

0x00 BYTE  Name[IMAGE_SIZEOF_SHORT_NAME];

union {

0x08 DWORD PhysicalAddress;

0x08 DWORD VirtualSize;

} Misc;

0x0c DWORD VirtualAddress;

0x10 DWORD SizeOfRawData;

0x14 DWORD PointerToRawData;

0x18 DWORD PointerToRelocations;

0x1c DWORD PointerToLinenumbers;

0x20 WORD  NumberOfRelocations;

0x22 WORD  NumberOfLinenumbers;

0x24 DWORD Characteristics;

};

.

.

.

struct _IMAGE_IMPORT_DESCRIPTOR {

0x00 union {

                      /* 0 for terminating null import descriptor  */

0x00 DWORD Characteristics;

                      /* RVA to original unbound IAT */

0x00 PIMAGE_THUNK_DATA OriginalFirstThunk;

} u;

0x04 DWORD TimeDateStamp; /* 0 if not bound,

 * -1 if bound, and real date\time stamp

 *    in IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

 * (new BIND)

 * otherwise date/time stamp of DLL bound to

 * (Old BIND)

 */

0x08 DWORD ForwarderChain; /* -1 if no forwarders */

0x0c DWORD Name;

/* RVA to IAT (if bound this IAT has actual addresses) */

0x10 PIMAGE_THUNK_DATA FirstThunk;

};

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

LPBYTE    ForwarderString;

PDWORD    Function;

DWORD     Ordinal;

PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

WORD Hint;

BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

0x00 LPBYTE    ForwarderString;

0x00 PDWORD    Function;

0x00 DWORD     Ordinal;

0x00 PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

0x00 WORD Hint;

0x02 BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

0x00 LPBYTE    ForwarderString;

0x00 PDWORD    Function;

0x00 DWORD     Ordinal;

0x00 PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

0x00 WORD Hint;

0x02 BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

0x00 LPBYTE    ForwarderString;

0x00 PDWORD    Function;

0x00 DWORD     Ordinal;

0x00 PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

0x00 WORD Hint;

0x02 BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

typedef struct _IMAGE_THUNK_DATA {

union {

0x00 LPBYTE    ForwarderString;

0x00 PDWORD    Function;

0x00 DWORD     Ordinal;

0x00 PIMAGE_IMPORT_BY_NAME AddressOfData;

} u1;

} IMAGE_THUNK_DATA,*PIMAGE_THUNK_DATA;

typedef struct _IMAGE_IMPORT_BY_NAME {

0x00 WORD Hint;

0x02 BYTE Name[1];

} IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;

struct _IMAGE_OPTIONAL_HEADER {

0x00 WORD Magic;

0x02 BYTE MajorLinkerVersion;

0x03 BYTE MinorLinkerVersion;

0x04 DWORD SizeOfCode;

0x08 DWORD SizeOfInitializedData;

0x0c DWORD SizeOfUninitializedData;

0x10 DWORD AddressOfEntryPoint;

0x14 DWORD BaseOfCode;

0x18 DWORD BaseOfData;

0x1c DWORD ImageBase;

0x20 DWORD SectionAlignment;

0x24 DWORD FileAlignment;

0x28 WORD MajorOperatingSystemVersion;

0x2a WORD MinorOperatingSystemVersion;

0x2c WORD MajorImageVersion;

0x2e WORD MinorImageVersion;

0x30 WORD MajorSubsystemVersion;

0x32 WORD MinorSubsystemVersion;

0x34 DWORD Win32VersionValue;

0x38 DWORD SizeOfImage;

0x3c DWORD SizeOfHeaders;

0x40 DWORD CheckSum;

0x44 WORD Subsystem;

0x46 WORD DllCharacteristics;

0x48 DWORD SizeOfStackReserve;

0x4c DWORD SizeOfStackCommit;

0x50 DWORD SizeOfHeapReserve;

0x54 DWORD SizeOfHeapCommit;

0x58 DWORD LoaderFlags;

0x5c DWORD NumberOfRvaAndSizes;

0x60 _IMAGE_DATA_DIRECTORY DataDirectory[16];

};

struct _IMAGE_DEBUG_DIRECTORY {

0x00 DWORD Characteristics;

0x04 DWORD TimeDateStamp;

0x08 WORD  MajorVersion;

0x0a WORD  MinorVersion;

0x0c DWORD Type;

0x10 DWORD SizeOfData;

0x14 DWORD AddressOfRawData;

0x18 DWORD PointerToRawData;

};

struct _IMAGE_RESOURCE_DIRECTORY {

0x00 DWORD Characteristics;

0x04 DWORD TimeDateStamp;

0x08 WORD MajorVersion;

0x0a WORD MinorVersion;

0x0c WORD NumberOfNamedEntries;

0x0e WORD NumberOfIdEntries;

};

struct _IMAGE_TLS_DIRECTORY {

0x00 DWORD StartAddressOfRawData;

0x04 DWORD EndAddressOfRawData;

0x08 DWORD AddressOfIndex;

0x0c DWORD AddressOfCallBacks;

0x10 DWORD SizeOfZeroFill;

0x14 DWORD Characteristics;

};

struct _IMAGE_DELAY_IMPORT_DESCRIPTOR {

0x00 DWORD grAttrs;

0x04 DWORD szName;

0x08 DWORD phmod;

0x0c DWORD pIAT;

0x10 DWORD pINT;

0x14 DWORD pBoundIAT;

0x18 DWORD pUnloadIAT;

0x1c DWORD dwTimeStamp;

};

Array of WORDs

name_ordinal[0]

name_ordinal[1]

name_ordinal[2]

.

.

.

name_ordinal[NumberOfNames]

Pointers to strings

address_of_name[0]

address_of_name[1]

address_of_name[2]

.

.

.

address_of_name[NumberOfNames]

Indexed by Ordinals

address_of_function[0]

address_of_function[1]

address_of_function[2]

.

.

.

address_of_function[NumberOfFunctions]

struct _IMAGE_EXPORT_DIRECTORY {

0x00 DWORD Characteristics;

0x04 DWORD TimeDateStamp;

0x08 WORD MajorVersion;

0x0a WORD MinorVersion;

0x0c DWORD Name;

0x10 DWORD Base;

0x14 DWORD NumberOfFunctions;

0x18 DWORD NumberOfNames;

0x1c DWORD AddressOfFunctions;

0x20 DWORD AddressOfNames;

0x24 DWORD AddressOfNameOrdinals;

};

struct _IMAGE_NT_HEADERS {

0x00 DWORD Signature;

0x04 _IMAGE_FILE_HEADER FileHeader;

0x18 _IMAGE_OPTIONAL_HEADER OptionalHeader;

};

typedef struct _IMAGE_SECTION_HEADER {

0x00 BYTE  Name[IMAGE_SIZEOF_SHORT_NAME];

union {

0x08 DWORD PhysicalAddress;

0x08 DWORD VirtualSize;

} Misc;

0x0c DWORD VirtualAddress;

0x10 DWORD SizeOfRawData;

0x14 DWORD PointerToRawData;

0x18 DWORD PointerToRelocations;

0x1c DWORD PointerToLinenumbers;

0x20 WORD  NumberOfRelocations;

0x22 WORD  NumberOfLinenumbers;

0x24 DWORD Characteristics;

};

typedef struct _IMAGE_SECTION_HEADER {

0x00 BYTE  Name[IMAGE_SIZEOF_SHORT_NAME];

union {

0x08 DWORD PhysicalAddress;

0x08 DWORD VirtualSize;

} Misc;

0x0c DWORD VirtualAddress;

0x10 DWORD SizeOfRawData;

0x14 DWORD PointerToRawData;

0x18 DWORD PointerToRelocations;

0x1c DWORD PointerToLinenumbers;

0x20 WORD  NumberOfRelocations;

0x22 WORD  NumberOfLinenumbers;

0x24 DWORD Characteristics;

};

If a symbol N is exported by ordinal and name then:

 -Its name will be located at AddressOfNames[N]

 -Its ordinal at AddressOfNameOrdinals[N]

 -And its address* will be

 AddressOfFunctions[AddressOfNameOrdinals[N]]

The function might be forwarded, in that case the last pointer will 

refer to an address within the exports pointing to the forwarder string, 

which will contain information on the symbol and the module where 

to find it.

struct _IMAGE_TLS_DIRECTORY {

0x00 QWORD StartAddressOfRawData;

0x04 QWORD EndAddressOfRawData;

0x08 QWORD AddressOfIndex;

0x0c QWORD AddressOfCallBacks;

0x10 DWORD SizeOfZeroFill;

0x14 DWORD Characteristics;

};

PE32+

PE32+

struct _IMAGE_OPTIONAL_HEADER {

0x00 WORD Magic;

0x02 BYTE MajorLinkerVersion;

0x03 BYTE MinorLinkerVersion;

0x04 DWORD SizeOfCode;

0x08 DWORD SizeOfInitializedData;

0x0c DWORD SizeOfUninitializedData;

0x10 DWORD AddressOfEntryPoint;

0x14 DWORD BaseOfCode;;

0x18 QWORD ImageBase;

0x20 DWORD SectionAlignment;

0x24 DWORD FileAlignment;

0x28 WORD MajorOperatingSystemVersion;

0x2a WORD MinorOperatingSystemVersion;

0x2c WORD MajorImageVersion;

0x2e WORD MinorImageVersion;

0x30 WORD MajorSubsystemVersion;

0x32 WORD MinorSubsystemVersion;

0x34 DWORD Win32VersionValue;

0x38 DWORD SizeOfImage;

0x3c DWORD SizeOfHeaders;

0x40 DWORD CheckSum;

0x44 WORD Subsystem;

0x46 WORD DllCharacteristics;

0x48 QWORD SizeOfStackReserve;

0x4c QWORD SizeOfStackCommit;

0x50 QWORD SizeOfHeapReserve;

0x54 QWORD SizeOfHeapCommit;

0x58 DWORD LoaderFlags;

0x5c DWORD NumberOfRvaAndSizes;

0x60 _IMAGE_DATA_DIRECTORY DataDirectory[16];

};

Portable Executable Format LayoutPortable Executable Format LayoutPortable Executable Format Layout

© 2007 Ero Carrera
http://dkbza.org
http://blog.dkbza.org

The PE32 and PE32+ 

Format

Display of the main headers describing the basic 

information in a Portable Executable file.

More details about the Portable Executable 

specification can be found at:

http://en.wikipedia.org/wiki/Portable_Executable

Structure contained within parent

Structure pointed to by the parent



Evilness...

• NumberOfRvaAndSizes

• SizeOfOptionalHeader

• FileAlignment

• SizeOfRawData

• Delayed Imports

• Invalid Directories



• Error parsing section 1. SizeOfRawData is larger than file.

• Suspicious value found parsing section 1. VirtualAddress is 

beyond 0x10000000.

• Error parsing section 1. Suspicious value for FileAlignment 

in the Optional Header. Normally the PointerToRawData entry 

of the sections' structures is a multiple of FileAlignment, 
this might imply the file is trying to confuse tools which 

parse this incorrectly

• Error parsing section 2. SizeOfRawData is larger than file.

• Suspicious value found parsing section 2. VirtualAddress is 

beyond 0x10000000.

• Error parsing the Import directory at RVA: 0xd000

• Suspicious value found parsing section 1. VirtualSize is 
extremely large > 256MiB.



PEiD Signature Parsing



import peutils

signatures = peutils.SignatureDatabase(

'/path/to/signature.txt')

                               _______
signatures = peutils.SignatureDatabase(

'http://url.to/signature/file.txt')

                               _______
signatures = peutils.SignatureDatabase(

data='/path/to/signature/file.txt')

                               _______
sig.load('/Users/ero/Devel/pefile/userdb-
extra.txt')

Loading PEiD signatures

http://url.to/signature/file.txt'
http://url.to/signature/file.txt'


matches = sig.match(pe, ep_only = True)

['Upack 0.24 - 0.27 beta / 0.28 alpha -> Dwing']

matches = sig.match_all(pe, ep_only = True)

[['Upack v0.1x - v0.2x -> Dwing'], 

['Upack v0.24 ~ v0.28 Alpha -> Dwing'], 

['Upack 0.24 - 0.27 beta / 0.28 alpha -> Dwing']]

Matching



Detection rates

Others !22411, 46.7042! " Unknown... !25574, 53.2958! "0

5000

10 000

15 000

20 000

25 000



Packer break-down

1000 2000 3000 4000 5000 6000

Others !5126, 10.6825! "Crypto"Lock v2.02 !Eng" "... !231, 0.4814! "PE Crypt 1.5 "# BitShape ... !241, 0.50224! "UPX"Scrambler RC v1.x... !264, 0.550172! "PECompact v1.4x$... !272, 0.566844! "PEX v0.99... !276, 0.57518! "PEtite v2.2... !310, 0.646035! "Obsidium v1.2.5.0 "# Obsi... !334, 0.696051! "BobSoft Mini Delphi "# Bo... !389, 0.81067! "InstallShield 2000... !429, 0.894029! "Armadillo v1.xx " v2.xx... !473, 0.985725! "PE Diminisher v0.1 "# Ter... !528, 1.10034! "FSG v2.0 "# bart#xt... !705, 1.46921! "FSG v1.33 !Eng" "# dulek#... !747, 1.55674! "PeCompact 2.xx ""# BitSum... !876, 1.82557! "ACProtect 1.3x " 1.4x DLL... !878, 1.82974! "ASPack v2.12... !886, 1.84641! "MEW 11 SE v1.2 "# Northfo... !1079, 2.24862! "Armadillo v1.71... !2000, 4.16797! "UPX 2.90 $LZMA% "# Markus... !6367, 13.2687! "



Others !8345, 17.3909! "
PE Diminisher v0.1 "# Ter... !528, 1.10034! "
FSG v2.0 "# bart#xt... !705, 1.46921! "

FSG v1.33 !Eng" "# dulek#... !747, 1.55674! "
PeCompact 2.xx ""# BitSum... !876, 1.82557! "
ACProtect 1.3x " 1.4x DLL... !878, 1.82974! "

ASPack v2.12... !886, 1.84641! "
MEW 11 SE v1.2 "# Northfo... !1079, 2.24862! "

Armadillo v1.71... !2000, 4.16797! "UPX 2.90 $LZMA% "# Markus... !6367, 13.2687! "



pydasm
http://dkbza.org/pydasm.html

http://dkbza.org/pefile.html
http://dkbza.org/pefile.html


pydasm

• pydasm is a multi-platform Python module wrapping jt’s 
libdasm

• pydasm together with pefile provide with a good tool set 
to develop mini-IDA wannabes

• Has been recently used, in conjunction with pefile, by Cody 
Pierce from TippingPoint in pyemu, his x86 emulator



Disassembling

>>> import pydasm

>>> i = pydasm.get_instruction('\x90', pydasm.MODE_32)
>>> pydasm.get_instruction_string(

i, pydasm.FORMAT_INTEL, 0)

['nop ']

>>> i = pydasm.get_instruction(
'\x8B\x04\xBD\xE8\x90\x00\x01', pydasm.MODE_32)

>>> pydasm.get_instruction_string(
i, pydasm.FORMAT_INTEL, 0)

['mov eax,[edi*4+0x10090e8]']



pefile+pydasm

>>> ep = pe.OPTIONAL_HEADER.AddressOfEntryPoint

>>> ep_ava = ep+pe.OPTIONAL_HEADER.ImageBase

>>> data = pe.get_memory_mapped_image()[ep:ep+100]

>>> offset = 0

>>> while offset < len(data):

...   i = pydasm.get_instruction(

data[offset:], pydasm.MODE_32)

...   print pydasm.get_instruction_string(

i, pydasm.FORMAT_INTEL, ep_ava+offset)

...   offset += i.length



pefile+pydasm

push byte 0x70
push dword 0x1001888
call 0x1006ca8
xor ebx,ebx
push ebx
mov edi,[0x100114c]
call edi
cmp word [eax],0x5a4d
jnz 0x1006b1d
mov ecx,[eax+0x3c]
add ecx,eax
cmp dword [ecx],0x4550
jnz 0x1006b1d
movzx eax,[ecx+0x18



ida2sql
http://dkbza.org/ida2sql.html

http://dkbza.org/ida2sql.html
http://dkbza.org/ida2sql.html


• Part of BinNavi

• Open source

• Export IDA’s IDB database to SQL

• Store all your disassemblies in a single repository

• Perform advanced data-mining

• Paimei will use a nearly identical schema

ida2sql



address BIGINT UNSIGNED
operand_id INTEGER
position INTEGER

OPERAND_TUPLES

address BIGINT UNSIGNED
name TEXT
function_type INTEGER UNSIGNED
name_md5 CHAR(32)

FUNCTIONS

id INTEGER
address BIGINT UNSIGNED
parent_function BIGINT UNSIGNED

BASIC_BLOCKS

address BIGINT UNSIGNED
basic_block_id INTEGER
mnemonic VARCHAR(32)
sequence INT UNSIGNED
data BLOB

INSTRUCTIONS

id INTEGER
src BIGINT UNSIGNED
src_basic_block_id INTEGER
src_address BIGINT UNSIGNED
dst BIGINT UNSIGNED

CALLGRAPH

id INTEGER
parent_function BIGINT UNSIGNED
src INTEGER
dst INTEGER
kind INTEGER

CONTROL_FLOW_GRAPH

id INTEGER
str TEXT

OPERAND_STRINGS

id INTEGER
expr_type INTEGER
symbol VARCHAR(256) 
immediate BIGINT SIGNED
position INTEGER
parent_id INTEGER

EXPRESSION_TREE

address BIGINT UNSIGNED
operand_id INTEGER
expr_id INTEGER
replacement TEXT

EXPRESSION_SUBSTITUTIONS

operand_id INTEGER
expr_id INTEGER

OPERAND_EXPRESSIONS

address BIGINT UNSIGNED
target BIGINT UNSIGNED
kind INTEGER

ADDRESS_REFERENCES id INTEGER
name TEXT
md5 CHAR(32)
sha1 CHAR(40)
comment TEXT
import_time TIMESTAMP

MODULES



SELECT

( SELECT name

FROM functions_N

WHERE address=src),

(SELECT name

FROM functions_N

WHERE address=dst)

FROM callgraph_N

Indegree / Outdegree 
Plots
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SELECT 

mnemonic, COUNT(mnemonic)

FROM

instructions_N

WHERE

mnemonic IS NOT NULL GROUP BY 

mnemonic

Mnemonic Histograms
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Structure-based 
Clustering





VxClass



• Automatic classification of malware

• Structural properties are taken into 
account

• Malware is automatically clustered into 
families



VxClass

Web GUI

XMLRPC 
Interface

Unpacking Analysis Classification



VxClass’ Unpacker



Unpacking

• Bochs (Open Source Intel x86 Emulator)

• Fully Python Instrumented

• Built Heuristics for Unpacking



FSG 2.0



UPX 1.95



Petite 2.2



tElo3k 0.94



Analysis and 
Classification

• IDA

• Loads of Python, IDAPython (more than it’s healthy)

• The BinDiff Engine



Interfacing

• XMLRPC interface

• Send file for unpacking

• Send file for classification

• Download IDBs

• Retrieve classification information

• Web interface



XMLRPC

• classify_executable()

• classify_idb()

• unpack_executable()

• get_classifier_items()

• get_classifier_families()

• get_classifier_items_by_family()













Thanks,
Questions?
(grab a t-shirt!)


