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Exploring Browser Caching
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Show Me the Money

» Credit card data from Firefox AutoComplete cache
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157 Hame = BaclkDays

158 Walue = &0

1549

160 Ham= = CCForm: CCHumberBox
161 Walus = 1000
162 Walues = 1000
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164 Ham= = CCForm: ZipCodeBox
165 Walu=s = 10003
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168 Walus = 3610
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170 Hame = Card CCHUHBEENEW
171 Walus = 3610
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173 Hame = Challengeinswver
174 Walue = Black
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176 Hamz = CheclkInControll:txtConfirmnationHumnber
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This is a Client Side Attack...

» These caching issues relate to an attacker directly targeting an end
user’'s computer

» Most of these attacks do not require Administrator/Root level access

» Both Firefox and Internet Explorer averaged more than one new
vulnerability per month in 2005*

* Data from Secunia Vulnerability Reports for Microsoft Internet Explorer 6.x and Mozilla Firefox 1.x
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This is Instant Gratification...

» No need to wait for a key logger to capture data
» No need to trick a user into visiting a “trusted” website
» End user does not even need to be online or using the system
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Old Skool Cache

» All your Favorite Bookmarks

— Bookmarks to any “hard to remember” URLSs (like your hidden Admin site)
» The Browser History remembers every site you visit

— The URL of your Bank, Web Mail service, MySpace pages...
» Parameters in the URL can be cached

— Usernames, Session IDs, Account numbers
— Confidential information should be sent using POST, not GET, requests

marksz  Toolz  Help

@ | hittps: / Aweb com/ftgw/webrpress/account_positions_brokerage/c Y ACCOLNT = i

Firefom Help o= Firefox Support | | Plugin FAQ | | joinl.php l:! Methlabs Projects = P... | | weenw myspace. con
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Down and Dirty in the File System

» The browser can save numerous files (HTML, JPG, JS, SWF...) to the
standard browser cache directory.

» Non-Session cookies can also be saved to disk.

¢ | Comimand Prompk

C:sDocuments and Settings“Administrator-Local Settings“Temporary Internet Files*
Content . IES>1=
MHUNGJCT URILOFSE UT2BCBM? WTGZO0LIF desktop.ini index.dat

C:sDocuments and SettingssAdministratorsLocal Settings“Temporary Internet Files>
Content . IE5»cd WTGEOLIF

C:~Documents and Settings“AdministratorsLocal SettingssTemporary Internet Files
Content . IESSWIGZO1LIF>1s

BERBEREEA1 _ARBRREAREEARRABE? 3766 [1]. jpg

AABPEAS 3432 _ARPABBRRRARABRABZ 34849 [1 1. suf

125x125tax[1 1. gif

12 7 _F1_ 98x78[1]1.g9if

JPg
ADSAdClient31[11]
Citilll.gif
FoundStoneBank[1l1.css
SEYPEPACKI1 1. jpg
SiteRecruit PageConf iguration FHBImt—2244mt1[1 1.5
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Will Grep for Gold

» Grep for useful common input names
» grep “ccnum\|ssnl\|creditcard\|cc_num\lcvv” *

c |Command Prompk

C:sDocuments and Settings“AdministratorsLocal SettingssApplication Data\ﬂnzilla\l’
Firefox~ProfilessdvZ2wuh84m.default~Cache>grep ccnum * .
B38@AB4BdA1 = “td>»<label for="ccnum'>*Card Mumber<span style="color: red; f
ont—weichti—limii, Tont-size: 1l.lem: > /zpan></ label>

B3HUAB4BdAd = “div class="field-req"*input type=""text" name=""ccnum" =zi=
e="16" maxlength="16" value="5258643522149826"" /> div < td>

C:sDocuments and Settings~AdminiztratorsLocal Settings~Application DatasMozilla™
Fivefox~Profiles~dv2ubh84m._default~Cache>
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No Cache For You!

» Sites should set proper cache control settings:
— HTTP 1.1
« Cache-Control: no-store, no-cache, private
— HTTP 1.0
* Pragma: no-cache
« Expires: -1 (or a past date)

» Do not redisplay full credit card, social security, or
account numbers.
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All Your RAM are Belong to Us....

» A Normal Credential check

http://mybank/Login.html http://mybank/myAccount.html

Yiew Your Accounts

Log in to your account
anline:
lser Mame: FAQs

|Enter LIZET NEmne

Passward: Califo
| Customer Service

Far. ass.wnru:l? E " Contact Us Fred
Me SEr sign up FMy Message Center

FFind A Location
=1 Why this is secure - Help

'FAQs

Open a Hew Account
Glossary
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Whisper Sweet HTTP in My Ear.

Requests | Responses | Trap | Fikers | Scan | Options

PO3T /myaccount.asp HTTEA1.0

Aocept: image/gif, images/x-xbitmap, images jpedqg, imagesp]
Feferer: https:/ wyhanksite.cow/ loging . asp
Aecept-Language: en—us

Content-Type: application/xX-wwwv—form-urlencoded
Tzer—-Agent: Mozillsf4.0 [(compatikble; MSIE 6.0; Windows N
LR 1.1.4322) Paros/3.1.2-Foundstone

Host: mybanksite.com

uZername=55903 £password=pisswird:Z 1l ssubmit=submit

Requests | Responses | Trap || Filkers | Scan | Options

HTTP/1.1 200 OK

Date: Tue, 11 Apr 2006 01:06:19 GMT
Server: Microsoft-IIS/6.0
X-Powered-EBvy: ASP.NET

pragma: ho-cache

Content-Length: 49306

Content-Type: text/html

Expires: Tue, 11 Apr 2006 01:05:19 GHT
Cache—-control: no-cache

Header
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Rollin’ with HTTP

» A Normal Credential check

View Your Accounts

et ysername=bob&password=p@sswO0rd!

User Mame:

Enter user name
Password:

Far, assword? m
MNewdser sign up

5 Why this is secure

Open a Hew Account /

200 0
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Haven’t | Seen You Here Before?

» A Normal Credential check

http://mybank/Login.html http://mybank/myAccount.html
username=bob&password

=p@sswOrd!
View Your Accounts

Log in to your account
anline:
lser Mame: FAQs

|Enter LIZET NEmne

Passward: Califo
| Customer Service

For, assword? E F Contact Us

Mewdser sign up F My Message Center Frec

FFind & Location
=1 by this is secure ~ Help

'FAQs

Open a Hew Account
Glossary
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The Vulcan Mind Meld

» Search the Memory for your favorite parameter names or URLSs:
username, password, ccnum, ssn, login, etc...

oo171cio 21 00 00 OO0 61 OO0 70 00 90 00 eC OO 69 OO0 63 00 !, . . a.p.p.l.1..
o0171c20 el 00 74 00 6% 00 6F 00 e&E OO 2F OO0 75 00 2D 00 a.t.i1.o0.n.~.%.—

oo171c3o 77 00 79 00 77 00 20 00 66 00 eF OO 72 00 6D 00 w.w.w.—.f.0o.r.m.
oo17ic4o 2D 00 75 00 72 00 6C 00 65 00 6E OO0 63 00 6F 00 —u.r.l.e.n.c.o.
00171C50 64 00 65 OO0 64 00 01 00 OO0 0O 32 00 0O 00 7% 73 d.e.d..... 2...us

o0171cen 65 72 eE 61 6D 65 3D 38 38 39 30 33 26 70 61 73 ername=389034&pas
oo0171c?0 73 77 eF 72 64 3D 70 40 73 73 77 30 72 64 25 32 swvord=p@sswlrd=?
0o171ca0 31 26 73 75 62 6D 69 74 3D 73 75 62 6D 69 Y4 00 lésubmit=submit .
oo171c30 0B 00 00 OO 84 AD AC AR 21 00 00 0O 68 OO 74 00 ... 0-"«!...h.t.

oo171cA0 74 00 70 00 73 00 34 00 2F 00 2F OO 6D OO 79 00 t.p.=.:.~ .7 . m.y.
00171CEOD 62 00 61 OO0 6E OO0 6B OO0 73 00 69 00 74 00 65 00 b.ank.s=.1.t.2.
ool7icco  2E 00 &3 00 6F OO0 6D 00 2F 00 eC OO 6F OO0 &7 00 .. c.om.~.1.0.9.
00171Ch0 69 00 eE 00 32 00 2E 00 &1 00 73 00 70 00 0OC 00 1.n.2...a.=.D.

e —
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You AutoComplete Me...

3.'_‘_:;.}Euugle - Mogzilla Firefox 1o ﬂ

File Edit iew Go  Bookmarks Tools  Help

<E| - |:> - %‘ O @ I htkp: /vy, google, com) j @ G I@v

Personalized Home | Sign in 2~
Google

Web Images Groups  MNews  Froogle  Local  more »

| Advanced Search
FPreferences
Cain Language Tools

all wour base are belong to us

autocomplete daka

Freel| pinkfuzzy bunnies Pack
windump

Advertising Programs - Business Solutions - About Google
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Password AutoComplete is so 1999

Username ITestLlser [T Save Username
Password I—““““ Forget Passward?y
Forget Username?

AutoComplete x|

Do pou want Windows o remember thiz pazsward, 2o that pou
‘:I’) don't hawve to type it again the nest time pou vizit thiz page?

[ Don't offer to remermber any more pazswords

T'es Mo

e
e e
B R e Sl
- 5

o
gt
;
=
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RU |eS Of FOI'm AUtOCOm plete (... you do not talk about autocomplete)

» Form Autocomplete can only save data for input types of “text”

» Data is saved based on the “name” of the field and not limited to the
URL it was entered on

» User input is required to retrieve Autocomplete data

<input type="text” name="email” value="">
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| File Edit view

=101 x|

JAddress l@] https:// .com/direct/ Jbillship.jsp ;I ‘ 5',”

#

Accessories: Order Summary - Microsoft Internet Explorer A

Payment (* Indicates a mandatory field)

Card Type™ Card Number™®

VISA ~| [
2158649235396654
Expiration Date™® 5432969623561245

Monthj Year;l

~ Continue checkout
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Where Did it Go?

» Internet Explorer: In the Registry

HKEY_ CURRENT USER\Software\Microsoft\Protected Storage
System Provider

» Firefox: In a File

C:\Documents and Settings\{username}\Application
Data\Mozilla\Firefox\Profiles\default.{random}\formhistory.dat
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Hungry Like the FireFox

» C:\Documents and Settings\{username}\Application
Data\Mozilla\Firefox\Profiles\default.{random}\formhistory.dat

B formbistory.dat - Notepad - O] x|

File Edit Format Wiew Help

A<l —— amdbimork:z w="1.4"/ ——> -

< <fa=c)= 4 (F=1s0-8859-1) —
(B0=ns:formhistory:db:row:scope:formhistory:all)
(8l=ns:formhistory:db:table:kind:formhistory) (82=valuel (83=Name]=

<(BO=gf000 (81 =wsO0i$00n$O0dSOCuSOOmE QORS00 (B2=CE00a$00T$00NF0O0DCES
=p$00T$00nF00kE0D FOOFE00OUF0OZE002500yE00 $00bEO0OUSOONFOONF00TF00eF00S$00)
(84=a%007%007%00 $00wE000%00Us00rE00 $00b%00a%00S$00e%00 $00a%00r$00a$00 $00N
b$00e$00T1$000% 00N 00000 $00TS000%00 $00US00s$000 (85
=a$00u$ 00t 000500k 000F0OMEQ0OPEO0OTE00f00TE00400 $00dF00a%00T500a%00)
CEE=m$00cE00as00TE00es00es00 $00T$0005000F00i500NF 000 (R7=0F00300eF00r$00TF00N
D00 (88=mM$00CFO0AE0OTE00et 00t 00as 00MEC0cE 00AF 00T 00 00ad 00, 005000 00mME00D
CE0=t$000%00wE00%00r$00 $0075000%00g50074$00n5000 (EA=EF00mME00aF00T$00TF00D
C8E=M$00UF00s$ 00T 00 00ROt S00UG 00N 00e$00sF00, $00CF000F 00OMSO0]
(B8C=5%00e$00a%00r$00ct00hE00bE00as00r$00-$00hE007$00s$00t$000500r $O0wE00)
(E0=a%00p$00p$s00T$00e%00 $0073000%800g30071$00Nn%000 (BE
=t$00h$00e$002%500c$00cE000 00U 00N O0TF00ONS 00 00ME00S 000 (SF
=B$00u$00gE00OMEC0aS00sE00tS00e$00r $00) (0= $002$ 000 00MS 000 Q0nFO0])
(S91=T$00e$00=%00T 000>
T1:480 {(kASL:ch(s=001

[LAB3AB0ICARZARLY]

[20AB3AB0CABZABZT]

[3(AB3IABO(ABZABS ] -
4] 2w

e —
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dumpAutoComplete

» Convert any FireFox “formhistory” file to XML, then parse for gold.

[%] C:4 WINDOWS', System32',cmd.exe -0 x|

C:sBin>dumpAutoComplete
<7wxml version="1.0" standalone
<cachedatal
fautocomplete fFile=""C:“~Documents and SettingssAdminisztrator~Application Data“H
giii%aggigefux\Prufiles\emtzEuct.default\furmhistury.dat" time="8at Jun 24 2006
<field name="billCity">
{zaved>*Lasz Uegas<{- zaved?
Lofield
<field name=""ccnum'>
Cfzaved 1111111111111 1</zsaved>
Lofield
<field name=""cuu'':
Czaved»4?4{/zaved >
Lofield
<field name=""gq"'>
{zaved phone< saved’
fzavedrskupe<ssaved>
LA ield >
<field name=""

yez''?

searchhar—history'>
f{zavedrskupe< saved>
Lr/Field>
Lsautocomplete >
<scachedata’
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You May Have Data in Your AutoComplete
Cache lf ...

» Your Credit Card Number was entered on:
— Online Stores
— Airline Reservation Sites
— Hotel Reservation Sites

» Your Social Security Number was entered on:

— Identity Theft Complaint Forms (hosted on government sites)
— Online Resume Submissions (o a government agency)

— Housing Applications with Universities
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Chocolate and Peanut Butter Demo

(Putting it all together.)
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I’'ve Fallen and | Can’t Get Up!

Simple countermeasures can prevent this data from
being cached regardless of browser settings

» Disabling AutoComplete

— Add autocomplete="“off” to form objects or input fields when
sending confidential information

» Redirect Login Forms

— lIssue a “301 Moved Permanently”, “302 Temporarily Moved”, or
“303 See Other” redirect response to pages posting confidential
information
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These are Not the Droids You’re Looking For

» How sites can turn off AutoComplete

<form action="login" method="POST" AUTOCOMPLE TE="off">
<input type="text" name="username">Name
<input type="password" name="Password">Password
<input type="Submit" name="Login">

</form>

<form action="SignUpForm" method="POST">
<input type="text" name="username"> Name
<input type="text” name="address”> Address
<input type="text" name="ccnum” AUTOCOMPLETE="off"> Card Num
<input type="Submit" name="Submit">
</form>
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Whisper More Sweet HTTP in My Ear.

Requests | Responses | Trap | Filkers | Scan | Options

POST /login2.asp HTTP/1.0

I Requests | Responses | Trap || Filkers | Scan | Options

Aoccept: image/gif, image/x-xbitmap, image/jpeg, ima
M Referer: https://mybanksite.com/login.asp HTTP/1.1 301 Moved Permanently
3 lecept-Language: en-—-us Date: Tue, 11 Aipr 2006 01:05:56 GMT
g Content-Type: application/x-www-form-urlencoded Server: WMicrosoft-IIS/6.0
el User-Agent: Mozilla/4.0 {compatible; MSIE 6.0; Wind M I-Fowered-By: ASP.NET
LR 1.1.44522) Paros/3.1.2-Foundstone 'g Location: myaccount.asp
Host: mybanksite.com E Content-Length: O
username=59703 gpassword=plssulrdi2l&submit=submit e Content-Type: text/html
Cache-control: private

Requests | Responses | Trap | Filkers | Scan | Options

GET /wyaccount.asp HTTES1.0

Aecept: image/gif, image/®-xbhitmap,

Feferer: https://mybanksite.com login.asp
Aocept-Language:
Mozillas4.0

Paro=/3.1.2-Foundstone

en-us
UTser-igent:
LR 1.1.4322)
Host:

[compatible;

Header

mybhanksite. com

Cache—Control: no-cache

imace s J

M3IE &

Requests | Responses | Trap | Filkers | Scan | Options

HTTP/1.1 200 OK

Date: Tue, 11 Lpr 2006 01:05:57 GMT
Server: Microsoft-IIS/f6.0
X-Powered-EBy: LSP.MET

pragma: ho-cache

Content-Length: 49777

Content-Type: text/html

Expires: Tue, 11 Apr 2006 01:04:57 GMT
Cache-control: no-cache
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Finding Gold in Your Cache

Corey Benninger — Corey.Benninger@Foundstone.com

dumpAutoComplete - http://www.foundstone.com/resources/freetools.htm
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