Johnny Long is a “clean-living” family guy who just so
happens to like hacking stuff. Over the past two years,
Johnny’s most visible focus has been on this Google
hacking “thing” which has served as yet another diversion
to a serious (and bill-paying) job as a professional hacker
and security researcher for Computer Sciences Corporation.
In his spare time, Johnny enjoys making random pirate
noises (“Yarrrrr!”), spending time with his wife and kids,
convincing others that acting like a kid is part of his job as
a parent, feigning artistic ability with programs like Bryce
and Photoshop, pushing all the pretty shiny buttons on
them new-fangled Mac computers, and making much-too-
serious security types either look at him funny or start
laughing uncontrollably. Johnny has written or contributed
to several books, including “Google Hacking for Penetration
Testers” from Syngress Publishing, which has secured rave
reviews and has lots of pictures.

Johnny Long
(SC

Google Hacking
for Penetration Testers

Google Hacking returns for more guaranteed fun this year at
Blackhat USA! If you haven't caught one of Johnny’s Google talks,
you definitely should. Come and witness all the new and amazing
things that can be done with Google. All new for BH USA 2005,
Johnny reveals basic and advanced search techniques, basic and
advanced hacking techniques, multi-engine attack query
morphing, and zero-packet target foot printing and recon
techniques. Check out Google’s search-blocking tactics (and see
them bypassed), and learn all about using Google to locate
targets Google doesn’t even know about! But wait, there’s more!
Act now and Johnny will throw in the all new “Google Hacking
Victim Showcase, 2005” loaded with tons of screenshots (and
supporting queries) of some of the most unfortunate victims of
this fun, addictive and deadly form of Internet nastiness. Think
you're too iiber to be caught in a Google talk? Fine. Prove your
badness. Win the respect of the audience by crushing the live
Google Hacking contest! Submit your unique winning query by the
end of the talk to win free books from Syngress Publishing and
other cool gear! Or don't. Just listen to your friends rave about it.
Whatever.
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Google Hacking for Penetration
Testers
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Sarnple Slices. Shewe up for alk new Blacknat Goodness!

What we'ra doing

e re cowering many technigues coverad in the " Google
Hacking” ook

 But zince this = BElackhat, vee'll o deeper!

srarmden mere detmil | enceurage you te check out
“Zeogle Hacking for Penetraticn Testers” by Syngress
P ulslisting.

Gﬂéglé |

Sarple Slicles, Sthewe up fer alknan Blackhat | - S
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Advanced Operators
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Sarnple Slices. Shewe up for alk new Blacknat Goodness!

Advanost] Gparators

o Goggle advance d eperaters help refine searches,
* They are inclucded as part of a stancdard Goegle queny,
o Auhvanced eperaters use & synta: such as the fellewing:

b yead hara

* There's ne space bebuean the aparater, the celen, amd the
search ternm!
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Advanost] Google Searohing
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Advanost] Google Searohing
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Google Hacking Basics
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Anctyneus Googling

* Some foks use the cache link & an anemmizer, thinking
tive comtent cornes from Geegle. Let's take & cleser leek.
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Anctyneus Googling
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Anctyneus Googling
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Anctyneus Googling
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Anchyneus Googling

A myrneus Geagling can e nelpful, espe cialby if cermline d
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Spooial Searoh Charaoters

el use sene special characters in cur examples, These
charactars hawve special rmeaning te Geegle.
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Intreduoing the ¢ ooglel ork Deteotion Systentd!
(OD0S})
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Bypassing ¢GDOE Round 1: Casa Medifioation
= Our ariginal query laoks. like this:
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Bypassing ¢D0OS Round 2 - Guery Shifting
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Bypassing ¢D0OS Round 3: Spaoca ! + injection
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Bypassing GDOS: Why, Johhny?

o 3 g = o this, JommygT
AWMl the badd guys are alreachy deing i, that's fersure.

* Mawar, ever assune that Geegle will prete ctyew, Google's

Blecks are generally putin place te stave of massive werim
shyle ueries,

o f Geogle woas alle te effe ctive by bile ok &l bacl quearies,

=they coould ot into the number of retumed seareh results.,
Fntivg their market placerment

=They caoull sho a_L'JiIIin?ljess.tn:- cornprormise their prociet i
the face of oppresaion, uhieh sets.a bad president.

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Fre-Assessment
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Trelling for E mail Adkiressas
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Autonvted Trolling for Enmil Addresses
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Nora Enail Avtenetion
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

digital self defense




Metworlk Mapping

Sooyle b @ lvalk e Ale kd wor iy oA BiEme haaies bl
1 ok,

Lefs book Al vews Gooyle o el ik couer Eryek =l e ol
1 ok

Sarnple Slices. Shewe up for alk new Blacknat Goodness!

Basio Denmin Crawding

* the site; cperater narrcws asearch te a paricular site,
dernain ar sulalemain.

Ove ove i lepeny list
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
it o ST o

digital self defense

SONIdd1dd LVH MOV14a



Basio Denmin Crawding
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B asio Donxain Filber

= T et ricl of the mere elwicus crap, de a negative earch.
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Ugly Denwin Fikating

* Repeating this precess ofzite reducticn, tracking wnat fleats

ta tive tep leals te nasty big queries lke:

Az paicrd 24lk Sima

~abx irnan o Erasal i
=ik mdn o icraa lEcam
—ribazappd ke craalEois
~nibx d4inn ha d s £ rasalEoims

~aibazalTica s erd 0l cim

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Ugly Donin Fiker Gives Doaoant Results

* The results efsuch & big queny reveal mere inte res
resutts...
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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B atter D ormin Crawling

U=zivg kove 10
e tie
Goog ke ks b=
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PERET B L Y I |

Al secl Al
avk o rocess
tie HTEIL...

et s e
A
[[F1] -

SoohooooooDo g o
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

So what?

el henesthy, nestand dermnain e narme raticen iswtne, bt
vua're ileing this withcut=emding amy packets te the target
wa're analyzing.
' Thie has sewveral henefits:
—Low profile. The et can't see wour actity,
—Results. are "anked " by Google. This. reans.that the roost

[ulalie shoff doatsto fe top. Some rmore inderesting shff* balls.
near e hottam.

="Hirds." for follovi-up reson, ou aien't just getting haosts. ancd
carnadin narmes, you get application intnation just by loaking
at the snippet retimed forn Google, One results. page ean he
[rocesaed for rmary types. of inte.. Brail addresseas, names,

ate. Pobare arthis. laber an. ..
= Sinee ve're geting data fomn sewial sources, oe can Dous.on
roon alrvous. relationships., This. is. fuge!

v Same clewn sices:

=In sorme eases. it Ay e Bster and easieras.a g|||:n:-tl guyto Lse
traditional technicgues. andtools. that eonnedt ta the tamet, ot

I'EI'l'lEI'l‘lilEI'— the bad guys. can atill fimd and' Beget yo e via
Qanﬁﬂﬁé Slicles. Shewe up far alknan Blacknat Goodinass!
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Autonated Crawling

o Goggle frawms on autemnation, unless yvou use teols writte n
vith their AP Koz v st weu' e running unless yeu deyt
care abeut their tenms efsenice.

s e ceuld e asiby rmedify eur b retriewal cernramd e pull
rmere results, bt in many cases, mere results we 't equal
rere nidue hosts,

= S0, e ceulid alse wse anether te chnigue te lecate hests. .
plain el fasmien cornrmenverd queries,

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Lanw Autenoted Crawling
Tieze que 125 "=t
I the Goxl

[ ¥ilal Tl — aaly — Sla L dawai read,
ERS CATEN L1 S FEETTN R L E]h'l‘g 1= Ifr 3y
ma v gwrr Lo emw L | L]
EEERLNL T L. Y PR L b b sk
cnioma Tl p——— [E e PTIE W) L TR+ RN T T B

Hid o+ oime = csccmin pEmpr o nnmes 0o
bt [ H R LS B R H il Mo AT L PRI HHE P
T L T I AL ) -
maoer e T mmm =i ol A T o el Il
=23a=d.mkd L =cms HEELTU L I | g™
AR T TO I IRIT T - HE T TR ) PR T Rt IR T B M B E
caen tmard F]
PR TRET P | .

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Larwe Autenoted Crawling

Trewian — #sh — Eqvin

Siftiwe) ti angpi the
anatwits 3 egebare
exfressow, we fivel
Ay e e st ait.

4 =

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Sweet Autonated Crawling

FaekhfTewiwivei fime
Sevse pastoadke o o
teciy ke irtaa PERL (4P]-
sy =gt il

clis 4 iwe 2l 10 Aciieve rnci
ieaie effcie vt ezahs.

CIEEE Te i = hath = L he 10

Goadl =taff. Darair

WAke v, Bge = art
A lwits Goagle !
w oagle!

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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G ooglaturd Donwin Soraping

TTATE] T2a hShard 2 el Let's sowr v i
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TR N L sﬂ.ﬂll:iﬂﬁ. lke
e @mzrata

L L] IEN R Y h iﬂ:lm

FIETET ST, W ey e

1o WY CEL ealsies ...

wr. .t ow

Fi BRI .

A B L
e m I iats iw E=ive fian
T - tie ze varesT

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Host verifioation...

' Let'= fixthe names and resehie them...

= Terminal — basn — 3414

Ui can ki fortie rexpawl
ay tiese [P aviges v
DS cpneies a2 well...

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Armved With Mames. Mow what?

o Oce e et & pice juicy list of OMS amd dermain names,
vup st can wee oo with thern

—E=pand an ourlist o dned roore angets.
—Mla the list using standard netook tooks.
—Detennine extemal relationships.to ofher @igets.

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

E xpanding a target list

o [fuetve gota list ofkmon geed names, we can expanil
tivat listin & fau ways:

—DNS prediction vt Google
—Hasiz fizzing

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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o Given nest with nambers amd Vpredictabla” names, we
could fuz= the numbers, perferming OMES leokups onthese
nAInes. ..

* ['ll et Realef atsepsepest discuss this tepic, hewever.. =)

seiznn comsi-lFzgindnsatinnsIneatinns-remrols. jsp

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Using Foecogle te find hests ¢ oogle doesn't aven
know about

o Qgestion: Gan Geogle be ysed fo lecate hests that Goegle
daesi't aven Ko &bt
s Answer; Tes

s Qogesticn: Gan ampene name a specific teel deweles ped just
for this reasen?

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

digital self defense

SONIdd1dd LVH MOV14a



SONId31ddg LVH MODVT4a

DME Pradiotion With Google

e vnatever seurce, let's saywe get e names frem
warzen, feundation’ and invester'. ..

= EnriEn s 2073 Sonual Repor - Inveskar Infommstinn

Fin STETE B B B P T e FE |

Fogo 1. Reglstorsd Shoreos-o- Bevw oo Joestions o oguesls *or ais wiznce
= TR I U= CR N T e P TR LT LR B

| T A o+ FRIEAT ks vt o R T P S LR N N (TR B O, ol [ [ s e

riznnmiavhengrnlsplsglincommeininf_lvpe_lag=0ELETE

S e e

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

| aache
DS Preciotion With Google s

= Sirnple exarnpple... =

il Aoy
Foqyle b
jireilk: | oler
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e Tegkedoa
a k| B = B ey men F

L LTRLEN =t

Sewikrs Lrama  am.

Go tﬂglﬁ'

Ies e vsorils

ko Gooy e
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welee e ol CRoge Gt [~ALHA |
SRl LR AN DDA meuRvEl
: bimomim

LT T
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Simar 1k
r Bk =l

= LT g
T s gl
nkad HIFI kb

RAETRIS ~ "M

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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E xpanding DS Pradiotion

* Then, we can ke all these wernds amnd pedferm DM S hest
lekupe against each efthase combinations:

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

DME Pradiotion Batter Example

. S etz DS
- Teme il — o — Japs s

hore 1asE awl
sulxlaivains 1zivg
Gaoaglk.

e =tm ksl woith
silen 2. ..

bk theie At v ta
tie b vaing
cavvertor?

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Ircive 1r1zes Goagke 0
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DM S Pradiotion - Hostsiova
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feeriez ook o
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iy’ A
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Hatwieve wiiiew [y Jisaesy tlenbor, avaiblle fioee o telfai vy iiackstaff oo

DS Pradiotion- DM SP rediot

tlexct, clwspmeclictimws
tie warchxair o gi
Gaagke sat,
e cavshn o tie
ashaEire , awl
lezakes it

Aimg 3 Lok
=1 IfH &F
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DS Precliotion - Vitalty

Tamanl = sl — 25cd

sar TEalia L - 8 CF Lian Tram wrphms g adoumde R

Mo Famulc 1 - 1E o sk S AR LASETTTR T TR o

Bazic frwx ciech cavfines tie iask

Ae I wely zeiveis Gaogle dicle't
kvow al-ant

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

DM E Praliotion - Results

Predictsd DS Mams Fazuba lrom aie Uz Vo
query
TR TRt ] HAEFD e
hiv. 2o8c. r2u 4550 Lin
. il L
s.ada.adc S0 Ll
Ly = 1T i ide
dean b 90 e
f BFP o Cira:
e wles cab  dn Uw
LETOSMENY. TEEC. RSl Lip
LF
1] Ll
i} Ciea:
i} Cuew:

[:13 vew recice:d dast, T rew, b oiavvivg wels EEI\'EISJ

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Lint e== napping possibilities...
o Oce el gt relling woith Foeogle mapping, espe cialby

auternate o recursive mapping, yed'll e ARAZED at hew
ceepoyend can cig inte the layeut of & target net.

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

D atarmining Ralaticnships

e can expand beyend eur target demain te dis cewer
[pete ntizlhy voe a2k sites that are related te cur rget.

* fuleztzystems are enby as secure as their weakest link,

s fa peerly-securad cempany has & trust relaticns hip with
weur target, that's your way in

silfe mave seme decent opticrs for determining relaticnsnips:
—Raw Google Link usage
—Rule-azed link extracion and veighing

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Raw Link Usage

rk:cavlive:d with tia
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Link has limits
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Link shows Google ranks, not relaticnships...

Frawrivg tiattieze
=ie=z vk 1
wes ke atboan
E ceat, lant daw
EkvartE tiE

iraratoy?
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w D Tyt Tl
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] ry bl iyl ] Ty Yim [ Eu N H E'ewwam "N n J
=

. F .
B TR I et T LTI Dawe wecessarily cne At
R Y S TR | Gﬂﬂﬂk-ﬂl‘kﬂ(l =bmtar=a ‘:.57
e L e Haw cha we et KEOL
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R T
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Heoenchvicus site relationships

» Sapzepest te the rescue again! =)

* BiLE (the Bicdire clicnal Link Extracter), availalile frerm
ikt s 8 e pest. cerndiarag e pedal.intiml helps us

gather tegetiner livks frem Geegle and pisce tegether thesa

relaticnships.
* There's much rmere detail en this precess in their

winitepaper, but in shert, BiLE woeighs the relatic shnips of

sites found in Geegle using specific weigning rules.

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Cvar-simplifisd BiLE rulas

A Lok frem asite weig e mere than a lick te & =ite

ALk fremn @ site with & let of links weigns less that a link
frem a site with asmall ameunt of links

ALk te & site with & let of liks te the site worigis less that
alik te a =site with a small ameunt of links te the site.

* The site thatwas given &= input parameter pead netemd wp
vt the mighest weignt — & oo ed indicatioon that the previded
zite & not the ceptral site ofthe erganization.

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

E manyple: Who is S ensapost?
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Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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BiLE: wiww sansapost.o oMl

* Lets peint BiLE atvwwn sensepest com...

Tiir s the extoctar piase.
BLE is ladkivg farlivks 1o
W e et oan (v

Gaagle hawl wiitive tie ezils

o a fik called "t

wowd aam
a=rd - m

W INRSE .S

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

BiLE: v sansopost.o o

= text, BIiLE &kes tie aryatfior tie extactor piase. ..

v e Teoeces i Tan
ST CFTA W LT RN RS PERRTLSOWT AL T B

Anl velylc e ek iy e
r v aikerlE orvelliiy

Bobar e,
SEINEE | =

Seaunly. MlzcLes el Avowe . Jlel prisaly
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Aogle ks,

TiE siows tie shovgest
iebtorsi jps o anra ket sie fist,
wiich clurivg ar assessive tegiae
0 zecavcl g e, axpe cimly fr
ivia meatiar o ath e vy .

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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Docurment Grinding and Database
Digging

poainenk @il lalix s skl a veal orinbnsalas.
Le ks bk alvems bodskr snee of SO0 Al e vl Qoqle.

Sarnple Slices. Shewe up for alk new Blacknat Goodness!
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R SARIPLES OMLYTSHOW UF FOR THE GOODO STUFF! S8
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Soansitive ¢ oveminmsint Doounsent=

*Placeholder. Show up for the
real goods!

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Sooial Seounty Munhers

*Placeholder. Show up for the
real goods!

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

digital self defense




Croadit Cards!

*Placeholder. Show up for the
real goods!

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Supor S oorat Stull!

*This section too hot for print!
Show up to the talk or miss
out! =}

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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What wa've done...

o fatwe skirnrne d G e egle Hadking fer Penetratien Testars”
by Syngress Pulbilisning, wanich deesn't seem te suck,

o fatye leokad st sermne greatteeks by Realef Ternmingh.
Check cut Sersepest.cam.

s fatwe s e o the privacy of millicns.
=fe're all =till soake. Rignt?

Gnnglé

Hacking

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!

Thanks!

* Thanks te God for the it of life.
* Thanks te oy farnily for the gift of lewe,
* Thanks te iy friencds fer filling in the blanks.

* Thanks te the mederaters of inackstaff.cem: Rlafie, Jirnry
Meutren, ThePsyke, Wasali, Bern, Stenersavant

* Thanks te Roelef T for the great coce, amd te the current
Gogile Rlasters: murfie, jirnmiedtren, kleuw, Dem,
stenersavant, il MM, The Peykoe, cybercide, yeseins,
v bees e, Oeadliok, crasn_merkey, zere2s,
digital reveluticn, RenegadeI3d, wazalki, urban, s,
rnbeich, Paafy, Wipsta, nefeces, brasileire, jehn, ZnCn

Sarnple Slicles, Shewe up fer alknan Blacknat Goodinass!
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