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Hacking: A Russian Perspective

* Excellent technical education
* Understanding of networks, programming

* 1980’s: hacked American software in
order to make programs work in USSR

* Now: many skilled people, too few jobs
* Russian police have higher priorities!




Financial Incentive

Internet access is expensive
— Cheaper to steal access and services

Legit MS Office = 2 months’ salary
CD burner = two weeks’ salary

Russian outdoor markets:
— MS Operating System a few dollars

Hacking: more social approval?

— Communal sharing culture ¢ |
|
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Cybercrime

Financial crimes: banks, fraud, piracy

Russian citizen Igor Kovalyev:
— “Hacking is ... one of the few good jobs left.”

Viadimir Levin:
— 1994-95 transferred $10 million from Citibank

— FBI NYC and Russian Telecoms traced activity to
Levin's St Petersburg employer

Microsoft: Oct 2000:

— Traced to IP in St. Petersburg, Russia

Coreflood and Joe Lopez
— Keyloggers and Ebay
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Dmitry Sklyarov

DefCon IX speaker
First Indictment under Digital Millennium
Copyright Act (DMCA)

— Advanced eBook Processor "AEBPR”

— Five Adobe copyright violations

Dmitry:

— Computer programmer and cryptanalyst
Long confession on FBI site

— Cooperated in prosecuting Elcomsoft

— Company acquitted

Victory for the EFF!
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Russian MVD:

— Cyber crime doubled in year 2003

— 11,000 reported cases

New techniques equal new revenue
High profits bring more investment

FBI:

— Millions of credit card #'s stolen by hacker groups
In Russia and Ukraine

Arrests in 2004:

— International gambling extortion ring
— Russian student fined for spamming
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IS Annihilation

« Sophisticated HangUP Web attack
— Exploits Microsoft IIS, Internet Explorer

— Appends malicious JavaScript onto webpages of
infected site

« Web surfers viewing infected pages invisibly
redirected to a Russian hacker site

 Russian server at 217.107.218.147

— Loaded backdoor and key logger onto victim
« Snatched authentication info:

— eBay, PayPal, EarthLink, Juno, and Yahoo
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The Complete, No-Nonsense

ANTI-SCAM GUIDE |

For Men Seeking A Russian Wife

Black List: Alphabetical Archive
Distance

Relatiunshi ps « NEW! Scam-free search - GUARANTEED! -
B 2 do the job for you.

NEW!

Last month updates to the Black List

Must read! ANTI.SCAM GUIDE - Read how to r

Mustread! ARRESTS! - Scammers arrested in

Mustread! Soviet Unions - How successful ar

. Confirme
ID: 017097 4
Name: Maria prof.!ey_

Want

LA fE
=

- :n!:ght g /58" r!er
Wkt Sk s 1 email address?

Eye Color =

Hair Color quht brown

Hair Length Long lt' 5 unly
Marital status Widow

Children no kids

A Personality , romantic

Looking for a partner ; of humor, «
L onomical

Age to 100 Interests v gardening

listening to music




Criminal Communication

e Public Web forums
— Many no registration for read access
— Meeting place for beginners, fearless criminals
— Information sharing and “career building”
— Government agencies are watching

* Closed forums

— Registration required

— Recommendations from senior members
* Thereafter, secure communications

— Peer-to-peer

— Provided by forum software or ICQ
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Carding Links

SEATO N0 VWO o

Brotherhood of Carders

-www.CardingWorld.net ywmubie noan 3aeck genatwoT 6abku!!
Popym

Pycckun O6wmn ®opym

Bce nocnegHune coobuieHns, oTnpasneHHble B pyCCKux gopyMax, Bbl M
BUAETb 34€Ch

http://www.all-about-all.ru/forum/index.php http://thecc.su/index.php

http://cardingworld.net/forum/index.php http://xsreal.ru/forum/
http://www.x-forum.ru/ '




Merchandise

* Announce your service...
— Socks proxies
— Hacked sites
— Credit card numbers
— Money laundering
— Telecommunications connections
— Use your imagination

* For respect, your nick must become known
— Based on services you can deliver
— And deals you can make
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Getting Paid

Announcement of 'services' includes price

Your service will be immediately checked out
— Usually by forum administrators

Not legit?

— You get “ripper” status

— This means banishment — forever!

Forum may use Webmoney system
— WebMoney born in Russia
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S orol

The international warez movement

DoD: SW piracy group
— Founded in Russia 1993
— Expanded internationally m%'s

1998-20014@ver $59 million in warez
20 “candy store” FTP sites ("Godcomplex”)
'@nisticated security includes encryption

Operation Buccaneer
— “Bandido” and “thesaint” arrested

-0
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Hacktivism

RAF (Russian Antifascist Frontier)
CHC (Chaos Hackers Crew)

— Hit NATO in response to bombings in Yugoslavia
with virus-infected email

— “Protest actions" against White House and
Department of Defense servers

United Kingdom

— Lost database information

United States
— No impact on war effort claimed

Hacking your political adversary’s sites:
— Morally justifiable?
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Espionage

» KGB, SVR, FSB, FAPSI

* Robert Hanssen
— Veteran FBI Cl agent, C programmer
— Created a FBI field office teletype system
— Hacked FBI superior’'s account
— Mid-1980’s: encrypted BBS messages
— Offered wireless encryption via Palm VII
— Highly classified info for $ and diamonds

— Internal searches: “hanssen dead drop
washington”
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Information Warfare

Revolution in Military Affairs (RMA)

— Electronic Command and Control

Information weapons: “paramount” attention
— Unconventional, asymmetric, force multiplier

— Viruses, logic bombs, microbes, micro-chipping
— Ultimate goal: digital Pearl Harbor

Russia second only to ... United States?

— Required “response” to US

National critical infrastructure protection
— “Electronic Russia” project
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Cyber War in Practice

* Chechen conflict 1994-1996
— Cyber War: Chechens 1, Russia 0

« Chechen conflict 1997-Present
— Cyber War: Russia 1, Chechens 0

 \Websites involved:

— www.qogaz.net, www.kavkaz.orq,
www.chechenpress.com, www.infocentre.ru
* Videos of attacks on Russians, Russian POWs
« Cyber attacks concurrent with storming of Moscow theater

« Kavkaz server located in US!
— Domain registration changed, information erased




Threat Summary

Post-Soviet Escape:
— Hackers, crackers, and virus writers

Internet access in Russia growing
— S0 Is malicious code from Russia

Organized cyber crime:

— Whole world impact
* Novarg, MyDoom, Bagel, Mydoom, Netsky

— Slows transformation to legitimate market

Money reinvested into other crime:
— Smuggling, prostitution
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Russia as a Resource
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Hacker Sites

XAKEPY.RU

PORTAL OF RUSSIAN HACKERS

= Ma/ZakFaka.Ru

=
=

;_:_Iq
Ha

& Haww nporpamme
% [okymeHTauma
B: | HCTpyMeHTh
¥ Dopym KOMaHObI
3 [ocTeBan kaura
& NapTHepam

& Haww npy3ba

@ OGpatHan cBA3b
@ O komaHge

ianom nporpaMMb

MeHto:

LK pEMasbl




CaunTtbl Xakepa: Hacker Sites

nttp://thm.h1.ru/

nttp://ahteam.org/

nttp://cracklab.narod.ru/

nttp://www.geekru.narod.ru/

nttp://www.hacker.dax.ru/

nttp://hscool.net/

nttp://www.xakepy.ru/

nttp://www.cyberhack.ru/

nttp://hangqup.da.ru/

nttp://www.xakep.ru/

nttp://www.xakepxp.by.ru/
nttp://www.kibus1.narod.ru/

nttp://www.mazafaka.ru/

nttp://madalf.ru/

nttp://tehnofil.ru/

nttp://[forum.web-hack.ru/




http://hscool.net/

Civil Hackers' School
I paxxnanckas [lIkona Xokepos

news Jn about school E enfrance exams
HOBOCTH 0 MEOIe BCTVIIMTENLHEIE JE3AMEHE]
levels E students ry hacker groups

YDOEHH VEIEHHEH XIKEpCEHE TPVIINE
online education % links @ E}%‘J classes
obvaenne online CCELTEI Lt KIIACCHI

about Founder | about webmaster | good stuff | journal | conference | ob OcHoeartene | o BebMacTepe | XOpOmIe ESMM | MVPHAT |
site map | sprvg extra | hacking run | attestation | entrance exam | KoHGMEPEHIIE | KapTa cafiTa | COpPEIT extra | X3KIHT paH |
actions | ideas about site | how to donate money | sponsors | banners ATTEeCTallA | ECTVIIHNTENEHBIN JE3aAMEH | AKITHH |
OT3BIEEL O CAIITE | KAK IOMEPTEOEATE JeHeT | CHOHCOPEI |

DaHHepsl

School Founder QOcrosatens [Mkoaw:

Iiva Vladimirovich aka Arvi the Hacker - Hnea Boanmmpposug aka Apen Xsuep - oCHOBATENE
founder of our school. The date of our Ikoner. Jara ocHoBaHia mMEONE] - 9 gexabpa 1996
school foundation is - 9 dec 1996. Since roga. Haumnan ¢ Toro panéxoro epemenu Hnwa

this moment Ilva Vladimirovich rules the BragnMupoEnd pYKOEOIHT MKQIOI, TOCTOAHHO
school, constantly update methodics of COEEpmMEeHCTE VA MEeTOOMEM 00YIeHNA, KDHTEPHH
teaching and criterea of levels etc. g TIPOXOIEHHA Ha CIeIVIOMIET VDOEEHE etc.




http://www.cyberhack.ru/

Our strength In our mind

-
H Cuber-Hack paortal —J BT P, __‘

[ ]

‘ Tnaeunan

\- Tnaewxan cTpasiua
= B usbpantoe
L 0fyuetue

'Hnmm

D npoekTe
A NofiasnTs CTaTHID
= ApxWE CTaTE

ﬁ AKKaYHT
I ¥npaanenue axkayHTOM
1= Nuytsle coofweqns
|3 CoofwernA © nedmxepa

—[]|| Hasurauws .}||Z|—

=[ Aobpo noxanoeaTs Ha CyberHack - nopran! |=

Bul HaxoaWTeck B kKMbep-xakepckol 30He pyHeaTa. Ha sToMm pecypoe
MPWCYTCTEYKT SSKPLITEIE METEPWENLEN 1 CEKPeTHLIE CBeAeHKMA. JocTyn Ha cepesp
CTPOro orpaHWYeH.

* MonyuyeHwe goctyna: EPEATH B 30HY DETUCTRELMN
*  LlenTpansHulii Bxog B akkayHT: [IPOATH ayTEHTUHNKALIND
* Bxopn B agMuHMCTpaTUBHYR 2oHY: [TaHEND A0MUHUCTPETODE

TeMaTWKS CIATE: BINOM, 3FWWTE, XKIKEPLTED, NPOrpEMMHUPOBIHWE,
EMPYCONGrKA.

Ha caiTe Bac xasT: codiT, KOMNOHEHTE ANA NPOrpaMMUPOEIHWA, CTETEM,
xanfea (ICQ - WeCTHIHEYKK, CEMMIHEYKN W T.4.), POpyM No X3KepCTeY,
KHWIH, MaTepuane ans eebavzaiva, eebMacTepos W MHOroe apyroe.

TyT Bul MOXSTE NOZHEKOMWTECA C XEKEPEMK, KEK 4YNSHEMW HEWeH KOMaHALL,
TEK W € OrPOMHBEIM YHCNOM 33PErvucTPUPOBaHHEIX Nons3oEaTENel,. NopTan
NONHOCTER NErankHEIR, TEK 4T 38eck Bel MoXeTe gaxe HalTk paBoTy waw,
HzoBopoT, OCTEEWTE ESKEHCWID HE paboTy ANA HEWWX CNEeUWSNKCTOE.

- HoeocTw nopTana J |
- Pecypco |
1= 3oua Download Nocnenume coobuennn ia dhopyne T | | -—
= CTaTbu | I |Assembler
Tema Nomecran M . Ora. Mecn " 1 |
I Cucrema noucka inta i v— — L ;
H iMarazuH MNousmMy B 3aronNoEKax OOWH W TOT Xe TekcT ? Romero 25 (] 28}%2?1;005 | |PHP |
i AYHKUMOH RGN . Java |
ondo | |
7 | | |
_,l Kak cTarTh xakepom? Rondo 144 321 28/02/2005 =" __l |
ﬂIII:KvI:I:III
L @opym YTD MOMHO PEENBHD COENETH wEERY 23 W Rondo __'j”
4 X in? I
& JOHeBHIH XAKEPKY-HOBUYKY No ip? 28fo2/2005 IHTML
I oGpathan caass K - i Rondo =
! oMYy HaGOo-NONbL3YATECh yurik 184 35
| PekomenposaTs nopran 28/02/2005 Eie
OfmeH cohlnkamm Romero 47 13 il -
(o) 28/02/2005 e
HakepoHwe yTWIHTE Rond s 2
[= CraxHep nopTos Heneso Rondo 68 16 28;0';32”005 PesynLTaThl
= AHOHWMHARA NOYTa ] OTeeToB 1299
= DNS-Wndiopmep Bonpocsl Mo Kypcam holod 788 41 28!012}“120!]5 CnWcok BCex ONpocoE

—ﬂ|| Haw onpoc ,!”j]-—

Tekywuit onpoc:
Kogwuur

*Nyywee crpencreo
pazpabonm aro:

L] Delphi

@ couilder

® yvizual C

® yizual studio

® pssembler

L ] KDevelop

. Apyroe




www.cyberhack.ru motto

“Xaxkepsi, B3iom, 3ammra, [IporpammupoBanre, Mcxonunku, Xanssa, Codr, [Iporu”

Xakepebil: Hackers
B3nowm: Attack
3awumTa: Defense
[IporpammupoBaHue: Programming
McxoaQHUKN: Beginners
Xansasa Warez

CodT: Software

[1poru: Programs
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MasHanA cTpaHuuLa

Main

' HoBocm

i~ 0 npoexTe

ADXNg cTaTeH

ﬁ AKKIYHT

= ¥nNpaBneHwe aKKayHT oM
= JlvuHwe coofuwedwA
_ CooBuwexna c nedmsepa
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Pecypcm
- 3ona Download

HCTaTen <

= Training

_News
= Archive

Resources
= Download

MarasuH
AYELROH

’ Ancrycomm
< Popym
i~ J-AHeBHERN
 OfpaTHan ceAsb
PexoMeHOOBSTE NOPTAN

= Articles
= Search

— Discussions
= Forum

Site Map

F Xaweprxwe yTANWTI
i— CkaHREp NopToe
{— AHOHWMHERA NOoYTa

DNS-l11Hdopmen

~ CaMDe NomynApHoe

L Onpocel noprana

.

i~ Wareznik.net
— ICQ HOMEPA,
; MporpamMupoBaHue
- XanABHoE NOpHO
I Trojanec.pp.ru
i— XocTwdr gna BCEX
i— DarkSecurity .tk
: Helper
= Web-Zona. R
O CTanbHLIE CoBIMKH

-mn{&:l:ﬁﬂm Rl FTM

Hacker Tools

= Port Scanner

= Anonymous
Email

= DNS [Informer

Statistics
= Most Popular

—~ Friends

= Resources...
= Free Stuff...




Articles by Topic

MNporpaMmMyupoBa HAE JaUATa

Cacremm BupyconornRA BHeppenne

r "',1,"'
A
system RE oTires o
XakepcTBo: Hacking
Xangasa: Warez

[MporpammumnpoBaHue: Programming
3awuTa: Defense
Cucrembi: Systems

Bupyconorua: Virology
BHeapeHue: Intrusion




ApxunB CtaTten: Archive of Articles

Apxwe cTaTed |
1
CyberHack.RU - xakepbl, BE2A0M, Z31ATa, NPOrpaMMAPOEaIHRS, ROCOAHUKE, XanAea, codT, nporm: Boe craton |
CraTon KoMmenTapam npnp-:j'eun Bannoi HOata Oedcrann
= 3aXBaTa naMMmepcknx kaHanos Ha IRC 0 10 0 2005-02-17 i B
- Hosocmu: Xarep - Gau! 1 20 5 2005-03-16 I 0
- XanABHLIH WHET 1 59 4.5 2005-03-1z e
= TOP 10 cambix pashiCKMBAEMbIX XaKEPOB B UCTODMK. 2 30 4.66 2005-03-13 I B
= COBETHI HAYWHAOWUM XaKepam. b 43 0 2005-02-12 i @
= MmaBHoe B Qene - KOHCNWpaLUWA 1 21 5 2005-02-10 e B
= Camble 3HaAMEHHTHIE KOMNLITEPHLIE BUPYCh 0 19 0 2005-03-10 | 0
= ¥YTOHAEM KPECHELIE 8CH. g g9 5 2005-03-09 e =
= ¥yumM nonb3oeaTeCcA Brutus AETZ 0 56 4 2005-03-07 e
= BecnnaTHul IHTEpHET 0 53 0 2005-02-05 I B
- Banom nposaigepa 0 51 S  2005-03-04 I B
= Widows XP cneuywansHo 0 200 3.5 2005-02-27 = B
- Kak sanwcaTb Ha Goneaqky Gonoie 7TO0mME 0 85 4.22 2005-02-27 e
= HoBulit GE30MECHLIH WHTEPHET-NPOTOKON 0 30 5 2005-02-22 | T [
- Cong 0 20 5 2005-07-21




3arpy3ku: Downloads

- BesonacHOCTL

WnpoBwmKkn As3HHBIR
and etc.

= E-mail
Eombepe, cnaMmMapsl 1
MHOMZ NOonNezHCoro.

= Naporna

FaznuyHee NporpaMMel
ANA FrEHEPELWWK KW
noabopa naponel oT
pazHoro codira

-ICG

B ASHHOW KaTeropHM
HaxoaATCA akn.l,
HeobxogMMele ans
ZAWMTRI, YroHE ACkEKK.
Matin, BEpCMK 1 T.4.

= Npouee

B aaHHOH KaTeropyid
HaxogATcA dannel,
KOTOPEIS HE BOWAW B
OCTankHbLIE pazaens
canTa.

= TpoAHLI 1
BackDoor bl

CaMule NonynApHLIS
TPORAHEI

= 3awmTa

B AZHHOW KaTEeropWKi HaxXoaATCA dha ik,
HeobxoaMMLIS ANA 23 WKTE ASHHEX OT
HMIAKSPCKWMX STIK.

= luTeparypa

B ,EI.EHHIII-I:I EaTeropHy HaxoadaTcA KEHWMr no
NEporpaMMAPoESHMER W XS Y.
MporpamMuposadne, Xakepckan

NUTEPETYpE, XyOLHECTEEHHAA HaHTacTHES

-~ Hanagexnwe
B AZHHOW KEropWi HaxoaaTcs Nporpa e,
HEDEKD.\'J.HHE:IE aKepy anA HanageHWA.

= MporpammuposaHne

B asHHOM pazaens HaxXOAATCA pacy okl AnA
NPorpaMMUPoOEEHKA PRIAMYHOrD codTa.
KomnunaTopel, KoMOOHEHTH, FcxXogHWER

= CRaHepsLI

B A3HHOW KaTeropHii HaxXo4aTCA CChifKM Ha
PEZAWYHLIE CKaHepsl [(ceTeroi
BezonacHocTy, 1P, nopToe KW Np.)

= Proxy
Bcé 4To HY®HO ANA 8HOHWMHOMD NPWUCYTCTEMA
E MHeTe.

HowneLoag

[ AobaguTe | Hoswe | Monynapdsie | Jdyyume ]

Mowck

BesonacHocTb: Security

[Maponu:
[Mpouee:
TpPOSHbI:
3awuTa:

Jlntepartypa:

HanageHwe:

Passwords
Miscellaneous
Trojans
Defense
Literature
Attack

[lporpammupoBaHue:

Programming

CkaHepbl:

Scanners




Top Ten Downloads

10 cambie Farpyx»aeMoie ann o

: Hetina The Network Security Scanner 5.0.15 (Kateropwa: Hanaaenwe) - (294 paz ckavaHo)
: NetBus (Kateropwa: TpoaHw v BackDoor w) - (189 paz ckavano)

» Anonymity 4 Proxy (Kateropua: Proxy) - (159 paz ckavaHo)

» 007 Spy Software (Kateropua: TposdHel 1 BackDoor wl) - (144 paz ckavaHo)

: S1C 4.0 (Kateropwa: Hanagenue) - (140 paz ckauaHo)

» Advanced ICQ IP Sniffer (Kateropua: ICQ) - (106 paz ckavyaHo)

» Cp-finall (Kateropua: ICQ) - (100 paz ckavyaHo)

» OTomcTu Nlamepy ¥.1.3 (Kateropua: E-mail) - (89 paz ckavaHo)

» ICQ PAGER (Kateropwa: ICQ) - (88 paz ckavaHo)

= 10: CrazyPostman (Kateropua: Hanaaenwe) - (78 paz ckavaHo)

# & & ®& ® W & ® &
[ O TR I T o Y = o [ L B

The only tool above (same name) found on the
www.insecure.org Top 75 Network Security
Tools was the Retina Scanner, at #21.




Discussion Forums

PopymM

How to Hack?

Banom CeTeBLIX pECYPCOB
@l fropyM HE TEMY BINOME CETEBLIX pecypCoB &0
MnananaTnna hnind. =im. Bondn. MonenaTnnel. ANMEHUCTIETINH

How to Defend?

3awwTa CETEBLIX PECYPCOE
MM HA TR 2ANIATR CETER R MRS Frrme ke

i Social Engineering

m Mnuradus NrRSmne Fn IM-_-II'IIH.HI"I-J HHWAHAMAA 43T NAUHAN ANRITA MOWaTs

hreaking

A naHHnm thonwvme nnennarastea obovnume nabomy oo cnencTRAMIA
L]

Programming

TemMbl

Kak Bsnomats?

Kak sammTATh?
CouymanbHan HHEEHEDWA
DpHEMHT

MporpaMmMHpoBEaHNE

Delphi

A =T l'hl'ln'\l'MFI- nrEnnArAaATTa I'I-H.I"\J'IM'FIFI-HMFI- AAAnGEnR CROTAHHRMNY T

-
OnepaunoHHbIE CHCTEMEI O pe rati ng Syste mS

*mix
B nadHom thonwvMe nnennarasTea ooy nume Fniv cuermeMa A
L
ovaronss Off Topic
He B Temy

Bce neseble coobuweHua {EE‘J’IH NOYEeETCH OCTaBWThL, HO HE 3HaelWb F.EI.E'.j MOMHOD

.« Contact Info

Mpegno:eHUA No PacuMpeHND
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Xakepckme YTunurol

CraHep TCP-nopToe
*Xocr (bez http://wwaw.) nan IP: cyberhack ru |*Or: 8D *No: 80
CrasnpoEaTE

PeroMeHAYSTCA CKEHWPOESTE TONEKD 04WH Kakoh-nvbo nopr (21,25,80,110 v np.). MHa4e ckaHuposaHKe

, Port: 80 Open
Results for St S a Service: HTTP

PesyneTatel ckaduposadwa: kremlin.ru ¢ 80 ao 80 nopra.

krem | i n . ru : Mopt: 80 oTkpeiT. | Cepewc | HTTP.

Crapwwia 6paT Bcerga cmoTpuT 2a toboil, He 2abueait 37o ;)

CraHnpoBaTh EWe

AHoHWMHEA oTnpaexa E-Mail

DNS - wHdopmep

Aomen (Gez 30Hh|):| cyberhack

. ZaHAT A1 goMaeH?

ELTEH | .

IP-aapec: | 62 85 252 68 |

. Komy npuHaanexuT IP-aapec?
B = CrpaHa: | Poccun |
® awoi 1P v noMeHa? |,JJ,GMEH (c zonoR): | cyberhack.ru |
. Kakol aomen y IP? | IP-agpec: | 68285 252 68 |

OmnpaewsTe DNS zanpoc

Mony4arens | |

OTnpa BHTEﬂb| |

Tema nucema | |

CoobuweaHne

“Big brother is always watching over you, don'’t forget ;)”

Hacker Tools:
TCP Port Scanner
Anonymous E-mail
DNS Informer




Administrators and Contact

O npoexre Cyberhack.RU

[aHHLIA NpoeKkT CO3AaH C USnLD COAaHMA SAMHOND XaKepoKoro noprana, cbopa wHdopMaumMK No BznoMam,
MporpaMMUMpoEaHWIG, HOBOCTAM Xaka, 3 Takke and obweanHeHuna xakepoe MHTepHeTa - ofecneyeHna vx ezanMHoro
zHakoMcTEa, obweHwnA, obmena codTom, pazpaboTkamn v wHpopmauren. Ecnk Bal obnagaerte sHaHWAMK B 43HHON
oBnacTi, NpUCoeAMHARTECE K Haweny npoekTy. Ana 3Toro Bam HeobxoguMo zaperncTpUpoBESTECA M NOANWCAETECA HE

PACCRINKY HAWKX HOBOCTER. B 3ToM cny4ae Bel Bceraa ByaeTe MMETe AOCTYN K CAMON CEEMEN WHEODMaLKWK K
MPorpaMMaM No X3 KepcTeyY.

OpraHMzarTopsl NopTana:

AgMHUHWCTRaETOR AnMUHWUCTRETOR

noptana HolLoD: ? noptana Dark: ?

E-Mail ; E-Mail :

holodi@cyberhack.ru e darki@cyberhack.ru e
MWYHOCTE NMAYHOCTE

T S Administrators:

4 3AMHUHWCTRaTORS

) i i S i s holod@cyberhack.ru

| 3a nocnegHwe CYTEWM TEPErucCTPUpPOEaHO 9 NnonszoBaTEnel

e dark@cyberhack.ru

101 craten

101 dafnos

27 cChinoK

219 coobweHnit Ha dopyme

2 onpocoe

80 KOMMESHTIPHWEE K CTATEAM, CChINKaM, OnpocaM, dannam




Software Translation

* Natural Language Processing (NLP): the subfield of
artificial intelligence and linguistics that studies the
processing of NL (English, Dutch, Russian, etc)

— Devoted to making computers "understand” human languages

* Machine translation (MT): computer translation of texts
from one natural language to another
— Considers grammatical structure
— Renders up to 80% accuracy
— Draft-quality, not for literature or legal texts
— Humans still need to pre- and post-edit (proof-read)
— Ultimate goal is no human intervention

Cm
B | |




Professional Translations

Hacker Attitude: Hackers solve problems and build things,
and they believe in freedom and voluntary mutual help. To
be accepted as a hacker, you have to behave as though
you have this kind of attitude yourself. And to behave as
though you have the attitude, you have to really believe the
attitude.

X9KepCKHUi MoAX01: XIKEPhl PEHIAIOT TPOOIEMBbI U CTPOST BEIIIH,
OHHU BEPSAT B CBOOOAY U B JOOPOBOJIbHYIO B3aUMOIIOMOILb. J1is
TOr0, YTOObI BaC BOCIIPMHUMAJIHN KaK X3Kepa, Bbl JOKHBI BECTU
ce0s Tak, Kak eciay ObI 3TO ObLIIAa Ballla COOCTBEHHAS MO3UIINI. A
JUIs TOrO, YTOOBI BECTH Ce0s Tak, OyJTO 3TO Ballla MO3UIUS, BbI
JTOJDKHBI JICMCTBUTEIIBHO BEPUTH B ATY IO3UIIMIO.

From How To Become A Hacker, by Eric Steven Raymond

I m
N |




Free Translation Services

www.word2word.com

www.google.com/language tools
— non-Euro: Japanese, Korean, Chinese

www.babelfish.altavista.com
— up to 150 words or a webpage

www.translate.ru (Russian site)
www.freetranslation.com
www.translation2.paralink.com

www.foreignword.com/Tools/transnow.htm
— 1600 language pairs




Commercial Translation Software

« www.lingvo.ru (Russian site)
« www.worldlingo.com
e www.franexp.com

 www.babylon.com
— free trial version download

« www.allvirtualware.com
e WWW.Systransoft.com

 www.languageweaver.com
— several prestigious awards




Translation Software at Work 1

Smashing The Stack For Fun And Profit
by Aleph One
aleph1@underground.org

“'smash the stack [C programming] n. On many C
Implementations it is possible to corrupt the execution stack by
writing past the end of an array declared auto in a routine. Code
that does this is said to smash the stack, and can cause return
from the routine to jump to a random address. This can produce
some of the most insidious data-dependent bugs known to
mankind. Variants include trash the stack, scribble the stack,
mangle the stack; the term mung the stack is not used, as this is
never done intentionally. See spam; see also alias bug, fandango
on core, memory leak, precedence lossage, overrun screw. ’-

I m
N |




Translation Software at Work 2

Jlomats Cror [Hnsa IHorexu U Ipodura:
AJero oIHNM,
smash ~ aleph1@underground.org. stack

[ @ mporpammupyst | H. Ha MHOTO BCTaBK 49 1O BO3MOYKHOCTH
KOPPYMITHPOBATh CTOT MCIIOJIHEHHMS ITyTEM IIHCaHNE 32 KOHIIOM
aBTOMOOMJISI OOBSIBIICHHOTO OJIOKOM B PEKMME. 3aKOJAUPYHTE ASIaeT 3TO
CKa3aHbI, YTO JIOMACT CTOT, M MOXKET IPUIMHUTH BO3BPAIIICHUE OT
peKMUMa K CKadKe K CIIy4alHO ajapecy. DTO MOXKET IMIPOU3BECTH
HEKOTOPBIC M3 CaMBIX 3JIOKO3HCHHBIX JaHH-ZaVISIMyX deperamnok
3HaHHBIX K Mankind. BapuanTe BkIr0aoT morans cTor, Scribble cror,
MaHTJIb CTOT; TEPMHHA MUNQ CTOT HE MCIOJIb30BaHa, KaK 3TO HUKOTIa
He cIellaHo npegHaMmepenHo. CM. spam; cM. Taxke alias gepemnamky,
fandango na cepaeunuke, yreuke naMsaTH, lossage mpeaiiecTBoBaHus,
BHHTC 3aCKOKA. E

Babel Fish Translation i M
_




Translation Software at Work 3

To one,
smash ~ aleph1@underground.org. stack

[ ] n. h possible to

the stack of the performance by after
the end of the of that declared by
Code makes this they are said, which breaks stack, and it can
cause return from the regime to the the
address. This can produce some of the most insidious it is given

to mankind. Versions

trash stack, scribble stack, mangle stack; term mung stack it is not
used, as this is never done . See spam; see also
alias bug, fandango on the core, the leakage of memory, loss €
precedence, the

W
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Russified Software
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Crossing International Borders
1in Cyberspace




Four T Plan

Tribes
— Anthropological: history, culture, law

Terrain

— Infrastructure: publications, traceroutes
Techniques

— Hacker sites, groups, news, malware

Translation
— Leveling the playing field
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Rostelecom

¥porens passHTHA HurepHeTa

O =rpeszsrsafiog HepazesT

VPV TIELS FITUEDS LTS P HE T- e HTP R Poccrot

= MATHCTPATGHED: JTEHEE CEAH Pocremayona




Russian Telecommunications

 Internet country codes: .ru, .su
* |nternet hosts: 600,000, Users: 6 million

« Telephones: 35.5 mil, Cell: 17.5 mil

— Digital trunk lines: Saint Petersburg to Khabarovsk,
Moscow to Novorossiysk

* |nternational connections:

— Three undersea fiber-optic cables
— 50,000 digital call switches

— Satellite: Intelsat, Intersputnik, Eutelsat, Inmarsat,
Orbita

— International Country Code: 7 éﬁi‘



PYHET

RUNET, or Russian Net

Russian cyberspace
— Everything Russian AND Internet

— All online content generated:
* In Russian
* For Russians

— Aimed at Russian community worldwide

Includes the hackers and the ‘stupid users’
— YanHUK and ofleHb

Parallel: CHINANET



Internet Usage by Country

Percentage of Internet users in the following countries, Number of Internet users in the following countries, millions
% of population




Internet Usage In Russia

Distribution of the total number of Internet users by the regions




Golden Telecom
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Rostelecom
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Learning to Fish: Traceroutes

Maps the routes data travel across networks
— Gives physical locations of Web servers and routers
— Possible to plot these on a map

Determines connectivity and data flow efficiency

Possible to determine who owns the network
— Can trace unwanted activity like scans and spam
— Can help in finding contact information

Can report type of remote computer running



racerouting Russia

Report for www.kremlin.ru [194.226.82.50]

Lithuania

Belarus

*Lublin

Ukraine




TraceReport.bat

tracert 303.shkola.spb.ru >tracerpt.txt
tracert acorn-sb.narod.ru >>tracerpt.txt
tracert adcom.net.ru >>tracerpt.txt
tracert admin.smolensk.ru >>tracerpt.txt
tracert agentvolk.narod.ru >>tracerpt.txt
tracert alfatelex.tver.ru >>tracerpt.txt
tracert anarchy1.narod.ru >>tracerpt.txt



Traceroute Map of Russia

Frovidaniya,

NeW YO rk “ II :'-":'“':':.p:.:i' - II:m-:'sJ:n:':- i
, N Anadyrg .
Stockholm t Arkhangelsk
7y "Wurmansk
- ’/\‘i "“-h{..,r A
Kaliningrad Sl 1?11“'5 = N e

™

.|
KR AIHE
]
A olgogra:
|
*

SELGELR

12.123.3.x att.net New York > 193.10.68.x nordu.net Stockholm, Sweden > 193.10.252.x
RUN.net Moscow, Russia > 193.232.80.x spb-gw.runnet.ru Federal Center for University
Network > 194.106.194.x univ.kern.ru Kaliningrad, Russia (Kaliningrad State University)
62.84.193.x Sweden SE-COLT-PROVIDER > 217.150.40.x transtelecom.net Russia >
213.24.60.x artelecom.ru Russia > 80.82.177.x dvinaland.atnet.ru Arkhangelsk, Russia >
80.82.178.x www.dvinaland.ru Arkhangelsk, Russia

213.248.101 .x telia.net Telia International Carrier > 217.106.5.x RTComm.RU Russia >
195.72.224 .x sakhalin.ru Sakhalin, Russia, UBTS, Yuzhno-Sakhalinsk > 195.72.226.x
www.adm.sakhalin.ru Sakhalin, Russia (Regional Admin of Sakhalin Island and Kuril's)



Major Russian |IP ranges

193 .124 .0 .0 —193 .124 .0 .255 EUnet/RELCOM; Moscow

193 .125.0.0 — 193 .125 .0 .255 Novosibirsk State Tecnical University

193 .233 .0.0 — 193 .233 .0 .255 FREEnNnet Network Operations Center

194 .67 .0.0 —-194 .67 .0.255 Sovam Teleport; Moscow, Russia
195.161.0.0 —195.161 .0 .255 Rostelecom/Internet Center

195 .209 .0 .0 — 195 .209 .15 .255 Russian Backbone Net

195.54.0.0 —195.54.0.255 Chelyabinsk Ctr Scientific and Tech Info
212 122 .0.0 —-212 .122 1 .255 Vladivostok Long Dist and Int’| Telephone
212 16 .0.0 -212.16.1.255 Moscow State University

212 .41 .0 48 —212 .41 .0 .63 Siberian Institute of Information Tech
212.6.0.0 - 212 .6 .0 .255 WAN and Dial Up interfaces

213 .158 .0 .0 —213 .158 .0 .255 Saint Petersburg Telegraph

213 .221 .0 .80 — 213 .221 .0 .83 SOVINTEL SHH NET, Moscow B
217 114 0.0 —-217 114 1 .255 RU SKYNET é’?‘?



Offensive |IP Ranges

* Bob’s Block List (BBL):
http://www.unixhub.com/block.html

— Spammers: mail.ru, ufanet.ru, hotmail.ru, nsc.ru,
id.ru, all banner.relcom.ru

« Spamcop.Net: www.spamcop.net
— No Russian IPs listed!

 The Spamhaus Project:
http://www.spamhaus.org/




Russian Government Portal

ODPULIMATIbHASA
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www.kremlin.ru

) Npeangent Poccum - Mozilla Firefox

File Edit View

‘Ceronsa weTeepr, 3 thespanm | Nonck | KapTa caitta | English version

President of Russia - Mozilla Firefox

File  Edit
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MPEIMAEHT : | direct speech
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| Search | Site map | Russian version
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Russian Cyber Crime Office

L (BERNETIC FPOLicE

HabGepute Homep TenecoHa !

Understanding C. Crime ..o Information Protecti{s ) ®:\"S
ANnthol oJe ) M P ‘ /T npopaamtsas e wecbopmaL

Information SecurityililsUEHE]

Beé 0 KOMMNLWOTEPHLIX NPaABOHAPYIWMTENAX Y . - CHoTema 3aWKTEI HHgOpMaLwM B Pocouu
(ofe]33] o]0 -1y Criminals

Noppazaenedua no Gopube ¢ HOMNLK-
TEPHLIMM NPECTYNNeHUAMKH B Poccuu

C. CrimeldilI&S

OHATME M HA3HAYEHHE ™

DDDDDDDD

Li b rary Bubnuotaka nyGnm A

(L) CyberCop, 200

“Cybernetic Police”: http://www.cyberpol.ru/
cybercop@cyberpol.ru

ﬂ;’ﬁ@




Knbepnonuuunn: Cybernetic Police

YERERNENCE TOLIGE

CHCTEMA 3AINIATHI HH@OPMAIIHH B POCCHH

3To OpraHN30BaHKaA COBOKYMHOCTb CNELNanbHbIX 3aKOHOAATENbHbIX U MHBIX HOPMaTHBHbIX
aKTOB, OPraHoB, cnyx6, MeToA0B, MEPONPHATHI W cpeacTs, o6ecneynBaoWnX 6e3o0nacHOCTb
MHhOPMAaLNKN OT BHYTPEHHHUX W BHELHMX YTpo3

Principles
Objectives e

SALLUNTHI

MPUHLMMbI
3ALMTBI

MATEPVANbHBIE|  / CYBLEKTBI
HOCUTENN / AT

WA  Subjects

CPEACTBA
SALNTDI

Directions



Official Russian Designations

$DPIKEPEI KP3KEPEI
AKaprossslii c1oBaps AKaprosserii c1oBaps “Kaprosnslii c10Baph

Kapaepsbl (OT aHrnumnckoro crnoea "card") - nMua, cneunanuanpyroLnecs Ha
HEe3aKoOHHOW OeATENbHOCTU B chepe 0b6opoTa nNiacTUKOBbIX KapT - JOKYMEHTOB
Ha MaWMHHOM HOCUTESE U NX ANEKTPOHHLIX PEKBU3UTOB.

chpakepbl (OT aHrNMNCKoro criosa "phreacker”) - nuuya, cneynannanpyroLmecsd
Ha COBEPLUEHUM NPECTYNNEHNN B 061acTn Sf1IEKTPOCBA3N C UCMOSIb30BaHNEM
KOHJOMAEHLUMaNbHOM KOMIMbIOTEPHOM MHPOPMAaLUM U crieunanbHbIX TEXHUYECKUX
cpeacTtB paspaboTaHHbIX (MPUCNOCOBMEHHbIX, 3anporpaMMmnMpoBaHHbIX) A4S
HernacHoro noslydeHns MHoOpPMaLUnn C TEXHUYECKUX KaHanosB

KpakKepbl (OT aHrNMNCKoro cnosa "cracker") - nuua, 3aHMMaroLnecs
"B3riomoM" (Mogndomkaumen, 6NoKMpoBaHNEM, YHUYTOXEHNEM)
NporpamMMHO - annapaTHbIX CPeACcTB 3aLlUnTbl KOMMbIOTEPHOU

e Rin
MHOPMaLMK, OXPaHAEMbIX 3aKOHOM %
#t



Cybercrime Statistics to 1982!

AJTBHAS CTATHCTHRA KOMIBIOTEPHBIX NPECTVILIEHHI,
COBEPHIEHHBLIX B POCCHHCKOM DEIEP:

(o mamsema THIT ME T Poccion)

AHTOJIOTHA KOMIBIOTEPHBIX IPECTVILTEHHIT,
COBEPIIEHHLIX B POCCHICKON ®EIEPAITNA




Knbepnonuuun: Regional Offices
http://ndki.narod.ru/links/MVD online.html

Q=

<~ NTIeN ' ANN S5k, OTHEJN "P°

YBI YIBAHOBCKOH OBJAACTH

Pecnybnuku:
Otgen "P" MB[J Pecny6bnuku NopHbin Antain: Altay Otoen "P" YBA Kuposckon obnactu: Kirov
Otnen "K" MB[J Pecnybnukun Mopaosusa: Mordoviya  Otaen "K" YB[ Koctpomckon obnactu: Kostroma

MB[ Pecnybnukn TaTtapctaH: Tatarstan Otaen "K" YB[ Jluneukon obnactu: Lipetsk

Otnen "K" MBI Pecny6nuku Yysawmsa: Chuvashiya  Otgen "K" 'YB[ Huxeropoackoi obnactu: Nizhniy
Kpasi: Otpen "P" YB[ Hoeropoackon obnactu: Novgorod
Otpen "K" YCTM I'YB[] Antanckoro kpas: Altay Otgen "K" YB[l OpeHbyprckon obnactu: Orenburg
Otpnen "K" I'YBL, KpacHosipckoro kpas: Krasnoyarsk ~ Otgen "K" I'YB[l Camapckon obnactu: Samara
Otpen "K" YB[ NMpumopckoro kpad: Primorskiy Otpen "P" YB[ Tambosckon obnactu: Tambov
Otgen "K" YB[ CtaBponornbckoro kpas: Stavropol' Otgen "P" YB[I Tynbckon obnactu: Tula

Obnactu: Otpen "P" YB[ YnbsaHoBckon obnactu: Ul'yanovsk

Otnen "K" YB[I ApxaHrenbckoi obnactu: Arkhangel'sk Otgen "K" YB[ YntuHckon obnactu: Chita
Otgen "P" YB[ Bnagnmunpckon obnactu: Vladimir ABTOHOMHbIE OKpyra:
Y®CB Poccuu no BopoHexckon obnactu: Voronezh — Otaen "K" YB[ XaHTbl-MaHcunckoro AO: Khanty-Mansi



Russian Cyber Crime Fighter

®.1.0.: Bexos Buranuii bopucosuu

Yd4eHas CTEIEHb U 3BaHME: KaHAUAAT OPUIXICCKUX HAYK, JOLICHT,
ITOAITOJIKOBHUK MUJIIUITHUHA.

Mecto pabotsl: Bonrorpaackas Akanemuss MBJI Poccun, dakynbsrer
NOBBIICHUS KBaTU(UKaluu, Kadeapa opraHu3alny CIeICTBEHHON paOOThI.

Tema kaHauAaTCKOM nuccepTannu: KpuMuHanucTuueckas XapakTeprucTHKa U
COBEPIIICHCTBOBAHUE MPAKTHUKHU PACCIEA0BAHUS U IIPEAYIPEKACHUS
MPECTYIUICHUH, COBEPIIAEMbIX C MCIIOJb30BAHUEM CPEJICTB KOMIIBIOTEPHOM
TeXHUKU. — Bosrorpan., 1995.

O01acTh HAyYHBIX HHTEPECOB: METOJUKA BBISIBJICHHUS, PACKPBITHA,
pacciaeoBaHus U MPEIyIPEKICHUS KOMITBIOTEPHBIX MPECTYILICHHN;
KPUMHUHAJIUCTHICCKOE KOMITBIOTEPOBEACHNE; UCIIOIb30BAHIE KOMITBIOTEPHBIX
TEXHOJIOTHH B JIEITCIHFHOCTH OPTaHOB MPEABAPUTEIBHOIO PACCICIOBAHNS;
3alyMTa HHPOpMaIuy; TEXHUYECKask pa3BeaKa; paauo-3JeKTpoHHas 00pbroa.

Hayunsie Tpyasi: 0onee 40 onyOnrMkoBaHHBIX paboT. B Tom uncie 2
MoHorpaduu, 2 y4eOHO-TIpaKTHIECKUX U 4 y4eOHO-METOAMYECKUX Mocoousl, 3
IPUMEPHBIX METOJUYECKUX MPOoTrpaMm i By30B MBJI, riaBel B yueOHMKAX
(ciucok onyOJMKOBAHHBIX PadoT).

E-mail: Vehov@avtlg.ru

Web: www.cyberpol.ru - aBTop npoekra




Dialogue with Top Cyber Cop

3npaBcTByiiTe, yBaxkaembiii Kenneth Geers!
MoskeM naTh ClIeIyIonue OTBETH Ha Bamm Bompochl.
Bomnpoc: TTomy4asnu i1 BbI B IPOINLIOM 3apoCkl 00 HHPOpMAIUU 13-3a pyoeka?

Otget: Jla. Kaxnprit nenp 89 noapaszaenenunii HarmonansHoro meatpanpaoro 6ropo Muarepmnona Poccun (89
divisions of a National central bureau of Interpol of Russia) mo E-mail mony4ator u o0pabdaTsiBatoTr MHOTO
NOPYYEHHUH U 3aIIPOCOB OT IIPABOOXPAHUTENIBHBIX OPraHU3AIMI CTPAH - YWICHOB MeXayHapoIHON OpraHu3anuu
yroyioBHOU mosumuu Interpol.

Bomnpoc: Uto mMemmaeT yaydieHH0 MEXIYHAPOAHOTO COTPYAHYECTBA?

OTet: Pa3Hble mpaBoBbIe HOPMBI B ICUCTBYIONINX HAIMOHAIBHBIX 3aKOHOAATENbCTBAX. Tpedyercs ux
JacTUYHas yHU(PUKAIHS.

Bompoc: Bel gymaere 0bL10-0bI TPYIHO HAWTH OOIIYIO ITOYBY YTOOBI MOACTUTHCS HHPOPMAIHCH 7

Otgert: ITo MEXayHAPOIHBIM COTJIAIICHUSIM MBI 0€3 0COOBIX ITPOOJIEM 0OMEHHBAEMCS Pa3BeIbIBATEIBHON 1
MHON WH(pOpMaIKEH 0 MPECTYIUICHUSIX U MPABOHAPYIIEHUSAX CO CIIENUATBHBIMU CIYKO0aMHU 3apyOCIKHBIX
rocyaapcts. B mocnieanee Bpemst 4acTo MPOXOISIT COBMECTHBIC COBEIAHMUS, CEMHUHAPHI U KOH(PEPEHIMH HAIIIMX
coTpyaHukoB ¢ corpynuukamu FBI (USA).

Bompoc: Bel qymaere 4To 00sI3HL yTEpH HAIMOHAIBLHOTO CYBEPEHUTETAa —HETPEOI0IMMOE TIPEIISITCTBHE ?

Otet: OOMeH nH(OpMAaITUEH Ha OCHOBE JBYXCTOPOHHETO MM MHOTOCTOPOHHETO J[oroBopa (Fopuandeckoro
aKTa) HE OIaceH /ISl HAIlMOHAJILHOTO CYBEPEHUTETA.

Cnacu6o0 3a Bonpocsl. beutn paasl Bam momousb.
Kewm (o kakoii cnenmaiabHOCTH) Bbl paboraete?

C yBaxkeHuew,

Buranuit BexoB



Heckonbko BonpocoB

K KoMy 51 Mory obpaTtutbCsi No NoBoAY rapaHTum nHgopmaunmn?
To whom should | direct questions on information assurance?

Kaknm obpasom 51 4OSMKEH AONOXUTb O NOA03PUTESNBbHbBIX AENCTBUAX B CETU?
How should | send you suspicious network information?

910 npeacrtasndet yrpo3y Windows/Linux/Solaris?
Does this pose a threat to Windows/Linux/Solaris?

Korga nocnegHuin pas Bbl caenany gynnukaTtbl CBOUX OaHHbIX?
When is the last time you backed up your data?

Bbl cMoOXeTe HapucoBaTb MHe guarpaMmmy/KapTy Ballen cetn?
Can you draw me a diagram of your network?

Bl AymaeTe 4To 3Ta yrposa Oblfa HanpasrieHa JIMYHO NPOTUB MEHA?
Do you think this threat was directed at me personally?

g&@



English-Russian Cyber Lexicon

English Pycckuii Pronunciation
account aKKayHT, aKK account

banner OaHHEpP banner

blog oJ10T blog

browser Opay3zep browser

cash, cache Kelll cash

chat qaT chat

domain JTOMEH domain

e-mail 3JeKTpoHHAasa nmoutra elektronaya pochta
flame (bM, Qiaenm flame

host, hosting
java, javascript
hacker

Internet

XOCT, XOCTHUHT
Ka0a, )ka0aCKpHUNT
XaKep, XIKep
MHTEPHET

host, hosting
zhaba, zhabascript

hacker axder

internet



English-Russian Cyber Lexicon

English Pycckuii Pronunciation
login JIOTUH logeen

nick HUK neek

patch naTy patch
programme nporpaMma, mpora  programa, proga
screenshot CKPHUHIIOT screenshot
server cepBep server

site CalT site

spam criam spam

tools TyJ3a toolza

user 103€p user

warez Bape3 vaarez

web B€O veb

ZIp 3UII Zeep

@ﬁ@



One Word

English, German, Italian, Portuguese,
and Norwegian: Hacker

Russian: xakep

Dutch: De computerkraker, hakker

Arabic: El Qursan (‘Pirate’)

Hebrew: 2prn

Chinese: FTHE %

Spanish: pirata informatico

Korean: 3l #

Japanese: /v 71—

Greek: yaxep

French: Fouineur, bidouilleur




Local Cyber News

 Reading the local newspapers
— http://www.gazeta.ru
— http://www.lenta.ru
— http://www.kommersant.ru
— http://www.itogi.ru
— http://www.izvestia.ru
— http://www.mn.ru
— http://www.mK.ru

— “...Putin keen to set up IT park...efforts underway
to identify site...potential for much cooperation
with India...”

@ﬁ@



www.antispam.ru

ANTISPAM.RU

"Reading Email Headers" |
CK33bIBAETCH
roAfIEdRE © e

www.samspade.org WMHTepeCHaA cid

0 oHTCnom A

cyberpolice.ru

HAannukian

netlaw.ru CEeTeEOE 33K0HC

Y CEpEEpA BC

3TON TEMATHKE
www.nospam.spb.ru Cnam e Pocouu

Hennoxaa nonel e K

npoekT o GopeGe co cnamaon
www.jmls.edu/cyber/cases/spam.html CyoefHble OeNa NPOTHE C

EonbWwoe KONWYECTES 0N

www.ezhe.comfses/index. html




Kaspersky Labs

The most “hated” man by Russian hackers
Former Soviet military researcher
15+ years anti-virus and spyware R&D

Accuracy and frequency of updates well-regarded
— Hourly!

“Criminal elements” now write 90% of malware
Says more cyber crime from Brazil than Russia
Alleged connections to law enforcement

Gyt



The International Political Scene




International Law Enforcement

Links at Cyber Criminals Most Wanted
Website (www.ccmostwanted.com) for 67
countries (* = cybercrime laws in place):

Andorra, Argentina*, Australia®, Austria®,
Belgium*, Brazil*, Brunei, Canada*, Chile*,
China*, Czech Republic*, Denmark®, Fiji,
Finland*, France*, Georgia, Germany*,
Greece*, Guam, Hong Kong, Hungary*,
Iceland®, India*, Indonesia, Iran, Ireland?,
Israel®, Italy*, Jamaica, Japan®*, Jordan, Korea
- North*, Korea - South*, Latvia*, Lebanon,
Liechtenstein, Luxembourg®, Malaysia*,
Malta*, Mexico*, Netherlands®, Nigeria, New
Zealand*, Norway*, Pakistan, Peru,
Philippines®, Poland*, Portugal*, Puerto Rico,
Russia*, Singapore*, Scotland, Slovenia,
South Africa*, Spain*, Sweden*, Switzerland®,
Taiwan, Thailand, Trinidad, Turkey*, Uganda,
Ukraine, United Kingdom*, United States”,
Uruguay, Yugoslavia

Links to UK websites include:

Child Pornography
Consumer Protection
Cramming

Cyber Rights & Civil Liberties
Financial Services Authority
Harmful or illegal website content
Internet Police

Internet Watch Foundation

Missing Kids

National Crime Squad

Specialist Crime OCU Fraud Squad
National Criminal Intelligence Service
National High-Tech Crime Unit
Nigerian Scams

Pedophile Activity - Newsgroup
Pedophile Activity - Website
Pyramid Schemes

Serious Fraud Office

Victim Support

@ﬁ@



International Law

Currently ill-suited for cybercrime

Internet a borderless medium

— Cannot apply nation-state style borders
Definitions of cybercrime vary

— Likewise the punishments

Extradition of criminals

— Difficult on many levels

Bounty hunting: Microsoft

Tapping fan-base: Half-Life 2



Extra-Territoriality and
Investigations

Impossible to examine all foreign packets
High level of anonymity on the Web
Scarcity of good log data (and expertise)
Digital information can be destroyed quickly
Evidence should be secured ASAP
Cultural, linguistic, and political barriers

Traceback involves time lags =
&




The FBI Sting

2000: FBI learns hackers cracking banks, ISPs,
and other firms in U.S.

Activity traced to Russia

Failed to acquire Russian assistance

Took unilateral action with U.S. search warrant
Invited two Russians to Seattle for “interviews”
Sniffed keystrokes for usernames/passwords
FBI officials never left their offices in U.S.

First FBI extra-territorial seizure



Remote Search and Seizure

Inconsistent with international law?
Reconnaissance often uses universal
media for observation in other countries

— Binoculars, telescopes, surveillance aircraft,
commercial satellites

— personal interviews, mass media

Network reconnaissance any different?

— No physical entry

Invasion or picture taking? %ﬁ?



European Cybercrime Convention

* Global cybercrime task force like Interpol?

* Opposition concerns:
— Civil liberties (abuse of data sharing)
— Poor relations between certain countries
— Big obligations on ISPs
— No cross-border searches, even in hot pursuit
— Need to consult with local officials
— Universal consent (safe havens)



International Law: The Future

Voluntary participants need three things:

* Technological capability

* Legal authority
— Territorial Sovereignty

* Willingness to Cooperate

— Including ability: language, cultural
political barriers

* PRC CERT: One person, and !
he only speaks Chinese?!? éﬁ?
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