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• Sender sends SYN packet with data in ISN to public
server, forges source IP as receiver’s IP

• Public server receives SYN, sends SYN/ACK to
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• Receiver’s machine sniffs packet and gets data, the
OS sends a RST to public server
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– Careful planning can bypass most firewall rules
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• Peter Gutmann’s 1996 defacto standard from
“Secure Deletion of Data from Magnetic and Solid-
State Memory”

• 4 passes of random data, 27 passes of specific bit
patterns, 4 more passes of random data, 35 passes
total

• Anti-forensics aimed for defeating TLAs

• Probably overkill by today’s standards for disk drives
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• NSA-developed National Industrial Security Program
Operating Manual (NISPOM) aka DoD 5220.22-M;
subsection 8-306

• A pass of a character, a pass with that character’s
bits flipped, and a verified pass with random data, 3
passes total

• There is no “wipe 7 times” U.S. Government
standard to be found

• Not for TOP SECRET, which is significant in itself
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ResourcesResources

• Ncrypt - http://ncrypt.sourceforge.net/

• Ncovert - http://www.nmrc.org/project/ncovert/

• National Industrial Security Program Operating
Manual (DoD 5220.22-M), Dept. of Defense, 1995 –
http://www.dss.mil/isec/nispom_195.htm

• “Secure Deletion of Data from Magnetic and Solid-
State Memory” , Peter Gutmann, 1996 –
http://www.cs.auckland.ac.nz/~pgut001/pubs/secur
e_del.html
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