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SC? Overview

CYBERCRIME

e Web Browser Forensics ¢ Yahoo! Mail

— Internet Explorer — History, Cache, URLs
— Netscape e Hotmail
« WebMail Services — History, Cache, URLs
— Cookies, History, & « Helpful Tools
Cache, oh my... .
- e.O Y * Other Services
« WebMail Headers :
— Hushmail
° Obscuring WebMail — Ziplip
Headers
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SCR Web Browser Forensics

CYBERCRIME

Internet Explorer
* Internet Favorites
* Cookies

e History
 Typed URLs

 Temporary Internet
Files

* Autocompletion
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Netscape

Bookmarks
Contacts
History
Preferences
Typed URLs
Cookies
Cache



SC? Favorites

CYBERCRIME

3 Google - Microsoft Internet Explorer

File Edit View | Favorites Tools Help |.\WQ Back = (\} 3 |;¢j |;ﬂ x;j @ "*T'vri's"’Fatrnrites ‘,

Drganize Favorites...

| Links »

@ About American Indian Studies Programs ™
@ Cool Solutions O e
-3 Real0ne Home Page '

i] Anonymous Remailer FAQ

@ Information Security Magazine Year 2003 Buyers' Guide
@ Mortgage payment calculator and loan information Groups Directory
£| Crime Scene Evidence File

£| Top Picks Tutorial Software

@ Computer Forensics Report

@ http—-vip. poly. edu-kulesh-forensics-comp_forensics. pdf
@ Category

@ http--www . crypto. com-papers-mk. pdf
.E..bl Imass Pl e e e

I'm Feeling Lucky |
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File

Edit Wiew Favorites Tools Help

OO 3

Address

p Search |@ Folders

i) C:\Documents and Settings\Administrator \Cookies

T

Folders

x

@' Desktop

{f,:] My Documents

EI & My Computer
ﬂ 312 Floppy (A2
Elul' Local Disk: (C1)
&-{3) Big Dog
-3 blackhat
{E‘] coned
{'E“-:l dl

EI{E'] Documents and Setlings
=107 Administrator
|EJ Application Data
Cookies

[#-{C3) Desktop

H-L3) Local Settings

|E:I My Documents
L?ﬁ My Recent Documents
) NetHood

“{7) PrintHood

F

index.dat

£] takin@ads. techtv[Z]. txt

IE] takin@adserver[2] txt

Igj takin@gooale[1] . txt

IE] takin@mapguest[2]. t«t

IE] takin@mediamgr.uga[2] . tut
IE] takin@mkssoftware[1]. tet
£] takin@securityfocus[1]. bet
E] takin@techtv[1]. bet

IEI takin@vewew. derkeiler[1]. tt
IE] takin@www.iopus[1]. et
E] takin@yahoo[2]. bt



S£? History

SOUTHEASTCYBERCRIME! NSTITUTE
@% History

File Edit Wew Favorites Tools Help

@ Back - ,fl*ﬁ Search ‘ EE‘_‘: Folders

Address C:\Documents and Settings\Administrator\Local Settings\History

-

Folders b4 EMﬂnday
E|"=c# Local Disk {C:) ;I ETnday
B+ Big Dog
-3 blackhat
ﬁfﬂ coned
B dl

E-3) Documents and Settings

El{E] Administrator

{E] Application Data

~{[7) Cookies

FH-7) Desktop

"'_r':? Favorites

EHE,'] Local Settings

{E] Applicaﬁnn Data

SR

E| .ﬂ Mnnday v
- 216.239.41. 104

| address.mail, yahoo (address.mail. yahoo.com)
artung {artung. com)

billing.mail. yahoo (biling.mail. yvahoo.com)
-{@#] channels.netscape (channels.netscape. com)
{5 computing {www.computing.net)




SC? Typed URLs

:;,-' ' Registry Editor

Elﬁ!lewFMsudo

=1 Internet Explorer | | name | Type | Data
- B-(1) Default HTML Editor | [ab] (Defauit) REG_SZ (value not set)
{2 Default MHTML Editc ab)url1 REG_SZ http: /fwww.blackhat.com/
C:I Desktop _ E"juﬂ 10 REG_SZ http:/fwww.karenware.com/
{2 Document Windows abjurl11 REG_SZ http:/fwww. fkeeps.com/
{3 Download [aB]uri 12 REG_SZ http: //www.iopus.com/
% Explm?r Bars [ab]uri13 REG_SZ http://www.resplendence. com/
= 5;:“:22 URLs url 14 REG_SZ http:/fwww.nstarsolutions. com/
G0 IntebForms. [aB)url 15 REG_SZ www .nstarsolultions.com
&3 International url 16 REG_SZ http:/fwww.sysinternals.com/
3 Main url 17 REG_SZ http: //members.cox.net/dos/batch01.htm
- (] Media url 18 REG_SZ http:/fwww.netscape.com/
3 MeruExt [ab]uri2 REG_SZ http://mail. yahoo.com/
23 PageSetup [ab)rl3 REG_SZ http:/jmail. yahoo.com
{1 searchurl [ab]uri4 REG_SZ http: //mail. yahoo.com/config/login?&. done =F
-] Security [aB]urls REG_SZ http: //mail.yahoo.comjconfiglogin?tries= 18
{:;I Services urIE REG_SZ http: //mail. yahoo.com/config login?tries=18&.:
--{{J] Settings E"]url? REG_SZ http:/fwww,vim,org
l #-(L0 Toolbar [ab]uris REG_SZ http: /fwww. vim.com/
) g r r" JR - [ab)uris REG_SZ http: /fwww.webattack.com/
ear
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C:~Documents and Settings“Administrator~Local Settingsz“Temporary Internet Files
Content.IES%>1=s —1F

total 2241
AP U U X
AP UL X
AP WU X
AP WU X
AP WP X
AP WXL X
AP WU X
AP WU X
—PU—U—P L
—PuU—PU—P L

Jul 15 28:52 8TIJC?YR™
Jul 15 28:42 SXURWLUT
Jul 15 28:42 8ZNYMCDE
Jul 15 28:42 ESHAFITO-
Jul 15 28:42 GTUNS?AB-
Jul 15 28:42 0TQZ8LAB
usep group Jul 15 28:42 PNZU1HWE~
usepr group Jul 15 28:42 ZYUIJP4L~
usenr group 679 Jul 14 14:24 desktop.ini
usep group 2293768 Jul 15 28:52 index.dat

user group
user group
user Ogrounp
user Ogroup
user Ogroup
user group

o o e e ok e e
SRS S S &

C:»Documents and Settings“AdministratorsLocal Settings“Temporary Internet Files™
Content .IE5>1s —1F ZYW3JP4L

total 41

—PU— PP 1 user group 1167Y8 Jul 15 17:88 DEUBS2%a_ 72801 ]1.gif

—PU— U 1 user group 2349 Jul 14 18:24 TP308UAHAHANAHANAHZ .A284 .
B4._ _ZAHola.6.2.18.185% verdenab.8.204.1082.0_ZAHelpfulx3Fx28Considerx2dleaving>2Ba
#28tipx21,.6,14,.17,.185, times 11,8, 8,.8_[11. jpyg

—PU— PP 1 user group 424 Jul 14 28:88 aoladpli]l.htm

—PU— U 1 user group 679 Jul 14 14:54 desktop.ini

—BU—PU—T 1 user group 166601 Jul 14 18:21 searchl2]

C:sDocuments and Settings“AdministratorsLocal Settingszs“Temporary Internet Files™
Content.IES:
C:»Documents and Settings“Administrator~Local Settings“Temporary Internet Files
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Sm Auto-completion

JTHEASTCYBERCRIME!NSTITUTE
a Yahoo! Mail - badboy83210@yahoo.com - Microsoft Internet Explorer

* Favorites  (g® Media E}

File Edit Wew Favorites Tools @Ead{ r

Address Q http: ffus. f100.mail. yahoo. comfym//Compose Y = 19554
YAHOO! Mail &7

b Mail » [-] Addresses ~ [E9 Calendar ~ & Notepad ~

COMPOSE (Piain | Color and Graphics )
|_send |

Insert addresses or enter nicknames (separated by commas)

abigail athome@vahoo.com
Ce: | chasonwm @vyahoo,com

owmorrisi@yahoo.com (i
Subject: | daniel

Iplumley @bellsouth.net
Attachments: | pegay.akin@akin-tate.com

il
Sarah@METeller. com A
ARodTFr&r 70 B as

Ji
E
Ji
+
||l||

Stationery

|
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ﬁ WebMail Clients

CYBERCRIME

Web based email clients are susceptible to the
same problems of all clients that utilize web
browsers:

Browsers store rfons of data on the local hard
drive....
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Sm‘ Key to WebMail

CYBERCRIME ForeHSics

The user must perform some action that
causes the page to be cached on the
system...

l.e. Reading a Message bring the message up in
the browser and causes it to be cached. Sending
a message does not since the browser doesn't
display the sent message...
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Sm‘y WebMail Headers

CYBERCRIME

In addition to standard email headers, most webmail clients
contain useful information on their origin:

This message is not flagged. [ Flag Message - Mark as Unread ]

From Thom Thomas Tue Jul 15 16:34:03 2003
X-Apparently-To: badboy82210@yahoo.com via 216.126.120.41; 15 Jul 2002 18:24:04 -0700 (PDT)
Return-Path: <takin00@hotmail.com=

Received: from 64.4.27.104 (EHLO hotmail.com) (64.4.27.104) by mtali4.mail.scd.yahoo.com with SMTPE; 15 Jul 20032 18:34:04 -
0700 (PDT)

Received: from mail pickup service by hotmail.com with Microsoft SMTESVC: Tue, 15 Jul 2002 18:24:04 -0700
Received: from 130.218.562.189 by by&fd.bays.hotmail.msn.com with HTTP; Wed, 16 Jul 20032 01:34:03 GMT
X-Originating-IP: [130.218.62.189]
X-Originating-Email: [takin00@hotmail.com]

From: "Thom Thomas" <takin00@hotmail.com> | This is spam | Add to Address Book
To: badboy23210@yahoo.com
Bee:
Subject: here are the headers
Date: Tue, 15 Jul 2003 21:34:03 -0400

Mime-Version: 1.0
Content-Type: text/plain: format=flowed
Message-1D: <BAYES-F1O04MNtDEIMGzrL000148b4@hotmail.com=
X-OriginalArrivalTime: 16 Jul 2002 01:34:04.0105 (UTC) FILETIME=[57485390:01C34B3A]
Content-Length: 223

a header, a header, my kingdom for a header...



SC Obscuring WebMail

CYBERCRIME H eaders

* Open Relay

» False Received From Headers

* Anonymizer

* Open Proxy

* SSH Tunnel (or port redirector)
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L

SC? Open Relays

CYBERCRIME

Spoofers use Open Relays to attempt to hide
the person and IP address of the system that
sent the email.

By 1tself, email sent through open relays still
contains the IP address of the actual sender.

Combined with other techniques, open relays
can be a hindrance to investigations.
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SC? Open Relay

CYBERCRIME

* Where to look for evidence:

* Email Header will contain the originating IP
address.

* Open Relay log files will also contain the
originating IP address.
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SC False Received From

CYBERCRIME H eader

* Leads the investigator to the wrong server by
adding a seemingly valid Received: from
header.

* To avoid detection, the spoofer’s real address
will be recorded somewhere 1n the Received:
from headers, but the investigator will not
know which one.
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SC False Received From

CYBERCRIME H eader




SC False Received From

Header

CYBERCRIME

-~ aramis.kennesaw.edu - PuTTY
—:PrevPg <Space>:NextPg : d:Del r:Reply Jj:Hext
From georgewlkorea.net Mon Feb 24
Eeturn-Fath: <gecrgewl@korea.net>
Eeceived: from pigseve.kennesaw.edu igsEve.Fennesaw.EDU [130.218.100
by Arami=s.kennesaw.eda (8.12.1/B 1) with SHMTF
for takin@aramis.kennesaw.edu; 24 Feb
Eeceived: from korea.net (korea.net
v pigseve.kennesaw.edua (8.12.1/8
Mon, 24 Feb 19:
ate: Mon, 24 3 3
Subject: Camp Dawvid
"Thomas Lkin"™ <takinfkennesaw.edu>
"George W" <georgewlikorea.net>

—

Mezzage-Id: <200302250024.hl1P0NbTr027946fkorea. nets
Thomas,
You and Abby coming up to Camp David this weekend? Hope to Ssee you S0O00N. ..

W




SC False Received From

CYBERCRIME H eader

Where to look for evidence

 Email Received: from headers will contain the
actual IP address of the originating system,
you just won’t know which Received: from
header 1s correct.

* Trace backwards by looking at the log files of
the servers the email claims to have passed
through. Once you get to a server the has no
record of the email, the previous system i1s the
originating IP.
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Sm‘y Anonymizer (Web)

CYBERCRIME

; Anonymizer.com - Microsoft Internet Explorer

Gﬁack - e - \ﬂ \ELI _:\J f._-.j Search h:;:.;—‘ Favorites wMedia {:‘3| <] = L__?,_ E

Address Iﬂj anonymizer .com ftoalbar .cgi?params =rhAs 1gtHrBedW AUhNZ zjG % 2FE 3 2b IFQINW fdxu JtpolX % 2bLMCiQI 7oV S 2fGucAPP bovPEDEY rZMET GSMIZ 2 Y 2bpv GES

|Eile Edit \Wiew Favorites Tools Help

ANONYMIZER'COM

HOME | PRODUCTS | SIGH UP | SUPPORT MEMBERS MEDIA DOWNLOADS

MEMBERS HOMEPAGE
Begin your ancnymous =urfing

Members Homepage

here.
ACCOUNT INFORMATION Begin Surfing Privately
Check expiration or change
account settings. Just type in the URL and click go!
MY DOVNLOADS htto-//mai

Jimail.yahoo.com
Download any =oftware you I P W L
hawve purchazed.

Search: |Default j furl search |

SEND ANCNYMOUS EMAIL
.Send. emailz that don't give your _ % normal T Waximum  © Custom
identity away. Select Your Settings: ooy oystom | Help | About the Settings
SUBMIT A BUG REPORT
Let us know about any ATTENTION USERS: When you click "G0” and leave this page, vou may see a warning from Internet Explorer that
problems you experience. vou are “redirected to a page that iz not 2ecure " YOU CAN DISREGARD THIS WARNING and click "OK". Y ou are

=il completely protected by Anonymizer. Click here to find out more.

VIEW COOKIE 5
View all Anonymizer cookies,

with descriptions. .
3 Attention Members

Lol LOGOUT -
End your current Anonymizer Upgrade Now For Extra Protection




ﬂ‘ Anonymizer (Web)

CYBERCRIME
-+ aramis.kennesaw.edu - PuTTY - 10| x|
r:Beply Jj:Hext ?:Hel| =~

LdU s T e AU 2T

e M m emm am am m rm m m

or B e LY LR



ﬂ Anonymizer (Web)

CYBERCRIME

Where to look for evidence:

e The email headers and web mail log files will point
back to the anonymizer.

* You will need to look at the anonymizer’s log files to
determine what IP address accessed the web email
account at the specific time the email was sent.

 If the anonymizer is a paying service then you can
also request subscriber information for the account
that was using the anonymizer to send the web based
email.
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S£? Open Proxy

SOUTHEAST CYBERCRIME STITUTE

il
_?lilx @ {:j‘pSEard'l “L"Il?Favmtes QME

f
: -
== — Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration. Iy
™ Automatically detect settings! ™
[ Use automatic configuration script ] O O ‘
Gddress I
— Proxy server
v Use a proxy server for your LAN (These settings will not apply to Groups Directary
dial-up or YPM connections).
Address: | 213.138.32.52  Port: | a0 Advanced... |
™ Bypass proxy server for local addresses Search I'm Feeling Lucky |
QK Cancel
es on the events of the day. Try Google News
— TS TS SO O T SIS

ch Solutions - Semvices & Tools - Jobs. Pres:

K Canicel Aol oogle - Searching 3,083,324,852 web pages




SCKX

CYBERCRIME
-+ aramis.kennesaw.edu - PuTTY

-

From takinZ0l0@vahoo.com Mon
Eeturn—-Path: <takinZ0l10@yahoo.coms>
BEeceived: from webd41402.mail.vyvahoo.
by hrami=s.kenne=saw.edu (&
for <takinfaramis.kennesa
Mezzage-ID:
Eeceived: from

-~ A
e Y

<2003022500%5

[213.1 . 2

P5ST

Feb 2003 1
<takin20l0@
Proxy Test

takinfArami=.kennesaw.edu
MIME-Version: 1.0
Content-Type: multipart/alternative;

Content-Type: text/plain;

Thi=s i=s an email sent from an COpen

Thomas

8.12.1/

W edn

fFu

ﬁ

Open Proxy

diDel r:iReply

with
4 Feb
webd41402 . mail.y

-

02 .mail.yahoo.com

noo . cComs
wvia HITE:

29 |:|'|'| L]

boundary="0-52287

charset=us-ascii

Proxy

Email sent from IP address 64.32.161.244

j:He=xt



SC? Open Proxy

CYBERCRIME

Where to look for evidence:

* The email headers and web based email logs
will contain the IP address of the open proxy.

* The Open Proxy log files will contain the IP
address of the originating system.
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SC Anon SSH Tunnel

CYBERCRIME




SC Anon SSH Tunnel

CYBERCRIME
;__{“'* aramis.kennesaw.edu - PuTTY ;|g|5|
i —:PrevPg <«Space>:NextPg T d:Del r:Reply Jj:Next
From takinZ0l10@8yahoo.com Mon Feb
Eeturn-Path: <takinZ0l08yvahoo.com:>
Eeceived: from web4l405.mail.yahoo. 1 (web41405.mail.vahoo.com
by Aramis.kennesaw.edu (£.12.1/8.12.1) with SHMIP id h
or <takin@aramis.kennesaw.edu>; Mon, 24 Feb 2003
Meszzage-ID: <20030225010453. 19 . gmaildweb4dl

B

A
il

1o.mail . yahoo. coms>

by web4l1405.mail .yahoo.com wvia HITP: Mon, 24

Mon, 24
From: T Akin
Subject: 55H Tunnel Test
takin@Aramis. kennesaw.edu

MIME-Version: 1.0

Content-Type: multipartysalternative; boundary="0-13&
Content-Type: text/plain; charset=us-ascii
55H Tunneling....

Email sent from IP address 64.32.161.244

Do yvou Yahoo!

Yahoo! Tax Center 1 culators, tips, and more




SC? Anon SSH Tunnel

CYBERCRIME

Where to look for evidence:

* The email headers will contain the IP address of the
SSH server the person was logged into.

* SSH servers, by default, do not record what tunnels
are created through them.

* SSH servers do record login information so you will
need to determine who was logged 1nto the system
through ssh at the time the email was sent. One of
these log entries will be the originating IP.
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Combining Techniques:
SCE; Tunnels with an Open
SOUTHEASTCYBERCRIMEINSTITUTE Proxy

* Spoofer uses a SSH Client connects to a SSH Server
creating a tunnel to an Open Proxy port 80 (usually)

* Spoofer then reconfigures their browser to connect to
the SSH Tunnel which 1s redirected to the Open
Proxy port 80.

* They then browse to a web based email system and
send their email.

* The headers record the IP address of the Open Proxy,
not the originating system.

~— "~ CONTINUING EDUCATION ot KENNESAW STATE UNIVERSITY



S c Combining Techniques:

T Tunnel with an Open Proxy

Where to look for evidence:

* The email headers and web based email logs
will contain the IP address of the Open Proxy.

* The Open Proxy logs files will contain the IP
address of the SSH server used.

* SSH tunnels are not logged, so you will have
to determine who was logged into the server
through ssh at the time the email was sent. One
of these will be the originating IP.
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SCEX

SOUTHEASTCYBERCRIMEINSTITUTE

Local Analysis

3 Please sign in - Microsoft Internet Explorer

a Yahoo! Mail - badboy83210@yahoo.com - Microsoft Internet Explo

File Edit \ew Favorites Tools

Help

Q- O - »

@ http:ffus. F100.mail, yahoo..comfym/ShowlLetter?Msgld=2474_2776_

Address

hHOO!@ Ma" E Yahoo! - My Yahoo! - He

[5) Addresses ~ (=9 Calendar ~ $& Not

Check Mail |

Compose |

Folders [Add]

£7 Inbox
(s, Draft
Cé Sent
(f Trash [Empty]

Fravious | Mext | Back to Messages
Reply Reply All

This message is not flagged. [ Elag

From Thom Thomas Tue Jul 15 18:34
X-Apparently-To: badboy832108
Return-Path: <takin00@hotn

Received: from 64.4.27.1
0700 (POT)

Check your Credit
In Seconds!
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File Edit Wiew Favorites Tools Help

@Bad& - @v L:Ej @ -:h‘p&eard‘l *Fmr‘

Address I@ http:/flogin. passport.netjuilogin, sr?id=2

MSN Home | My MSN | Hotmail | Web Search | Shopping | Money | People & Chat

Email

| What's Hot on MSN

How to resist an afternoon snack attack

New Account Sign Up All About Hotmail

See which actor dislikes Julia Roberts

Yuck! Slate reviews an icky toenail ad

.NET Passport Sign-in
Today's Hot Feature

& 10 celebs with

\J ‘genius' IQ
i

levels
i

E-mail

R ||JadyboyﬁSZlD@hntmail.corr

Wwhich gifl would
you go out with?

Password I

" Sign me in automatically.
Hotmail Spotlight

Eml

Stop Spam
Browse with a buddy
- Get parental controls
. Manage your money
- Share photos

6 cool new
electronic
gadgets

I Do not remember my e-mail address for

future sign-in. (Select this when using a public
computer.)

Don't have a .NET Passport? Get one now.




SC Yahoo! Mail & HotMail

CYBERCRIME

 Index.dat & fat.db

Cache Files

Typed URLs

* Auto-completion

Cookies

« History Files
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SC? Examples

CYBERCRIME

« Live Examples: Cookies
* Live Example: History Files
* Live Example: URL interpretation

* Live Example: Manually Parsing index.dat
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SC Tools to make your life

CYBERCRIME easier

e Web Cache Illuminator (www.nstarsolutions.com)

e Cache Monitor (www.webattack.com)

e Cache Auditor (www.webattack.com)

 Internet Cache Explorer (www.webattack.com)
e STG Cache Audit (www.webattack.com)
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Sm‘ My Favorites

CYBERCRIME
Internet Explorer Netscape
e Cache Auditor  Web Cache Illuminator

 Internet Cache Explorer
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|l ICE Internet Cache Explorer

| Fle Edit View Options Help

IE’s Cache (Internet
Cache Explorer)

ErEREEL ] EEEEETETE

&
Back

=

- -

Forward

(£

Index

Strip bmp's

% .

Copy

g .

Find

X

Delete

Properties

J Address: Ihth: 1 fjus.f100.mail. yahoo.com ym /ShowFolder ?rb =Inbox&reset= 18 =7690 3&order =down &sort=date &pos =0 &wview =afhead =fa&YN=1

2=
.23 hth::f,.'us.al.yimg.comfus.';l
{27 http: ffus.F100.mail. yahoo.
{23 hittp: ffus. F100.mail. yahoo.
{23 http: ffus. F100.mail. yahoo.
{23 http: ffus. F100.mail. yahoo.
{23 hittp: ffus. F100.mail. yahoo.
{17 http: ffus. F100,mail. yahoo.
{23 http: ffus. F100.mail. yahoo.
{27 http: ffus.F100.mail.yahoo.
{23 hittp: ffus. F100.mail. yahoo.
{23 http: ffus. F100.mail. yahoo.
{23 http: ffus. F100.mail. yahoo.
-2 hittp: ffus. F100.mail. yahoo.

Search
the meb

I— Search |

’ First
PREMIER

Bank

YE;E[QO_’@ Mail2¢ vahoo! - My Yahoo! - Help

REBUILD

YOUR CREDIT

HOW

¥0OU CAN HAVE A GOLD CARD! APPLY NOW!

- Mail ~| =] Addresses ~ calendar ~| %= Notepad ~ badboy83210@yahoo.com [Sign Out

Check Mail | Compose | Mail Upgrades - Search Mail - Mail Options

{23 http: ffus. F100.mail.yahoo.— Folders [2dd] |nb0)( 0% of 4.0MB used - Get more space
.23 hth:-:ffus.leD.ma?I.yahoo. % Inbox (1) I I
{00 http: fus.f100.mail. yahoo. o) View: All | Unread | Flagged Messages 1-2 of 2 | First | Previous | Mext | Last
{17 http: ffus.il.yimg.comjfus.y Draft
{17 http: ffus.il.yimg.comjfus.y Delete Mark as Unread = || ok Move to folder... = || oK
L& Sent
{23 http: ffus.il.yimg.comjus.y . p
{27 hittp: ffus.il.yimg.comjfus.y Cf Trash [Emoty] r Sender Subject Date [¥] Size
{0 http: jus.i1. yimg.comjus.y - Thom Thomas here are the headers Tue 07TM5 1k
{23 http: ffus.il.yimg.comjfus.y Check Y
P bt firs i1 vime comie 3T W ™ Yahoo! Welcome to Yahoo! Mail Mon 07/14  503b
i| | r Credit In Seconds Check All - Clear Al
ec - Clear
Ba pphasort | [BTs AccessSort [ 1 | »
3 Aphasor Jielo PSP et $100. Bank e wessysesameipEe ryseswooosas | e )
| SourcelrlNamne: http:s us. £100. nza] | ﬂddress:lss
Al|LocalFileNane: C:~Docunents and 4
FileExten=zion: 42 3D &5 39 33 71 35 75 B=e93g5u a
CacheEntryType: 1 Hormal cack 00000008 34 76 68 36 31 BC 39 26 4vhell9s
UssCount: 0 | 00000010 62 3D 32 3B 20 51 3D 71 b=2; (=g
E?’i Rg'?e- _23?219 00000012 31 3D 41 41 43 41 41 41 1=AACARR
Loct Homofiod: Vednesday, 31. De 00000020 41 41 41 41 41 41 66 51 ARRARRFQ
Fepire Date: Uednesday, 31. Decew 00000028 2D 2D 26 71 32 3D 50 78 --5q2=Px -
[ ¥ T, CacheEntry ; Froperties % Gooke 5, Find in A L2
http:/fmail. yahoo.com/ | LOKAL

d{fsmrt| ComMS LD J @ | @ webMarorensi... | :# xaraX - [Untite... | & 2 Internet Bxpl... -| B8 c:WwinDows's... || T 1k nternetc.. [« WEW¥ 10:04PM




Sm‘ IE Cache for Yahoo!

CYBERCRIME M a I I

Specifically look for yahoo URLSs containing:
e Compose

* ShowFolder

« ShowLetter

* Preferences

* Options

* Login

e Examples...
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IE’s Cache (Internet
Cache Explorer

[ ICE Internet Cache Explorer

| File Edit ¥iew Optiens Heln

EEEREE D EE R R
« = | ¥ 0 E

Bk e Index Strip bmp's Copy Find Froperties
Address: Ihttp:a’a’lw1 2fd lawve12 hatmail.msn. com/cgi-bindgetmsg ?curmbox=F 000000001 %a=5a331 240ed51 c9ec30d8568d52ab3f 4 Dkmeg=t 5 51058315249 71 kstart=2761 tlen=1805%msgread=1 j

==
-] http:h"global.msads.neh"at;l
{27 http://global mzads. et/ ac
{27 http:/#global mzads. net/ac
{23 http:/#go.msn.comdimages
{23 http:/#ga.msh.comdimages
{23 hitp:/2hmzima. comdmehm
{23 hitp:/#hmasimg. comdmdhm
{23 hitp:4#hmsitg. comdm
{23 http:/?h.msima. com/mhm
{23 hitp:/#hmsima. comdmshm
{23 hitp:/#hmsimg. com/m/hm
{23 hitp: 4 #hmsitg. cam
{23 http:/Alogin.passport.net!
{23 hitp: /A 2fd law 2 hotme
{23 hittp: 2w 2 law 2 hatme
{23 hittp:/ /] 26 lawe] 2 hotme

bl

Delete

Fonts

o

Search the Web

| (Go)

ave Address(es) | Blo.ck

Web page ui
)

Internet Explorer is unab
connected to the Interne

{23 hittp:d Al 26 law 2 hatme Testing with netscape Please try the following:

A2 hitp: 2w 2 |aw 2 hotme .

{220 http: ol 2d lawwi] 2 hotme ta 1. qu :wtahke ;ms pas

-2 hitp: /A 26 lav] 2. hotme clicl e Favorite
— On Tue, Jul 15, 2003 at 08:13:09PM -0400, BadBoy 001 wrote: then select the Me

{23 hitp:/#msimg. comdmhm

. > testing with going to zent folder 2. Onthe Tools mer
{23 hitp: 4 #msima. camdmhm st

’ b 3. when you work of
-2 http: 4 émsirg. comdmhm - list,
-3 http:##msimg.com#m!h? > M3N & helps eliminate e-mail viruses. Get Z months FREE*,
Ll_l 4 > httpy/ fiain.msn.comy ?page=featuresvirus
B AlphaSort |FTi J‘J-\CCESSSDHI 4 | >| Internet Explorer LI
Zl[S=t One: HME1=1 e E]
Al|Set Two: # MC1=V=2&GUID=B96E2C6A4ECA455A90D6430EATE04722 T}
Set Three: 45 ¢fa

Set Four: # MC1=V=2&GUID=B96EZC664ECA455490D6438E87504723

00000008 4n
oooo0o1o 47
oo0000ls 45 -

ifr I\ :acheEntl\‘\ “ropertie \‘\ Cothie l['ind in Fil= ,’

il | R
Astat| | A e lE S E D L || @Bvs00sP | EGooge i |[=IICE nter...  #Xarax - [Un | [EBAM Pl M5 EPOE 1015eM




File Edit “iew Favortes Tool: Help

SC? Web Cache llluminator
& Netscape

ATempicache\™ ™ - Microsoft Internet Explorer - [Working OFfline]

@_#.@ﬁ‘@@

Back Frarinand Stop Refrezh Home Search Favorites

@@‘%* A . 7

Media History b il Frirt Edit

Address I@ CATemphcache\lndex-T.htm

c:\Temp'cache\*.*

Created: 7/15/03 10:24:30 PM | Files Indexed: 33 | Images Filtered: 41 | Sorted by Title / Date

Gl:ll:lgle' RIOZZPESQ Tr15/03 2:27:50 P

Java S(‘l‘lpt WIONFTZLIS FA503 8:38:4% P

Java Sfl'l]ll' MOLKAENE.JZ 71503 8:23:56 PI

Java S(‘l‘lpt MUGFGETH.IZ 7/15/03 8:23.54 FIV

Java S(‘l‘l]ll‘ MUIW2ZI0T3 FA503 83842 PM

MSN Hotmail - Compose MIKCOEVA 75035 £:25:06 PM
MSN Hotmail - Compose MITQDC44 FA503 22404 PII
MSN Hotmail - Compose MUILPU11 771503 82432 PIJ
MSN Hotmail - Home MVCHCOEH 7/1503 2:27:42 P
MSN Hotmail - Inbox MOZUSEFF 7715003 8:27.32 FM
MSN Hotmail - Inbox MIAKTTOO /1505 83434 P
MSN Hotmail - Inbox MUCFPIRD? FrA5/03 £:23:56 PM
MSN Hotmail - Message MIZLZVVC TAS503 827536 PM
MSN Hotmail - Sent Message Confimation MIHMOIRG 71503 82508 P
MSN Hotmail - Sent Message Confumation MVIERPCN 741503 8:24:30 PM
MSN Hotmail - MIEJSNNE 741503 8:24:58 PIA

MSN Hotmail - MITYARUO 771503 82502 PI

Please sign m LIIF1ECGITERF 771503 2:23:18 FM

Please sign m MVOOP34ELEREF 7/15/03 82320 PM

Untitled MOBOZOVE 71503 82320 PII

Untitled MOQEIKE4CSS 741503 8:38:48 PIM

Untitled DIIZIGTUICSS 771503 84158 FI

Untitled M1442AFU.CS3 741503 823:18 PI

Untitled WM1A30854 741503 8:33:20 B

Untitled MIKQOHVH4 741503 52318 PM

Untitled MUHESGQ1CSS 7/15/03 £:23:48 PM

Untitled MUIPQMEFP 7/15/03 8:24:32 PM

||

.-'_ﬂ ]éj Done

Emﬁlall”J m & ﬁ @ o] f |J ﬁMS-DDS Prampt ”@c:\Temp\cache\’.’

l_ I_ l_ |_§‘ My Computer
(BB P IO M@ 102 Py




Web Cache llluminator
& Netscape

4:,-».@@&\@@@@‘%-@ ?

Back Frarinand Stop Refrezh Home Search Favorites Media History b il Frirt Ef
Agdess [[] C:\Temphcache'M12LANC

Eile Wiew  Favorites Help

badyboya3210@Ehotmail cotm Free Newsletters | M5 Featuwred Offers | Find Message
save Addressfes) Block Previous Next | Close
From : Thomas Akin <takin@kennesaw edu=
To: BadBoy 001 <badyboyB3210@hotmail cotn=
Subject : Re: your mail
Date : Tue, 15 Jul 2003 20:27:28 -0400

Beply  BReply Al Forward Dielete IPutin Falder... 'I Printer Friendly Wersion

Testing with netscape
ta

On Tue, Jul 15, Z003 at 05:13:09FPM -0400, BadBoy 001 wrote:
» testing with going to sent folder

MSMN 28 helps eliminate e-mwail wiruses. Get 2 months FREE®.

=
=
=
> htop://join.msn. comd ?page=features/virus

Thomas Akin, CISSP
Director, 3outheast Cybercrime Institute

4]

— &) M/ g msrcomdTHMBEN/232077P5-8317 [ | | =My Computer
s |4 & @8 S WS L | #MsD0s Fompt [[£1MSN Hotmail - Mess... | o#arasd - United 1 || [E3 A Pebcd B BOR 10:25Pu




ﬂ Live Examples...

CYBERCRIME

» Live examples of retrieving WebMail
information:
— Receilved emails
— Sent emails
— Folders
— Address books
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ﬁ Network Forensics

CYBERCRIME

» Using Sniffers to capture webmail data. ..
— Clear http
— Encryped https
— Login & Password recovery
— Capturing both incoming & outgoing email text
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Sm‘ Other Options

CYBERCRIME

How clients such as Hushmail, ZipLip, and
Anonymous Remalers are attempting to
enhance email privacy:

* Hushmail

e ZipLip

* Anonymizers
* Etc...
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SC? Thank you

CYBERCRIME

Questions?

Thomas AKkKin

Southeast Cybercrime Institute
Kennesaw State University
1000 Chastain Road #3301
Kennesaw, GA 30144-5591

takin(@kennesaw.edu
www.cybercrime.kennesaw.edu
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