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The following checklist is to help you record the volatile information when performing router forensics. Printing out your recorded session and having both you and a witness sign it is to help make sure that if the evidence is ever entered into testimony, it is much harder to refute than if you simply had an electronic copy. Digital signatures can perform the same thing, but are much harder for judges and juries to understand.

1. Connect to the console port. This is the least intrusive way to access the router and it doesn’t require network access that might warn your attacker if they are sniffing the network.

2. Configure the terminal emulation software to record the entire session.

3. Then login to the router and issue the following commands:

4. enable – To enter enable mode. 

5. show clock detail – To record the routers current time and date

6. In your notebook, record the exact time and date form a trusted source

7. show version – Show what version IOS the router is running.

8. show running-config – Show the configuration that is currently running in RAM

9. show startup-config – Show the configuration that is set to run at start-up

10. show reload – Determine if the router is schedule to auto-reboot anytime soon

11. show ip route – Display the router’s routing tables

12. show ip arp – Display the ARP tables

13. show users – Show who is currently logged in

14. show logging – Display the current logging buffer

15. show ip interface – Display the configuration of all interfaces

16. show tcp brief all – Display TCP connection endpoints

17. show ip sockets – Show open network sockets

18. show ip net translations verbose – Display the current NAT translations

19. show ip cache flow – Display any NetFlows and their statistics

20. show ip cef – Show entries in the Cisco Express Forwarding Table

21. show snmp user – Display any SNMP version 3 users

22. show snmp group – Display any SNMP version 3 groups

23. show clock detail – Show the routers date and time again.

24. Record the time from a trusted time source again.

25. Disconnect from the router

26. Stop recording your terminal session

27. Print out the session you just recorded

28. Write down the times the trusted time source on the print out.

29. Sign and date the print out.

30. Get a witness to sign and date the print out.

31. Keep both the electronic copy and the hard copy in a secure location following proper chain of custody procedures.

Next, gather some information from the router remotely. If you do not have the password to access the router directly (i.e. the hacker changed them) then this may be the only information you are able to record about the router.

1. Port scan the router with TCP, UDP, and RCP scan from a remote system.

2. Use a trusted time source to record the time and date of the port scan.

3. Print out the scan and write the time on the print out.

4. If the router is running SNMP, get a copy of the current SNMP MIB tree. This can be done with a program such as snmpwalk (from NetSNMP http://net-snmp.sourceforge.net) For example


snmpwalk –v1 router.domain.com public

snmpwalk –v1 router.domain.com private
5. From a trusted time source record the time of the SNMP walk.

6. Print your findings and write the time on the print out.

7. Sign and date both printouts.

8. Get a witness to sign and date both printouts. 

9. Keep all copies in a secure location following proper chain of custody.

