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How'd we get in this mess?

1st freeware Ant|Spyware programs

“TAware
Affiliate marketing is born, Adware companies 180 Solutions & ) ot
of the adult entertainment @ Direct Revenue (using many names) ; -:-bry”

- andling
Later abandoned due to _joi

' First adware programs appear on the scene,
fraud and abuse. Aureate/Radiate & Conducent TimeSink

( Conducent
Au r'eate Med ia

ion lawsuit,
alPlayer.

DoubleClick comes under heat for using
tracking cookies to monitor behavior— SRR J A |

investigated by the FTC & back off ware + Spyware + Cri
linking this to an offlj stall adware

G CoolWebSearch, one of the most ad tn idontity thoft \ é

nn“h R::i?;::c aggressive adware/spyware players i
appears on the scene )T) ley made
hstalled hployees

. Gator,

The Search Engine you RI om pop’ing
A les
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Who’s behind it all?
( N

g Mainstream Players

“ Working in th

ADVERTISING
’ﬁhgpﬂﬂ%@nmsalemﬁ@m

Your Select Cash Back Sourcel

directr e v e ny e ©Ploreanywhere

software

Playing by
their own The Search Engine you

ules 123 PC Spy
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Adware Company Profile

Major players founded in last 4-6 years
100-200 employees

$50-$200 million USD in revenues

Goals
— Get as many eyeballs as possible (wide installed base)
— Get a deep understanding of consumer behavior
— Drive purchases for clients / show as many ads as possible

Funded by mainstream venture capital firms
— Greylock, US Venture Partners, Spectrum Equity Investors

Boast the world’s top brands as their clients
— Examples: Expedia, Buy.com, Travelocity, Sprint, Cendant...
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Latest Symantec Top 10
____Rank | Programname

ShopAtHomeAgent
Istbar
CoolWebSearch
SearchAssistant
lefeats

Gain
BetterInternet
VirtuMonde
EliteBar

10 NdotNet

Source: Symantec Internet Security Threat Report, 9/05

1
2
3
4
5
6
/
3
9

Black Hat Japan 2005




Adware Business Model — In Theory

Advertisers

Distributors

Source: Center for Democracy & Technology
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Adware Business Model — In Practice

Product/Service Vendors

//r Website Owners
Large Adware Vendors \

Large Software Makers —> End Users :

Small Adware Vendors

\ Small Software Makers
Y /

Advertising Brokers




Adware Business Model — Example

Product/Service Vendors

J.P. Morgan Chase,
Disney,

MailWiper /Spy Deleter

Website Owners

Seismic Media | Kings of Chaos,
sports sites,

Large Adware Vendors
180salutions
\ End Users
Mindset Interactwe
Small Adwvare Vend
LoudMarketing,
Integrated Search Technalogles,
ClearSearch

OptinTrade 24/7 RealMedia

. Cydoor,
works with multiple ﬁdw y:mr

ad networks)

Advertising.com,

117 (180 5olutions

*Companies in bold are the current defendants in FTC v.Seismic, et al.




Seismic Media Emaill
Correspondence

From:

To: jared@optintrade.com

Date: Sat, Mar-6-2004 4:51 PM

Subject: I DID IT

| figured out a way to install an exe without any user interaction. This is the time to
make the $$$ while we can.

From:

To: jared@optintrade.com

Date: Fri, Nov-28-2003 12:37 PM
Subject: strategy

| do my sneaky shit with adv.com today through Sunday -- everyone’s off anyway....
You then send an email to your contact early Monday AM saying the advertiser was
unethical and

pulled a switch and you are no longer doing business with them... Then we stop
buying adv.com through you in any way.
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Spyware Company Profile

Small companies (<50 employees) & individuals

Less revenue & resources

— No official backing or affiliations in most cases
— Direct sales from their websites & distributors

Surveillance software / keyloggers

— Sold as parental/jealous spouse monitoring tool
Free tool + aggressive behavior monitoring
— Behavior tracking often hidden or poorly disclosed

Walking a fine line with malware (e.g., LoverSpy)
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Latest Symantec Top 10
____Rank | Programname

Webhancer
Apropos
Marketscore
CometCursor
elgive
Perfect
ISearch
Goidr
ISpynow

10 KeyTick

Source: Symantec Internet Security Threat Report, 9/05
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File Eemote Reports Tools Languages Help

Q Stealth Mode <3 Yahoo! Chat - Microsoft Internet Explorer

File  Edit Wiew Faworites Tools  Help

Mavigate | Log Type | Log Content &gp) View Ke : r ! -
§ viog H ﬁ: Back = I 2 ® r () search \f'r\‘ Favarites
o 11/03/2002 21:40:41  Kepstrokes [CTRLJALT] : <) D @ xb 7 pAS %
\ 1140342002 21:40:39  #Spudctions Autostart Monitaring 0 Archive Files ks [ AD @] 2Checkout ] 2C0 Sellers Area —Login (] Barchart €]

1140342002 21:40:39 =S pudctions Pratect XPCSpy a EHoO! ‘You are in 30%s:7 {for all the thify-somethings out
General 1140372002 21:40:38  Keystrokes images[EMTER][ENTER]ALT] mt

& Glear Capture - -
11/03/2002 21:40:38  XSpydctions Cloze XxPCSpy L= Logging t4chjng (lacalhost 27.0.0.1 into the chat system..
5 =

110342002 21:39:26 5 pudctions d rnail failed You are in 30's:7 (for all the thity-somethings autthere)

LS 117 : £ i \/y Gaplure Folder toung_es\asherEUUU joined the roorm. . .
e epsteinb123 : f anyone else wants to see, her name is heather 19pink

- 11/03/2002 21:37.58 KE-"'St[DkES thomasforrest5002 : Mo, just raised the possibility

Logs View 11/03/2002 21:37:51 Keystrokes mmddyy_hhmmss user cocB24 |eftthe room,

11/03/2002 g e 0 ' e — mommmoooooooooo | that hurt

1140342002 123 XPCSpy 1.35 (unregistered) o ] 4| || b wedchimchim : implying is same as raised thomas

; . halos_kiss : 10|
g 11/03/2002 A wvanced cathys0217 leftthe room,
11/03/2002 B B d_spisg@sbeglobal netjoined the room

11/03/2002 s Seiling carebeard12345 is back
11,/03/2002 wiolyas leftthe room

11/03/2002 z [~ Enable password Password setting Fazsward I thomasforrest5002 : one is saying, the ather is identifying a possibility
mommmoooooooooo | im ok as long as i take the meds
' 11/03/2002 peterpandamania joined the room
ﬂ.——f nggjggg% General [~ Start Moritaring Opior | | thomasforrest5002 : & subtle difierence
. P . blueeyedchimchim : battery cables on body parts woid it
Advanced ¥ Enable scheduling. % Autostart Maonitaring with rn. SarE R R A TR Ao ar,

| Refrest "
L_I' r v Autoztart XPCSpy when 05 start, £ Start Moritaing by S cheduling time. neter_peat2001 . peler
_— blueeyedchimchim : § dont agree thomas
@ Logs View Start monitoring at: IDEI; 00:00 ﬁ Stop monitoring at: |23;59;59 ﬁ
—5Send Logs Repaort Wia Erail

g ¥ Enable sending logs repart via email £ Send Test Report
Settings v Send Keystorkes Log & Send Htm| Repart

[v Send'website Log Send Mail Ta: Itest@share-ware.us{
s v Send Application Lag Mail Subject:  [<XPCSpy Mai Report

Aidvanced [v Send XPCSpy Log Send Mail Evers |10 ﬂ riiriube(s).

Settings

Hide the user list

Start I
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What Symantec Sees...

... When performing weekly AntiSpyware testing
Based on sampling of URLs & bundled software (e.g. P2P)
Mostly adware from vendors “working in the shadows”
Spyware: mostly keyloggers & some aggressive trackers

Trojans are not uncommon

Downloader, 2% Hacktool, 2%

Spyware, 13%

Adware, 74%
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*What adware/spyware cos. complain about
m ° “You're killing my business!”
= — The emotional appeal
“Adware is bad, we’re not adware”
— We’'re really ad-supported software
“You're breaking our EULA with our customers”
— Our EULA provisions prohibit partial or complete removal by AntiSpyware
“Everyone thinks we’re a virus because of you.”
— There’s nothing you can do other than stop detecting us
“You’re detecting our ad-free, paid version too”
— There’s dolphins in your tuna net
“What about my Acme corp., my competitor?”
— You’re just picking on me
“What about Google & Yahoo?”
— You're really just picking on the little guys
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When Adware Goes Legal

Recent years have featured a large number of lawsuits among
the major adware players (2 examples below)

W I'I f f Unfair Biz, Trade Lab m
- ashingtonpos CL ARI A

PC Pitstop

Copyright Infringem

Bureau

T WALL STREET JOURNAL. - .@ nteractive
. Trade Libel Advertising

AZTEC
WMARKETING

*° abcseamh
*" Building e-Business

i
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Call in the Feds

Lawmakers across the globe are beginning to step in &
m regulate as consumer complaints increase

Brazil United States
No specific legislation on spyware * 2 states have laws already in Netherlands

but a major bill covering place (28 total in progress) Bill discussed to combat the
cybercrime and internet * 5 federal bills are at various use of dialers and spyware.
applications is being debated in tages of completion <
the upper chamber of congress \
after passing the lower
Korea
This August, the Ministry of Information and Communication
defines spyware and sets penalties for those who create or
spread spyware up to 5 years in prison or fines of up to W50
million (about US$50,000).

‘ Australia
Bill introduced in May of 2005 to
fine companies $10,000 AUD for
spreading spyware.
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Spyware Taxonomy

K Spyware/snoopware/keyloggers
* « Adware
=« Backdoors

« * Dialers
= « Hjjackers
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Case Study - HotBar

O W,
o L It

Hotbhar.com
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HotBar

" Fancy toolbars for IE and Outlook.

o Skins, smileys, weather, games and
= other gimmicks.

"« Hijacks Browser searches, URLs and
displays advertisements.

“ « Ads are pop-unders, browser frames,
DHTML overlays, tool buttons, etc.
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HotBar

K Genuinely claims to be ad-supported
= software.

=» Slight level of “social engineering” when
* It comes to installation.
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hotbar.com site

3 Hotbar.com - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools  Help

OBack - \_) - @ @ ¥:j‘“;__j Search ‘fi‘g‘Favu:urites &3' [‘?{v .,:;,, .'3

Address I@ http:,f,fhutbar.c0m,l'instaIIation,l'Bruwsing,l'instaII.aspx?DeFauIt5kjn=&AcIcIiti0na|Xips=&La\,.n'0utIE=&Lay0ut0L=&Lav0utOI=&Nextﬂ Go

*‘““Qb{* Add emoticons and Images to your Emails.

Heotbar.com

always thers far you

Join the Hotbar community of millions of users and enjoy:

« Colodul Ermails

« Beautiful dezktop wallpapers =
* Enhanced Browser functionality with fazt search tool ‘ CIICk Here ‘ .
< AR | _>|_I

& DT (e meenet
ﬂfStartl &[5 B B Command Prompt ||@ Hotbar.com - Microso... <« [l 3:54 M
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Instructions on how to “install”

Hothar.com - Microsoft Internekt Explorer

File Edit ‘iew Favorites Tools  Help

OBack - \_) - @ @ Lh ‘ /__j Search ‘fi‘g‘Favu:urites &3' [‘?{v .,:;,, .'3

Address I@ http:,f,fhutbar.c0m,l'instaIIation,l'Bruwsing,l'instaII.aspx?DeFauIt5kjn=&AcIcIiti0na|Xips=&La\,.n'0utIE=&Lay0ut0L=&Lav0utOI=&Nextﬂ Go

L L e
Heotbar.com

alwaoys there for you

File Download - Security Warning
In a few seconds,

a window will appe:

Click "Run"

on the er‘ldDW to Mame: hbkools.exe
start using Hotbar,
Type: Application, 1.53 MB

From: installs, hotbar.com

Do you want to run or zave thiz file?

< Py “Wihile filez from the Intermet can be useful, thiz file twpe can
Do pou want b e @ potentially harm pour computer. [F pou do not tugt the zource, do not

run o save this software. What's the rigk?

16348
b oot

Run (=

T bypes: oo e s bims i cooonpiter, 1 Beos il indoimristaom abore:
looks suspscices, o you do nok hully sl the souce. do net nn o
serve thiz sofivears. How con | decrde what softvars to nn?

[
|&) Done I_ I_ I_ I_ I_ |4 Internst
lﬁStartl &[5} B @ Hotbar.com - Microsoft I... ||§ File Download <« [l 3:56 AM
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% Hotbar.com - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

QBack - Q - \ﬂ @ Lh ‘ /:__j Search ‘fi‘g‘Favu:urites €3| [_:v ; '3

Address I@ http:,f,fhutbar.c0m,l'instaIIation,l'Bruwsing,l'instaII.aspx?DeFauIt5kjn=&AcIcIiti0na|Xips=&La\,.n'0utIE=&Lay0ut0L=&Lav0utOI=&Nextﬂ Go

A B B B TX ST ¥
on the window to
start using Hotbar,

Internet Explorer - Security Y¥arning

Do you want ko run this software?

Mame: Hotbar.com, a Microsoft Certified Partner, and do ...
Publisher: HOTBAR.COM Inc.
Do pou want tr Maore options Jh_l wl

|.|'M-N-

‘While files From the Inkernet can be useful, this file bype can potentially harm

your computer, Cnly run software From publishers you trust, What's the risk?

Run
e

Tha bypst oo e c busimn o compiubed, I Bres e informaton abonve
Ioaks suspecious, of o 3o nok halle Bust the fosce. 3o nell min o
serve thin noftware. How con | decde what software bo nan?

About Hotbar + Media Center *+ Advertise with Us + Report Copyright Infringernent + Contack + Privacy Policy * Terrns of Use + Help
Copyright @ 1999-2005 Hetbar.corn , Inc All Rights Reserved - Patent Mo, US £,754,900

and additional patents pending. Hotbar® and Hotbar corn® are Feg. LS, Pat & TM Off,

|&) Done I_ I_ I_ I_ I_ |4 Internst

Itj'Startl &[5 B B Command Prompt - ... | B3 Command Prompt | & Hotbar.com - Micros. .. ||§ Internet Explorer ... |« B +:06 am
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Disclosure of Intention

Hothar.com - Microsoft Internekt Explorer

File Edit ‘iew Favorites Tools  Help

QBack - Q - \ﬂ @ Lh ‘ /:__j Search ‘fi‘g‘Favu:urites €3| [_:v ; '3

Address I@ hitp:jfhotbar. com Al )]

S Welcome to Hotbar Installation %’) (@
= et

1o will soon be able ko enjoy:

- Colorful Emails- add cute emoticons and other goodies to vour emails,
- Enhanced Browser- Fast search tool and related links,
- W'eather Tool- stay updated with vour local weather,

- WO papers- decorate your deskkop with thousands of wallpapers,

Please be assured that this software is nok a spyware application, and is 100%
committed ko vour privacy, Each of these Features may be uninstalled separately at
D e ary time, These free services are ad-supporked unless vou choose our paid version,

1
Fx :}A W Enable Hotbar kenewword zearch in Internet Explorer address bar and change my

zearch assistant in Internet Explorer ta Resuttshaster.
Rt Pleaze choose from the following:

M {* Free ad-supported version

This tygss of Ble ca  Paid version
Mook suspecius, €
e Hrin pofivasne.

Do pow want br

¥ Install ShopperReports - the FREE price comparizon tool thet brings you the hest
dealz onthe net. | have read and agreed to the ShopperReports Terms of Use.

About Hotbar + Me k * Terrms of Use

Copyright @ 1999-2005 Hetbar.corn , Inc All Rights Reserved - Patent Mo, US £,754,900
and additional patents pending. Hotbar® and Hotbar corn® are Feg. LS, Pat & TM Off,

|&) Done I_ I_ I_ I_ I_ |4 Internst
Itj'Startl &[5 B B Command Prompt - ... | B3 Command Prompt | & Hotbar.com - Micros. .. || #= Hotbar.com |« B +:06 am
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Hotbar installed

; Emoticons,ecards,skins,wallpapers,games # FREE download - Microsoft Internet Explorer - |5’ |i|

File Edit ‘jew Favorites Tools  Help | ;',’
\_/.l Back - \‘_) - \ﬂ \ELI ;\J ‘ /-__-\J Search ‘{:{ Favotikes 63 | 4] ~ ““_f % _EEE ':‘j
Address I:E:] hktp: ffhotbar, com/ j G0 | Links **

= | v"Search... @ Hnﬂiarlfﬁl
L : r
() &

Heotbar.com TELL A FRIEND

E Home 1 Email Goodies lBruwser Guudiesl Browser Skins l Products l Webmasters l Help J

20,000+ emoticonz, ecards, wallpapers, animations & more FREE stuffl Pluz Hotbar's advanced 'weather Forecast [netrurment for pour deskbopl
HOTBAR FEATURES INCLUDE:

Email Goodies - Emoticons & mare! H D T B A R E A M E S

Browser Skins - Sutf with styfa 100's of Puzzle, Action and Sport g;-n:nes are waiting for you.
What are Y OU waiting for?

ShopperReports - Compare & Save §55
WOWpapers - Desktap Wallpapers

Weather Forecast - Weather an your desktop

Smart Buttons - Portable search engine

Hotbhar Premium - Better surfing experience

@ STOP SPYWARE Learn more...

% A MORE THAN WORDS BROWSER SKINS Desktop Wallpapers _I
= = S =

|EI I_ I_ I_ I_ I_ |ﬂ Interpgl_'

wl & @ B B Command Prampt - ... | B Command Prompt | @ Hotbar.com - Micro.. “@ Ernoticons,ecard... ‘ E@ 4109 AM
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Hotbar Browser Helper Objects

Add-onz are programs that extend the capabilities of your Web browzer. Some add-ons can interfere
with the operation of pour browser. W'ou can dizable, enable, or update add-one. Digabling an add-on
might presvvent zome ‘Web pages from working.

=il = | | . P

Shiow: z that have been uzed by Internet Explore

I Mlars I Puhlicher I Skatus I Tone l File

&] HbkMain {Maok werified) Hatbar.com ... Enabled Ackiver Conkral HbtHastIE
&] Hatbar {Maok verified) Hatbar.com ... Enabled Toolbar HbtHastIE
Mot werified) Hotbar,com ... Browser Helper hieck

é] Shockwave Flash Object  Macromedia, Inc. Ackiver Conkrol

Eﬁ] ShopperReports - Com,.. Browser Extension

ﬁa ShopperReporks - Com, .. Browser Extension

@ ShprRprks {Mak verified) ShopperRep. .. Browser Helper Object Sherprt.c]
@ Windows Messenger Browser Extension

b3

al

Select an add-on from the list above to perform the following actions:

— Settings Update
To digable an add-on, click it and

then click Dizable. To update an ! Enabilz Click here to update thiz Update &ctives |
Activel contral, click it and then ™ Dizable add-on —
click Update Actives. -

Leam more about add-ons.
& —

=15 x|
| Lo

3

version=4%ze7%:v| [EJ Go | Links

=) | v!lmnbile @ Hotbar[ 5]

Uto auction bargains are found here
Eearch by zip to locate bargains in

]

I@ I_ |4 Internst

Fi 3 Startl &[5 B B Command Prompt - ... | B Command Prompt | & ] Hotbar .com - Micro... “@ ResultsMaster.co... ‘ « 5B 4:17 am
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== ]
L

a ford - Google Search - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools  Help

@Back - e - \ﬂ @ Lh ‘ /:__j Search ‘fi‘g‘Favu:urites €3| [_:' ; % JIE '3
Address I@ http: f e . google. co.infsearchihl=en&g=FordibtniE=>Searchimeta= j [ETa] ‘ Links *

Aubn Insurante]@ﬁ.ﬁ.uh Finance] Car Accessories 9 !E.ﬁ.ubn Leasing 9 *Elassiﬁeds More:

>
{Car Subplier Discount Programs \ -
" - more » =
. = "If you are emploved by an eligible —

e Ford,/Lincoln/Mercury supplier, you Sagrch | Advanced Search

== may quality to receive the _ Prefersnces

= Ford/Lincoln/Mercury Supplier India

Discount."
sults 1 - 10 of about 120,000,000 for ford [definition]. (0.05 seconds) |

iww.suppﬁerpmgrams*.com search”

Ford Motor Company
A leading consumer company for automotive products and services passionately
committed to providing personal moability for people around the woarld.

weeewy ford. com - Tk - Cached - Similar pages

Ford Motor Company Home Page
The carporate website for Ferd Mator Company and its vehicle (car and truck) and
service brands, featuring investar, career, news and media information.

wennwr, ford. cormdensdefault. htm - 28k - 29 Sep 2005 - Cached - Similar pages

Ford Vehicles: Ford Vehicles Official Site: leam about Ford cars ...

LItical site tnr Fard s cars and munneans triicks and =1L s Incliides in-rianth

Z2: StateAuctions.org - Cheap Cars and SU¥s - Auto auction bargains are found here
and only here, at theNofficial state auctions website - search by zip to locate bargains in

your areal
bigdealsd .procashz . hop . clickbank.net (Soonsored Lind)

| Done I_ I_ I_ I_ I_ |ﬂ Internet

Fi 3 Startl &[5 B B Command Prompt - ... | B Command Prompt | & ] Hotbar .com - Micro... “@ ford - Google Sea... ‘ « 5B 4:12 aM
Black Hat Japan 2005
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Pop-under advertisements

T Net Offers k

Search Results: mobile

e

e o

Search | Abways get what you

Top 15 sponsored results

- R T A ST e

ﬂ. Dreamuimenaby . @@ Dream Time Baby
il D | amps, Rocking Chairs, Bath to Go, Scented Drawer Liner, and much more,

wowwy, drearntimebaby  com

Dream Time Baby {E}
Lamps, Rocking Chairs, Bath to Go, Scented Drawer Liner, and much more,
C.enhance, comm

Info.com - Find Info on Mobhile

Info.com gives you the best of the web, providing you with the best results from the biggest
search engines, Click here now to find results for Mobile

weh,info,.com

The ad 15 provided by Hothar and not by the site visited. I_ﬁ

I}EStartl & [E B B Command Pru...l B Command F‘ro...l & Hotbar.com - | & ResultsMaste.... “E Wet Offers
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Searching within hotbar

3 ResultsMaster.com - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back - e - @ @ M:j ‘ pﬁearch “i}g‘Favurites @ [‘?{v .,:J;,, % LDE .'3

Address I@ http:,f,fresultsmaster.cDm,l'SmartOFFers,l'SmartOFFers.aspx?HBHintS'l.-'C=resuItsmaster&5G=&COUNTR'1"=IN&\-‘ersi0n=4%23?°fo:j Go ‘ Links **

@ Search Enginel !an Searthl @Sweepstakesl QISPI l:%:'l:ihatl QWEIJ Sibel =] | v"mu:uhile @ HnH:arIf@l
F

RESULTS
MASTER | =

ponsored results for mobile:
om0 & Dream Time Baby
ﬁ Sl e e i Lamips, Rocking Chairs, Bath to Go, Scented Drawser Liner, and
. much more.
ey dreamtimehaty com

Drearn Tirme Baby {E}

Lamps, Rocking Chairs, Bath to Go, Scented Drawer Liner, and
i much maore.

c.enhance.corm

E S The Ford Tour Z2: StateAuctions.org - Cheap Cars and SU¥s - Auto auction bargains are found here
and only here, at the official state auctions website - search by zip to locate bargains in
your areal

Wehsite: 1 2 3 456 7 bigdealsd.procashz. hop.clickbank.net (Soonsored Lind ]

|&) Done I_ I_ I_ I@ I_ |4 Internst
mStartl &[5 B B Command Prompt - ... | B Command Prompt | & ] Hotbar .com - Micro... “@ ResultsMaster.co... ‘ « 5B 4:15 am
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Hijacking the “404 not found” page

#j search Results - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools  Help

@Back - \_) - @ @ Lh ‘ /__j Search ‘fi‘g‘Favu:urites &3' [‘?{v .,:;ﬁ,, % JIE .'3

Address |@ http:jipage-not-Found. netf SmartOffers)SmarkOffers, aspx PHBHINT SV C=addresshar&SG=aC OUNTRY=INGVYER SION=4%:27* j a0 ‘Links =

*Classiﬁedsl Etpenple Sear\chl !an Seaﬂ:hl @Sweepstakesl l:%:'I?hatl ﬁndsl =] | v"Search... @ HnH:arIf@l

Search cannot be found - saumil.net.
Please try typing 3 search gquery in the search boy helow:

Brought to you by Hotbar

Search |

Perhaps you may find the links below helpful:

# Block Pop-up ads
# Stop Email Spam
» Keepvour PC private

Please try one of the followings:
#® Check vour keswords spelling
® Tredifferent keywordz

® Trymore general keywords

About Hotbar - Advertize with Us - Contact - Terms of Use
Copyright @ 1999-2005 Hotbar.com Inc. All Rights Resenced. Hotbar® is patent pending.

[
|&) Done I_ I_ I_ I_ I_ |4 Internst
I}EStartl & @ - | Q Reqistry Editar | B8 Command Prompt “@ Search Results - Micr... ‘ « ]Es@ 4:30 &M
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" Case Study - A Better Internet

better ¥nternet
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A Better Internet

“Turbo” Adware - doesn’t stop at
anything.

Gathers a lot of private data and
information.

Multiple installation vectors.
Employs stealth techniques.
Hooks into multiple places.
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A Better Internet

Does not disclose its intentions.
Heavy use of “social engineering”.

Extremely hard to remove - keeps
resurrecting.

Random process names and registry
entries.

Malicious In nature.
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A Better Internet - the website

The Best Offers Network - Microsoft Internet Explorer

File Edit ‘iew Favorikes hols  Help

@Back - O - @ @ :_;j ‘ pﬁearch “i}g‘Favurites @| [‘?{' ; '3

Address I@ hkkp: f s, bestoffersnetworks, comysoftware j Go | Links ®

'—j N If' R -l
w _‘ ‘ free software

horne *> consurners > free software

® NO SPYWARE Best Offers' free software offerings are enjoyed by millions of Internet users all over the
warld, The Best Offers collection of ariginal products that can be downloaded and enjoyed

We favor industry for free includes Luke the Screen Washer, the coolest screensaver on the Web, Each
regulation & fully support product is easy-to-use and install, Qur detailed instructions and live tech support help you

the Federal Spy Act. every step of the way. Your privacy is guaranteed.
-
: Luke

® Eliminate Spam! ‘P‘, the Screen Washer

Our free downloads include:

Tired of spam-filled mailboxes? The coolest screensaver on the
Download Eliminate Spam!-- web! Luke will clean your

a free anti-spam software--and screen and keep vou company!
get a clean mailbox today! Tell me more!

Tell me more!

smilesCJsounce D THEFT RADAR

Smiley Source 15 an application fccording to FTC, aver 10
that allows you to add fun million Armericans fall victim to
"crailev" innns to vanr ermail. I Theft annoallv, Wictims LI

|Q btk i feaan, bestoffersmetwarks, com/privacy. php I_ I_ I_ I_ I_ |ﬂ Internet
m5tart| e I@ The Best Offers Netw... <« @l &:05am
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Download free software - Screensaver

%} The Best Offers Network - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back - \_) - @ @ ¥:j‘“;__j Search ‘fi‘g‘Favu:urites &3' [‘?{v .,:;,, .'3

Address I@ http:ffbestoffersnetworks . camfsoftwarelukef j [ETa]

bestoffers

e e C@ @QPNETWORK - = CONsSUMers  m partners
File Download - Security Warning -

Do you want to run or gave this file?
. support Marme: BO_LUK1000, exe
- eula Type: Application, 179 KB
- privacy policy From: st beskoffersnetworks. com

free software
Bun Save

() NO SPYWARE ownload Now!

We favor industry P While files from the Internet can be useful, this file type can
WO ML 4 o i
regulation & fully support @ potentially harm your computer. If you do nat tust the source, donat ey Requirements:

the Federal Spy Act.

TUN O 33YE [&3 software. What's the risk? ows P, NT, 2000 or 93

How to install Luke the
Luke the Screensaver will clean your computer screen Screen Washer:
- and keep vou company. Luke is one of the coolest Click the "download" button
screensavers on the web today and will provide you above to download the
with a clean computer screen at all times. installation package. You will be
asled whether you wish to Save
Yhy is Luke the Screen Washer Free? the file locally or to Run the file,

Luke the Screen Washer is provided to yvou free of If pou choose fo Save the fits:
charge because it is supported by advertising fru:_rn 1. vour computer will now ask ;I

|&) Done I_ I_ I_ I_ I_ |4 Internst
IﬁStartl &[5 B € The Best Offers Metwork. .. ||§ File Download <« [l 443 aM
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“Free software” installing itself

The Best Offers Network - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

€ Back - €) - x | Pj Search e Favarites p :;27 :‘L =
s a W @ [--- e

Address I@ http:ffbestoffersnetworks . camfsoftwarelukef j [ETa]

bestoffers

e 0 O @ EPNETWORK "—‘-.'_Tif--ﬁr'i b CONSINTIENS m partners
Internet Explorer - Security Yarning ﬂ

Do you want to run this software?

= Mame: Luke Installation
- SUpp
ey Publisher: the best offers network, lic.

- privacy policy
il Mare options

free software

@ ‘ehile Files From the Internet can be useful, this file bype can potentially harm
waur camputer, Only run safbware From publishers wou trost, What's Ehe risk?

() NO SPYWARE

; . el LURT
We favor industry s i
regulation & fully support " the Screen Washer System Requirements:
the Federal Spy Act, windows ®P, NT, 2000 or 98
Free Screensaver that cleans your screen

ad Now!

How to install Luke the
Luke the Screensaver will clean your computer screen Screen Washer:
- and keep vou company. Luke is one of the coolest Click the "download" button
screensavers on the web today and will provide you above to download the
with a clean computer screen at all times. installation package. You will be
asled whether you wish to Save
Yhy is Luke the Screen Washer Free? the file locally or to Run the file,

Luke the Screen Washer is provided to yvou free of If pou choose fo Save the fits:
charge because it is supported by adwvertising from 1. vour computer will now ask

=l

|&) Done I_ I_ I_ I_ I_ |4 Internst

lﬁStartl &[5 B € The Best Offers Metwork. .. ||§ Internet Explorer - Se... <« [l +:53aM
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a saumil - Google Search - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools  Help

@Back - \_) - @ @ Lh ‘ /__j Search ‘fi‘g‘Favu:urites €}| [‘?{v .,:;,, .'3

Address I@ http: f e google. co.infsearch?hl=enfg=saumilmeta=

Web Images Groups MNews more »

E Advanced Search
Google ISEILII‘TI” Search |Preferences

Search: ™ the web © pages from India

Web Fesults 1- 10 of about 33,100 for saumil. {0.07 seconds)

Melodyjunction's Hindi Music Site
Hindi music artists frorm around the world making music in their home studios.

woani, rnelodyjunction. comd - 12k - Cached - Similar pacges

Saumil U. Shah's home page
Family, friends, scenic photographs, publications, interests and poems.
net-square. camfsaumil! - 14k - Cached - Similar pages

Saumil Merchant
Saumil Merchant. Graduate Student Department of Electrical and Computer Engineering
University of Tennessee Knoxvlle, TH 37996 ...

webh. utk eduf~smerchan/ - 3k - Cached - Similar pages

HINS - Interview with Saumil Shah, Security Eesearcher

Help Met Secunty is a daily updated security related site. We offer information
on the latest advisaries, viruses, press releases, papers, etc.

woani. net-security. orgfarticle php?id=203 - 31k - Cached - Similar pages

Cr. Saumil M. Merchant, Bio Page
I}Eﬁtartl & [ B B Command Prompt - ngre... ||@saumil—ﬁougle Searc...
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Contextual pop-up ads displayed

# The Best Offers

) v
,ﬂﬂfﬂﬂ Meet your Special Someone

Home | Join Now! Member Login | Browse | Chat | Affiliates Magazine | Blogs | Help

2o || Join today and Login

=y o . Z¢inn lin How
FREE | “(“Sign Up Now )

iembershin ' '

MEmBbET; ""”j-"} * 315 Members online now!

» 2480 Hew Photos this week!

B 568,626 Total Members!

. A2 g (“Member Login ) ]

Raghy’s mail was

T F i L Search Our Members an dnexpected
Welcome to IndianFriendFine/ searchouremners ———— | ERIS

where singles come for dating,

lama g tenas Mopda
romance, love and marriagel 4

kdan - marning at wiork.
Two mmonths have
Looking for a gone by since and
Iﬁ we want to take aur
WWoman ¥ gmali ¥amance to
the next jevel

Age Range Thanks to indian
|18 and |99 FriendFinder, | haw

found someone to |
EN TR I T YN Y
| B

HINS - Interview with Saumil Shah, Security Eesearcher
Help Met Secunty is a daily updated security related site. We offer information
on the latest advisaries, viruses, press releases, papers, etc.

woani. net-security. orgfarticle php?id=203 - 31k - Cached - Similar pages

Cr. Saumil M. Merchant, Bio Page ~|
&l T T [ e mtemet
E[;'Startl & @ Bl B Command Frompt - ngre... | @ saumil - Google Search - ... “Q The Best Offers I} €« @ Ai11 &M
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“Dial-home” Signals

T 192.168.7.191:1121 -> 64.95.228.143:80 [A]

GET /a/Drk.syn?adcontext=http://www.google.co.in/&contextpeak=0&contex
tcount=0&countrycodein=IN&lastAdTime=0&lastAdCode=06&cookiel=1f1shdt%3D
1128213526%261st1logdt%s3D20051001%260%3D%26cntps3D%26&cookie2=fstcidt%3
D1128213526391%260%3D%26&cookie3=06&cookied=0&InstID={9FB27148-34BE-4B1
3-8006-A72A10646DER4}&DistID=1000|68|0]0|BANNERO2Z.EXE&status=1&smode=9&
event=0&bho=aurora.exe&NumWindows=3&PartnerId=0&BundleId=0&HN=xpletive
&VSN=84ABFDC6&PI=55274-640-7712297-23104&MA=005056070191&WindowTitle=¢&
TM=00 HTTP/1.1..User-Agent: {9FB27148-34BE-4B13-8066-A72A1646DEB4}|0.2
1.5.112..Host: btg.btgrab.com..Cookie: did=pub; uid={106AEC3AFDE-E74E-
E2C6-C7D6-5C67B614BF09}; dmg=%13%7E x%082%08k%22%7Bzswv324%57Cvs22%7Bzs
Wv3s24evo$22. . 32F%2F%$2F%2F%24%77C5TB%22..-%27%5D%3FN$3BK+ ; hst=1-112821
3491-0:0:0:nac; url=ROUTINE CHECKIN; ctr=1; acl=1l; dly=0; fme=0; dmg=%
13%7E x%5082%08k%$22%7Bzswv3245T7Cv%2257TBzswvs24evos22. .52F%2F%
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“Dial-home” Signals

current URL Aurora instance ID

Country code

T 192.168.7N\ Q91:1121 -> 64.95.228.143:80 [A]

m GET /a/Drk.syn?adcontext=http://www.google.co.in/&cont
tcount=0&countrycodein=IN&lastAdTime=0&lastAdCode=0& kiel=1f1shdt%3D
1128213526%261st1logdt%s3D20051001%260%3D%26cntps3D%2g&cookie2=fstcidt%3
D1128213526391%260%3D%26&cookie3=0&cookied=0&InstID={9FB27148-34BE-4B1
3-8066-A72A1646DEB4}&DistID=1000|68|0|0|BANNERO2.EXE&status=1&smode=9&
event=0&bho=aurora.exe&NumWindows=3&PartnerId=0&BundleId=0&HN=xpletive

; uid={106AEC3AFDE-E

$22%TBzswv$24%TCvs229

CB2FS2FS2FS2F%24%5T7CSTB%S 24\ . $3FN$3BK+ ; hst=1-11]
c; url=ROUTINE CHECKIN; ; ; dly=0; fme=0; ¢
8k%22%7TBzswvs24%T7CY\%22%7 .. $2F%2F%

BHO name Computer name

Dial-home host Activity performed _ Computer S/N
Aurora webclient
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Advertisement Polling

T 192.168.7.191:1123 -> 64.124.153.143:80 [AP]

m GET /imp/servlet/ImpServe?urlContext=http%$3A%2F%2Fwww.google.co.in%$2F&
domainContext=co.in&distID=1000%7C68%7C0%7C0O0%$7CBANNERO2 . .EXE&country=IN
&transponderID={9FB27148-34BE-4B13-8066-A72A1646DEB4}&build=0.21.5.112

= &s=136310&c=70912&ca=14486&s0=136310 HTTP/1.1..Accept: */*..Accept-Lan
guage: en-us..Accept-Encoding: gzip, deflate..User-Agent: Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1; SV1)..Host: xadsj.offeroptimize
r.com..Connection: Keep-Alive..Cookie: did=pub; uid={106AEC3AFDE-E74E-
E2C6-C7D6-5C67B614BF09}; dmg=%13%7E x%082%08k%22%7Bzswv324%57Cvs22%7Bzs
Wv3s24evo$22. . 32F%2F%$2F%2F%24%77C5TB%22..-%27%5D%3FN$3BK+ ; hst=1-112821
3491-0:0:0:nac; url=http%3A%2F%2Fwww.google.co.in%2F; ctr=2; acl=1l; dl
y=1-1128213610-14486:259200-70912:259200; fme=1....
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Advertisement Pollin

e LS Aurora instance ID

Ad engine

country code
T 192.168.7\191:1123 -> 64.124.153.143:80 [AP]

m GET /imp/servlet/ImpServe?urlContext=http$3A%2F%2F .google.co.in%?2
omainContext=co.in&distID=1000%7C68%7C0%7C0O0%7CBANYARO2 .EXE&country=IN
transponderID={9FB27148-34BE-4B13-8066-A72A1646DEB4}s¢build=0.21.5.112
s=136310&c=70912&ca=14486&s0=136310 HTTP/1.1..Accept: */*..Accept-Lan
en-us..Accept-Encoding: gzip, deflate..User-Agent: Mozilla/4.0
compatible; MSIE 6.0; Windows ,NT 5.1; SV1)..Host: xadsj.offeroptimize
.com. .Connection: Keep-Alive. .Kookie: did=pub; uid={106AEC3AFDE-El4E-
C6-C7D6-5C67B614BF09}; dmg=%1)\\7E x%082%08k%22%7Bzswv%24%57Cv%22%|\Bzs
$24ev0%22. . .%52F%2F%2F%2F%24%7C%\ \$22..-%27%5D%3FN$3BK+ ; hst=1-11]821
91-0:0:0:nac; url=http%3A%2F%2 .google.co.in%2F; ctr=2; acl=1}\dl
1-1128213610-14486:259200-70912 200; fme=1l....

’a‘)main context Request made through IE Ad server
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Transmission of System data

T 192.168.7.191:1129 -> 64.192.114.141:80 [AP]

m POST /bi/servlet/ThinstallPre HTTP/1.1..Accept: */*..User-Agent: POKE |
thnalllz.exel|2, 0, 3, 2|{88D61A6A-BDE5-4D95-B6F1-B9045DC6B0O3F} | 84ABFDC
6|155274-640-7712297-23104100505607019110|0,0|0]1 ..Host: thinstall.abe

= tterinternet.com. .Content-Length: 164..Cache-Control: no-cache....Poke
Number=1..Computer Name=xpletive..ThinsId={88D61A6A-BDE5-4D95-B6F1-B9
045DC6BO3F}..Disk Space=Total:2043 Mbytes, Free:802 Mbytes..XML Versio
n=XML Version 3.0...
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Aurora.exe’s registry entries

File Edit “iew Favorites Help
= My Compuker M | Type | Data
-] HKEY_CLASSES_ROOT (ab]{Default) REG_SZ fvalue not set)
=11 HKEY_CURRENT_UISER [ab]aUsNSaTtonSCode REG_SZ I
(] AppEvents ab] ALBEDSam REG_S7 St %o, — " E—7 O el 3T 050
(1 Console ab]ALIC103d520FSFi,.. REG_SZ 1
o1 contral Panel BElauCanstEyl REG_DWORD 000000000 (0)
]g IE;::t?t'i"E“;E”t Auc3n5trMsgSDisp REG_DWORD 0%00000030 (48)
-6 Keyboard Layout AUCBUSrrentSMDde REG_DWORD 0x00000001 {1} N )
ab] AUD3s5t55ERd REG_5Z s—AAIOZI0F O™ A0 0 —h 57 3% 0%

Metwark, -
[ﬂ--g Printers ab] ALE 3SRt REG_S7 0

] Sessioninformation ab] #1345 OFSDist REG_SZ 1000]63(0]0|BANMNERDZ . EXE
=] Software [ab] AUr3dsOfsInst REG_SZ {9FB27145-34BE-4B13-3066-A724 1 6450EB4H
£3 ab]ALI3gSnares REG_SZ ™ A0 A O0—AOO—tO00F— 504,
&3 Classes BY)AULEnSProgStab  REG_DWORD 000000000 (0)
w1 Cygrus Solutions B¥]AUI3nSProgSEx  REG_DWORD 0x00000000 (0)
w1 Intel B¥]aUranSProgSlstast  REG_DWORD 0x00000000 (0)
-] Microsoft B¥]aULsasstssChekin  REG_DWORD 0x000001d2 {466)
-] Metscape Y] AUL3STitle REG_DWORD 0x0000003¢ [60)
-] Policies BY)AUM305deSSync  REG_DWORD 000000009 {9) %
-] Sysinkernals ab] AUP3DSam REG_SZ he,— "€t OO
{1 UNICODE Program Groups ab] AlIs3tSicky15 REG_SZ IFlshdt=5301 12821 3526% 26capdatedy?6301001%26¢ ...
1 volatile Environment aB)AUs3tSicky 25 REG_SZ 0%3D%26Fsteidk s 301 126213526391 %26
L S'%E:”'Fg?:ﬁ SMLE'E;SEG” Stak P.LIsStSick';.-'SS REG_SZ 1-1128213610-14486: 259200-70912: 259200
G HKEY USRS P.LIsStSick‘;HS REG_SZ 1
(2 HKEY CURRENT_CONFIG P.LITShSrshSBath REG_DWORD 0x00002710 {10000}
- - B¥)AUTShSrshSChe,., REG_DWORD 0x0000002d (45)
BE]AUT3hSrshSMats  REG_DWORD 0x00000064 (1009
B8] AUT3hSrshSysSINF  REG_DWORD 000000740 (2000)
b] AT SEMPEORSF,,,  REG_SZ 1128213610(0]0j0|ojojo|oja|

1 | B

|M';.n' ComputeriHKEY _CURRENT _LISERYSoftware)aurora

It;;'Startl & @ Bl B Command Frompt - ngre... ||@’ Registry Editor
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File Edit Farmat Wiew Help
Z2BEE0G694FSEEA0SENSDLIEZECSDO. . .

192,168, 7.191:1136 -> A4.74.242.143:80 [Aa]

GET fafDrk.syn?adcnntext=httﬁ:fﬁﬁe.search.msn.cum}migrate.asp?SERVER%E
Dhttp://search.msn. com¥26sr ch®3D3%2 6FORMEIDASMIGEZ k30T ordé&contextpea
k=0&contextcount=0&countrycodein=IN&T asTAdTIime=1128213610| 0| 00| O] O] O
0|0 &lastadCode=1&cookiel=T1fT1shdt®¥301128213526%26capdat edy®301001%26ca
pdatex3Dp0l20%267st]ogdt®3020051001%26Capont dy®3 Dl%2 60%3 DXE2Z6CNT PRI DXZ6C
apCnt®30l%26&cook Te2=0%30%26 st Cidt®3pl1282135263 91 %2 6&conk 1e3=1-11252
13610-14486:259200-70912:259200&cook1ed =1&INsTI0={9FB2 714 8-34BE-4 L3-8
066-A72A16460EE4 F&DISTID=1000| 68| 0| 0| BAMNERDZ . EXE&status=1&smode=0&sve
nt=0&bho=aurora. exedlumwi ndows=4&PartnerId=0&Bund]eld=0&HN=xp et ivedvs
MN=54 ABF DC5& BRI A=00505607 0Ll &w i ndowT it 1 e=&TM=
Q0 HTTRA1. 1..Llser‘—Ager'|‘t. 9FE:2?148 34BE-4BLl3-B066-AF2A1646DERS T 0. 21. 5
1172 Hrct * htro htoe —rm roolkdias did= 1|:||:||:||E|E||:|||:||BANNER|:|2 ExE; uid=

2| x|b dmg=%13%7E_x%082%08k

Systerm Restore | Autamnatic Updates | Remate [ar]

Chaccept: W% Referer: http:/Ss
—h=5&q=Tord. .Accept-Language: en
ser-agent: Mozillasd. 0 %cumpatﬁb
System: =L: search.msn.com..Connection:

. ' ;. sme_cid=1d=18f2ecObidéddalaaba
Microsaft Windaws »P - SRCHUID=Y=1&GUID=58CADZ10FCGE4
Profezzional EDOB=20051002; SRCHSESS=CUID=BE:X
Version 2002 1128214 551; MCl=v=3&GUID=21CF&2

Service Pack 2 }
[apP

General | Computer Mame Hardware I Advanced

Registered ta: %, Referer: http://search.msn.c

saumil L L ACCepT-Language: en-us..Accept
Mozi1las.0 Ccompatible; MSIE 6.
msn. Com. .Connection: Keep-alive,

Computer:
Intel[R]

Pentiurm[R] 4 CPU 2. 40GHz
24N RH=z 2RR MR Af Rakd

i Startl & @ Bl B Command Frompt - ngre... | B8 Command Prompt “ ' sniff1.txt - Notepad
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Random reqistry key and program

Registry Editor
File Edit “iew Favorites Help
=11 Currenitversic« | | Mame | Tupe | Data

E App Man. 1'I REG_S7 {walie oot sekl
D App Path pzdgavk REG_SZ Y TNDOW S sy skem 32 oowib, exe ¢

l:l Applets %ﬂmﬁ& REG 57 T Proaram Files | TFAare | VImare | Fay. BXe
-] Control P
l:l Conkrols
) CSCSetti
l:l DateTime
l:l Dwniamic
l:l Explorer

-1 Hints
l:l Installer
l:l Inkernet

[ sharednl
-0 Shell Exte
& ShellCom—I
l:l Shellscra ™

I b

|M';.n' ComputertHKEY _LOCAL_MACHIMNEVSOF T'WARE Microsoft ) wWindows) CurrentYersiontRun

ﬂfStartl &[5 B B Command Prompt - ... ||ﬁ Registry Editor B Command Frompt: | " sniff1.kxk - Motepad | <« @l &:20aM
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If killed, the process re-spawns

Bl windows Task Manager
File Options Yiew ShutDown  Help

Applications  Processes |F'erfu:urmanu:e I Metworking I

Image Mame I |=er Mame I _PU I Mem Usage I :I llil
svchast.exe LoZAL SERNICE on 4,096 K
sychost, exe NETWORK SERYICE 00 2,876 K Remate
sychost, exe SWITEM i} 15,580 K Advanced
taskmar.exe user 0z 3,508 K
swchost.exe METWORK SERVICE 00 3,728 K
svchast.exe SYSTEM on 4,204 K
lsass, exe SYSTEM Juln] 1,416 K
SErViCES. exe S¥STEM on 3,660k
winlogan, exe SWSTEM on 416 K
Carss.exe S¥STEM an 1,380 K
wscnkfy, exe LSEr 1,528 K
alg.exe LOZAL SERVICE 3136 K
rundll3z. exe user 6,704 K
SMSS EXE SYSTEM 72K
ngrep, exe user 424 k.
: Ml 29723104
YMwareTray . exe ser 2,332 K
Syskem SYSTEM 212K
Swstem Idle Process  SYSTEM 16K -

Shi fi I |
™ Show processes From all users [% End Pracess Ul 2 40GHz

B of RAM

|F'ru:u:esses: 29 CPU Usage: 4% |C|:ummit Charge: 80820k [ 633344 o

Cancel | Apply

i & Startl & @ Bl B Command Frompt - ngre... | @ Reqistry Editor “Q Windows Task Manag... ‘ « B @ fi16 &M
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Add-onz are programs that extend the capabilities of your Web browzer. Some add-ons can interfere
with the operation of pour browser. W'ou can dizable, enable, or update add-one. Digabling an add-on
might presvvent zome ‘Web pages from working.

j I.-‘-‘-.dd-nns that have been uzed by Intermet E=plorer j

| Publisher | Skakus | Tvpe | File
S Microsaft Corporation Enabled Ackiver Conkral shdacyw.c
L“‘nﬂ Shockwave Flash Object  Macramedia, Inc, Enabled Ackiver Conkral Flash. oo Y00 for spyware. (0.06 seconds)
L“‘-ﬂ Windows Messenger Enabled  Browser Extension e

Sponsored Links

0 Slowe
. Remove harmful adware,

and popup ads.
areflert.com

pyware & Adware?

ted? How Can | Remove [t7

[0 Common Spyware Questions
arviir

al

Remover downloads
R wware Removers of 2005!
Seftings Update nn chart & software reviews

To digable an add-on, click it and : .
then click Dizable. To update an ' Enable ':!I'-"crlk here ta update this U e preReport.com
add-an = |

Activel contral, click it and then = D
click Update Activex, Disable Could Be Infected
idden & Harmful Software

orms & Adware Mow |
Leam more about add-ons. H_w:::rn R ;I
@ I_ I_lﬂ Inkernet

It;;'Startl &[5 B B Command Pro... | B Command Pro... | " sniff1. bt - Mo, ||@5pyw;re —IGu___I HYf Registry Editor | <« @l &:45 M
Black Hat Japan 2005

Select an add-on from the list above to perform the following actions:




File Edit “iew Favorites Help

1] Snapin, CertTemphgr, 1 ﬂ
1] Snapin, PolicySettings

1] Snapin. PolicySettings. 1

1] Snapin. Policysettingsabout

1] Snapin. Policysettingsabout, 1
1] Snapins. Foldersnapin

1] Snapins. Foldersnapin. 1

1] Snapins, HTMLSnapin

1] Snapins, HTMLSnapin. 1

1] Snapins. OCE3napin

1] Snapins, OCx3napin. 1

[ snews

1] SnmpSnapin. Abouk

1] SnmpSnapin. About, 1

1] ShmpSnapin. SnmpSnapin

1] SnmpSnapin. snmpsSnapin, 1

1] SnmpSnapinExkension, Snmp3n.
1] SnmpSnapinExkension, Snmp3n.
1] soap

1] Soaphct.Soapact

1| Soaphct.Soapact. 1

1] Software

o

Marne

Type

| Datka

(ab]{Default)

Microsoft Internet Explorer

REG_5Z

{walue not set)

MOTICE: IF your computer has errars in the reqgistry database or file system, it cauld
cause unpredickable or erratic behavior, freezes and crashes.
Fixing these etrors can increase yvour computer's performance and prevent data loss,

w'ould wou like to install ErrorSafe 2005 to check your computer For free?

{Recommended)

Cancel |

-5 Microsoft

E||:| MediaPlayer

l:l Preferences

1] Softwarebistribution, WwebConkraol
1| Softwarebistribution,WebContral, 1
1] Softwarebistribution, WwUClentUTPlugin
1] Softwarebistribution, WwUClentUTPlugin
1] SoundRec

1l SPCFile il
o _>IJ

== |

|M';.n' ComputertHKEY _CLASSES_ROOTSoftwared Micrasoft
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Installation via IE ActiveX as well

# The Best Offers

\@) ErrorSafe

# Vv Registry Check
# v Exhaustive Registry Check Scanning: Done

Typical quick system errors scan

et S o]

% VI Application Shortcuts Progress: [-------------------------
@ v Harddrive Errors System Errors Found: 50

Repair and protect your PC with ErrorSafe

Detects and Repairs Errors In: Search for Errnrsanw Free

Q Windows Registry: ensures systemn stability,
configuration and performance is optimal.

@ Device Driver Cleanup: frees up hard disk space
and boosts system performance by removing device
drivers that are no longer in use.

1 Startup Proaram Optimization: removes
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Installation via IE ActiveX as well
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Removal Techniques

" Technological:

— Spyware removers, much on the same
lines as virus cleaners.

= — Browser protection toolbars, plugins.
— Spybot, SpySweeper, Foxie, etc.
— Firefox or non-IE browsers.
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Removal Techniques

" Psychological:
= Attacks made on our common sense and
productivity.
= —We click to get rid of “annoyances”.

— Bombarded with omnious sounding words
and jargon.

— The average user has very little hope to
survive the psychological battle.
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Looking Ahead

“The shadows dissipate & the adware market polarizes

= * Thelegitimate players become more visible
— Forward-thinking adware cos. prove the behavioral model can work
— Timely, very targeted ads (in small quantities) gain acceptance

— Stigma shed over time and it begins to feel like a TV commercial,
product placement in a movie, or just-in-time deal comparisons

* The illegitimate players retreat to malware

— Increased media, advertiser & law enforcement scrutiny force them
fully underground & to tolerant countries

Black Hat Japan 2005



Looking Ahead

“The shadows dissipate & the adware market polarizes

« Winds of change are blowing

— Some major advertisers (e.g. Major League Baseball) have
stopped/condemned using adware

— WhenU sets the bar high (& takes a revenue hit)
— Claria shifting model away from pop-ups to search engine

e But...

— The shake-out will not happen quickly

— Solving the complex distribution/affiliate network problem is
key and hits players in the bottom-line
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Looking Ahead

"From Chaos to Order

" Vendor consolidation
— AntiVirus players catch up to AntiSpyware pure plays
— Pure plays release full suites, die, or are acquired
_'- Market standardization sets in

— Standards for definitions, classification and disputes already
forming through AntiSpyware Coalition

— 3" party testing bodies emerge
— Myriad of small “reviewers” fade as trustworthy tests emerge
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Looking Ahead

"From Chaos to Order

. ]
" « Rogue AntiSpyware Programs
Squashed
Programs that actually install spyware

Reached peak of 200+ bogus programs
recently (SpywareWarrior.com)

FTC has taken action already vs. Spyware
Assassin, SpywareKiller, and SpyBlast T > 32
Will be prosecuted or otherwise chased o
out of business
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