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Who’s behind it all?

Mainstream Players

Working in the Shadows

Playing by
their own

rules



Adware Company Profile

• Major players founded in last 4-6 years
• 100-200 employees
• $50-$200 million USD in revenues
• Goals

– Get as many eyeballs as possible (wide installed base)
– Get a deep understanding of consumer behavior
– Drive purchases for clients / show as many ads as possible

• Funded by mainstream venture capital firms
– Greylock, US Venture Partners, Spectrum Equity Investors

• Boast the world’s top brands as their clients
– Examples: Expedia, Buy.com, Travelocity, Sprint, Cendant…



Latest Symantec Top 10

Source: Symantec Internet Security Threat Report, 9/05



Adware Business Model – In Theory

Source: Center for Democracy & Technology



Adware Business Model – In Practice

Source: Center for Democracy & Technology



Adware Business Model – Example

Source: Center for Democracy & Technology



Seismic Media Email
Correspondence

From:

To: jared@optintrade.com

Date: Sat, Mar-6-2004 4:51 PM

Subject: I DID IT

I figured out a way to install an exe without any user interaction. This is the time to

make the $$$ while we can.

From:

To: jared@optintrade.com

Date: Fri, Nov-28-2003 12:37 PM

Subject: strategy

I do my sneaky shit with adv.com today through Sunday -- everyone’s off anyway….
You then send an email to your contact early Monday AM saying the advertiser was
unethical and

pulled a switch and you are no longer doing business with them... Then we stop
buying adv.com through you in any way.



Spyware Company Profile

• Small companies (<50 employees) & individuals

• Less revenue & resources
– No official backing or affiliations in most cases

– Direct sales from their websites & distributors

• Surveillance software / keyloggers
– Sold as parental/jealous spouse monitoring tool

• Free tool + aggressive behavior monitoring
– Behavior tracking often hidden or poorly disclosed

• Walking a fine line with malware (e.g., LoverSpy)



Latest Symantec Top 10

Source: Symantec Internet Security Threat Report, 9/05



Quick Look: Commercial Keyloggers



What Symantec Sees…
…When performing weekly AntiSpyware testing
• Based on sampling of URLs & bundled software (e.g. P2P)

• Mostly adware from vendors “working in the shadows”

• Spyware: mostly keyloggers & some aggressive trackers

• Trojans are not uncommon



Adware & AntiSpyware Disputes

What adware/spyware cos. complain about
• “You’re killing my business!”

– The emotional appeal

• “Adware is bad, we’re not adware”
– We’re really ad-supported software

• “You’re breaking our EULA with our customers”
– Our EULA provisions prohibit partial or complete removal by AntiSpyware

• “Everyone thinks we’re a virus because of you.”
– There’s nothing you can do other than stop detecting us

• “You’re detecting our ad-free, paid version too”
– There’s dolphins in your tuna net

• “What about my Acme corp., my competitor?”
– You’re just picking on me

• “What about Google & Yahoo?”
– You’re really just picking on the little guys



Trade Libel

Unfair Biz, Trade Label, etc.

When Adware Goes Legal
Recent years have featured a large number of lawsuits among
the major adware players (2 examples below)

Sued By… Suing…

Copyright Infringement

Willful InterferenceComputer Fraud and Abuse



Call in the Feds
Lawmakers across the globe are beginning to step in &
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Spyware Taxonomy

• Spyware/snoopware/keyloggers

• Adware

• Backdoors

• Dialers

• Hijackers



Case Study - HotBar



HotBar

• Fancy toolbars for IE and Outlook.

• Skins, smileys, weather, games and
other gimmicks.

• Hijacks Browser searches, URLs and
displays advertisements.

• Ads are pop-unders, browser frames,
DHTML overlays, tool buttons, etc.



HotBar

• Genuinely claims to be ad-supported
software.

• Slight level of “social engineering” when
it comes to installation.



hotbar.com site



Instructions on how to “install”



Publisher: “a Microsoft Certified Partner”



Disclosure of Intention



Hotbar installed



Hotbar Browser Helper Objects



Dynamic tool buttons from Google search

`



Pop-under advertisements



Searching within hotbar



Hijacking the “404 not found” page



Case Study - A Better Internet



A Better Internet

• “Turbo” Adware - doesn’t stop at
anything.

• Gathers a lot of private data and
information.

• Multiple installation vectors.

• Employs stealth techniques.

• Hooks into multiple places.



A Better Internet

• Does not disclose its intentions.

• Heavy use of “social engineering”.

• Extremely hard to remove - keeps
resurrecting.

• Random process names and registry
entries.

• Malicious in nature.



A Better Internet - the website



Download free software - Screensaver



“Free software” installing itself



Pop-under when using search engines



Contextual pop-up ads displayed



“Dial-home” Signals

T 192.168.7.191:1121 -> 64.95.228.143:80 [A]
  GET /a/Drk.syn?adcontext=http://www.google.co.in/&contextpeak=0&contex
  tcount=0&countrycodein=IN&lastAdTime=0&lastAdCode=0&cookie1=lflshdt%3D
  1128213526%26lstlogdt%3D20051001%260%3D%26cntp%3D%26&cookie2=fstcidt%3
  D1128213526391%260%3D%26&cookie3=0&cookie4=0&InstID={9FB27148-34BE-4B1
  3-8066-A72A1646DEB4}&DistID=1000|68|0|0|BANNER02.EXE&status=1&smode=9&
  event=0&bho=aurora.exe&NumWindows=3&PartnerId=0&BundleId=0&HN=xpletive
  &VSN=84ABFDC6&PI=55274-640-7712297-23104&MA=005056070191&WindowTitle=&
  TM=00 HTTP/1.1..User-Agent: {9FB27148-34BE-4B13-8066-A72A1646DEB4}|0.2
  1.5.112..Host: btg.btgrab.com..Cookie: did=pub; uid={106AEC3AFDE-E74E-
  E2C6-C7D6-5C67B614BF09}; dmg=%13%7E_x%082%08k%22%7Bzswv%24%7Cv%22%7Bzs
  wv%24evo%22..%2F%2F%2F%2F%24%7C%7B%22..-%27%5D%3FN%3BK+_; hst=1-112821
  3491-0:0:0:nac; url=ROUTINE_CHECKIN; ctr=1; acl=1; dly=0; fme=0; dmg=%
  13%7E_x%082%08k%22%7Bzswv%24%7Cv%22%7Bzswv%24evo%22..%2F%2F%
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current URLCountry code Aurora instance ID

BHO name

Dial-home host

Computer name

Computer S/NActivity performed
Aurora webclient



Advertisement Polling

T 192.168.7.191:1123 -> 64.124.153.143:80 [AP]
  GET /imp/servlet/ImpServe?urlContext=http%3A%2F%2Fwww.google.co.in%2F&
  domainContext=co.in&distID=1000%7C68%7C0%7C0%7CBANNER02.EXE&country=IN
  &transponderID={9FB27148-34BE-4B13-8066-A72A1646DEB4}&build=0.21.5.112
  &s=136310&c=70912&ca=14486&s0=136310 HTTP/1.1..Accept: */*..Accept-Lan
  guage: en-us..Accept-Encoding: gzip, deflate..User-Agent: Mozilla/4.0
  (compatible; MSIE 6.0; Windows NT 5.1; SV1)..Host: xadsj.offeroptimize
  r.com..Connection: Keep-Alive..Cookie: did=pub; uid={106AEC3AFDE-E74E-
  E2C6-C7D6-5C67B614BF09}; dmg=%13%7E_x%082%08k%22%7Bzswv%24%7Cv%22%7Bzs
  wv%24evo%22..%2F%2F%2F%2F%24%7C%7B%22..-%27%5D%3FN%3BK+_; hst=1-112821
  3491-0:0:0:nac; url=http%3A%2F%2Fwww.google.co.in%2F; ctr=2; acl=1; dl
  y=1-1128213610-14486:259200-70912:259200; fme=1....



Advertisement Polling

T 192.168.7.191:1123 -> 64.124.153.143:80 [AP]
  GET /imp/servlet/ImpServe?urlContext=http%3A%2F%2Fwww.google.co.in%2F&
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  guage: en-us..Accept-Encoding: gzip, deflate..User-Agent: Mozilla/4.0
  (compatible; MSIE 6.0; Windows NT 5.1; SV1)..Host: xadsj.offeroptimize
  r.com..Connection: Keep-Alive..Cookie: did=pub; uid={106AEC3AFDE-E74E-
  E2C6-C7D6-5C67B614BF09}; dmg=%13%7E_x%082%08k%22%7Bzswv%24%7Cv%22%7Bzs
  wv%24evo%22..%2F%2F%2F%2F%24%7C%7B%22..-%27%5D%3FN%3BK+_; hst=1-112821
  3491-0:0:0:nac; url=http%3A%2F%2Fwww.google.co.in%2F; ctr=2; acl=1; dl
  y=1-1128213610-14486:259200-70912:259200; fme=1....

current URL

Ad engine
Aurora instance ID

domain context Ad serverRequest made through IE

country code



Transmission of System data

T 192.168.7.191:1129 -> 64.192.114.141:80 [AP]
  POST /bi/servlet/ThinstallPre HTTP/1.1..Accept: */*..User-Agent: POKE|
  thnall1z.exe|2, 0, 3, 2|{88D61A6A-BDE5-4D95-B6F1-B9045DC6B03F}|84ABFDC
  6|55274-640-7712297-23104|005056070191|0|0,0|0|1 ..Host: thinstall.abe
  tterinternet.com..Content-Length: 164..Cache-Control: no-cache....Poke
   Number=1..Computer Name=xpletive..ThinsId={88D61A6A-BDE5-4D95-B6F1-B9
  045DC6B03F}..Disk Space=Total:2043 Mbytes, Free:802 Mbytes..XML Versio
  n=XML Version 3.0...



Aurora.exe’s registry entries



Dial-home string contains Windows S/N



Random registry key and program name



If killed, the process re-spawns



A Better Internet - BHO



Socially Engineered software installs



It doesn’t matter if you “Cancel”



Installation via IE ActiveX as well



Installation via IE ActiveX as well



Removal Techniques

• Technological:
– Spyware removers, much on the same

lines as virus cleaners.

– Browser protection toolbars, plugins.

– Spybot, SpySweeper, Foxie, etc.

– Firefox or non-IE browsers.



Removal Techniques

• Psychological:
– Attacks made on our common sense and

productivity.

– We click to get rid of “annoyances”.

– Bombarded with omnious sounding words
and jargon.

– The average user has very little hope to
survive the psychological battle.



Looking Ahead

The shadows dissipate & the adware market polarizes
• The legitimate players become more visible

– Forward-thinking adware cos. prove the behavioral model can work

– Timely, very targeted ads (in small quantities) gain acceptance

– Stigma shed over time and it begins to feel like a TV commercial,
product placement in a movie, or just-in-time deal comparisons

• The illegitimate players retreat to malware
– Increased media, advertiser & law enforcement scrutiny force them

fully underground & to tolerant countries



Looking Ahead

The shadows dissipate & the adware market polarizes

• Winds of change are blowing
– Some major advertisers (e.g. Major League Baseball) have

stopped/condemned using adware

– WhenU sets the bar high (& takes a revenue hit)

– Claria shifting model away from pop-ups to search engine

• But…
– The shake-out will not happen quickly

– Solving the complex distribution/affiliate network problem is
key and hits players in the bottom-line



Looking Ahead

From Chaos to Order
• Vendor consolidation

– AntiVirus players catch up to AntiSpyware pure plays

– Pure plays release full suites, die, or are acquired

• Market standardization sets in
– Standards for definitions, classification and disputes already

forming through AntiSpyware Coalition

– 3rd party testing bodies emerge

– Myriad of small “reviewers” fade as trustworthy tests emerge



Looking Ahead

From Chaos to Order
• Rogue AntiSpyware Programs

Squashed
– Programs that actually install spyware

– Reached peak of 200+ bogus programs
recently (SpywareWarrior.com)

– FTC has taken action already vs. Spyware
Assassin, SpywareKiller, and SpyBlast

– Will be prosecuted or otherwise chased
out of business


