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Introduction

Enterprise Services and Solutions Sector (ES3)

¢ Who am I?

— | am the Principal Information Security Engineer on a major
NASA project at Goddard Space Flight Center in Greenbelt,
Maryland.

¢ Why am | qualified to present this material?

— Our team conducts approximately 90 vulnerability
assessments on project elements each year
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Enterprise Services and Solutions Sector (ES3)

¢ What will be covered?

— Pre Assessment Planning

— On-Site Visit
» Technical Vulnerability Assessment
* Security Documentation Review
e Security Interview

— Post Assessment Analysis
* Reporting of Assessment Results
e Post Assessment Follow up

— Effectiveness of this Process
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Pre AssessmentsRianning

Enterprise Services and Solutions Sector (ES3)

e 4-6 weeks prior to Assessment date initial
coordination must begin

— Who are the Management, Security, and Technical Points of
Contact (POC) at the client site?

* Assessment Team Lead begins a dialogue to determine
special needs/circumstances that may exist
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Enterprise Services and Solutions Sector (ES3)

¢ Reduce the potentially “adversarial’” environment

— Assessment Team Lead must use these 4-6 weeks to
assure all POCs that this is not a “graded” assessment, but

rather a joint effort to improve the overall security posture of
the site.

¢ Ensure that the client POCs understand the
process

— Provide the client with a detailed document (In Brief) that
outlines the Assessment process completely

* This will allow the client to set clear and realistic
expectations for the assessment.

u
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Enterprise Services and Solutions Sector (ES3)

¢ ObDbtain relevant information from POCs
— Network Diagram
— Types/Number of Systems

— Types of Security Documentation/Policy that should be in
place

— Significant changes (on repeat Assessments)
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Enterprise Semces and Solutions Sector (ES3)

e Conduct an In Brief meeting

— Verbally walk the client through the process using the In
Brief document sent during Pre Assessment planning

— Address any outstanding questions or concerns that the
POCs may have

— Reiterate any special needs/circumstances
— Provide a timeline of events to the client

— Discuss goals both the Assessment Team and the client
POCs have for the Assessment to ensure that everyone has
realistic attainable goals

7
APC0342




NN

On SiterVisit _ = A\ \

Enterprise Services and Solutions Sector (ES3)

e Technical Vulnerability Assessment
— Perform an initial set of vulnerability scans

— Using the information gathered during the Pre Assessment
process and the results of the initial scans develop a
strategy for correcting/mitigating vulnerabilities

e This will set this type of Assessment apart from many
and is crucial to the success of the Assessment
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Enterprise Services and Solutions Sector (ES3)

On Site: Visit

e Technical Vulnerability Assessment

— Working with the Technical POC(s) take corrective action to
eliminate known vulnerabllities from their systems

* Eliminate vulnerabilities discovered by scanning software
— Apply patches

— Deploy necessary services using secure
configurations

— Work with Technical POC(s) to determine if all services
running on their systems are required and if not, disable
unnecessary services

* This is one of the most important steps when taking a
proactive approach to Information Security
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Enterprise Services and Solutions Sector (ES3)

e Technical Vulnerability Assessment
— Perform a second scan

« Use these scan results to verify that patches were
correctly and completely applied

* Verify that any services that were disabled are no longer
running

— Was the inetd HUP’d?
— Were windows machines rebooted if necessary?
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Enterprise Services and Solutions Sector (ES3)

e Security Documentation Review

— Verify that the site has (at a minimum) the required Policies
In place

« Security Plan

* Risk Management Plan

* Disaster Recovery/Contingency Plan
e Training Records

— Technical training (i.e. have system administrators

received the appropriate training on the systems they
are responsible for)

— Security Training
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Enterprise Services and Solutions Sector (ES3)

e Security Documentation Review

— Verify that the required policies meet the standards set forth
In the governing policy (i.e. FISMA, NPG, OMB etc)

— Make suggestions and recommendations
* On policy deficiencies
* To adhere to best practices

— Be prepared to help them generate any missing or outdated
documentation

* Provide documentation templates
* Provide checklists etc, to help guide policy
* Generate the documentation for them

— This is a last resort as the Assessment Team can
never know the client systems as well as the on site
B —— e — """
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Enterprise Services and Solutions Sector (ES3)

On Site: Visit

e Security Interview

— Many sites will have outstanding wrttern policies but the
actual practices do not adhere to them

— Develop questions based on findings specific to that site

 If the Assessment Team witnesses activity that doesn’t
adhere to written policy ask about it during the interview

— This Is often a case of employees not being aware of
the policy as opposed to willful disregard

* If there are systems/software that the Assessment team
Is unfamiliar with question the administrators on these
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e Security Interview
— Have a standard set of canned guestions
* Find out about things such as
— Backup Procedures
— Configuration management procedures
— Password policy
— Audit Trail Procedures
— Physical Security

— These are only a guide, many other questions can be
developed based on the environment in which assessments
are conducted
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APC0342




On Site Visit f W=

Enterprise Services and Solutions Sector (ES3)

e Conduct an Out Brief or After Action Review
meeting
— Detall initial findings of Assessment Team
* Technical Findings
* Documentation Findings
e Procedural Findings (From the Interview)

15
APC0342




On Site Visit _ v\ = = ToYAN
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¢ Conduct an Out Brief or After Action Review
meeting
— Detall corrective action taken
* Technical steps taken to mitigate/eliminate vulnerabilities
* Documentation Generated on site

* Templates left with POCs so that documentation may be
generated after the Assessment Team leaves

* Procedural deficiencies that were pointed out to staff
members during the interview
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Enterprise Services and Solutions Sector (ES3)

¢ Conduct an Out Brief or After Action Review
meeting

— Provide a timeline in which any remaining vulnerabilities or
deficiencies need to be corrected Technical steps taken to
mitigate/eliminate vulnerabilities

— Provide a timeline for the Post Assessment Process

* When they will receive a written/electronic report from the
Assessment Team

* How to deliver their response to the Assessment Team
(Assessment Response Report)

* How Project Management is tracking/evaluating the
Assessment process
M?
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Enterprise Services and Solutions Sector (ES3)

¢ Conduct an Out Brief or After Action Review
meeting

— Ensure that client staff that worked especially hard to ensure
that the goals of the Assessment were met are pointed out
by name to their management

S — |
APC0342



Post:Assessment

A n al S | S S Enterprise SeM&es and Solutions Sector (ES3)

e After leaving the site the Assessment Team must
continue to analyze the results
— Review scanner logs
 |dentify any additional False Positives
 |dentify any False Negatives
* Find anything that the team may have missed while on
sSite
— Compare notes/observations with other Assessment Team
members
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A n al S I S v Enterprise Services and Solutions Sector (ES3)

e Generate a written report (Executive Summary)
for delivery to client

¢ Generate technical reports that detail any
outstanding vulnerabilities and corrective action
that should be taken to mitigate/eliminate them

e Provide Project Management with the results of
the Assessment (metrics)
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1 Site 1 0.00 (0] 34 369 403

1 Site 2 0.00 (0} 21 38 59

1 Site 3 0.00 O 18 216 234

1 Site 4 0.00 (0] (0] 24 24

1 Site 5 0.00 (0} (0} 20 20

1 Site 6 0.00 (0] 4 176 180

1 Site 7 0.00 (0} (0} 47 47 Excellent

1 Site 8 0.00 (0] 111 277 388 Exceeds Standard

1 Site 9 0.00 (0] 2 174 176 (-1 and under)

1 Site 10 0.00 (0} 4 4 8

1 Site 11 0.00 O 27 208 235

12 |Site 12 0.02 3 129 626 758

12 |Site 13 0.02 2 66 2031 2097

14 |Site 14 0.03 1 9 238 248

15 |Site 15 0.06 4 132 401 537

16 |[Site 16 0.09 5 67 315 387

17 |Site 17 0.13 22 203 790 1015 FAIR - Marginally below the
18 |Site 18 0.14 1 20 61 82 Meets Standard (-11-.2)
19 |Site 19 0.20 27 150 637 814

20 |[Site 20 0.35 71 207 1412 1690 Poor - Marginally below the
21 Site 21 0.38 3 49 126 178 Standard (.21-.4)
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1 |Site 1 0 0.00 0.00 0 0 0 0

2 [Site2 0 0.00 0.00 0 0 5 5

3 |Site3 0 0.00 0.00 0 0 16 16

4 |Sited 0 0.00 0.00 0 0 20 20

5 |Sites 0 0.00 0.00 0 0 20 20

6 |Site6 0 0.00 0.30 0 0 68 68

7 |Site7 0 0.00 0.00 0 0 110 110
8 |Site8 0 0.00 0.51 0 0 283 283
9 |Site9 0 0.00 0.15 0 1 15 16

10 |Site 10 0 0.00 0.03 0 1 132 133
11 |Site 11 0 0.00 0.08 0 2 89 91

12 |Site 12 0 0.11 0.30 3 5 15 23

13 |Site 13 0 0.17 0.30 8 6 41 55

14 |Site 14 0 0.19 0.12 19 6 139 164
15 |Site 15

16 |Site 16

17 |Site 17

Exceeds
Standard

0.09 and Below

Barely Meets
Standard

0.10-0.19
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S Enterprise Services and Solutions Sector (ES3)

e Assessments should be conducted at  /east every

siX months on each client site

— Ensures that vulnerabilities that are released after the
Assessment Team leaves are addressed

— Allows Assessment teams to become familiar with the
networks/systems that are assessed
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Follow Up/Conelusion

Enterprise Services and Solutions Sector (ES3)

e This process has resulted in a 95% reduction in
High Level Vulnerabilities on our Project over the
course of the past two years

e This process has resulted in 39 of 42 Project sites
becoming compliant with NASA standards in the
past two years (up from 14 of 42)

e Because this is a proactive approach, no
compromises have occurred on project systems
IN over one year
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1 Site 1 o 0.00 0.00 o o 5 5
2 Site 2 [ 0.00 0.00 o o 16 16
3 Site 3 [}) 0.00 0.00 o o 20 20
a Site 4 [ 0.00 0.00 o o 20 20
5 Site 5 [} 0.00 0.00 o o 110 110
6 Site 6 [§) 0.00 0.70 [e) o 283 283
4 Site 7 o 0.00 0.15 o 1 15 16
8 Site 8 o 0.00 0.03 o 1 132 133
o Site 9 [}) 0.00 0.08 o 2 89 91
10 |Site 10 [ 0.00 0.30 [e] 5 15 20
11 Site 11 [} 0.00 0.30 [e] [S] 41 47
12 |Site 12 [©) 0.00 0.19 [e) 7 43 50
13 |Site 13 o 0.00 0.23 o 7 64 71
14 |Site 14 [ 0.00 0.27 [e) 10 34 44
15 |Site 15 [} 0.00 0.06 o 11 376 387
16 |Site 16 [)) 0.00 1.10 [e) 11 534 545
17 |Site 17 [} 0.00 0.37 [e) 12 131 143
18 |Site 18 [}) 0.00 0.05 o 14 363 377
19 |Site 19 [©) 0.00 0.03 [e) 15 707 722
20 |Site 20 [ 0.00 0.26 o 24 31 55
21 Site 21 [)) 0.00 0.00 [e) 24 129 153
22 |Site 22 [} 0.00 0.16 o 24 248 272
23 |Site 23 [ 0.00 0.17 o 38 223 261
24 |Site 24 o 0.00 0.35 o 39 411 450
25 |Site 25 [©) 0.00 1.36 [e) 47 82 129
26 |Site 26 o 0.00 0.57 o 67 315 382
27 |Site 27 [ 0.00 0.62 o 87 253 340
28 |Site 28 [ 0.00 0.97 o 181 1160 1341
29 |Site 29 [ 0.01 0.39 1 180 733 914
30 Site 30 o 0.01 1.47 1 552 1924 2477
31 YOUR SITE o 0.01 1.00 3 529 2615 3147
32 |[Site 32 [ 0.02 0.59 2 19 410 431
33 |Site 33 [©) 0.03 0.22 4 104 635 743
34 |Site 34 [ 0.04 0.23 1 17 117 135
35 |Site 35 [§) 0.05 0.31 13 220 1648 1881
36 |Site 36 [9) 0.06 0.74 11 448 712 1171
37 |Site 37 [§) 0.06 0.19 17 124 874 1015
38 |Site 38 [}) 0.08 0.26 1 9 43 53
39 Site 39 o

Exceeds Standard

Excellent

(-10 or below)
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Enterprise Services and Solutions Sector (ES3)

Vulnerability] Hosts Low Total

Date Ratio Scanned Vuins Vuins Vulns Vulns
20-Aug-02 0.14 2385 608 3822 23688 28118
27-Aug-02 0.11 2404 447 3820 23688 27955
23-Sep-02 0.09 2456 376 4094 23235 27705
17-Oct-02 0.14 2449 331 4069 23625 28025
25-Nov-02 0.13 2440 330 4175 23092 27597
20-Dec-02 0.13 2523 333 3890 23174 27397
3-Jan-03 0.13 2537 334 3586 22987 26907
30-Jan-03 0.06 2456 274 3576 22828 26678
31-Jan-03 0.05 2456 272 3576 22828 26676
12-Feb-03 0.01 2451 o4 3500 21915 25469
28-Mar-03 0.03 2511 75 3513 20642 24230
2-May-03 0.03 2508 78 3618 22721 26417
6-Jun-03 0.04 2512 110 3483 21913 25506
13-Aug-03 0.04 2466 78 2396 20704 23178
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Enterprise Services and Solutions Sector (ES3)

¢ Questions?
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