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Botnet 101

“aq collection of compromised i
machines runming programs,
usually referred to as worms, Irojan
horses, or hackdoors, under a
comimoen command and control
infrastructure’
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Botnet 101

The Dutch police found a 1.5 miiflion node botnet

Telenor - Norwegian ISP - disbhanded 2 10,000
node botnet



Bots usually have limited feature set:

Botnet 101

SYN/ICMP/UDP/H (]
TIP Flood | H

SOCKSA/HTTP/s
proxy

TGP Port Redirect



Botnet 101

But IRG is not such a common protocol anymore...



. Rotnet challenges
+ IRCissues:

e

Web would be an easy
choice, lhowever...




anairs easyioblock...

 Second stage payload web sites are easy to track
and easy to shutdown!



tnet MUST be abl” toinfe~” w machines

—— i Botnets must he age
: ] |
d;nm smart P2P -
h - B
applications!
Soue... “tage

—The hotnel AUST communicate and relay
control messages to peer machines and be NAT
trasversal capahle



“In the traditional hotnet, if you cut off the head, you
Kill the heast.

We speculate that, as more command-and control
servers get identified by ISPS, you will see more
and more of these hotnets go to peer-to-peer.”

Dean Turner. senior manager
of development for Symantec,



A layered approach

‘Wello, may I speak with the product manager?”



A layered approach

Why not build the hot in a way that:

 Youdon't need to change the control logic when
changing the communication protocol

 You can work with new features as plugins

 You can use different communication methods
with the same basic code

* Youdon't need to release a new version when
adding a new exploit

 You don't even need to code a new exploit!



A layered approach




A layered approach

 Why make it modular?
~ Possibility of infecting new machines without having to
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A layered approach

What about a botnet that has the following features:
 KML hased communication;

« Secure control using digital signatures;
 Channel independent;

* Plug-in capable;

And even...

* .NET ready!



Gontrol Layer

 Why an KML based control channel?

— More or less easy to extend

— Standard based

— Amazing text hased

— Internet ready

— Extremely pervasive

— Easy to copy and paste on wehsites...



Gontrol Layer

A hot should he small and deploy a minimum features as
Illlire 3d\ll|anced features should be either download or
unioauneu.

New features could he easily added to the hot

<command>
<jobid>123</johid>
<feature id="module X">
module parameters here
</feature>
</command>



Gontrol Layer

 Payload can be even more flexible

- Bot can simply receive UBS or IronPython code on
a signed XKML message and run it.

Both languages offer easy access to the .NET
Framework



Gontrol Layer
» Why to use Digital signatures?

- lfwe trust digital signatures to sign a dollar swap
contracts, why shouldn’t we digitally sign commands

for a hotnet?
— Easy to implement, just think about XMLSIG...
- May prevent hotnet takeovers. Y -~



/ sign ( \ =
Signed XML Control
<job_id>123</job_id>

<feature id=“sendmail’'>
To: alice @ dss.com

From: bob @ dss.com

Subiject: | Love you

</feature>
</command>

> _/

validate_sig (
signed_xml

)

validate_sig ( validate_sig (
signed_xml signed_xml

) )

validate_sig (
signed_xml

)




« Why seek Ghannel independence?

Imagine a world were:
— A hotnet can download a payload from a weh site;

— Replicate the payload to another bot using different
transports like:
* Skype
- SMB
« SMS
* SIP
* RFC1149



- OTP hased herder search
*  Helps to re-establish contact between hot herder and unpaired bots.

— Digital Signatures
«  Allows hot to replicate hotnet commands to peer hots securely

- Basic protocols covert channels
* DNS, HTTP, 802.11

- P2P mechanism
«  Allows bot to communicate without herder intervention



OTP based herder search

The hot always need to know how to reach its master
- Really?
- Reverse Engineering vulnerable
— Found the herder location, game over

They need a shared secret
The shared secret can't be static
Isn’tit just like the password dilemma?



OTP based herder search

Solution: One Time Passwords
— Bot and herder have the same seed
- Both calculate a new OTP periodically

— Herder publishes information for the hot together with
the OTP string

— Bot searches for the OTP string
* On Google
 On P2P networks
 On Social Network Wehsites
 Can search for a string posted hy others= You can use it.



OTP based herder search
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GCommunication layer - Skype

Skype...

Pros
— Popular client
- P2P encrypted communication facilities
— NAT Friendly
- Hrewall circumvention capabilities
— Easytouse API
- Profile Search capabhilities

— Has Security Mechanisms to prevent unauthorized access to
Skype client



Infection Layer

Why not embed something like Metakxploit to a bot?

* Exploits being published by others, ready for plug
Into the hot
 The framework as part of the hot
~ Just one payload - The hot
~ N exploits — How many available in Metasploit today?



Features Layer

 Criminals are making money by stealing users
credentials for:

Source: Win32/Bancos — Malicious Software Encyclopedia
hitp://www.microsoft.com/security/encyclopedia/details.aspx®name=Win32%2iBancos



Features Layer

Those guys are improving their defenses:
 Two-factor authentication

- Tokens

— OTP Cards / ‘' Bingo Gards’ - Very popular amony
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Features Layer

 Transaction tampering IS easy and hasn't heen
done until now...



Features Layer

Demo: Transaction Tampering on IE



 One of the downloadabile features is the packer/crypter
used to huild the bot

 Anew hot can:
— Rehuild itself with a new packer/crypter
— Start spreading itself with new exploits



 Growing numibers of HTTP, IM and other bots

* Ahility of hotnet herders IS increasing
— They will write their own communication protocols

 Last hotnets studied show these trends are real
— P2Pis used by Storm Worm (01-2007
— HTTPis used hy Korgo, Padohot, Bzuh, Nuclear Grabher
— Encryption - Nugache

— Bots (Rhot, Sdhot, and Gaohot) compose three of the top five
siots in terms of total number of removals (MSRT)



“If a bad guy can persuade you to run his program on your
computer, it's not your computer anymore”



Now, more than ever, users should he prevented from
running with administrative privileges — User training and
awareness Is key

Outbound traffic monitoring is still one of the few ways to
detect hots in your network

Network Behavior Analysis may indicate the use of Covert
Channels



* Botnets are growing and evolving fast but the are some
things we can expect
— They will be easily extended and upgraded
— They wil traverse multiple types of network and protocols

— Their master will not be easily found since not even the hot
knows where to find him

— They won't he easily hijacked as they only accept digitally
signed commands

— They will he able to directly change transactions made by users
on Véﬂb?_llles and on-line hanks, without needing to steal
creaenuais

— They will use as communication vectors protocols that can't he
easily blocked without causing harm, like DNS and HTTP
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