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Thinking about the concept




Introduction




Types of defensive technology

Robbery analogy:

Fence analogy:




Raising the bar




Typical assessment methodology




Attacks




Attacks




Examples

Avoiding
Noise:
Stopping:

Killing:




Examples




Examples

£ Untitled - Notepad
File Edit Format “iew Help

[root@womwom dnsjava-1.6.2]# java jnamed jnamed.conf
Jnhamed: Tistening on 0.0.0.0#53
jnamed: running

|
$ host -al 67.30.196.1n-addr.arpa 196.30.67.73 | grep IN

1.67.30.196.1in-addr.arpa. 86400 IN PTR pokkeld.sensepost.com.
100.67.30.196.1n-addr.arpa. 86400 IN PTR haroon.sensepost.com]|]ls.
200.67.30.196.1n-addr.arpa. 86400 IN PTR s.<B>test</b>.sensepost.com.
10.67.30.196.1n-addr.arpa. 86400 IN PTR rexacop.sensepost.com.
102.67.30.196.1n-addr.arpa. 86400 IN PTR mh.sensepost.com |15 .




Examples

Avoiding

Noise:

Stopping:

Killing:




Examples




g Edit Format Miew Help

1/bin/per]

WEBS=7;

FTP=3;
GENERIC_PORTS=20;
GENERIC_IPS=12;
BROADCASTS=35;

GENERIC_PORTLIST=(""
"1434","22","53","79"
3","514" ,"666","700"

EXCLUDELIST=( "196
"196
"196
"196
"196
"196

LISTENER_WEB="127.0

LISTENER_FTP="127. 0

, 8
, 8

.30.
.30.
.30.
.30.
.30.
.30.

0.1
LISTENER_WEB_PORT=”8080”
0.1":

OII

67
67
67
67

67

LISTENER_FTP_PORT="2121";
LISTENER_GENERIC="127.0. 0.1"
LISTENER_GENERIC_PORT="7777"
EXTERNAL_IP="196.30.67.18";

RANGE_START=20,

, 21","139"
, 81"
00"

, 88"

.100:80"
.100:22"
.105:80"
.6:25",

67.

5:53",

, 111"
, 1433"

.6:110") ;

, Ill37ll
, Illl3ll
, IISOSOII

, 445"

, 119"
,  6000"

, 389"
, 210"
, 6667"

, 1

, 4217"
, 433"
, 2049"

Nk
,"512" "
, 137




itled - Nolepad

Edit Format ‘Wiew Help

017 fwd 127. .1,8888 tcp from any to 196.30.67.126 80

043 fwd 127.
044 fwd 127.
045 fwd 127.

.1,7777 tcp from any to 196.30.67.88 139
.1,7777 tcp from any to 196.30.67.78 513
.1,7777 tcp from any to 196.30.67.88

0.0
018 fwd 127.0.0.1,7777 tcp from any to 196.30.67.66 80
019 fwd 127.0.0.1,2121 tcp from any to 196.30.67.66 21
021 fwd 127.0.0.1,1 icmp from any to 196.30.67.104
022 fwd 127.0.0.1,1 icmp from any to 196.30.67.124
023 fwd 127.0.0.1,1 icmp from any to 196.30.67.102
024 fwd 127.0.0.1,1 icmp from any to 196.30.67.85
025 fwd 127.0.0.1,1 1icmp from any to 196.30.67.113
026 fwd 127.0.0.1,8080 tcp from any to 196.30.67.68 80
027 fwd 127.0.0.1,8080 tcp from any to 196.30.67.119 80
028 fwd 127.0.0.1,8080 tcp from any to 196.30.67.79 80
029 fwd 127.0.0.1,8080 tcp from any to 196.30.67.90 80
030 fwd 127.0.0.1,8080 tcp from any to 196.30.67.89 80
031 fwd 127.0.0.1,8080 tcp from any to 196.30.67.69 80
032 fwd 127.0.0.1,8080 tcp from any to 196.30.67.95 80
033 fwd 127.0.0.1,2121 tcp from any to 196.30.67.89 21
034 fwd 127.0.0.1,2121 tcp from any to 196.30.67.113 21
035 fwd 127.0.0.1,2121 tcp from any to 196.30.67.74 21
036 fwd 127.0.0.1,7777 tcp from any to 196.30.67.98 2049
037 fwd 127.0.0.1,7777 tcp from any to 196.30.67.74 433
038 fwd 127.0.0.1,7777 tcp from any to 196.30.67.101 99
039 fwd 127.0.0.1,7777 tcp from any to 196.30.67.67 512
040 fwd 127.0.0.1,7777 tcp from any to 196.30.67.102 700
041 fwd 127.0.0.1,7777 tcp from any to 196.30.67.93 79
042 fwd 127.0.0.1,7777 tcp from any to 196.30.67.67 81

0.0

0.0

0.0
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Avoiding

Noise:

Stopping:

Killing:
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Avoiding

Noise:

Stopping:

Killing:
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@ http: A Awebprosy! |_

(wstake WebProxy 1.0

RequestEditor Plugin
Requested Urls

@ httpe & fwebpr
http:/196.30.67.30/
- http://196.30.67.30/p=12345678999999
|http:ﬂ1 96.30.67.30/reroute.swf
SIS http://196.30.67.30/
Method
Request
Resource
Eequest
ersion |
Header Parameters

Name

Value

IAccept | image/gif, imagef-xhitrmap, imagefpedg. image/pjpeq. applicationfnd.ms-excel, applicatiu:un,wnd.ma—puﬂ [
Iﬁ‘mnﬂnt—l ANMIANR lan-us | [
Cookie | poef=waysacrat | I
e el jpravemaga.u eonmpaunane; MEIE BO Windows MT 5.1) | [
IHDst [196.30.67.30 [
ICDnnec’[iDn | close | r




Examples

Armpit2
With IPS




Combining with IPS

a http: £/196_30.67.30/show_php?p=20'exec master._xp_cmdshell ‘clz’-- - Microzoft Intemn... |_|_|_

&

You are naughty

|will blacklist your Cookie

http:#196.30.67 .30fshow.php ?p=20"exec%20master.xp_cmdshell%20'c|s"-




Conclusion




QUESTIONS??

COMMENTS??

FLAMES??
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