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"L BlowormDiEE, BEERELED Y O L9 TIT
"L HNTLED T, EREVIEETHIZET AloEe

BRIk (74 —H2

® IRAADRRIRFLEEDER(D Y
® RIRIKFLEEIFRRE ZF TR IO Y
® XTomld

@ eEye" Digital Security

. Black Hat Japan 2004




Environment Dependencies

. BREEKAFE

(:é:) eEye" Digital Security

Black Hat Japan 2004



. RIBIKTFE - BE R

[(FRIZIKF]

H2AFFE Dexploit>wormEF DA, RO HIRE | (CL-T
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. RIGIRTFTE - S (1)

MS03-026 — Blaster Worm (H#H: TP Vulnerability Hotes)

“DCOM RPC exploit (deome)” Higfasin s

' 20050727 BuglTrag ML

2003-07-31 Full-Disclosure ML
' “RPC DCOM universal offsets” D% faan 3

HABIRRICEE

200630511
Blaster WormFE £, HEBIREICEEE
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. IRIIRTFE - S (2)

MSO04-011 — Sasser Worm

m
' 2004-4-25 : Full-Disclosure ML (l-otik)
|

DsRoleUpgradeDownlevelServer ()APIO—F ZZ&1%

- HAEE2 R Windows2000 - 53
- HAZEER WmdowsXP - WEzh

2004-4-29 - Full-Disclosure ML (SecurityLab)

Q e Sasser
LSADS DCERPC/ 7wk socket() THE{=

- HAZERR Windows2000  : HER)
- HEEERRWindowsXP  : B%D .
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. IRIBIRTFL X

Stack Based uger3 2. dlI=0x77TE10000

m Buffer Overflow Exploit
0x77EO0YEBS

Eeturn Address

- DLL~N— 27 FL AfHiZE q PBIE (=
- DLLO—FFEE
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. IREEIRTFE - EEEETDORR

Exploit>Worm T E <Fl|HE N AIRIE (K F0]EF

|
B R—REL R
- Versionfstt + 7 FL 27— Il
*Brute forcing+ " FL» 25— Il

PR iAol oD [o] 6

SRIRINEFLLE CED AR S AT
JRIF IR B R

e AD0%ERE TS
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Common Return Address
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ZLOFEEOIBETHELCFIHTgE D) 2— TP FL R
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. EBEVEI—2TRLR — #HIAH B

2004-4-29  (SecuntyLab)

FullDisclosure: MS04011 Lsasrv dll RPC buffer overflow
remote exploit (PoC) with Universal targets

struct targets {4
ink nmy 4
char name [50] ;4
long impaddr;d

L

} ttarget[]l= {4
{ 0, "WindkP Professional [universal] lsaszs.exe ", 0x 0§ -l ey imp esp addrd
{1, “¥intk Professional [universal]l netrap.dil”, OxTRINICE ¢, 7/ jwp ebx addrd
[ 2, "Wintk Advenced Server [3P4] nelrap.dil”, DxTHICAER }. // imp ebx addrd
FA e 2reboot®, OxffeEftfft ., crashd
[ WULL }4

H

Z DExploitld . EERIT Universal " TIZ7I M -7C
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. XaE)I—2TFRLR — BREGE

DIsEE.

=B -9

s —E 2 S Sl S F LA

THIRTE2UR—2TFL Al

BETLOH. LELOM?

- FELTLE. worm{ SR HEN ARNE TV EHL
C FELGLES, CSEE Universal (I FETEL/GLW D EFBRE N A
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HF)EA—2TFRLAR — W&
g a—"7FEL RETTAIS
ESPHY T 7 REL AlZ 955

HEEOEE ML

m
|
|

« PUSH ESP / RET

LI (- - + MOV ECX,ESP / IMP ECX
+ MOV EAX / IMP ESP

© A EIIRVIGKFETS

B3 A MIDOERTIIE TEELDTE /3L

* A RAE G EEL TR LG et T 30204
* RETEITIFO“Context” =5 E T 2VLEN IS
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“EREAP

- eEye Emulating Return Address Purveyor

Context—Aware’i V< > a—Fk-IZalL— 3>
# FHLYf=Return Address Finder

A

\

EEREAFPer
2 Derel Soederi@eEve
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“EREAP —

HYJ

a2 R AOBEEBRS L0

— HBF—V 7R ADFRERITE TOEERSEN ST

B F#5L TLnid. wormlcFIHEINARNISGE ST VEHLY

* R I R B

A ERE AN IERE IR — LTS

B 773035, “STe Universal” (3 FELEL 73L& DSBS N B

* [FEETA0ELNEL SO DT TTaEM DB R i — A SRS
FEFELIGLaS, ToJREME L TEEon TV B RN (F0 8
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AR 2T gk
BN E Tk \

EEREAP

- Okt NTETOEEE VAT T3

ga "TA32T =4l —3
s -RIBEl BT R —1 %

Ox /1234412
O /1285123
U7 140234
O /381BADZ

~

/

© ESPAMI R TIITTS TR W T e ADD S T eI
(Heap Based Buffer Owverflow, Format String Bug=e (Z6F | ol&e)
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EEREAP — LU XA FHR

Bl D 2RO HLYLE {0,1,X}
(141

# STACK : 64ARpDEZIAHo[gHiAE)T)7F
STACK @ 003:00fixh : 65536, RW

# ESP : ‘'‘STACK' + A ATvFE0O0OOH
ESD = STACE + E0O00Oh

# BUFFER : 'STACK' + A 7PP¥FHE09CH — TABRGET (Read oOnly)
BUFFER @ STACK + E09Ch : 128, TARGET, RO

& 'sTACK’ + A ¥he004a(Z( ‘BUFFER N RHTEE
[STACK+EO04h] = BUFFER + 8

EAY = 0

ECY = 3FFXX¥h

EEP = STACK + El134h

EST = STACK + EO0ICh

TIE @ TFFXX000h : 4096, EW

FS = TIB

EFLAGS = 0010000%0X1xb
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RUNRRRRRNE

EEREAP — AEXFvT7Iavk

C:h\*psnap. exe —-priority ——-suspend -a'r —-c:w Z60 lsass_ ees

* Becord:
* TWrite:

[#]
[#]
[1
[G]
[#]
[#]
[1

[#]
[#]
[#]
[#]
[#]
[ 1
[&]

Sawved process Z60 snapshot

0ao1o000.
OoozEoaoo .
0a0=0000.
Oa0es0nn.

0o0&7000. |
ooooao0. .

00lz1000.

OOCaan00.
0loaoooo.
0loalooo.
0loozao0.
01003000,
01030000,
0loc2000.

wicdhstp ———

B

.O0010FFF

OO0zZ0FFF

0005 5FFF
.0005EFFF

OO0=FFFF
OO01zZ0FFF
O01&FFFF

.O0CAFFFF
.01000FFF
.01001FFF

O100ZFFF

.01003FFF
.010CEFFF
.010C2FFF

Stack
Twange
Code & Y = o o SR R o R
Data
Data
Stack
Stack

to "lsass_.ees" (12735328 bytes) .

. . [} "
BE & ebEygs Digital Security
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Becorded
Decorded
Tonored
ITonored
Becorded
Becorded
Iopored

Becorded
Becorded

Written
Decorded
Becorded

L
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EREAP — E11E

O—FEo 3Oy T oRRERD

— D PR ADeDIzal—s5 oD wisa
i R B al B ZET AT (R AL —TFIERE)

EFLAGS/ECXREFEIFDE T ol/IL —7

- @A D FthreadH 5 —7 M ZEELI-SERERINEAHITT
- A OTFI(ZE O ContextrF 0 F ik
- R ERGG ST TR T TE T3

BIs 7 otz ER. FrtgEan m =T, Ean wEAT. OB ELE ) D
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EREAP — @ A FIE

R—Tw bET e ZattachlL T8H<

MessM=F HALTIovadE 3

- O[RE?GIRY) = 1ThijackBF AR IFL VIRRE T 05w a8 E 2
(EIP=0x4141414173+)

AR AT gy FEIERLT S

TZ L aBFOARRE ST T Context|Z  hx (ERL 2

ML04-011 STACK = OXXXAOO0H:6000H, RW

LS ASSPREEE I BUFFERESTACK+5A14H: 10H, RO, TARGET
EA=00000000H ERX=00000000H

it o ECX=STACK+5D328H EDX=785B2C60H
EsI=00000004H EDI=STACK+5A58H

Advanced Server  Lop_orncpysnan ER P=XXXXXXHXH

SP4 EFLAGS=0206H

@ eEye" Digital Security

., Black Hat Japan 2004




i Wincoms 2000 EN Bdvarced Sarver SP4 — [CIr-AR-F1] = Wiimars Warkziation
File Edit Power Snepshol  View  Windows Help
o LSASS - Miorosolt Visssal C+ -+ [hrr.nl-r] [l_hl:ml:rmbl'r]

Emeummmm“wm
Eﬁﬁlﬂﬂﬁ*?‘!ﬁ{?‘u f | QB EEQ
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0oon O¥=0

ElI=1 PL=1

&C=1 PE=1

Addiess: [TIE

FFFAAFER 72727777 32777227
TFFAAFFO 27339339923 2939993933
IFFALFFE 77793997 99399777
TEEABOOD  0090FD38 00910000
FFFAENOS  [NENERGDN 00000000
TFFABOLO  0O0O00LEOD 00000000
TFFABOLE TFFABOOO 00000000
TEEAEBOZ0 0O000OO0E4 00000130
TJFFABOZE 00000000 OQoOoooooo
TFFABOA0  7FFDEO00  000000E7
TFFABO3E 00000000 Q0000000
TEFEABOAD  0OOO0QOO0  oQO0O0OQO0O0O0
FFFAE048 00000000 oQooooooo
FFFARNSN  ANNnnnnn - Anannnnn
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"EREAP — 13,

25 I by

® LSASSEXE
o, MS04-011: LSASSDfEs5M
m EEYE : Windows Local Security Authority Service Remote Buffer Overflow

" FSub Tl

* Windows 2000 Advanced Server (English) SP0 ~— SP4
+ Windows 2000 Advanced Server (HZ:E) SP0 ~ SP4
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CEREAP — /\DJ#—<7 &

EEREAP vs “Simple Search” - JVUP ESP/CALL ESP/PUSH ESP&RET
L S— PR 28O HEn

SP4({Japanese)
SP3(Japanese)
SP2({Japanese)
SP1(Japanese)
SPO(Japanese)
SP4(English)
SP3{English)
SP2{English)
SP1(English)
SPO(English)

e | | | | [
—— o | | | |
e | | | [
—e | | 1

EEREAFP
Simple Search —
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Eie  Edit

-, |:-,n.'-.|'-| picrosolt Yisual C++ [break] - [Disassembly ]

|_|~'Tﬁ|":_||if+r - R :EE‘E‘EIE
= POS0F, nog

EAX = 00000000
EBX G000
ECX Q0ad g
EDX F85B2CA1D
ES1 00000004
EDI a090dFASE
EIFP 0d90E220
ESP 0090EA20
EBF - 90909090
EFL 00000246
CS = 0018

05 = 0023

ES - 0023

S5 0023

FS 0038

G5 = 0000 OV=0
UP=-0 EI-1 FL=0
ZTR=1 AC=0 PE=1
C¥=0

STO = +0. 000000L—
5T1 = +0.000000C
5T2 +0 . Q00000C
5T3 +0 . 0000a0C
5T4 +i . Q00g00L
5TS +0 , G00000L

STé +ﬂ.ﬂﬂﬂﬂﬁi}zj
ﬂ_"lﬂ b

< B > eeye® Oigital Security
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CEREAP — A E

?—ﬁﬁ%ﬁy??iﬁﬁﬁﬁﬁﬂb“%@{ﬂu HEBAR)

# Instructions |Addresses

]
i
d
4
5
5]
-
5]

fim]

110
11
12
13
14
15 or more

Tatal

e WD

o117 @iz

e Renn i = 91 e

WS ar mena

@ eEye" Digital Security

. Black Hat Japan 2004



L HEUA—UTRLR — ZOHTHE
Windows 2000 Advanced Server LSASS

H A5
SPO ~ SP4 HiE SP4 HiE

-.-. N O e

FE L 2% =207
Printable = 18
Alpha-HMumerical = 2

PR L =10 L FELA#=4
11158 Printable =3

E.
B
E:
E-\.
ki
B
El
E.l
B
f
G
g
f
]
7
7
The
1h
'II-|I
T
1
18
'Fl
T
'II-
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. EAE)E—2VTRUR — XA

(1) dIR—RFPRLADEE
(2) IMP ESPERRE BT Y7 IL—F o OBH

FElILRIFEL -

P
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Common Return Address

« Versionfg H
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. Versionfit — i &

5% 27 LOEEEBITHEITENE. FhICEbhET:
T BN CITOE D TR

EHEREBEC LAV TR 27— I EE>THITE
Universal Exploit# =184 2% H o] gk

Exploit! ZF|HBIRE7S /i —2 3 15 %R HITE

(ex. “Windows 2000 SP4 HZ:EkR") p
» Versionfs 1 OEZN{LSF ORI, GBS
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- Versionf&aH} — Activefia Hi

WEE (Exploit= ) D RERNBN IR D -3 #FIFE TS

15551 2+ TIFIAIN B0 D/ i — U s BT -

*TCP OS Finger Printing (NMap)

"ICMP OS Finger Printing

" SNMP

*SMB (SessionSetup AndX Reply)

*Workstation Service (NetWkstaGetInfo APT)
*DCE/RPC HID 'J A}

-F (O —E A(HTTP. TELNET?i&) O/ v —%FI| A
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Versionfi HH — Activefa B D FEHh1L,

SMB (SessionSetupAndXQ
e O
F IR S| e e

Workstationt) —1 2 (NetWkstaGetInfo)
WY& ol ge 5 %R OSAD»—i\—23 E5B/
AR - BRI ADE
IR
* Workstationtt —F 2{F1E

DCE/RPG D 1) Ak

N E o] gE15 %R OSA»— 18 —0g7  SPLUL
I I ER = bR
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- Versionf&a} — Passivel& H

‘WebZ 20w b D =004 7 FEEHNRELUICTEITIINE
m CWERTL EW D=0 LITRANT AR T OREEE

e .
e s Version! & %8

#ﬂ WEI—F

+ Internet Explorer
Pl sy a s B i e,
+ Apple Quick Time FPlaver. iTunes
PV T =3 =13 OSAD e — =13l SPLNUL
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_ Versionf&aH} — Passivef® H O EN1L

s webT7SH SPL~)LE BRI T3 % ) i
P Eger il e v o = =74

] ) ]-m

JSR—="TF R A= I asB T WED—-FEE M TA3ET.
& 7 IRIE (fFEO] N O] B

tFal)Fahl ) — (2R R
-Proxy Server 57 HIf%
P O574F R Active X320 — )L DOEITERE (FERC
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Common Return Address

« Brute ForcelZ )5
BRIEAKAF e D xR
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. Brute Forcelzr 5 {&K 77 [al&t - Active

JR—"TF R AF—T I EREL. S5 40 HALIGIE v+
—E 0Ty AL TEBRRET A0 ATl
FrTHA0VersiontEL D&, Versiont® 31557 [0]18 0] 5E

" B
=
Blaster 80% DIEFE TWindowsXP. 20% DIEET
Windows2000D ! )2—"077 FL 2% 3EIR,

Sasser SIFIBHT—iCct%ﬂiﬁJF—H—iﬁayT%Hj
AN iRy fulh
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.. Brute ForcelrIR{k ¥ [alst - Passive

2= TP AF—T I IFER T2 T0)\E—rHE
RO ITA 7 bEEERES Y, e Tr—EICUEZH A

e
nephia bR _E_B W l
—_ o

e e

|
L |

- EOe—- - M _a_

J Efl —] ‘SP‘{
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.. Brute ForcelsIR{&k ¥ [ElkEf - XI5 (?)

REA ST SIS ST
LAl . Fl ZPassive TIiRAR FIaisia &2 DI L L

5t
Brute ForcerEEH 0[§E/5184  Versiontds Y o) # 3 —85 E=70 0T 7
N U - =i e

B ORIEN T IS, DI EER D TP s/l
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Common Return Address

« Rk iz L%
ER BEAK A7 (D RE 6] 3R
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. IRIEDORHRIE - =&

=3B EICLARERTFID. TNEEDHATROIHEHREES
s ST )

UL, HEUS—TFEL 2 v—20g18H . Brute forceZ | IBIE
{fFEOEx o gE I T AEE DD,

Fic. S/ —Ual OEVDCLDERENVIRIRIKET . F(IIHE
OEEIB-IcH A =707 (ZRRIN AEEED S,

HRBCE(CIRRIER LS. AR5
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IRE DKL — 77

* UNIXH 7 ') —2,32/(delegate)

AR Dby JERETSICEE, ShellO—FEAO v TaEERC,

* LD L Windows Tld---
WAL v FEOD A5 Oy FIIEE, ST IMP ESPF/EDFETIC.
Freit O O —F(d

(1) JMP ESP7 EL ADFIHEAEHEH S 3
(2) JMP ESPan S22 TS E G0
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CBEOEBE{E — DLLRA—RFRLR

DLLOAN—=2AFFL AEZEE T45F T, IMPESPFEL 2DF|H
" FHECEZHAENTES

n
= Rz

¢ DLLX—AFFL 2% fLENT A
THoZALZE S

FFE LA

D OO00000
D6 1 Q00000
O 2000000

oy
= [m [ |m
]
-

1
-

O 3000000
D6 4000000
D HO00000
D 6000000
O FO00000
D6 3000000
System DLL D7 0000000-0:7 2000000

EETEEERE
|
O

1
RTIN eo m pe

o A A= L S CELEE R L
BZE DL vy TEERL.
N—=2ATFL 2EESE S

MicrosoftfEEE~— 2 FF | 2
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. IREOFERIE — DLLN—X 7KL A

a3 —+—{Hl
DL —2AT7FL AFFECEICEE T3

« Windows 2 27 LDLLIZ ="

1) EEREAPZ{E AL THEI T S DLLARE
2) REBASE EXE& L T E)
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fIEDFFIE — DLLAN—X7KL R

[#l]: Leagiv.dllDN— 2P EL RAEEF]

REBASE.EXE# HE 74 (Visual Studio=F | Z[E]1H)
Safe Mode + Congole Ty 27 LA FENT S

copy lzasrv.dll temp.dll

REBASE —b 0x14000000 temp.dll ((FE D7 FEL 2)
LSASS EXEZ 38 Hl#% T

copy temp.dll dllcache'lzasiv.dll

copy temp.dll lzazsiv.dil

AR EN
m EERE%P%@?‘C T“‘Z’IE@&%%‘C@DLU&%ﬁ \i

i

3.
4.
3,
6.

0

LS4 Exac. . NT &UTHORIT

Bage - | Size | MM_| Descriphon | version | Time | Path
[T 4000000 [k 000 LS& Exscutable and 5. 5.00. 21356635 3421, CMWINNT wdpsterm32NLSASENY DLL
(b1 000000 (0] LSA Exscutable and 5., 50021956695 6719 CAWINNT \apstem3NL5ASS EXE
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. B OR%1E — APl Hook

EEREAP#*{¥-7T. JMP ESParSsx s JIL—F &5=,
s DI —FFFEIL. IMP ESPor SaEITSHIL,

A ‘ JEIF hoolt

90 90 90 90
0090 90 90
505090 90
Func A “es

TMP ESP NOP @ 7L

FElE O = exception

IMP ESPIINOP|CEZ 1R, Bt ) CexceptionZe T

@ eEye" Digital Security

. Black Hat Japan 2004




e

B RO EELBRE A EE
R (K )8 3 2 < D BRSSP TTTBE
AIENS) R AT FT2(CE, BIEORHLEES

" SR DERRE

EEREAPZ JUELVP IR, L AFLEBIESE. 7 JURRSE.
4 oI E T (S EECR L,

EEREAPZwormEE&73E [CRASNGLZEH DT A EY.
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. (Question ?

Contact : eereap(@eeye.com /\‘

Thank you for your attention !
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