The Honeynet Project

The Honeynet Project is a non-profit, all volunteer security
research organization dedicated to researching the
blackhat community, and sharing the lessons learned. Made
up of thirty security professional, the Project deploys
Honeynet around the world to capture and analzye
blackhat activity. These lessons are then shared with the
security community. The Honeynet Project began in 1999
and continues to grow with the founding of the Honeynet
Research Alliance. You can learn more about the Project at
http://project.honeynet.org

Phase II - 2nd Generation Honeynet
Technologies

Honeynets are a sophisticated type of honeypot used to gather
information on the enemy. The Honeynet Project has made
extensive advances in Honeynet technologies, what we call GenII
systems. These technologies are easier to deploy, harder to detect,
and capturegreater levels of information. The Project will discuss
in detail how these technologies work, examples of deployments,
and our findings. We will also discuss the Honeynet Research
Alliance, an organization of Honeynets distributed around the
world.

We will also be covering the Reverse Challenge and the binary
in question.

We will conclude our presentation with a discussion panel.
You will have the chance to ask Honeynet members question
about Honeynets, how they work, their value, their findings, and
the blackhat community in general.
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Honeynet Project

The Honeynet Project

v All volunteer organization of security
professionals dedicated to researching
cyber threats.

v We do this by deploying networks
around the world to be hacked.

Mission Statement

To learn the tools, tactics, and motives of
the blackhat community, and share the
lessons learned.
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Goals

v Awareness: To raise awareness of the
threats that exist.

v Information: For those already aware, to
teach and inform about the threats.

v Research: To give organizations the
capabilities to learn more on their own.

Project History

The group informally began in April,
1999 as the [Wargames] maillist. Over
time the group has grown, officially
becoming the TToneynet Project in Junc,
2000.

Currently in Phasell of a three phase
Project.

Value of the Project

v Totally OpenSource, share all of our
work, research and findings.

v Everything we capture is happening in
the wild, there is no theory.

v Made up of security professionals from
around the world.

v We have no agenda, no employces, nor
any product or scrvice to scll.
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Project Organization

v Non-profit organization

v Board of Directors

v No more then two members from any
organization.

v Diverse set of skills and experiences.

v T'eam works virtually, from around the
world.

- 0x501C3

project@honeynel.org

Honeynet Research Alliance

Starting in 2002, the Alliance is a
forum of organizations around the
world actively researching, sharing and
deploying IToneynet technologics.

http://www.honeynet.org/alliance/
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Alliance Members

v South Florida IToncyNet Project

¥ Nodal Intrusion Forcnsics Technology Initiative

v SAIC Wireless Honeynet

v netl'orensics [ loneynet

v Paladion Nctworks TToneynet Project (India)

v Internet Systemaltics Lab Honeynel Project
(Greeec)

v AT&T Mexico Honeynet (Mexico)

v lloneynet.BR (Brazil)

Honeynets

Honeypots

v A security resource who’s value lies in

being probed, attacked or compromised.

v Has no production value, anything
going to or from a honeypot is likely a
probe, attack or compromise.

hitp i www. tracking-hackers.com
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Advantages / Disadvantages

v Advantages
— Reduce false negatives and false positives
— Collect little data, but data of high value
— Minimal resources

— Conceptually simple

v Disadvantages
— Limited field of view
— Risk

What is a Honeynet

v High-interaction honeypot.

v Its an architecture, not a product or
software.

v Populate with live systems.

v Once compromised, data is collected to

learn the tools, tactics, and motives of
the blackhat community.

How it works

v A highly controlled network where
every packet entering or leaving is
monitored, captured, and analyzed.

v Any traffic entering or leaving the
[Toncynet is suspect by naturc.

http:/r'www. honeynet.org/papers/honeynet/
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Honeynet Requirements

v Data Control
v Data Capture

v Data Collection (for distributed
Honeynets)

http..//'www. honeynet.org/alliance/requirements. html

Honeynet - Genl

Genl Honeynet

= ———

WindowsXP  Linux

Internet

J9N uolonpoid
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Honeynet - Genll

v Easier to Deploy

— Both Data Control and Data Capture on the
same system.

v Harder to Detect

— Identify activity as opposed to counting
connections.

— Modify packets instead of blocking.

Honeynet - Genll

g
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Data Control - Genll

alert tep SEXTERNAL NET any -> SHOME NET 53
(mag: "DNS EXPLOIT named";flags: A+;
content: " |CDB0 EBD7 FFFFFF|/bin/sh";
replace:'"|0000 ES8D7 FFFFFF|/ben/sh";)

http://hogwash.sourceforee. net

Virtual Honeynets

All the elements of a Honeynet
combined on a single physical system.
Accomplished by running multiple
instances of operating systems
simultancously. Examples include
VMware and User Modce Linux.
Virtual [Toncyncts can support both
Genl and GenlI technologics.

Wireless Honeynets

Identify threats in 802.11 space.

digital self defense
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< Possible Uses

v Research
— Early Warning and Prediction
— Identify new tools and tactics
— Profiling Blackhats

v Testing an environment

v Incident Response / Forensic
Development
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BLACKHAT BRIEFINGS
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New Tools

7 CERT Advisory CA-2002-01 Exploitation of Vulnerability in CDE Subprocess Control Service - Netscape IEMM1

_Fie Edt View Go Commuricator Help

# ‘m.c..wanr_.ﬁru.. arks Ln Location: ‘“_:.ﬁ\.\zéz.oanbﬁ\.mac_mo__au\Dp.ma_”_m.e.sq.:_ M@t.ﬁw&nmﬁg& i
“_,._,_ﬁ__._m CERT® Advisory CA-2002-01 Exploitation of Vulnerability ~
in CDE Subprocess Control Service

Notes Database
Incident Notes
Cument Activi

Summaries

Tech Tips
ANCERT

Employment
0 i

Administrator
Sourses

Original release date: January 14, 2002
Last revised: -
Source: CERT/CC

A complete revision history can be found at the end of this file,
Systems Affected

+ Systems running CDE

Overview

The CERT/CC has received credible reports of scanning and exploitation of Solaris systems running the CDE Subprocess Control Service buffer
overflow vulnerability identified in CA-2001-31 and discussed in YU#172583.

l. Description

Since CA-2001-31 was originally released last November, the CERT/CC has received reports of scanning for desped (B112/cp). Just recently,
however, we have received credible reports of an exploit for Solaris systems. Using network traces provided by The Honeynet Project, we have
confirmed that the desped vulnerability identified in CA-2001-31 and discussed in VYU#172553 1s actively being exploited.
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Blackhats

J4ck: why don't you start charging for packet attacks?
Jdck: "give me x amount and I'll take bla bla offline for this
amount of time”

J1LL: it was illegal last I checked

J4ck: heh, then everything you do is illegal. Why not make money
off of 1&7?

J4dck: I know plenty of people that'd pay exorbatent amounts for
packeting

BLACKHAT BRIEFINGS
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Risk

v Honeynets are highly complex,
requiring extensive resources and
manpower to properly maintain.

v Honeynets are a high risk technology.
As a high interaction honeypot, they
can be used to attack or harm other
non-Honeynet systems.

Legal Issues

¥ Privacy
v Entrapment
v Liability

Privacy

No single statute concerning privacy

— Electronic Communication Privacy Act (18
USC 2701-11)

— Federal Wiretap Statute (Title 111, 18 USC
2510-22)

— The Pen/I'rap Statute (18 USC § 3121-27)

digital self defense
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Entrapment

v Used only by defendant to avoid
conviction.

v Cannot be held criminally liable for
‘entrapment’.

v Applies only to law enforcement

v Lven then, most legal authorities
consider IToncynets non-cntrapment.

Liability

v Any organization may be liable if a
Honeynet system is used to attack or
damage other non-Honeynet systems.

— Decided at state level, not federal

— Civil issue, not criminal

v This is why the TToncynet Project focuscs
so much attention on Data Control.

Legal Contact for .mil / .gov

Department of Justice, Computer Crime
and Intellectual Property Section
— General Number: (202) 514-1026
— Specific Contact: Richard Salgado
* Dircet Telephone (202) 353-7848
* E-Mail: richard.salgado(@usdoj.gov

WW.CYBERCRIME
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The Enemy

The Threat is Active

The blackhat community is extremely
active.
— 20+ unique scans a day.

— Fastest time honeypot manually
compromised, 15 minutes (worm, 92
seconds).

— Deflault RH 6.2, life expeclancy is72 hours

— 100% - 900% increase of activity from 2000
o 2001

— Its only getting worse

hitp://'www. honeynet.org/papers/stats/

digital self defense
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| Methodology

Many blackhats randomly probe the
Internet searching for a known
vulnerability. Only 1 percent of systems
may have this vulnerability. However, if
you scan over 1 million systems, you can
potentially hack into 10,000 computers.

digital self defense
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We have noticed the following trends.

appears the blackhat are not getting
better, however their TOOLS are.

— Automation (auto-rooters, mass-rooter,
worms)

— Backdoors / Remote control
— Encryption (Trojaned ssh)

— Kernel rootkits

It
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Jargon File

A dictionary of commonly used hacker words or
phrases.

A total of 1989 entries.
Broke these entries into 18 possible categories.

There were 354 words or phrases (17.8%) that
were determined not to belong to any of the
possible 18 categories, could not be combined
with other unclassified items, or were classified
as close synonyms for other words or phrases .

The remaining 1635 items were classified into at
least one of eighteen different categories.
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Learning More

Additional Information

v Challenges
v Papers
v Book

Challenges

The Project offers you the opportunity
to study real attacks on your own,
compare your analysis to others, and
lcarn about blackhats.

— Scan of thc Month challcnges

— Forensic Challenge

— Reverse Challenge

httn://www.honeynet.org/misc/
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Scan of the Month

v Monthly challenge
v Decode attacks from the wild
v Over 20 scans and results archived

Forensic Challenge

v In 2001 the community was challenged
to fully analyze a hacked Linux
computer.

— Images and answers online.
— Average time spent was 34 man hours on a
30 minute attack.

— New tools: Brian Carrier [rom @Stlake
developed TCT based tools autopsy and
later TASK.

The Reverse Challenge

v In 2002 the community was challenged
to reverse a binary captured in the wild.
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' Know Your Enemy papers

v Series ol papers dedicated to
Honeynet research and their findings.

v Translated into over 10 different
languages.

http://www.honeynet.org/papers/

' Know Your Enemy book

v Book based on Phasel of Honeynet
Project rescarch.

v Published September, 2001
v 2nd edition coming 2003

http://www.honeynet.org/book/
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| Conclusion

v The Honeynet Project is a non-profit,
all volunteer organization dedicated to
researching cyber threats using
Honeynet technologies, and sharing
those lessons learned.

v It is hoped our research ultimately
improves the security of the Internet
community.

http://www.honeynet.org

<project@honeynet.org>
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