
Android Security 

Overview, Threats, and 

Best Practices

June 23, 2011

Presented by



Android Security Overview, 

Threats, and Best Practices

S P O N S O R P R E S E N T E R :

A L E X H O R A N ,  P R O D U C T M A N A G E R ,  

C O R E S E C U R I T Y T E C H N O L O G I E S

G U E S T P R E S E N T E R :

S T U A R T O .  A N D E R S O N ,

C O - F O U N D E R O F W H I S P E R S Y S T E M S

Presented by



Page 3

Android Security Overview, Threats, and 

Best Practices

23 June 2011



Page 4

Who is Core Security?

 Founded in 1996

 Creators of:

– Core Impact Professional

– Core CloudInspect

– Core Insight Enterprise

– Core WebVerify

 Providers of

– Vulnerability and Threat Research – Core Labs

– Consulting Services
» Core Security Consulting Services

» CORE IMPACT Professional Services
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What are we doing at BlackHat?

 Demoing the next version of IMPACT Pro

 Hosting our Sushi Roku party…

 Running a reverse engineering competition

– http://blog.coresecurity.com/2011/01/21/exercise-your-

%E2%80%9Ccoretex%E2%80%9D-and-other-parts-at-shmoocon-

2011/ 

– Free to enter

– Reverse some obfuscated code, score the most points and win!

 Come to our booth for more details



• T O J O I N T H E B L AC K H AT M AI L I N G L I S T,  E M AI L B H  L I S T  TO :  

F E E D B A C K @ B L A C K H AT. C O M

• T O J O I N O U R L I N K E D I N G R O U P :

• H T T P : / / W W W . L I N K E D I N . C O M / G R O U P S ? G I D = 3 7 6 5 8 & T R K = H B _ S I D E _ G

• T O F O L L O W B L AC K H AT O N T W I T T E R :

• H T T P S : / / T W I T T E R . C O M / B L A C K H AT E V E N T S

• B L AC K H AT ’ S FAC E B O O K FAN PAG E :
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• F O R M O R E I N F O R M AT I O N ,  V I S I T W W W . C O R E S E C U R I T Y. C O M
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