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ROADMAP

* Introduction

* Explanation of different mobile fields

* Methods of Interception

* C(Case Study - Facebook Traffic

e C(Case Study - Identification of Installed Applications
* NFPC Contest

* Wrap-up
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INTRO

* Eric Fulton, Director of Research at LMG Security
e @Trisk3t
* LMGSecurity.com
* Other Learning Opportunities
* Network Forensics, BlackHat USA, July 21-24 2012
e www.ForensicsContest.com
 DEFCON Contest (#NFPC)
* Why Network Forensics...
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MOBILE DEVICE FIELDS

Network Forensics
 Hardware Analysis
* NFC
* Huawei
* File System Analysis
* Much like traditional forensics
* Application Analysis
* Mobile Malware
* CarrierlQ
* Radio Analysis
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MOBILE NETWORK FORENSICS

* Identifying and analyzing data sent via wireless signals

* Relatively easy to intercept
* Often contains sensitive and identifying information
* Plethora of existing tools and learning aids
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METHODS OF INTERCEPTION

* GnuRadio
* Interception GSM and CDMA signals via software defined radio
* (or geta HAM license, see Chris Paget'’s talk)
* Allows for voice, text, and data interception
*  Wifi
* Interception and MiTM of data packets
* Especially effective with SSLSniff

* Analysis on a corporate network (BYOD Identification)
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Case Study

ANALYSIS OF FACEBOOK TRAFFIC
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MOBILE FACEBOOK TRAFFIC
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DECRYPTING IN WIRESHARK

SSL Decrypt: New - Prol a

facebook-for... 4
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FACEBOOK DECRYPTED

Destination v Length Info

AsustekC 6d:5a:d8 60 Who has 192.168.1
Cisco-Li b3:cc:ee 42 192.168.1.110 1is
AsustekC 6d:5a:d8 60 wWho has 192.168.1
Cisco-Li b3:cc:ee 42 192.168.1.110 1is
69.171.228.40 828 GET / HTTP/1.1
192.168.1.128 410 HTTP/1.0 200 OK
69.171.228.40 1273 GET /ai.php?aed=A
192.168.1.128 396 HTTP/1.0 200 OK
69.171.228.40 972 GET /ajax/typeahe
192.168.1.128 572 HTTP/1.6 200 OK
69.171.228.40 1052 GET /ajax/typeahe
192.168.1.128 84 HTTP/1.0 200 OK
69.171.228.40 324 GET /ajax/typeahe
192.168.1.128 1214 HTTP/1.0 200 OK
69.171.228.40 572 POST /ajax/update
192.168.1.128 1200 HTTP/1.0 200 OK
192.168.1.128 1014 [SSL segment of a
192.168.1.128 618 [SSL segment of a
192.168.1.128 1340 [SSL segment of a
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MOBILE APPLICATION STREAM ANALYSIS

Referer: https://www.facebook.com

Content-Length: 440

Origin: https://www.facebook.com

X-SVN-Rev: 519020

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Linux; U; Android 4.0.3; en-us; GT-P7510 Build/HTJ)85B) ApplewebKit/534.30
(KHTML, like Gecko) Version/4.0 Safari/534.30

Accept-Encoding: gzip,deflate

Accept-Language: en-US

Accept-Charset: utf-8, 1s50-8859-1, utf-16, *:;q=0.7

Cookie: datr=LrdDTxMB7ULicVpLPSgry7Uq; Llu=SqgPqBdIHzTIU-0G)fgcS51-8g; s=AadgKzfcIIVHpeS

C user=100003594319727; csm=2; 'f—6113A18081f63017295cl0158336664543(4u13k213é1330996345' efe
3A%2F%2Fwww . facebook . com%2F%23% wd=981x576; 3L1-1331083756498»‘ 4%3A2; e 0qga 3=%5B%220q0a%2
2C1331083766501%2C £2C1 3310L3 766498%2C4%2 https%3A%2Fs2Fwww. facebook. coms

2Fupdates I1t.: php 22 2C%225ubmits22? (»L‘tn“’nﬂv" 22%2C%22r%22%2C%22%2F%

T0%2C%2201%22%3A%) 200%2C0%200%2C16%5D; x-src=%2Fa)ax%2Fupdatestatus.ph
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B%70%7D%
post form id=4c21516e894fa8eacte92debfbdb2f694fb dtsg=A0A2T31D4&xhpc composerid=uow3dj 4&xhpc targetid=1000
03594319727&xhpc (0"tu-1“hﬂ'nfx“pr fbx=1&xhpc timeline=&xhpc ismeta=l&xhpc message text=It%20seems%20I"
20am%20nearly%20prepared ! %20%0A&xhpc message=It%20seems%20I%20an%20near ly%20prepared ! %20%0A5audience|0)
[value]=80&nctr|[ mod]

=pagelet composer&lsd&post form id source=AsyncRequest& user=100003594319727&phstamp=16581655084511056841
OHTTP/1.06 200 OK

Cache-Control: private, no-cache, no-store, must-revalidate

Content-Length: 31792

Entire conversation (17563 bytes)
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Case Study

ANALYZING INSTALLED APPLICATIONS
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HERE IS AN INSTALLED APPLICATION

-,

v
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QUESTIONS TO KEEP IN MIND

* How do you identify installed applications when you don’t own the
device?

* (Can you determine the intent of the application via network
traffic?

* Areyou able to identify sensitive information being exfiltrated by
an application?
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Ethemet: 5

Address A
192.168.1.128
192.168.1.110
74.125.224.23
74.125.127.10
192.168.1.1

74.125.224.232
102

173.194.77

Address B

210.157.1.134
192.168.1.128
192.168.1.128
192.168.1.128
192.168.1.110
192.168.1.110
192.168.1.110
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[ 1s restricted to network administration purposes. For further information,
[ use 'whois -h whois.nic.ad.jp help'. To only display English output,
[ add '/e' at the end of command, e.g. 'whois -h whois.nic.ad.jp xxx/e'.

Network Information:
[Network Number] 210.157.0.0/20
[Network Name] INTERQ
[Organization] Global Media Online inc.
[Administrative Contact] TW184JP
[Technical Contact] TW184JP
. [Nameserver] dns.interq.or.jp
. [Nameserver] dnsl.interq.or.jp
[Assigned Date] 1997/05/28
[Return Datel]
[Last Update] 2008/07/29 14:05:05(JST)

Less Specific Info.

GMO Internet, Inc.
[Allocation] 210.157.0.0/20
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MOBILE APPLICATION TRAFFIC

53008 > http [SYN] Seq=0 Win=5840 Len=0 MSS=146

53008 > http [ACK] Seg=1 Ack=1 Win=5888 Len=0 T
94 Redirect (Redirect for host)

— N PN P

66 [TCP Dup ACK 3# ] 53008 > http [H'l" Seg=1 Ack=

94 Redirect (Redirect for host)
66 [TCP Dup ACK 8#1] 53008 > http [ACK] Seq=450 Ac

53008 > http [ACK] Seq=450 Ack=447 Wln-6912 Len
94 Redirect (Redirect for host)
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WHAT DO YOU SEE?

x Follow TCP Stream
Stream Content

GET /send.php?a id=null&telno=null&ém addr=blackhat.testl@gmail.com HTTP/1.1
Host: 14243444 .com
Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
User-Agent: Mozilla/5.0 (Linux; U; Android 4.0.3; en-us; GT-P7510 Build/HTJ)85B)
ApplewebKit/534.30 (KHTML, like Gecko) Version/4.0 Safari/534.360
Accept-Encoding: gzip,deflate

Accept-Language: en-US

Accept-Charset: utf-8, is0-8859-1, utf-16, *;q=0.7
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TELNUM? M_ADDR?

x Follow TCP Stream
Stream Content

GET /send.php?a id=null&telno=null&ém addr=blackhat.testl@gmail.com HTTP/1.1
Host: 14243444 .com
Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
User-Agent: Mozilla/5.0 (Linux; U; Android 4.0.3; en-us; GT-P7510 Build/HTJ)85B)
ApplewebKit/534.30 (KHTML, like Gecko) Version/4.0 Safari/534.360
Accept-Encoding: gzip,deflate

Accept-Language: en-US

Accept-Charset: utf-8, is0-8859-1, utf-16, *;q=0.7
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Z0O0OM. ENHANCE.

Host: 14243444.com




LET US @DIG DEEPER

$dig 14243444 .com ANY +noall +answer @4.2.2.1

; <<>> DiG 9.7.0-P1 <<>> 14243444 .com ANY +noall +answer @4.2.2.1

;3 global options: +cmd

14243444 . com. 278 IN A 210.157.1.134
14243444 .com. 43177 IN NS dns2.onamae.com.
14243444 . com. 43177 IN NS dnsl.onamae.com.
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Organization: goudougaisyapikusa-
Streetl: Nakano

Street2:

City: Nakano-ku
State: Tokyo

Postal Code: 164-0001
Country: JP

Phone: 03-5925-4259
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egistrant State: Tokyo
egistrant Postal Code: 164-0001
egistrant Country: JP
egistrant Phone: 03-5925-4259
Fax:
Email: pixx55xx@yahoo.co.jp

Name: pixer goudougailsya
Organization: goudougaisyapikusa-
Streetl: Nakano

Street2:

City: Nakano-ku

State: Tokyo

Postal Code: 164-0001
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GOOGLE

unixfreaxjp.blogspot.com/2012/02/ocjp-010.html - Translate this page

... ACTIVE Registrant Name: pixer goudougaisya Registrant Organization:
goudougaisyapikusa- Registrant Street1: Nakano Registrant Street2: Registrant City;
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Oday.jp=

Thros ~1te Malwarac ] -
i Cadl) f,,,.A.v]\": idiwal ©5 L | y

Android malware discovery (206.223.148.230)
bananaxxx.maido3.com and 14243444.com: # OCJP-010
[malware warning!

: Operation:‘
A, yelJapan
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DISCUSSION

* How could you identify malware in an enterprise?
* How could you prevent malware in an enterprise?

 What else could you do with the information found?
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NETWORK FORENSICS PUZZLE CONTEST

e Puzzle #10: PaulDotCom Goes Off the Air

* http://forensicscontest.com/2012/05/31/
puzzle-10-pauldotcom-goes-off-the-air

 Winner gets a BlackHat Black Card!

* #NFPC @ Defcon 20
* Winner gets an iPad!
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THANKS!

Questions?
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