Enterprise AP| Security Choices:
One AP, Total Security

Blake Dournaee
Senior Product Manager

Intel Data Center Software Division

Intel Confidential — Do Not Forward



Securing All Channels to the Enterprise
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Enterprise AP| Security Layers

How to handle sensitive data in
API requests & responses?

How to audit API calls?

Which partner applications can
Enterprise Data Enterprise Applications access APIs?

Which employee applications can
access APIs?

How do | trust incoming API calls?

Trust and Control How do | handle SSO for AP calls?

Perimeter Defense
How do | keep API threats out?

Consume How do | scan incoming API calls
for malware and virus payloads?

How do | protect against app-level
distributed Denial of Service (DoS)

v How do | protect clients from
malware and content threats?

Consumers Remember! Security
Empioyees should be a declarative
Partners . " s
policy, not “coded in

Client Security m



AP| Threats are Real and Now..

[ACTION REQUIRED] Ruby Security Vulnerability;
CVE-2013-4164

Hello

You are receiving this email because you run at least one Ruby (MEB4 tion
on Heroku

AB U SI N G W E B CAPEC-111: JSON Hijacking (aka JavaScript B kil

JSON Hij

ija |
Atl k atte m 111 (Detailed Attack Pattern \
fete)
Early this morning, the Ruby project announc :1ass “'\0(\ APIS THRO['P
1.8.7,1.8.2,1.9.3, 2.0.0. The CVE identifier is & \)
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e(’ SCRIP e% An attacker targets  system that u ‘0 "\o
F 5 R\

JRuby are unaffected

\% systems usmg AJAX) to steal p
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application '.hla'. pa _'5-: (‘066 A h K sse - tt e g >
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Detecting if you're vulnerable

If your patch version is less than what's listed above (e.g.. 1.9
vulnerable

But... are these any different than what we saw in the web world?
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APIs are a Semantic Tunnel
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Semantic Tunnel: Countermeasures
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COU ntermeasu res: Validation/.Reje'ct.ion.by regex match

) " " . Message size limitations
v gzﬁzcda:e, hide, or “turn off" certain Message structure limitations (XML)

o Attachment scanning/limitations
Input validation

Data-type checking®

Data range checking Remember! Security
Word scanning

Pattern Scanning should be a declarative

Avoid defaulting all data-types to ‘string’ policy, not “coded in”
Schema validation (JSON/XML)

v
v
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v
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Service Level Management (Throttling | = Security)
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Data Store
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(@) API Plan #1
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a
Developers g APL Plan #2 Application Server
API Plan 3

Multi-Policy Service Level Management

(SLM)

API Plans Coarse Grained Business Enablement Single API

Quiality of Service Fine Grained Infrastructure Tuning Single API, set of APIs, set of
services

Adaptive DoS Fine Grained Infrastructure Protection Connection & IP Address

Enforcement

Messages per day, quota - enforced per calling
application

Transaction rate, data rate, latency, utilization (plus
more) -enforced per AP, service, or IP

Rate shaping, alerting and blocking -
Enforced per connection & IP

ﬂ



New Developer AuthN Requirements

API & Mobile Authentication Enterprise Authentication
Mechanisms Mechanisms
N .

Credential Credential

API Key API Key ? Username Password

API Key Shared Secret [ | Certificate Private Key

OAuth Consumer OAuth Consumer Kerberos Ticket Password

Key Secret SAML Assertion Password or Private
Username Password Key

Username One-time Password Username One-time Password

Enterprises can’t afford
another identity silo

" Existing Enterprise
Consumer & BYOD IDM systems

ﬂ



APl Key Security —TT

HTMLS Application Deployment Model

HTTP [otwire e

The Hotwire APIs deliver hatel and rental car listing
Request daals from across the world. The APl is aasy to use
with very powerful sorting and filtering options. This
sample app uses the Hotel Deals AP, returning
deals ranked by proximity

Visit developer hotwire com to get your free AP| key
0\ HTML5/JavaScript o

Z2IP Code

ter your five digit 2IF code

Enter your fiv.
Search Hotwire

API Key Security Concern
HTMLS apps are pushed to the c“ent keys [} terEsE e
distributed to all clients

// Insert your Hotwire API Key here. ReadMe for more info.
var api key = 'your-API-key-here';

° Clients can View Source -to Obtain API keys [ RERARR KRR Rk R kKRR KRR KRR R KRR KRR H KRR R R E KRR R AR R

// Check if wvalid API Eey

- Solution #1: Obfuscation ot ament Ui

var url = 'http://api.hotwire.com/vl/deal/ho
—

° Solution #2: Step_Up Authentication { AppMobi .device.getRemoteData{url, "GEI", "", "displayFlashMe

}

el ?1limit=1&dest

ﬂ



Common Enterprise OAuth 2 Flows

2-Legged OAuth 3-Legged OAuth

e C(lient Credentials « Authorization Code

» Resource Owner Password « Implicit Grant
Credentials

¥ ¥

v Requires out-of-band shared secret v' Requires out-of-band shared secret

v Client apps must be completely v Solves impersonation anti-pattern
trusted v" Client apps can be untrusted

v" No refresh tokens v" Supports refresh tokens

v" No user concept v Requires user concept

v" Mitigates exposure of shared v’ Mitigates exposure of shared

secrets secrets s

2. AuthN &
Authenticate @ 1. AuthZ R

Access Token
Access -‘-ﬂ

AuthZ Server

3. API Call
Token




OAuth is Not Easy

1. Authorization Request received by server (HTTP GET)

0. Client details are
registered in a persistent
store, including client
name, shared secret,
redirection URI - done
with a custom web app

2. Server Validates the
request , including scope

3. HTTP 200 OK back to the client with HTML Page

4. HTTP POST with username/password and authorization

5. Server validates user
authentication (w/ LDAP) Database
and authorization decision;
generates authz code

Mobile 6. HTTP 302 Redirect with authorization code Application
Server

Device

7. HTTP POST for access code request done over SSL

w/HTTP Basic Authentication, uses authz code LDAP

authentication of
the user (step 5)

8. Server validates
authorization code,
generates access code

l

9. HTTP 200 OK response with JSON containing access code

10.HTTP GET to Location API using
access code in HTTP header

Remember! Security should be a

declarative policy, not “coded in” m



AP Compliance

Regulatory Drivers
= Credit card data (PCl)

= Personally identifiable information (Pll)
= Medical records (HIPAA) Cloud Storag
= Financial data (SOX, GLBA) e

Reduce assessment costs, avoid fines, ggg
protect customers & shareholders Hybrid Enterprise
Intellectual Property
= Source code, blue prints
HTTP Response Dat
» Roadmap data Stor
» Business plans & models
» Data from M&A, marketing ’e"r |
o Data Leaks
Protect organization IP, assets, resources and v HTTP POST
improve competitive posture
SSN
CC#

Remember! Security should be a

declarative policy, not “coded in” M



AP| Security Choices
I L

31 Party
Apps

Enterprise
Mobile Apps

Internal
Client /
Server

Partner
Web
Services

Internal
Apps/
Developers

RESTful Service

OAuth 2.0 - Auth Code Flow
API Keys

Server side SSL

RESTTful Service
2-Way SSL
API Keys with Step-Up Auth

SSO - Use SAML 2.0 or OpenlD Connect
JSON Web Tokens

AN N N NN N Y N N N

v SOAP or REST
v SSL w/ Enterprise authentication
v SSO - Use SAML 2.0 or OpenID Connect

v SOAP WS-Security (X.509 or HMAC)
v 2-Way SSL

v SOAP or REST

v API Keys

v No Key

v SSO - Use SAML 2.0 or OpenlID Connect

2-Legged OAuth - Client Credentials Flow

AN U N N NN

AN NN AN

AN

DDoS Protection

Content Attack Protection
API Plans

API Resource Protection

DDoS Protection

Content Attack Protection
API Plans

API Resource Protection

API Plans
API Resource Protection

DDoS Protection

Content Attack Protection
API Plans

API Resource Protection

API Plans
API Resource Protection




"New" 3-Tier Architecture

HTMLS &
Native Apps

Clients from any channel
Synchronous or socket
communication

Transport Level Security
with session authentication

terpr
IDM

)

Database
Master
O O (O]
= (= (=
Q 9 i 9
& B : @ <-»| Database
o o o 1
) =) =) I
. -
_ - slave N
Delivery & _ .
Governance Data Service Persistence
Tier Layer Tier
* API Governance Layer - * APIs - The backbone of the  Logical persistence tier,
handles scalability, security, architecture data may be stored in RDMS
and security decoupling » Surface data from any or NOSQL stores
+ Single point of audit, security system

control and compliance

The API Governance Layer helps mitigate
API trust and threat concerns in the
application architecture

ﬂ



Intel” Expressway APl Manager
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API Sharing Mobile

kFE
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Portal _ Security &
orta Middleware Integration

Best of Breed APl Management !mﬁe\!}‘)leﬁrgrs]z\féagr 1 J
On-prem control i

Enterprise Security & Integration

Multi-Community API Sharing / l

Cloud APl Management App Service Gov & Integration Security, Access, Compliance Developer Community
- API packaging as « Lightweight ESB - App & mobile firewall . E;\;?J,Opﬁg,aeﬁrgefemces
products _ + SOA & Mobile integration « Data Loss Protection enablgr,n ent P
* Reporting and analytics * Orchestrate & transform * Federated ID Brokerin
for usage and latency . ) g + Developer on-boarding
- Share meta data via + Protocol translation + PCI Pl Data Tokenization
portal

« Discovery of aggregated
* Eclipse workflow design + Mobile friendly OAuth services from IT
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APl Resource Center: cloudsecurity.intel.com

A Platform Approach to
Enterprise APl Management

Docisment subtitie in medium weight - tis nonsequissit lsorem incll enis
moc vel Intel” product name™ dolent San hendre con in utam zzriure

: _— : Forrester SOA to API
Solution Brief: Internal APIs Use Case Video Webinar
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