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Can computer hacking be an act of war?
What are the limits to hacking in peacetime?
Do cyber war preparations = cyber war?

What evidence do we have today?’ R

Has the next World War .already begun?:
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Kenneth Geers, PhD CISSP

2501
— U.S. Government: 20 years
* NSA, NCIS, NATO

— NATO Cyber Centre Ambassador

— FireEye
Author
— Strategic Cyber Security

— Editor: The Virtual
Battlefield

— Technical Expert: Tallinn
Manual

— 20+ articles/chapters
* Cyber conflict
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“Supreme excellence consists in =
breaking the enemy’s Pesistance'?fﬁ‘
without fighting.” e
“The best thing of all is to
take the enemy’s country whole
and intact.”
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1. Denial of Service

2. Data Modification
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Defend sovereignty
Project power

Net ubiquity/amplification
Network vulnerabilities

Grand cyber
strategy

High return on investment
Immature cyber defenses
Plausible deniability
Propaganda
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“There are five ways of attacking with fire: burn soldiers in their
camp; burn stores; burn baggage trains; burn arsenals and
magazines; hurl dropping fire amongst the enemy.”

Worldwide reach
Lightening speed
Extreme asymmetry
Potential anonymity

Disseminate propaganda
Interruption of logistics
Neutralize weapons
Destroy infrastructure






Navy's Self-Guided, Unmanned Patrol Boats
Make Debut

NCRFOLK, Va. — Cct 5, 2014, 6:37 AM ET
By BROCK VERGAKIS Associated Press

m 7.8k I" 120 WTweet (783 &+ 23 167 Comments

This Tuesday Aug. 12, 2014 photo provided by the U.S. Navy shows an unmanned T-meter rigid hulled inflatable
boat (RHIB) from Naval Surface Warfare Center Carderock, as it operates autonomously during an Office of
Naval Research demonstration of... View Full Caption

The Assoclated Press




intelligence
social engineer
special forces

Intelligence
HUMINT
Special forces

Engineer = software developer

Infantry = hacker
Terrain = hardware
Tents = software
Weapons = information
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Geneva Convention

Legitimate targets:
e Military

« Infrastructure

« Communications

e Industry

* Research

Energy



(Cyber) Arms Control
Public knowledge
Political will
Military desire
Diplomacy
Prohibition
Assistance

Inspection
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CYBERCOM: Analogies Project
Pearl Harbor

Surprise Attack
Predelegation

Economic Warfare

Air Power / Air Defense

Offense-Defense Balance

Innovation War
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U.S. Strategic Command \ } &

Home Leadership + Media + Organization + Contact

Home > Factsheets > U.S. Cyber Command

= K1 L http:/jwwew.stratcom.mil/f2 Copy

U.S. Cyber Command

On June 23, 20089, the Secretary of Defense directed the Commander of U.S. Strategic Command to
establish a sub-unified command, United States Cyber Command (USCYBERCOM). Full Operational
Capability (FOC) was achieved Oct. 31, 2010. The command is located at Fort Meade, Md.

& Formal Name
: U.S. Cyber Command (USCYBERCOM)

Commander

Admiral Michael S. Rogers
Cybercom seal

Mission

USCYBERCOM plans, coordinates, integrates, synchronizes and conducts activities to: direct the operations and defense of specified
Department of Defense information networks and; prepare to, and when directed, conduct full spectrum military cyberspace operations
in order to enable actions in all domains, ensure US/Allied freedom of action in cyberspace and deny the same to our adversaries.

Focus

The Command has three main focus areas: Defending the DoDIN, providing support to combatant commanders for execution of their
missions around the world, and strengthening our nation's ability to withstand and respond to cyber attack.




Q Worldwide How government works Get involved
Policies Publications Consultations Statistics Announcements

Joint Forces Command

Part of Ministry of Defence

What we do

We work toward making military operations successful by making sure joint
capabilities, like medical services, training and education, intelligence, and
cyber-operations, are efficiently managed and supported. We also

ool ol . . onalthoad ok it I

reflected in top-level decision making.

News story
New cyber reserve unit created

From: Ministry of Defence, Joint Forces Command and The Rt Hon Philip
Hammond MP

First published: 29 September 2013

Part of: Leading international efforts to resolve concerns about Iran's nuclear

programme, Providing versatile, agile and battle-winning armed forces
and a smaller, more professional Ministry of Defence, + others

Britain will build a dedicated capability to counter-attack in cyberspace and, if necessary, to
strike in cyberspace.
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MINISTERE
DE LA DEFENSE

Actualités Ministére Ministre  Secrétaire d'Etat  Opérations Vous et la Défen

Accueil | Portail Défense | Enjeux | Cyberdéfense

Enjeux La cybérdefense

L | T+ | T= | W Ajouter aux favoris | } Envoyer & un ami | {3 PARTAGER

Politique de Défense

Doctrine

Modemisation Priorité stratégique pour la souveraineté nationale, la cyberdéfense
représente I'avenir de la Défense dans un milieu virtuel et sans frontiére.

Restructurations Par le biais de nombreux acteurs, le ministéere de la Défense participe

Economie de Défense activement a la protection et a la défense des systémes d'information dans

Recherche et développement oot

Equipements

Cyberdéfense




La cyberdéfense est un enjeu majeur

« Le ministére de la Défense est au rendez-vous du défi immense qui se pose a chacun
d’entre nous. A travers ses capacités ets on expertise, il assume plus que jamais le
réle qui doit étre le sien. Les menaces cyber nous concernent tous. C'est
collectivement que nous parviendrons a y répondre. » (Extrait de I'élocution du
ministre de la Défense, Jean-Yves Le Drian, le 21 janvier 2014 a Lille, forum
internationale de la cybersécurité).

Le Livre blanc pour la défense et la sécurité nationale de 2013 fait de la cyberdéfense une
priorité nationale. « Avec le Livre blanc 2013, nous venons déposer la pierre d'angle de
I'ambition nationale en matiére de cyberdéfense », a annoncé le ministre de la Défense,
Jean-Yves Le Drian, le 3 juin 2013, 2 Rennes.

Pour le ministére de la Défense, la cyberdéfense
est un enjeu majeur. En effet, le ministére de la
Défense développe et opére des systémes
d’'information et de communication
particulierement complexes tant en France qu'a
'extérieur du territoire national, supports
essentiels des opérations militaires. 1l est
responsable des systémes les plus stratégiques,
ceux lies a la dissuasion nucléaire mais
également des systémes d'armes sophistiqués :
aéronefs de combat ou de transport, navires de
surface ou sous-marins, véhicules de combat
terrestres.

Aujourd’hui, toute opération militaire comporte un

volet cyber plus ou moins développé. Au méme

titre que la terre, la mer, l'air et I'espace, le

cyberespace est un milieu a part entiére dont la
défense est une nécessité permanente. | SE0imintot=lint=toopionnage
prise de contrdle a distance, destruction d'infrastructures vitales, les types de menaces sont
nombreux.

La cyberdéfense est prise en compte au plus haut niveau de décision au sein du ministére de
la Défense. Le Pacte Défense Cyber, lancé par Jean-Yves Le Drian renforce significativement

2014-2019.

Le Pacte Défense Cyber, lancé le 7 février 2014, met en perspective I'ensemble des travaux
menés par le ministére de la Défense. A travers 50 actions, il se fonde sur une démarche
pragmatique et des projets concrets. Ainsile renforcement de la base industrielle de
technologies de défense et de sécurité nationale est assuré. Les crédits consacrés aux
études amont sont renforcés. La formation et la recherche académique sont également
encouragées afin de préparer 'avenir & court, moyen et long terme.
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News cese  IDF in cyber space: Intelligence gathering and clandestine operations
News and Events IDF defines its activity in cyber space as a platform to improve
A Nation's Army operational effectiveness and defense. IDF has been relentlessly
operating in the field
Innovation
Date: 03/06/2012, 1:54 PM  Author: Rotem Pesso
Features

Personal Stories IDF Operations Department recently defined the essence of IDF cyber

Commanders Speak warfare, putting together instructions that define the military's operational
methods in cyber space and clarify its goals in facing potential enemies. More in this channel
IDF Website exclusively reveals these instructions for the first time. u ) .
~ “A dramatic period for

According to the document, cyber space is to be handled similarly to other women’s service in the IDF"
News Channels cose | battlefields on ground, at sea, in the air and in space. The IDF has been & Naval officers to undergo
engaged in cyber activity consistently and relentlessly, gathering ground-combat testing
Personal Stories intelligence and defending its own cyber space. Additionally if necessary )
A Nation's Army the cyt?er space will be used to execute attacks and intelligence - g); ho_nors oytstandlng
operahonS. ouin soldiers
Innovation < Artillery, shots fired from

There are many, diverse, operational cyber warfare goals, including
thwarting and disrupting enemy projects that attempt to limit operational
Commanders Speak freedom of both the IDF and the State of Israel, as well as incorporating
cyber warfare activity in completing objectives at all fronts and in every
kind of conflict. Moreover, it will be used to maintain Israel's quality and
advantage over its enemies and prevent their growth and military
capabilities, while limiting their operation in this field.

Features Syria at IDF forces

Additional goals defined by the document published by the Operations
Department include creation of operational conditions that will assist in
fulfilling IDF capabilities in combat as well as influence public opinion and
raise awareness by advocating in the cyber space.

Overall cyber space will be used to improve the operational effectiveness
of the IDF, both during war and peace time. This will be done through
clandestine activity, while maintaining confidentiality and expertise.




Iran to launch first cyber command

Deputy Head of Iran's Armed Forces Joint Chiefs of Staff Brigadier General Masoud Jazayeri

A senior Iranian military commander has announced
plans to establish its first cyber command for the
country's Armed Forces in order to counter 'soft warfare'
against the Islamic Republic.

Deputy Head of Iran's Armed Forces Joint Chiefs of Staff
Brigadier General Masoud Jazayeri told reporters on Tuesday
that comprehensive studies on the cyber command have
already been carried out and the results will soon be rendered
to the Iranian Armed Forces, IRNA reported.

The Iranian commander also emphasized that Iran's military
forces must be equipped with state-of-the-art technology
when it comes to soft warfare.

The remarks come as the Obama administration is actively
engaged in the process of establishing a “shadow” internet
and mobile phone systems throughout the world.

Wed Jun 15, 2011 10:20AM

According to The New York Times, the American covert
projects include the creation of independent cellphone
networks in foreign countries, as well as the “Internet in a
suitcase” program.

The establishment of independent cellphone networks would
enable political dissidents to communicate outside the reach
of governments in countries like Iran and Syria, according to
the report.

"Internet in a suitcase" could also be secretly smuggled
across a border and contains all the necessary hardware and
networking devices to promptly establish a wireless network
over a large area that can connect to the global Internet.

“Internet in a suitcase” is apparently in a prototype stage and
the US government has provided a grant of USD two million
to get it up and running.

In one of the most ambitious efforts, US officials say, the
State Department and Pentagon have also spent at least
USD 50 million to establish an independent cellphone network
in Afghanistan using towers on protected military bases inside
the country.

More recently, Washington has supported the development of
software that preserves the anonymity of users in places such
as China, and offers training to citizens that want to pass
information through the internet without getting caught.

MP/MMA/MB




Russia to get cyber troops

July 16, 2013 Anastasia Petrova, Vzglyad

A new service branch, responsible for information security, would be added to the
Russian army as soon as this year.

The new service's key tasks would include monitoring and processing information coming from
the outside, as well as countering cyber threats. Source: Kommersant

By the end of this year, Russia’'s armed forces will get a new service branch

required to have a linguistic background. President Vliadimir Putin believes
that the “firepower” of information attacks could be higher than that of
conventional weapons.

A source at the Ministry of Defense told RIA Novosti that a service branch
responsible for the nation’s information security would be added to the
Russian army as soon as this year.

The source confirmed that the new service’s key tasks would include
monitoring and processing information coming from the outside, as well as
countering cyber threats—“in other words, something along the lines of the
United States Army Cyber Command.”

\

counter cyber threats effectively. “We have to be prepared to counter
threats in cyberspace effectively, to improve the level of protection of the
relevant infrastructure—above all, information systems of strategic and
mission-critical facilities,” the head of state told a Security Council meeting
dedicated to improving Russia's military organization through 2020.

Putin reminded his audience that “information attacks” were already being
used to achieve military and political goals. He also noted that their
“firepower” could be higher than that of conventional weapons.

Officers preparing to serve in this branch will require linguistic training; they
will have to learn a foreign language, primarily English.

brought up for broad
discussion last spring,
according to Deputy
Prime Minister Dmitry
Rogozin. Minister of
Defense Sergei Shoigu
asked several General
Staff divisions last
February to complete the development of a cyber command.

More about Russian army

Alexander Sharavin, director of the Institute for Political and Military Analysis
and member of the Academy of Military Sciences, claims that the Ministry of
Defense received proposals on creating such a command 10 years ago.

“We had a rather heated discussion about it back then, and, as far as |
know, we should get this command very soon. Protecting our cyber

il

state, for our security services. A cyber war is already on, so such
commands are tasked not only with protecting but also with delivering
counter strikes if needed,” Sharavin told RIA Novosti. He added that Russia

urgent task “yesterday and the day before yesterday.”

[T}

Today, this sort of weapon is second in importance only to nuclear arms,”

at Moscow State University's Global Policy Department, told Vzglyad.




“The minister of defense has asked me to meet
these guys personally and tell them about Related: _
military-related software development projects = ~ussian army developing
. . " cyberattack defenses

that we are actively carrying out,” Deputy
Minister Oleg Ostapenko told journalists on Russian Army to enlist
Friday. He added that solving these problems ~ ComRuterwizardsin

i ) ) innovation push
requires supreme sKkills and unconventional
approaches to developing optimal algorithms
for subsequent programming.

Russia warns against NATO
document leqitimizing
cyberwars

“These are the exact qualities that have always

been characteristic of the Russian programming school, which enjoys a
stellar reputation among major software developers around the world.
Perhaps these guys might be interested in some of our projects,” Ostapenko
was quoted by RIA Novosti as saying.

In this case, Ostapenko said, the Ministry of Defense would be ready to offer
them the required conditions, including project finance (at least at the
market level) to create an environment for effective work.

President Vladimir Putin believes that the "firepower" of information attacks could be higher

than that of conventional weapons. Source: [TAR-TASS

“Cyber weapons are widely used in military conflicts, most recently during
the U.S. intervention in Libya, where they controlled not only airspace [...],
but also telecommunication networks. They were hacking into Libyan TV

networks to broadcast programs for the local population,” said Tsyganok.

According to the expert, Israel leads the way in this area, having
implemented advanced digital technology in 2005. “The American protection
ranks second, followed by Western Europe’s,” Tsyganok said.

During the same week, Shoigu asked his associates to locate the students
of one St. Petersburg university, which had won a global computer
programming championship for the fifth time. “I heard on the TV today that
students at a St. Petersburg university won the global computer
programming championship for the fifth time. We have to find them. We
have to work with these guys somehow, because we need them badly,” the
minister said in early July, during a meeting with university rectors and the
public on the subject of science units in the army.
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China: U.S. hacking report groundless

( Source: China Military Online ) 2014-September-22 16:36

BEWJING, September 22 (MOD) -- Geng Yansheng, spokesman of the Chinese Ministry of National
Defense (MND), said on September 20, 2014 that the report released by the U.S. accusing China of
hacking is completely groundless and ill-founded.

Geng Yansheng pointed out that the U.S. Senate Committee on Armed Services released a so-called
China hacking report, lodging irresponsible assaults and accusations against China. The U.S. report is
completely groundless and ill-founded.

He stressed that neither the Chinese government nor its military has ever engaged in or supported any
cyber attack or espionage activities. China consistently and firmly objects and cracks down on such crimes
as cyber attacks according to law.

Geng Yansheng noted that China is one of the major victims of hacker attacks in the world facing
severe threat of cyber attack. China has obtained sufficient evidence for cyber attacks against it from
overseas.

Geng Yansheng emphasized that it has been more than one year after the “PRISM” event, the U.S.
should reflect on its own actions of cyber espionage, wiretapping and monitoring on high-ranking foreign
government officials, enterprises and individuals, and provide clear explanations to China and the
international community. We urge the U.S. side to do something helpful for the cyber peace and security
instead of something opposite.

Defense News
PLA to perform military missions in Bohai
Sea

China issues opinion on military
information security

Troops rush to quake-hit Pu'er for rescue

Chinese naval ship berths in Salalah Port
for replenishment

Chinese soldiers join Australian, U.S.
troops in joint exercises in Australia

MORE =

Press Briefings
Defense Ministry's regular press
conference on Sep. 25, 2014

China says submarine docking in Sri
Lanka was 'routine’

China,India have smooth communication
on boundary issue

China, U.S. to hold defense talks

China to send 700 peacekeepers to
South Sudan for UN mission



Nation States

e Offense
— APT
e Defense

— Net Sec

— Law
Enforcement

— Counter-
intelligence

e Last line ..
— Military?



How much 1s occupied ground?
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Ramifications
1. It is hard to predict the next war.

. Hostile activities are taking place in peacetime.

-~

i:

2
3. Human rights may be needlessly harmed. ™.
4

. This dynamic may be a recipe- for chaos on the

)

Internet.




Cyber
Diplomacy

ISRAELIS

W do wot want a weteor BOMB

e e i S St bt e

We want peace and democracy
X We Are Your Friends
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Future
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There is one Internet / one cyber battlefield

— Governments spy on students (and vice versa)
Tactical investment

— Technical education

Strategic investment

— Concept development

Transparency / accountability in government

— Internet itself is the best mechanism =ioe
International problem = international solution

— NATO / EU / UN best places to start —_—
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