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Specialist IT security company providing cutting-edge IT security consultancy and training 

Pentest Services:
• Application Pentest/Source Code Review
• Infrastructure Pentest
• Mobile Apps Pentest/Source Code Review
• IoT Review

Training:
• Advanced Infrastructure Hacking
• Web Hacking – Black Belt Edition
• Art of Hacking (Basic Infrastructure Hacking & Basic Web Hacking combined)
• Appsec for Developers

• For private/corporate training please contact us at training@notsosecure.com
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● Runs @camsec (camsec.org)
● @rebootuser
● www.rebootuser.com / https://github.com/rebootuser
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Active Directory Reconnaissance

• What data is useful?
– Domain password and account lockout policies
– Details on our account(s) and the permissions these have locally and within the domain
– Details on obvious customized admin enabled user accounts (adm_jsmith, localadmin etc.)
– Customized groups including nesting and inheritance
– Active Directory ACLs and delegated objects
– Password management tools/utilities (LAPS)
– Encrypted passwords in polices (Group Policy Preferences) 
– Service accounts with SPNs (Kerberoasting)
– Sensitive data in scripts or config files (SYSVOL)
– Domain trusts and types 



© Copyright 2018 NotSoSecure Global Services Limited, all rights reserved.

Background Information
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Active Directory Delegation
https://www.notsosecure.com/active-directory-delegation-manual-analysis/

https://www.notsosecure.com/active-directory-delegation-manual-analysis/
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Active Directory Delegation: Why?

Why should we take an interest in how an environment has been delegated?
• Mature organizations minimize the memberships of powerful groups such as Domain 

Admins/Enterprise Admins. Instead (as designed) they are assigning various delegation permissions 
to custom groups

• We’re looking for mistakes, logical errors and oversights to abuse by design implementations

• Redundant, legacy and weak configurations may be in place and all but forgotten

• Therefore; If we compromise a user from one of these groups, we inherit these potentially powerful 
permissions
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Active Directory Delegation

What can be delegated?
• Read user information
• Create/manage users
• Create/manage groups
• Modify group membership
• Reset passwords
• + much more through custom assignments

Custom tasks/permission assignments
• Extremely fine grained, allowing for very

specific delegation requirements

https://technet.microsoft.com/en-us/library/dd145442(v=ws.11).aspx
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Active Directory Delegation: Tools

Before we start...
…a tip of the hat to some of the tools we’ll be using in this presentation:
• PowerView (used extensively) - https://github.com/PowerShellMafia/PowerSploit/tree/dev/Recon
• ADACLScanner - https://github.com/canix1/ADACLScanner

Briefly covered later:
• Bloodhound - https://github.com/BloodHoundAD/BloodHound
• ADRecon (relatively new project, keep an eye on this!) 

https://github.com/sense-of-security/ADRecon

https://github.com/PowerShellMafia/PowerSploit/tree/dev/Recon
https://github.com/canix1/ADACLScanner
https://github.com/BloodHoundAD/BloodHound
https://github.com/sense-of-security/ADRecon
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Active Directory Delegation
Customized groups such as the following may stand out (more on these soon):
• it_services
• it_adm
• laps_read
• bitlocker_mgt

So, if we compromise a member with the relevant delegated rights we can:
• Reset passwords of a DA user?
• Add ourselves to privileged groups?
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Active Directory Delegation
Customized groups such as the following may stand out (more on these soon):
• it_services
• it_adm
• laps_read
• bitlocker_mgt

So, if we compromise a member with the relevant delegated rights we can:
• Reset passwords of a DA user?
• Add ourselves to privileged groups?

No. This is where AdminSDHolder and SDProp come in...
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AdminSDHolder and SDProp

• AdminSDHolder is an object that exists in each AD domain

• A protected group is a group that is identified as privileged. This group and all its 
members should be protected from unintentional modifications

• When an group is marked as protected; AD will ensure that the owner, the ACLs 
and the inheritance applied on this group are the same as those applied on 
AdminSDHolder container

https://social.technet.microsoft.com/wiki/contents/articles/22331.adminsdholder-protected-groups-and-security-descriptor-propagator.aspx 

https://technet.microsoft.com/en-us/library/2009.09.sdadminholder.aspx 
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AdminSDHolder and SDProp
• ADSI EDIT > Default Naming Context > DC=parent, DC=local > CN=System > CN=AdminSDHolder
• Or enable Advanced Features within dsa.msc
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AdminSDHolder and SDProp

• SDProp (Security Descriptor Propagator) runs every 60 minutes by default

• This can be changed (min 1 minute, max 120 minute) 

HKLM\SYSTEM\CurrentControlSet\Services\NTDS\Parameters\AdminSDProtectFrequency

• It’s also possible to manually initiate SDProp via LDP.exe
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AdminSDHolder: Protected Objects

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-c--protected-accounts-and-groups-in-active-directory 



© Copyright 2018 NotSoSecure Global Services Limited, all rights reserved.

adminCount: Protected Objects
Using RSAT

Get-ADUser -LDAPFilter "(admincount=1)”

Get-ADGroup -LDAPFilter "(admincount=1)"

Using PowerView

Get-DomainUser -AdminCount

Get-DomainGroup -AdminGroup
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adminCount: Domain Trusts
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adminCount: Domain Trusts
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adminCount: Domain Trusts
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adminCount: Domain Trusts
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adminCount: Domain Trusts

https://twitter.com/PyroTek3/status/895283533165416449 
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adminCount: Domain Trusts
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So, why is this of any interest to 

my
organization?
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Case Study



© Copyright 2018 NotSoSecure Global Services Limited, all rights reserved.

Case Study: Targets

• DA/EA may not be the end goal - ask yourself “...what is it that I, an attacker, would 
want to access?...”

• The compromised account may have delegation rights over departmentalized 
groups i.e. Payroll/HR/Research

– Locate sensitive data/target
– Who has access?
– Does our compromised account have delegation rights over this object?

Profit

Yes No
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• We want to get access to Payroll data!

• We have access to a standard domain user account, parent\bob

• The target domain is parent.local

Case Study: Overview
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1.  We find a shared folder

Case Study: Lateral Thinking
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1.  We find a shared folder

2.  Domain Users have read/execute permissions – that’s us!

Case Study: Lateral Thinking
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3.  What’s accessible?

Case Study: Lateral Thinking
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3.  What’s accessible?

4.  To Bob, not much unfortunately…

Case Study: Lateral Thinking
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5.  Some logical thinking may lead us to believe that perhaps there’s a payroll group within AD that is 
used to assign members access to this data

Case Study: Lateral Thinking

Important 
information!
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6.a  This should hopefully look familiar 

6.b  Using ADACLScanner let’s find the delegated permissions for this OU  

Case Study: Lateral Thinking
OU=Groups,OU=Outsourced,DC=parent,DC=local
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Case Study: Lateral Thinking
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7.  So who’s a member of this powerful it_adm group?

Case Study: Lateral Thinking

Important 
information!
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8.  OK great, let’s take this further and check to see who has permissions over

Case Study: Lateral Thinking

OU=IT,OU=Users,OU=USA,OU=Offices,DC=parent,DC=local
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• We have identified the share \\File01\shared

• This is accessible to Domain Users (read/execute access)

• We want to gain access to the subdirectory \\File01\shared\Payroll
• A quick search based on group name indicated the existence of a group named 

outsource_payroll
• outsource_payroll is located in OU=Groups,OU=Outsourced,DC=parent,DC=local
• The group it_adm has a number of privileges over this OU
• A account named Julie is a member of it_adm and her account is located in 

OU=IT,OU=Users,OU=USA,OU=Offices,DC=parent,DC=local
• A number of delegated permissions exist on this OU, one group it_services has 

permissions to reset passwords

Lateral Thinking: Recap

file:///File01/shared
file:///File01/shared/Payroll
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9.  Who’s a member of it_services?

Case Study: Lateral Thinking
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Remember…
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We
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Are
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BOB!
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10.  So…. Let’s reset Julies password!

Case Study: Lateral Thinking
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10.  So…. Let’s reset Julies password!

Case Study: Lateral Thinking
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11.  Now to add ourselves (Bob) to the outsource_payroll group using Julies freshly reset credentials 

Case Study: Lateral Thinking
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11.  Now to add ourselves (Bob) to the outsource_payroll group using Julies freshly reset credentials 

12.  Let’s check to see if Bob is now a member of the outsource_payroll group

Case Study: Lateral Thinking
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13.  Let’s check to see if we can now view \\file01.parent.local\shared\payroll as Bob

Case Study: Lateral Thinking

file:///file01.parent.local/shared/payroll
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13.  Let’s check to see if we can now view \\file01.parent.local\shared\payroll as Bob

Case Study: Lateral Thinking

file:///file01.parent.local/shared/payroll
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14.  Bob has the secrets!

Case Study: Lateral Thinking
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Case Study: Summary

\\file01.parent.local
\shared

\\file01.parent.local
\shared\payroll

Bob
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Case Study: Summary

Bob

\\file01.parent.local
\shared

It_services
It_services has reset 
password permission 

over 
OU=IT,OU=Users,OU=US
A,OU=Offices,DC=parent,

DC=local
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Case Study: Summary

Bob

\\file01.parent.local
\shared

It_services
It_services has reset 
password permission 

over 
OU=IT,OU=Users,OU=US
A,OU=Offices,DC=parent,

DC=local

Julie

Reset password for Julie
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Case Study: Summary

Bob

\\file01.parent.local
\shared

It_services
It_services has reset 
password permission 

over 
OU=IT,OU=Users,OU=US
A,OU=Offices,DC=parent,

DC=local

Julie

Reset password for Julie

It_adm

It_adm has full permissions 
on user/group objects over 
OU=Groups,OU=Outsourced,

DC=parent,DC=local
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Case Study: Summary

Bob

\\file01.parent.local
\shared

It_services
It_services has reset 
password permission 

over 
OU=IT,OU=Users,OU=US
A,OU=Offices,DC=parent,

DC=local

Julie

Reset password for Julie

It_adm

It_adm has full permissions 
on user/group objects over 
OU=Groups,OU=Outsourced,

DC=parent,DC=local

Add Bob to 
outsource_payroll

outsource_payroll
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Case Study: Summary

Bob It_services
It_services has reset 
password permission 

over 
OU=IT,OU=Users,OU=US
A,OU=Offices,DC=parent,

DC=local

Julie

Reset password for Julie

It_adm

It_adm has full permissions 
on user/group objects over 
OU=Groups,OU=Outsourced,

DC=parent,DC=local

Add Bob to 
outsource_payroll

outsource_payroll
Access Secret.txt from

\\file01.parent.local\shared\payroll
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Case Study: Proving a Point
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• Both the it_services and it_adm groups have reset password rights over 

OU=IT,OU=Users,OU=USA,OU=Offices,DC=parent,DC=local 

Case Study: AdminSDHolder



© Copyright 2018 NotSoSecure Global Services Limited, all rights reserved.

Case Study: AdminSDHolder

• An account, godmode, lives here
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• From earlier; you may recall that godmode is a member of “Enterprise Admins”

Case Study: AdminSDHolder
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• Can we reset the password for godmode?

Case Study: AdminSDHolder

• No.

• Recall the purpose of AdminSDHolder (and SDProp) 

• godmode is a protected object
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Case Study: Taking it further…
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Progress
• At this point we’re not Domain Admin/Enterprise Admin, but we have access to the 

target data - this is a win!

• However, there are many more interesting delegation permissions we could be 
investigating…
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LAPS: Overview

“…The ‘Local Administrator Password Solution' (LAPS) provides a 
centralized storage of secrets/passwords in Active Directory (AD) - without 
additional computers. Each organization’s domain administrators 
determine which users, such as helpdesk admins, are authorized to read 
the passwords…”

https://technet.microsoft.com/en-us/mt227395.aspx 
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• LAPS read permissions have been assigned to the group laps_read on 
OU=Offices,DC=parent,DC=local 

• Interesting LAPS permissions

LAPS: Configuring (Whitebox)

Access Object Outcome

Read ms-Mcs-AdmPwd View the configured password

Write ms-Mcs-AdmPwd Reset the password

Read Ms-Mcs-AdmPwdExpirationTime View the LAPS password reset date
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• LAPS read permissions have been assigned to the group laps_read on 
OU=Offices,DC=parent,DC=local 

• Interesting LAPS permissions

LAPS: Configuring (Whitebox)

Access Object Outcome

Read ms-Mcs-AdmPwd View the configured password
Write ms-Mcs-AdmPwd Reset the password

Read Ms-Mcs-AdmPwdExpirationTime View the LAPS password reset date
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• Using Bobs account, we can prove that LAPS is enabled within the environment by querying known 

fields – *the expiration time is available to any domain user to view 

https://adsecurity.org/?p=3164 

Case Study #2: Lateral Thinking
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• Using Bobs account, we can prove that LAPS is enabled within the environment by querying known 

fields – *the expiration time is available to any domain user to view 

• OK, so where do these client systems live?

https://adsecurity.org/?p=3164 

Case Study #2: Lateral Thinking

Important 
information!
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• The group laps_read has access to the ms-Mcs-AdmPwd object on 
OU=Computers,OU=USA,OU=Offices,DC=parent,DC=local 

LAPS: Configuring
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• So, who’s a a member of laps_read?

Case Study #2: Lateral Thinking
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• Juile!

Case Study #2: Lateral Thinking
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We
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Pwned
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Julie!
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• Performing the same search, but using julies account

Case Study #2: Lateral Thinking
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• Performing the same search, but using julies account

Case Study #2: Lateral Thinking
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• It is also worthwhile checking if any accounts/group have access to BitLocker recovery keys stored 
within Active Directory…

Case Study #3: Lateral Thinking
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• Let’s see if Bob’s able to query AD for any Bitlocker passwords!

• Active Directory delegation and Bitlocker

https://blogs.technet.microsoft.com/craigf/2011/01/26/delegating-access-in-ad-to-bitlocker-recovery-information/ 

Case Study #3: Lateral Thinking (Whitebox)

Access Object > Attribute Outcome

Read
msFVE-RecoveryInformation > msFVE-
RecoveryPassword

Delegated group/user 
can read the Bitlocker
recovery passwordControl_Access (can be set 

via LDP.exe)
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• Let’s see if Bob’s able to query AD for any Bitlocker passwords!

• OK, well perhaps we should check for delegated permissions 1 last time! 

Case Study #3: Lateral Thinking
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• Let’s see if Bob’s able to query AD for any Bitlocker passwords!

• OK, well perhaps we should check for delegated permissions 1 last time! 
• Where are the client systems located?

Case Study #3: Lateral Thinking

Important 
information!
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• For this example we’ll focus on: 
OU=Computers,OU=Japan,OU=Asia,OU=Offices,DC=parent,DC=local

Case Study #3: Lateral Thinking
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• Let’s see who is a member of the bitlocker_mgt group

Case Study #3: Lateral Thinking
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• Let’s see who is a member of the bitlocker_mgt group

• Both it_services and it_adm have control over this location! Let’s use Bob’s account to change 
Gavins password!

Case Study #3: Lateral Thinking
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• Now to extract Bitlocker passwords…

https://gallery.technet.microsoft.com/scriptcenter/Inventory-Report-Bitlocker-d4172218 

Case Study #3: Lateral Thinking
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• Now to extract Bitlocker passwords

https://gallery.technet.microsoft.com/scriptcenter/Inventory-Report-Bitlocker-d4172218 

Case Study #3: Lateral Thinking
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Automating the Process
&

Plugging the Holes
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Automating the Process

ADRecon - https://github.com/sense-of-security/ADRecon
• Uses Microsoft Remote Server Administration Tools if installed, if not, it falls back to LDAP
• Enumerates users, groups, computers, OUs, various permission assignments and generates 

useful statistics/graphical reports

OU permissions (redacted)

LAPS detail

https://github.com/sense-of-security/ADRecon
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Automating the Process
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Automating the Process

Bloodhound – https://github.com/BloodHoundAD/BloodHound
• Find the shortest path to domain pwnage!
• Invoke-BloodHound -CollectionMethod All -CompressData -RemoveCSV

It_admJulieBob

https://github.com/BloodHoundAD/BloodHound
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Key Takeaways

• Ensure you have a good understanding of the roles delegation plays within your own environment

• Tools such as ADACLScanner allow for a very visual overview, and as such, is an ideal tool for both 

beginner and advanced users alike

• Automated toolsets such as Bloodhound and ADRecon are very powerful, and having an 

understanding of what they report allows for easier remediation

• We’ve only touched on a small subset of Active Directory within this webinar – following subject 

matter experts such as @PyroTek3, @_wald0, @CptJesus, @harmj0y, @mattifestation and 

@prashant3535 (many, many more deserve a mention here) will ensure that you keep up-to-date 

with the latest and greatest security issues that could effect your organization
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Thank you!
feedback/contact: feedback@notsosecure.com

See you at  Blackhat USA 2018!
Advanced Infrastructure Hacking

Basic Infrastructure Hacking
Web Hacking – Black Belt Edition

Basic Web Hacking 


