Enterprise Defense ONapsSIS

and why you're most likely doing it all wrong



Key SAP Cyber-Security Trends j onapsis

“SAP has released 3300+ security patches to date.
In 2014 alone, 391 were released - averaging 30+/month.
Over 46 percent of them were ranked as “high priority”.

Source: http://www.onapsis.com/blog/sap-security-advisories-a-preview-of-a-year-in-review-and-future-trends/
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Over 95% of the SAP systems we have assessed, were
exposed to vulnerabilities that could lead to full compromise
of the company’s business processes and information.
Most vulnerabillities could be exploited anonymously and
remotely.

In most scenarios, anyone that can “ping” an
SAP server, can break into It.

BlackHat EU 2012 — “Cyber Attacks & SAP Systems” by Mariano Nunez



What Is the Probability? Killing Some Myths J oNnapsis

“Our SAP platform is only accessible through internal

networks”

* There is no such thing as an “Internal” Network anymore

« There are no more “perimeters” (spear-phishing, rough contractors, malicious
employees)

« Many SAP systems are directly connected to the Internet (Web apps, Mobile,
cloud-deployments, etc.)

www.shodanhg.com/search?g=SAP

’- SHODAN SA Search

Results 1 - 10 of about 13332 for SAP
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What Is the Probability? Killing Some Myths J oNnapsis

“This can only be performed by highly-skilled attackers”

* Who is the Threat Actor? Most likely an unethical competitor, disgruntled
employee, hacktivist, or foreign state.

« Even script kiddies — the information is out there!

SAP R/3 on Oracle: vulnerable Default Installation ‘
From: Jochen Hein (fochen@ochen org) ' Date: Sat, 27 Apr 2002

Date: 04/27/02

.mw
e Messages sorted by: [ aale | (Uvead | [ sutyect ] [ adhor | [ atlactwnend )

To:
From: Jochen Hein <jochen@)ochen.org>
Date: Sat, 27 Apr 2002 09:06:19 +0200

SAP R/3 on Oracle: vuinerable Default installanion

Topic: SAP R/3 on Oracle: vuinerable Default Installanion

Module: Default Oracle Listener Configusation

Announced 2002-04-27

Aftects: All R/3 Releases using SQL"net V2 (3.x, 4.x, 6.10)

Vendor: [1]SAP AG. Walldorf, Germany

Vendor-Status: 2002-03-03 informed
2002-03-05: problem acknowiedged

Synopsis
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What Is the Probability? Killing Some Myths J oNnapsis

“Our SAP system has never been hacked”

« Most companies do not enable (security) logging due to the negative impact
on performance

« Traditional SIEMs or log correlators won’t help. Even with the standard
Security Audit features enabled, certain type of cyber security attacks can’t
be detected through log files.

 Furthermore, several vulnerabilities have been discovered that could be
used for anti-forensics purposes
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What Is the Probability? Killing Some Myths{J onapsis

“We are applying SAP patches regularly”
* Most patches that are applied are “functional”, not security-related.

* Applying security patches without the proper analysis introduces
operational risk (more sensitive in business-critical platforms!).

 Another risk: The Window of Vulnerability

Window of Exposure = 18 Months + V

eeeeeeeeeeeee

12+ Months 6+ Months mn
Vulnerability is found ggztgﬁ'getrhse OIOrgiamization
eploys
and reported to SAP. market ot
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What Is the Probability? Killing Some Myths

Who Watches the Watchers when You Outsource?

linfo security]

{}. News Topics Features Webinars WhitePapers Events 5 Conferences Directory

Anonymous claimed breach
and stated:
“A sweet Oday SAP exploit is in
our hands and oh boy we’re
gonna sploit the hell out of it.”
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Is A Tsunami Of SAP Attacks Coming?
@ Ericka Chickowski
L - ™ See more from Ericka

T How Cybercrimin)
g Trojan modification points to greater trend of attackers targeting ERP and business- = 1" f v

critical applications

| FIY I in)

Dark Reading R¢

Connect directly with Ericka: [ [} Bio | contact

A malware targeting SAP

systems discovered in the

wild - A “Tsunami of SAP
Attacks Coming?”

CONFIDENTIAL

“IT's THE ULTIMATE
COMEINATION

PCWorld

===

NEWS REVIEWS HOW-TO VIDEO BUSINESS LAPTOPS COMPUTERS PHONES PRINTERS SECURITY SOFTWARE  WINDOWS

On-demand remo

- szcunl.w ) i IT support for
... Nvidia takes customer site Z‘i’ml‘:‘.ﬁv?é‘.‘l
offline after SAP bug found . i
[n
i) Jan 8, 2014 6:40 B @O Rescue TRYITFREE

LATEST VIDEOS

A Chinese hacker exploited a
vulnerability in a corporate
SAP NetWeaver Portal.

/»J onapsis



What Could Be the Impact? Qonapsis

“IF OUR COMPANY'S SAP SYSTEM IS BREACHED,
IT WILL COST US $22 MILLION PER MINUTE.”

CISO OF FORTUNE 500 COMPANY

22,5832
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Attack Scenarios
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Pivoting between SAP systems:

Pivot from a system with lower security (Development or QA system)
to a critical system (Production system), to execute SAP remote
function modules in the destination system

Customer and Supplier Portal Attacks:

Create users in the SAP J2EE User Management Engine using the CTC
servlet, by exploiting a vulnerability through HTTP verb tampering, and
obtaining access to the SAP Portal business information (and internal
systems).

Attack on SAP services configuration:

Execute Operating System commands under the privileges of the user
<sid>adm by exploiting vulnerabilities in the SAP Gateway. Get and
potentially modify credit card information stored in the SAP database.

CONFIDENTIAL



Attack Scenario 1

Attacker connecting to non-prod systems (Dev/QA)

List of RFC destinations and its properties

Configuration of RFC Connections

Data Browser: Table RFCDES Select Entries 1
@ Generate RFC Calback Positive Lists % Activate Non-Empty Whitelists = Positive List for Dynamic Connections G M4y EFEEAES

@CO RFC calback check not secure

Dis ye ields: £ 2 Fixed Columns: |_14 dth 1023
Destination Connection Type|Options
RFC Connections Ty... | PL... | Comment DM1 3 H=192.168.0.83,5=00,M=800, U=ZONAPSIS, ¥=2,h=2, 2=-2, V=% _PWD, W=¥,B=N, C=N, E=
~ 3 ABAP Connections 3
B : SE16 - RFCDES
5 DYMNAMIC_DEST_CALLBACK_WHITELIST |3 Callback Positive List for Dynamic Destinations
- [2) 674 3

SM59

Attacker goes to transaction SE37 and leverages a destination and “data read” function module.

SDTX
RFC_READ TAELE

Uppercase/Lowercase

RFC target sy3: DM1 WA
B00aMER3T0000000000002 John Taylor 200501019999123101
- E00MC 000a0000000008 T 20030680 2 0
Import parameters TRLITE BOOMC  510000000000000 John Taylor 200306019999123101
800MC  5120000000000004 Uncle John's Bagel Factory 2008022899991231
E 9 800MC  5120000000100002 Carpenter Works 2008022899991231
AN TS e a 800VISA4100000000000001 Andrew Sands 200307022005053101
DELIMITER B00VISA4111111111111111 Zlex Lynch 200809012008123101
NO_DRTR £00VISA4200000000000000 Tech Inc. 200411192007123101
ROWSKIPS [u]
ROWCOUNT [u]

-~ mmr\nn:r\ In All Dinhte RDoacan/ad



Attack Scenario 2

Vulnerable systems are also connected to Internet!
GO 81*.. inurl:/iryportal |

Attacker sending HTTP request to the CTC servlet and creating a user — Filtered...

] 192.168.0.190

Using a local proxy, the attacker changes the HTTP verb from GET to HEAD and forwards it to the
server. This command will send the user creation request to the CTC servlet

Haw TF‘arams T Headers T Hex ]

GET |/cte/Cont igiervlet?param=com. sap.ctc.util.UserConfig; CREATEUSER; USERINANE=TEST WVULN, PASSWORD ; HTTP/L.1
H§s=st: L192.,1e8.0,.190:50000

ﬁaw Params T Headers T Hex ]
-—

HELD fctchonfigServlet?param=com.sap.ctc.util.UserConfiq:CPEATEUSEP:USEPHAHE=TEST_?ULH,PASSWOPD ; HTTR/ 1.1
HostT 192, 1g8.0.190:50000




Attack Scenario 3

By abusing of insecure configurations in the SAP systems, there are different ways an attacker would
use to get business data:

Exploits the SAP RFC Gateway -> OS control -> SAP DB schema control.

¥\ DML
~ i M1 [ CRITICAL External RFC
v Database Server 7210
P~ 7210 TCP [ MAXDB Description
- SAP Application Server ABAP 00

@ External RFC s ly It is possible to start external RFC Servers through

2] 3300 TCP / SAP danaeros BFC servers that would alow the attad

2] 50014 TCP / 5A

2] 50013 TCP / SAP Management Console
3900 TCP / SAP M Serv

o= - [ aAnHessage sener WERETE. e e

(P 3600 TCP / SAP Message Server executing database-specific OS5 commands.

2 3300 TCP / SAP AS RFC Interface

Use Exploit >
Get business table by shell »

Create SAPXPG console Y| 5AP Gateway on 192.163.0.83

Configuration Options
Table to obtain {Customers (KNA1) = q .
Number of rows to obtain 10 = table KNA]—
g Get business table by shell
KUNNR LAND1 NAME1L NAME2 BEGRY BRSCH ERDAT
C u Sto m e r‘ ta b | e i s 0000000001 us Melson Tax & Associates 19990520
< 0000000002 CE Wett 19950323
d I S p I a ye d 0000000049 CH Ku Ping Enterprise Co, Ltd 20100618
0000000099 CE Einmall-unde 19990712
0000000110 DE Auto Klement Exclusive Automobile 19950809
—
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Attack Scenarios J onapsis

O .
Q (- — @ In these attack scenarios, any
l.\ L T'j . . . .
G ) business information in SAP can be
I displayed:
D
&, o/ (™ = )
J|!_:.— ,r‘J g I ey N « PAOO*: group of tables with HR Information
i - / « LFAL: Vendor Master Data
TRl — « KNAL: Customer Master Data
o « VCNUM & MKNUM: Customer Credit Cards
— \\ « BKPF & BSEG: Financial Documents

« EKKO & EKPO: Purchase Orders
|  AUFK: Production Orders
\‘iféllf??ﬁ?f - KALC: Material quantity calculation formulas

e o

\d\ e
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Onapsis Security Platform /-] onapsis

Onapsis Security Platform
Provides organizations a
holistically adaptive approach to
focus on the factors that matter
most to their business — critical
applications running on SAP that
house vital data and run mission-
critical business processes.

SAP Certified

Integration with SAP NetWeaver*

© 2015 Onapsis, Inc. All Rights Reserved

Vulnerability and Compliance

Identify all SAP infrastructure and generate graphical topology maps along with the interfaces
between systems and applications.

Assess risks based on vulnerabilities and tie business context into remediation planning
processes.

Performs audits to Identify compliance gaps and report when systems don’t meet
requirements based on policies and industry regulations.

Detection and Response

Continuous monitoring of advanced threats and anomalous user behavior on SAP
infrastructure.

Provides visibility into attacks, with context, to determine if the attack is likely to be successful.
Leverages real-time reporting on the likelihood and impact of threats from SAP exploits.
Delivers attack signatures to identify anomalous user behaviors.

Detects system changes that make organizations more vulnerable to attack.

Advanced Threat Protection

Provides protection against SAP security issues for which no SAP note has been released.
Eliminates the window of exploitability and protects customers against known but unpublished
vulnerabilities.

Customers who subscribe to Advanced Threat Protection receive signatures for
exploitation attempts against zero day vulnerabilities.
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Engage with Onapsis j onapsis
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ERP SECURITY: ASSESS, EXPLOIT AND DEFEND SAP

PLATFORMS

y 4 4l J Building Secure Transactions on ONTHIS PAGE
L. : " SAP Systems pESaes

OVERVIEW

OVERVIEW

1 minute Onapsis Security Platform Visit our Blog — The source BlackHat USA 2015 ERP
Demo on SAP Cybersecurity For SAP Cybersecurity Expertise Security Training — Aug. 3-4
https://youtu.be/38T-_yvTroc Onapsis.com/blog http://ubm.io/IMbaYe3
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https://youtu.be/38T-_yvTroc
http://www.onapsis.com/blog
http://t.co/Co7fjn6zZw

Thank You QOnapsis

@marianonunezdc



