)
<® FireEye

Malware Detection using

Advanced Behavior Analysis

Josh McCarthy, Sr. Solutions Architect



Multi-Protocol, Real-Time VX Engine

" - /_ - . .
FireEye Appliance Platform Dynamic, real-time analysis

- Presence Of Malware

- Malware Binary
MALWARE-VM FILTER _ AttaCk PrOflle

- Originating URL

- Subsequent URLs
- Obfuscation Techniques

Multi-protocol Object

Capture

Phase 1 — Web MPS

. Aggressive Capture | & - Host Modification Rpt
. Web Obiject Filter c,?; - - Malware Iqentlflcatlon
o 5 - C&C Profile
% = - C&C PCAP
Phase 1 — Email MPS P - C&C Block List
« Email Attachments b - C&C Encryption Profile
« URL Submission - Management Reports
Virtual Execution - Beaconing Volume
Phase 1 — MAS appliance Environments - Call Back Volume
« User submissions Phase 2 - Infected Hosts

- Malware Type Reports

« Batch mode processing )
<O Fire Eye

Copyright (c) 2012, FireEye, Inc. All rights reserved.




Sample Web Exploit

Page: 1 of 1

Type 1d T Mzlvare Severity Time (UTC Source IP Target IP URL / MdSsum
v Web Infection 357 Exploit.Browser 01/10/13 19:01:14 95.151.58.78 w.7t43.cn/01/logo.htm
Malvare: W Exploit.Brovser Orig. Traffic Capture pcap 1006716 bytes  [(text)
M Capture peap 1242130 bytes  (text)
W Malicious Behavior Observed P d A1 I 95.151.58.78
Cap, an Orlglna Src MAC Address: 00:0c:29: 6:3b

object(s)

Analysis 0S:
Archived Object:

Microsoft dovsXP Professional 5.1 sp2
w 7t43 cn 01 logo htm 357.zip

Infection URLs:

URL Occurred Content Type
w.7t43.cn/01/logo.htm 01/10/13 18:57:12 text/html
activex.microsoft.com/objects/ocget.dll 01/10/13 18:57:12 text/html
w.7t43.cn/01/c.js 01/10/13 18:57:12 application/x-javascript
dongming.com.cn/moban2/fm/51/index.asp?userid=344 01/10/13 18:57:12 text/html
w.7t43.cn/01/index.htm 01/10/13 18:57:12 text/html
vivvi.dovinload.vindowsupdate.com/msdovnload/update/v3/static/t 01/10/13 18:57:12 text/plain
rustedr/en/authrootseq.txt
vivivi.dovmload.vindovsupdate.com/msdovmnload/update/v3/static/t 01/10/13 18:57:12 application/octet-stream
rustedr/en/authrootstl.cab
w.7t43.cn/01/all.htm 01/10/13 18:57:12 text/html
w.7t43.cn/01/ie.svf 01/10/13 18:57:12 application/x-shockwave-flash
w.7t43.cn/01/b.htm 01/10/13 18:57:12 text/html
vw.7t43.cn/01/0.htm 01/10/13 18:57:12 text/html
w.7t43.cn/01/5.htm 01/10/13 18:57:12 text/html
w.7t43.cn/01/6.htm 01/10/13 18:57:12 text/html
w.wesy67.com/01/okl.exe 01/10/13 18:57:12 application/octet-stream
dongming.com.cn/ 01/10/13 18:57:12 text/html
u4.muus98.com/Im/M10.exe 01/10/13 18:57:13 application/octet-stream
u4.muus98.com/Im/M1.exe 01/10/13 18:57:13 application/octet-stream
u4.muus98.com/Im/M12.exe 01/10/13 18:57:13 application/octet-stream
u4.muuss8.com/Im/M2.exe 01/10/13 18:57:13 application/octet-stream
u4.muus38.com/Im/M3.exe 01/10/13 18:57:13 application/octet-stream
0S Change Detail (version: 4.306) | Items: 333 | OS Info: Microsoft WindovsXP Professional 5.1 sp2 Top

URL

u4.muu998.com/Im/M4.exe

u4.muu998.com/Im/M11l.exe

u4.muus89s.com/Im/M6.exe

u4.muus898.com/Im/M15.exe

u4.muus898.com/Im/M7.exe
vi.7t43.cn/01/%E0%ACYBBYEDcACT.SBAAAAAAAAAAAAAALMALMALALAAAN

v.wesy67.com/01/ok.exe

x.ty339.com/dovnt.txt
u3.muu938.com/cj/ko.exe
u3.muu998.com/la/Ll.exe

count.key5188.com/vip/get.asp?mac=000C-23CF-063B&ver=1238kos=
MicrosoftWindowsXP&temp=123

x.am36S.com/count.txt
x.ty339.com/dovmnt.htm
u3.muu998.com/la/L6.exe
u3.muu998.com/la/L3.exe
u3.muu998.com/la/L4.exe
u3.muu998.com/la/L5.exe
u4.muus898.com/Im/M0.exe

u4.muu998.com/Im/MS.exe

23:26:14

Type Mode/Class Details (Path/Message/Protocol/Hostname/Qtype/ListenPort etc.)
Analysis Web

Os Name: windows Version: 5.1.2600 Service Pack: 2

Os Monitor Version: 6.3.0 Build: 77064 Date: Nov 12 2012 Time:
Exploitcode API Name: LoadLibraryA Address: 0x7c80165a

Params: [user32]

Imagepath: C:\Program Files\Internet Explorer\iexplore.exe DLL Name: kernel32.dll

Call Stack:

Frame Instruction A Module Name Symbol Name sD

No. ddr.

3 0x7e8cde76 C:\WINDOWS\system32\m DIlIGetClassObject 0x000830
shtml.dll 43

4 0x7e9878fa C:\WINDOWS\system32\m MatchExactGetIDsOf 0x000008
shtml.dll Names 42

5 0x7e8cible C:\WINDOWS\system32\m DIlIGetClassObject 0x00076d
shtml.dll 6b
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Occurred

01/10/13
01/10/13
01/10/13
01/10/13
01/10/13
01/10/13

01/10/13

01/10/13
01/10/13
01/10/13
01/10/13

01/10/13
01/10/13
01/10/13
01/10/13
01/10/13
01/10/13
01/10/13
01/10/13

18:
18:
18:

18:
18:

18:
18:
18:

18:
18:
18:
18:
18:
18:
18:
18:

57:
57:
57:
157

Process ID

232



File
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Malicious Alert
Fie
File

Folder
Fie
Mutex
Regkey

Regkey
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Malcious Alert
Regkey
Malicious Alert

File

Close

Setval

Misc Anomaly
Created
Close

Open
Open

Setval

Setval

Loaded

Misc Anomaly
Deleteval
Misc Anomaly

Created

Maliclous Alert Misc Anomaly

Process

Mutex

Started
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DLL Entry Points

C:\WINDOWS\system\DVL
MDS: d41d8cd98f00b204e9800998ecfB427e
SHA1: da39a3eeSe6b4b0d3255bfef95601890afd80709

\REGISTRY\MACHINE\SOFTWARE\Microkoft\Windows\CurrentVersion\Run\"Rsskpim™ = rundli32.exe C:\WINDOWS\
system32\ngnvkf97.dll,Start

Message: Startup services added Detail: e adding itself to windows startup areas
C:\WINDOWS\system 32\ngnvkf97.dimmc.pkm

C:\WINDOWS\system32\ngnvkf97.dimmc.pkm
MDS: 8d9¢307cb7f3c4a32822a51922d1ceaa
SHA1L: b51360734dab64be0e618bacbea2865a8a7dcd669

C:\Documents and Settings\Administrator\Cookies

C:\Documents and Settngs\Administrator\Cookies\index.da
Imagepath: C:\WINDOWS\system32\rundli32.exe

\REGISTRY\USER\S-1-5-21-527237240-1580818891-725345543-500\Software\Microsoft\Windows\CurrentVersion
\Intemet Settings\"ProxyEnable” = 0x00000000

\REGISTRY\USER\S-1-5-21-527237240-1580818891-725345543-500\Software\Microsoft\Windows\CurrentVersion
\Intermnet Settings\Connections\"SavedLegacySettings" = 0
000031302e302e302¢32323830383000000 000

0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Entry point passed to
driver by malware in
user mode

Kernel mode driver T

To15e Syoervr
32\dnivers\ngnvkf97.sys
A\WINDOWS\system32\services.exe

Dnvenmage: \??\C:\WINDOWS\syst
Method: NtLoadDriver Imagepath:

Message: Malware is loading a driver
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\"Rsskpim™
Message: Startup services deleted Detail: Malware deleting entries in windows startup areas

C:\WINDOWS\system32\cobox,dll
Message: System services modified Detail: New exe/dll/sys file created under WINDOWS or SYSTEM32 directorles

C:\WINDOWS\system32\rundll32,exe
Packed: no GUI: no

Parentname: C:\malware,exe
Command Line: Rundll32 C;\WINDOWS\system32\cobox.dll Exucute

\BaseNamedObjects\SHIMLIB_LOG_MUNEX




ecent PDF Zero-Day Sleep Exam

OS Change Detail (version: 4975) | Items: 1020 | OS Info: Microsoft WindowsXP Professional 5.1 sp2 Top

Type Mode/Class
Analysis Malware
Os

Os Monitor

Process Started

Malicious Alert Anomaly Tag

API Call

API Call

API Call

API Call

API Call

API Call

3 Repeated items skipped
API Call

API Call

DLL Exports

DLL Loaded

API Call

Regkey Added

API Call

Copyright (c) 2012, FireEye, Inc. All rights reserved.

Details (Path/Message/Protocol/Hostname/Qtype/ListenPort etc.)

Name: windows Version: 5.1.2600 Service Pack: 2

C:\WINDOWS \system32\rundll.exe

Parentname: C:\WINDOWS\system32\cmd.exe

Command Line: "c:\windows\system32\rundil.exe* "c: (NG
o

MDS:

SHAL:
Message: Startup behavior anomalies observed Detail: A new process has been launc
hed

API Name: SystemTimeToFileTime Address: 0x7c¢833ece
Params: [0x12f0a4, Ox12eef8)
Imagepath: C:\WINDOWS\system32\rundll.exe DLL Name: kernel32.dll

API Name: SystemTimeToFileTime Address: 0x0045f9ff

Params: [0x12f094, 0x12f08c¢]

Imagepath: C:\WINDOWS\system32\rundll.exe DLL Name: kernel32.dll
API Name: SystemTimeToFileTime Address: 0x7¢833ece

Params: [0x12f9d8, 0x12f82¢]

Imagepath: C:\WINDOWS\system32\rundll.exe OLL Name: kernel32.dll
API Name: SystemTimeToFileTime Address: 0x0045f9ff

Params: [0x12f9¢8, 0x12f9c0]

Imagepath: C:\WINDOWS\system32\rundll.exe ODLL Name: kernel32.dll

API Name: SystemTimeToFileTime Address: 0x7c¢833ece

Params: [0x12f8f4, 0x12f748]

Imagepath: C:\WINDOWS\system32\rundll.exe DLL Name: kernel32.dll
API Name: SystemTimeToFileTime Address: 0x0045f9ff

Params: [0x12f8e4, 0x12f8dc]

Imagepath: C:\WINDOWS\system32\rundll.exe DLL Name: kernel32.dll

API Name: SetErrorMode Address: 0x7¢8219fb
Params: [32769]
Imagepath: C:\WINDOWS\system32\rundll.exe ODLL Name: kernel32.dll

API Name: SetErrorMode Address: 0x7cB821ce6
Params: [1]
Imagepath: C:\WINDOWS\system32\rundll.exe DLL Name: kernel32.dll

DLL Name: c:\97777F~1.DLL

Exports: [Call32W, Cali32W@16, Callw, CallW@16, ClearPropVariantArray, ClearVariantAr
ray, DliCanUnloadNow, DIIGetClassObject, DliMain, DIIMain@12, DlIRegisterServer, DllUnre
gisterServer, GetProxyDllInfo, InitPropVariantFromBooleanVector, InitPropVariantFromBuff
er, InitPropVariantFromCLSID, InitPropVariantFromDoubleVector, InitPropVariantFromFileTi
me, InitPropVariantFromFileTimeVecor, InitPropVariantFromGUIDAsString, InitPropVariantF
romintiéVector, InitPropVariantFromInt32Vector, InitPropVariantFromInt64Vector, InitPropV
ariantfromPropVarianWectorElem, InitPropVariantfromResource, InitPropVariantfromStrRet
, InitPropVariantFromStringAsVector, InitPropVariantFromStringVector, InitPropVariantFrom
UInti6Vector, InitPropVariantFromUInt32Vector, InitPropVariantFromUInt64Vector)

Process ID

400

400

400

400

400

400

400

400

Parent ID

644

Imagepath: inNDOWSiiswrrBZirundll.exe
n

DLL Path: C

Params: [2, Oxe7ff6¢c, 0, 300000, 1]
Imagepath: C:\WINDOWS\system32\rundll.exe DLL Name: kernel32.dll
\REGISTRY\USER\S-1-5-21-1409082233-688789844-725345543-1003\SO FTWARE\Micro:
\Windows\CurrentVersio

AL Sat
i

3
API Name: Sleep Address: 0x666c3689
Params: [15000]

Imagepath: C:\WINDOWS\system32\rundll.exe OLL Name: kernel32.dll

Tracking sleep call

400

400

File Size

720896




MAS Obiject and Info Availability

There are a total of 15727 malvare analyses for the current filter. A maximum of 100 pages of results vill be displayed.  [show all eve

Original analyzed at: 11/05/12 20:53:08

clip, & original object(s)

M Suspicious Behavior Observed

Archived Object:

R 1D Type IMV Anzlysis Malvare URL Profile Name - Application MdSsum Submitted (UTC
» @ 15687 zip Sandbox file://samplel.zip win7-spl - 84e16d7ec9bSe1534700d0eeb7f2d 02/03/13 19:03:07
7b7
» [ 15689 zip Sandbox file://sample2.zip vinxp-sp2 - 0526115ac8ccd31d0afcb9b15ff2e76 02/03/13 19:03:27
b
v [ 12194 exe Y Sandbox Trojan.Dovmloader file://artifact184632.exe vin7-sp1l - 915fc4c4c77e29¢cac22842896c36bcl 11/05/12 21:06:53
f
Malvare: B Trojan.Dovnloader VM Capture(s) [1] pcap 20472 bytes (text) (clip
VXE Callback: M Trojan.Dovnloader H [2] extracted files 12315 bytes
Fie Tyoe. Pcap, extracted files, Micosafs Windose? rofessionsl 6.1 501

315fcd4cdc77e23cac22842836c36bcif.zip

Bo Details:
ferver DNS Name: joripong.com Service Port: 80

Direction Command

GET Jview_dat/?dCode= HTTP/1.1

User-Agent

HiSantaSession
Server DNS Name: down. joripong.com Service Port: 80

Command
GET /dovn/referdis/referdis_.sft HTTP/1.1

Direction User-Agent

HiSantaSession

Callback communication observed from VM: Malvare: Trojan. Downloader
Server DNS Name: 199.16.199.2 (sandbox) Service Port: 80

Direction Command

GET /viev,_dat/?dCode= HTTP/1.1

User-Agent

HiSantaSession

Host

Connection

joripong.com

Extracted C2 ~
information

Host Connection

joripong.com

OS Change Detail (version: 4.822) | Items: 218 | OS Info: Microsoft Windows7 Professional 6.1 sp1  Top

ype Mode/Class Details (Path/Message/Protocol/Hostname/Qtype/ListenPort etc.)

Analysis Malvare

Os Name: vindows Version: 6.1.7601 Service Pack: 1
Os Monitor Build: 69105 Date: Jan 24 2012 Time: 14:44:55
Uac Privilege use SeTcbPrivilege

Uac Service Program Compatibility Assistant Service

Process Started Cil\exec\artifact184360.exe

Parentname: C:\Windovs\explorer.exe

Command Line: "Ci\exec\artifact184360.exe"

MDS: 915fc4c4c77e29cac22842896c36bclf

SHA1: 957fccf1bff63206bd1065af6ba21624f52fcSch

Mzlicious Alert Anomaly Tag Message: Startup behavior anomalies observed  Detail:
hed
API Call API Name: IsDebuggerPresent Address: 0x7400b717

Imagepath: C:l\exec\artifact184360.exe DLL Name: kernel32

Copyright (c) 2012, FireEye, Inc. All rights reserved.

A new process has been launc

Malware hiding criti

Malicious Alert Misc Anomaly Message: Malware trying to detect the presence of a2 debugger  Detail:
eness detected
Mutex Imagepath: Cilexec\artifact184360.exe
API Call API Name: SetErrorMode Address: 0x0044635F
Params: [0x00000000]
Imagepath: Cilexec\artifact184360.exe DLL Name: kernel32
API Call API Name: SetErrorMode Address: 0x0044639a7
Params: [0x00008001]
Imagepath: Cilexec\artifact184360.exe DLL Name: kernel32
Malicious Alert Misc Anomaly Message: Critical error message boxes hidden (file errors)  Detail:
cal (file) error message boxes
API Call API Name: GetSystemDirectoryA Address: 0x00418d0b
Imagepath: C:l\exec\artifact184360.exe DLL Name: kernel32
RPI Call API Nsme: GetSystemDirectoryW Address: 0x73ec98d0

Full dynamic analysis
information

Debugger avar
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NEXT GENERATION THREATS PRODUCTS & SOLUTIONS

Don’t be the next...

Chat Now

INFO CENTER PARTNERS

Leading Companies Turn to FireEye to Stop Zero-Day and
Targeted APT Attacks and Stay off the Front Page.

WATCH THE VIDEO

Traditional network and host-based
security won’t protect you from
advanced malware, zero-day and
targeted APT attacks

©

FireEye’s Malware
Protection Systems fill the
security holes left wide open
by next generation firewalls,
IPS, AV and Web Gateways

Support | Contact Us ~

NEWS & EVENTS COMPANY

Contact us for a free 10-day
security assessment. Find out if
you're infected and how to protect
against advanced malware

http://www.fireeye.com/stopapts
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How to Detect Advanced Malware

* Implement automated behavior analysis of inbound
network traffic using virtual analysis techniques
— Analyze multiple version of Adobe files and Microsoft Office files
— Java exploits
— DLL injects
— Heap spray attacks

* Implement automated mechanisms to discover Call-back
Channels via behavioral analysis

* Implement automated dynamic behavior analysis
mechanism to evaluate email attachments and URLs to
identify and protect against targeted spear phishing
attacks
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FireEye Advanced Malware Protection
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Advanced Malware
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