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Sometimes cited for attribution...

» Non-english keyooard language

» Non-english strings In malware or non-=nglish comments In scripts
» Use of The Onion Router (TOR) to anonymize network traffic

o Use of Virtual Private servers (VPS) from a "shady” provider

 Use of a Virtual Private Network (VPIN) provider that has lbeen used in
other attacks associated to particular actor or group

 Use of a foreign free welbmall provider
e Such as: QQ Mall, Yandex, or Mail.ru
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Extra credit

o Use of Mimikatz or other widely avalable tools

o Use of Powershell during exploitation or lateral moverment
e Such as the Empire framework |

e Use of URL shortening senvices such as Bit.ly to obfuscate malicious
INks

o [ Use of technigues such as fake landing pages for services like Grmall,
Hotmal, or Yanoo mal

* Activities performed during business hours IN Moscow or Beling
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What is attribution typically based on?

» A collection of mostly circumstantial evidence
o Example: Russian keyoboard, Russian comments, Russian timezone

» Overlap with tools and infrastructure used In other Incidents
* Particularty for tools only known to be associated to a single actor or group

e Actors aligned with motivations for the attack

* Non-puplic evidence from other collection sources
e Forensic evidence
e Subpoenaed evidence
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Better for attribution

» Specialized tools only associated with a specific group
e SOuUrce code unavallable outside the group

« Computer names
o 5OH keys

o Use of very specific, non-publicly known technigues
* |he same unique account names, scripts, senvice names, etc.

* |Nnfrastructure only known to e controlled Py a single group
 se of speciiic emall addresses
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What is really known?

o |5 it redlly attribution to a specific actor or group’?

e Oris It more "this attack bears simiartties to this other attack’”?
» Neither of whnich may actually point to a speciic actor

* ‘Motivations for this attack align with the possible goals of :

e [rue attrioution strength may lie In non-pullic details
e [{'s a matter of faith In the Institution delivering the attrioution

In the end...
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How valuable is attribution?

o [fyOU arent using it as the basis for foreign policy decisions. ..
« Nations have different reasons for leveraging attrioution than companies

* SOME considerations for attrioution:
o KNnow wnat an adversary I1s after
 Useful towards counterinteligence
» Aids predictive Inteligence

e Otherwise. ..
o SIMply knowing as much as possible about obsenved attacks aids defense

e [cchnigues used, tools used, INnfrastructure used, targeted users or
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e FOr More on attripution:
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