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Wire Me Through Machine Learning



• BEC scam walkthrough
• Social engineering, Social network hygiene and human psyche
• Recon and profiling
• Machine Learning – The attacker’s way
• Design and Execution
• SOS : Defender’s way
• Mitigation
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What's Not to Expect…

• This talk is about human hardware so NO exploits or codes are involved.

• Machine will not perform any magic here and start sending BEC attacks.

• You are welcome to disagree at our points, We are ok with it.
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BEC ? 
Umm..Never heard of it ! 

Features:

• Don’t showcase strong technical exploits.

• Use of high influential skills.

• Sent with short content sensing a need of 
urgency.
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Social engineering, Social network hygiene and Human psyche

“BEC attacks are highly targeted attacks and 
involve high level of research through social 
engineering.” 

It is all about how we present ourselves on 
social network …
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Defects in Human Psyche

“An art of exploiting human 

behavior in order to steal 

confidential or valuable 

information from people.”

Source: www.jklossner.com
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RECON AND PROFILING

Reconnaissance: Preliminary surveying or research

Publicly available Data:

• Social Media Profile

• Company website

• Current affairs

• Hierarchy of an Organization
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Source: 
https://www.pinterest.com/pin/414683078160855915/



GOOGLE SEARCH
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Google Dork: “Chief Financial Officer” + “Email”
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https://moz.com

LinkedIn Search

RECON AND PROFILING

Twitter Search 
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EMAIL VALIDATOR

https://hunter.io
• To identify valid Email address
• Bulk Email Verifier
• API

https://hunter.io/


PROFILE FINGERPRINTING

• Recon-ng• Maltego
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Why Attackers Might Need ML

• To increase success rate
• Defeat other machines out there
• Acquire target list
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WHY ML?



Objective

• To find the target for attack
• Obtain the model and test with real victim profile

Machine Learning
• Supervised Machine learning
• Support Vector Machine

 For possible Target profile prediction

Ground Truth
• Anti Spam telemetry
• Profile of people who were attacked
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MACHINE LEARNING



FEATURE SELECTION

Name Age Sex No of 
LinkedIn 

Connectio
n

Twitter 
Followers

No of 
Tweets

Spear 
Phished 

on 
Twitter

Spear
Phished 

on LinkedIn
Victim

Lisa 45 F 2640 25 10871 1 1 True

John 40 M 241 4781 1472 0 0 False

Dave 50 M 357 5871 1571 1 0 False

Assumptions:
• The attacker has collected stats and data of all attacks that were 

conducted earlier
• The attacker is also labeling the profile for successful and failed 

attempts
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TRAINING MODEL

Years of 
data from 
scammer

New data

Attack

YES

Blacklist



RAPIDMINER MODEL DESIGN

Result

Machine Learning Model: 

• Data contains both Success 
and failed attempts of BEC

• SVM (Support Vector 
Machine)

• Model performance testing is 
done with Cross-validation 
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TEST RESULTS

Attributes Value

Precision 93.64% +/- 4.21%

Recall 81.08% +/- 5.59%

AUC 0.925 +/- 0.041

Accuracy 83.30%+/-4.99%
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Design and Execution

• Target Identified

• Email crafting

• Similar domain name 
registered
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Design and Execution
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symantec.com



Design and Execution
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Alt + 0231
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Twitter 
timings

Keynote Plan

Travel Plan

TIMING

• Timing plays an important 
role in BEC attacks

• Attacks are launched 
mostly from Monday to 
Friday

• Attacker may plan the 
attack as per travel plan of 
CEO 

Source: https://tweetchup.com/
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Bed Time

Bed Time

Lunch time

Travel to office

Ready for office/Walk 

TIMING

Our Assumption



Send Email and wait
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SOS: Defender’s way

 Check Social media hygiene

 Human pentesting inside organization

 Finding out potential targets inside the 
organization

 Educate and help hardening social media 
profile 
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MITIGATIONS

• Protect your social network account, Keep it clean
• Do not click on emails and links which are not meant 

for you.
• Start reading emails from the “FROM:” field itself.
• Cross check before making any wire transfer and take 

time even if CEO says
• Training for EVERYONE...including top management. 

Most importantly... TOP MANAGEMENT
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Black Hat Sound Bytes

More than enough personal data is available publically 
and can be used for social engineering

Machine learning can be used offensively for target 
profiling or finding high value targets

 As the attackers may start labeling the profile with proper 
success and unsuccessful attack, the machine leaning 
model may become more and more accurate.
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Thanks!!
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