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Three	Mile	Island,	US	

hOps://www.s9mson.org/sites/default/files/file-aOachments/Nuclear-Energy-web-122315.pdf	

Juzbado,	Spain		





hOp://www.compoundchem.com/wp-content/uploads/2015/09/A-Guide-to-Different-Common-Types-of-Radia9on.png	
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LUDLUM	
"Our	product	lines	serve	many	different	markets	including	nuclear	power,	na8onal	laboratories,	
homeland	security,	oil	and	gas	explora8on,	mining,	environmental,	medicine,	industry,	government,	
solid	waste	and	more[...]	Ludlum	has	shipped	over	2500	gateway	systems	to	over	20	countries.[...]	We	
have	addi8onally	received	significant	contracts	by	the	US	government	and	more	recently	by	China	for	
the	more	stringent	homeland	security	applica=ons	along	borders	and	ports"	
www.ludlums.com	



PORTAL	MONITORS	

•  Sea/Dry	Ports	
•  Border	Crossings	
•  Airports	
•  Nuclear	Power	Plants	
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Frank	Franklin	II/ASSOCIATED	PRESS	



Pedestrian	

BackDoor	=	“5147”	
Image	by	www.ludlums.com	 9	



4525	SERIES	

•  20034/UDP		
•  NetBurner	Discovery	and	
				Configura9on	

•  23/TCP		
•  Ludlum	Clear-Text	Protocol	

Image	by	www.ludlums.com	
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Vehicles	



•  Hides	specific	isotopes	
•  CERN’s	GEANT4	
							hRp://geant4.web.cern.ch/geant4/	

•  EJ200	ScinXllator	
	
	

Stealth	Man-in-the-middle	ARack	

	
Full	video	Available	on	IOAc9ve’s	Youtube		Channel	 11	



Radia%on Monitoring Systems
Image by Mike Walker



 ALARA

As Low As Reasonably Achievable 12	



•  Protec9ng	the	health	and	safety	of	the	public	and	plant	personnel	
•  Assessing	plant	radiological	condi9ons	to	iden9fy	and	mi9gate	the	

consequences	of	abnormal	plant	events	
•  Monitoring	effluents	and	environmental	monitoring	no	maOer	the	

opera9onal	states.		

RMDs	aid	plant	personnel	in:		

RMDs	provide:	
•  Input	to	safety	systems	(Class	1E)		
•  Data	to	be	consumed	by	operators	
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•  Portable,	semi-portable	or	locally	installed	equipment	

1.  Alpha,	beta,	gamma,	neutron	
2.  Teledosimetry	
3.  Remote	opera9on	
4.  Health	Physics/	Emergency	Response	Teams		
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•  Personnel		
•  Area		
•  Process		
•  Waste	
•  Environmental	

Purpose	 Safety		
•  Not	important	to	safety	
•  Important	to	safety	
•  Safety	Systems	

•  Protec9on	systems,	safety	actua9on	systems,	
•  Power	Supply,	HVAC	
•  1E	

•  Safety-Related	Systems	
•  RadiaXon	Monitoring	Systems	
•  HMIs	
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Area	SegregaXon	
•  Controlled	
•  Supervised		
	

V.C.	Summer	NPP	(US)	Unit	1		
hOps://www.nrc.gov/docs/ML1104/ML110410260.pdf	

Controlled	>>	Supervised	

hOp://www.pilgrimpower.com/about-us/photo-gallery.html	 16	



hOps://public-blog.nrc-gateway.gov/2011/07/26/access-authoriza9on-regula9ons-lead-to-arrest/	
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Mirion	–	WRM2	

hOps://www.mirion.com/products/wrm2-wireless-remote-monitoring-system/	

ABPM	203/4M	
hOps://www.mirion.com/products/par9culate-monitors-2/	
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DRM-2	
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Base	Transceiver	
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IPAM-Tx	

21	



Digi	Xbee-PRO	XSC		

“Networks	are	defined	with	a	unique	network	iden=fier.	For	modules	to	
communicate	they	must	be	configured	with	the	same	network	iden=fier.	The	
ID	parameter	allows	mul=ple	networks	to	co-exist	on	the	same	physical	
channel”		
hOps://www.digi.com/resources/documenta9on/digidocs/pdfs/90002173.pdf	

OEM	networks	are	affected.	
	

	OEM	Range:	0x8000	–	0xFFFF	Read-only	
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Page	129	hOps://cdn.sparkfun.com/datasheets/Wireless/Zigbee/90002173_N.pdf		
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1.   Access	to	arbitrary	Digi	XSC	Networks	
2.   XSC/WRM2	Analysis	

Goals	



1.   Firmware	
2.   Hardware	
3.   Radio		
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Approach	



key	=	"B7E648AE72434579B7F4D482587075D2B7E648AE72434579".decode('hex')	
iv	=	"B7E648AE72434579".decode('hex')	
des3	=	DES3.new(key,DES3.MODE_CBC,iv)	

ENCRYPTED_FIRMWARE.EHX2	 DECRYPTED_FW.SREC	 FIRMWARE.BIN	

FIRMWARE	
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Unlocking	OEM	Range	

	->	Patch	+	Fix	1-byte	Checksum	+Encrypt	
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Hopping	Sequences		
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1.   Access	to	arbitrary	Digi	XSC	Networks	
2.   XSC/WRM2	Analysis	



HARDWARE	
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ADF7023	
hOp://www.analog.com/media/en/technical-documenta9on/data-sheets/ADF7023.pdf	

1	

1	2	

4	
3	
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Reset	

0xBF	
CMD_RAM_LOAD_INIT	 0x1E	– SPI_MEM_WR	0x00	(Pg.RAM)		+	Firmware	

0xC7		
CMD_RAM_LOAD_DONE	32	



MEM_WR	 INDEX	 FREQUENCY	

Reset	

Freq	=	(26M	*	Freq_Int)/2^16	
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Mirion	always	uses	the	first	Hopping	PaRern	(0)		
Center	Frequencies	–	PaRern	0	–	25	channels	– Digi	XSC-PRO	
0.	910518532,1	
1.	910818463,4	
2.	911118791,5	
3.	911418722,8	
4.	911718654,2	
5.	912018585,5	
6.	912318516,8	
7.	912618844,9	
8.	912918776,2	
9.	913218707,6	
A.	913518638,9	
B.	913818570,2	
C.	914118898,3	
	

D.	914418829,6	
E.	914718761	
F.	915018692,3	
10.	915318623,6	
11.	915618555	
12.	915918883	
13.	916218814,4	
14.	916518745,7	
15.	916818677	
16.	917118608,4	
17.	917418936,4	
18.	917719264,4	

PaRern	0:	2,	0x13,	3,	0x12,	0x16,	5,	0x11,	0x10,	9,	0xF,	0xA,	0x17,	0xC,	7,	0xE,	8,	
0x14,	0,	6,	0xD,	0xB,	0x15,	1,	0x18,	4	 34	
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FTDI	

WRM2	Example:	1234567800000000001030YY	
ID	+	Payload	+	Checksum			



RADIO	
•  ModulaXon	

•  2GFSK			
•  Encoding	Scheme	

•  Biphase-S	
•  FHSS	(Slow)	

•  Channels	
•  Center	Frequency	
•  Mark	
•  Space	
•  Width	

•  Dwell	Xme	
•  Blanking	Xme	
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hOps://www.digi.com/support/productdetail?pid=5298	
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Data	Encoding	
Mirion	Network	ID:	8160h	
	
81h	=	1000	0001	
60h	=	0110	0000	

01100000

10000001

Symbol:	50.25μs	

•  The	signal	level	changes	at	the	start	of	every	bit	9me.		
•  The	signal	level	changes	in	the	middle	of	a	bit	9me	if	the	bit	is	0	

Biphase	-	Space	
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Channels	

•  All	channels	have	the	same	‘preamble’		
•  Each	channel	has	a	different	‘Sync	Word’			
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1.   Access	to	arbitrary	Digi	XSC	Networks	
2.   XSC/WRM2	Analysis	



ATTACK	SCENARIOS	
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‘RadioacXve	Leak’	ARack	

Virgil	C.	Summer	Power	Plant	(US)	Emergency	Plan	hOps://www.nrc.gov/docs/ML1104/ML110410260.pdf		

OSINT	
Emergency	AcXon	Levels	

45	



hOps://www.mail-archive.com/powernet@hpspowernet.org/msg00186.html	

##############	
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			hRp://i-i-s.net/wspdfs/2012%20Benchmark/Mirion%20Perimeter%20Monitoring.pdf		

	V.C.	Summer	NPP	–	Auxiliary	Building	Roof	
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'Sabotaging	Health	Physics/Emergency	Response	Teams'	ARack	

hOp://i-i-s.net/wspdfs/2012%20Benchmark/Mirion%20Perimeter%20Monitoring.pdf		

•  Failed	Evacua9on	
•  Concealed	Persistent	AOack	
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Responsible	Disclosure	
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•  Ludlum	 		 	June,	2014		
•  Digi		 	 	May,	2017	
•  Mirion	 	 	May,	2017	
		



Thank	you!	
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