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Explanation of terms

Software Defined Radio (SDR) -
Digital Signal Processing of radio signals
Waterfall - moving spectrogram showing power vs. frequency vs. time
Signal Analysis - Extracting metadata about a given radio signal
frequency, modulation, bandwidth, duty cycle
Signal Identification - Determining protocol in use by signal analysis

AMC - Automatic Modulation Classification



PoC|GTFO




Waterfall Plots




Waterfall Drawbacks

Missing transient events

Limited time displayed

Limited bandwidth displayed
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Spectrum Analyzer
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__power + heatmap.py

A Y e A
Hz

ove-T TE 0cm band
dightaltv DAE police radic. various stutf like
digital radio amateur radie

two-way radios

wirsless braadband
two-way radios for rural areas
pagers et

ete

OvB-T
digial by

tuning gap in

LTE GSM.a00
4 mobile network 25 moble netwark K tuner

30 100 1

1
GSMH1800
26 mobile network

DECT
cordless phones

unTs
36 mobile network

24 hour spactrum sunvey by
tholin @ #értisdr



time

frequency

z tuning
time
I I

capture

iInstantaneous
bandwidth




hackrf _sweep + heatmap.py
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Real time visualization demo

QSpectrumAnalyzer

github.com/xmikos/qgspectrumanalyzer
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gr-fosphor + hackrf _sweep demo



ShinySDR

Web based tool by Kevin Reid
Waterfall plot, demodulators, band tagging

Can be extended
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Automatic Modulation Classification in gr-inspector

8PSK GFSK
AM-DSB PAM4
AM-SSB QAM16
BPSK QAM64
CPFSK QPSK

WBFM



gr-inspector

Inspector GUI

Frequen-cy [MHz]




Waterfall Drawbacks

Missing transient events

Limited time displayed

Limited bandwidth displayed



Antenna Selection

Sweeping a wide range of frequencies means a wide range of wavelengths
1 MHz / 300 m

6 GHz /5 cm

Choosing an antenna to cover this range is complicated
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Direction Finding

Doppler radar
Pseudo-Doppler

Directional antennas

Mike Davis - Cyberspectrum

6:30pm SYN Shop hackerspace
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Questions?

http://greatscottgadgets.com/spectrummonitoring/

http://greatscottgadgets.com/hackrf/

@dominicgs / @michaelossmann / @GSGlabs


http://greatscottgadgets.com/spectrummonitoring/
http://greatscottgadgets.com/hackrf/

