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Who are we?

* Ty Miller

* Managing Director, Threat Intelligence Pty Ltd (www.threatintelligence.com)
» Specialist Security Company based in Australia
* CREST Australia New Zealand (Board of Directors, Technical Team Lead, Assessor)

» Security Researcher, Penetration Tester, Presenter and Trainer

* Black Hat Training

* Black Hat Training

* Black Hat Presentation
* Black Hat Webcast

* Black Hat:

* Core Impact:

* Development and Presentation
* Co-Author

* Presentation

* Presentation

* Presentation

* Presentation

The Shellcode Lab

Practical Threat Intelligence

Reverse DNS Tunneling Shellcode

The Best Way to Catch a Thief

Black Hat Asia Review Board

DNS Channel Payload

BeEF Bind Shellcode

Hacking Exposed Linux 3rd Edition
Machine Learning and Modern Malware Mitigations
Modern Threat Detection and Prevention
Securing Your Startup to Secure Big Brands
Can your application be breached?



Who are we?

e Paul Kalinin

» Senior Security Consultant, Threat Intelligence Pty Ltd (www.threatintelligence.com)
 Certs: CREST, CEH, CISSP, PCI QSA

* Penetration Tester, Security Specialist and Security Researcher

e Black Hat Training

» Specialty

e Specialty

» Specialty

» Specialty

* Specialty

* Specialty

* Black Hat Presentation

Practical Threat Intelligence

Internal Infrastructure and Wireless Penetration Testing
Red Team Penetration Testing

Web and Mobile Penetration Testing

Cyber Threat Intelligence Analyst

Attack Design, Development and Weaponization
Security Architecture and Governance

The Active Directory Botnet



What are we talking about?

* We are going to demonstrate how to exploit a fundamental flaw in the way that
nearly every organization implements their Active Directory solution

* This attack technique introduces a gaping hole within your internal and hybrid-
cloud security architectures that impacts your ability to contain security breaches

 This is achieved by turning your Active Directory solution into an internal Botnet
Command & Control cluster

* Demonstrate the capability to bypass your internal firewalls and network
segmentation to communicate with all internal hosts

* Remotely controlling the AD Botnet
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Threat Actors are Winning

Incidents Breaches
[ | | |

Total Small Large Unk Total Small Large Unk
Accommodation (72) Manufacturing (31-33) 620 6 24 590 124 3 1 110
Administrative (56) 42 6 5 31 27 3 3 21 Mining (21) 6 1 1 4 3 0 1 2
Agriculture (1) 11 1 1 9 1 0 1 0 Other Services (81) 69 22 5 42 50 14 5 31
Construction (23) 6 3 1 2 2 9 0 1 Professional (54) 3,016 51 21 2,944 109 37 8 64
. Public (92) 21,239 46 20,751 442 239 30 59 150
Education (61) 455 37 4 377 73 15 15 43
Real Estate (53) 13 2 0 1 1 2 0 9
Entertainment (71) 5,534 7 3 5,524 11 5 3 3
Retail (44-45) 326 70 36 220 93 46 14 33
Finance (52) 998 58 97 843 471 39 30 402
Trade (42) 20 4 10 6 10 3 6 1
Healthcare (62) 458 92 108 258 296 57 68 171 T e (G ) 63 5 1 47 14 3 4 7
Information (51) 717 57 44 616 113 42 21 50 Utilities (22) 32 2 5 25 16 1 1 14
Management (55) 8 2 S 3 S 2 1 0 Unknown 8,220 1,089 7,128

] on el ] el _ss] e o

Table 1: Number of security incidents by victim industry and organization size, 2016 dataset.

* Verizon 2017 Data Breach Investigations Report - 10th Edition



Use of stolen creds

Use of backdoor/C2
Theft
Tampering
Surveillance
SQLi
Spyware/Keylogger
Skimmer
Ransomware
Ram scraper
Privilege abuse
Pretexting
Possession abuse
Phishing
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Financially Motivated Attackers

Website
Web drive-by
Web application
Victim work area
Victim public area
Victim grounds
Remote access
Public facility
Physical access
Phone
Personal vehicle
Partner facility
Partner

LAN access

* Verizon 2017 Data Breach Investigations Report - 10th Edition
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Ransomware Revenue

$900,000,000

$800,000,000
$700,000,000
$600,000,000
$500,000,000
$400,000,000
$300,000,000
$200,000,000
$100,000,000 I I I
0 II HE = 1

Locky Cryptowall CryptXXX Cerber Smaller Families Other FBI Reported

B Sample M Estimated Annual

* csoonline.com article “Ransomware took in S1 billion in 2016”



Primary Attack Techniques

Phishin

(Socia

 Command & Control (C2) systems are Use of backdoor/C2

key to modern security breaches o

(Malware)

Backdoor

" . . . . (Malware)

* “phishing remaining a favorite Adminware

technique of attackers ... payloads are (Mehware)

commonly delivered via email (73%) Capture S o)

and drive-by downloads (13%)” Export data

Downloader

(Malware)

e “If the attachment is opened, it will Spyware/Keylogger

P )
Malware)
drop command and control malware to

. . . Use of stolen creds

establish and maintain control of the (Hacking)
device” Incidents

Figure 39: Top threat action varieties within Cyber-Espionage, (n=271)

* Verizon 2017 Data Breach Investigations Report - 10th Edition



Attack Capabilities

e Currently attackers are still trying to be stealthy ... but for how long?

e Open Source technologies have enabled attacks to have the capability to
become highly sophisticated

* Cloud platforms are extending internal networks out to the internet, and often
introducing significant security weaknesses and removing visibility of threats

. Hugekpotential for attacks to turn noisy for Fast Escalation and Large Impact
attacks

* Harder to recover from ... Lead to increased revenue stream for attackers



Current State of Play

Highly motivated Threat Actors
utilizing endpoint exploitation techniques
that connect to Command & Control (C2) servers
to launch fast and effective internal attacks

The main challenge is to reliably connect out to the internet-based C2 servers



But whatif ... ?

 What if the C2 servers exist inside your internal network?
* What if the C2 servers exist as a part of your critical infrastructure?
* What if the C2 servers use your production services for communication?

 What if the C2 servers can bypass your internal firewalls and network
segmentation to communicate with all hosts?

 What if the C2 servers can communicate with remote attackers using your
production cloud?



The Active Directory Botnet



Common Architecture: Active Directory
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Common Architecture: Botnet

ORG 1

B

Cloud DC

ORG 2 ORG 4

ORG 3



Active Directory Botnet Architecture
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Active Directory as a suitable C2 channel

AD is a central authentication and access control point for organizations

All end user devices need connectivity to AD for authentication

All servers (or most) need connectivity to AD for authentication

This means that AD is a central connectivity point for all systems

This introduces the capability to bypass all network-layer security using AD

All users can (by default) write data into their own account attributes

When AD integrates with Azure AD, then direct remote controls is possible



How does the AD Botnet Work?

Domain
Controller

- ADWS (9389/tcp)

- AD Web Service
- LDAP (389/tcp)

- Auth: Kerberos




AD Standard User Attributes

A

Domain Controller
Standard User Attributes

givenName badPasswordTime

distinguishedName lastLogoff
instanceType lastLogon
Controller whenCreated pwdLastSet

whenChanged primaryGrouplD
CINJEVNEING objectSid

uSNCreated accountExpires

info logonCount

memberOf sAMAccountName
uSNChanged sAMAccountType
homePostalAddress userPrincipalName
name ipPhone

objectGUID objectCategory
userAccountControl dSCorePropagationData
badPwdCount mS-DS-ConsistencyGuid
codePage lastLogonTimestamp

n countryCode ... many more
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Domain Controller

Key User Attribute Sizes

Binary Attributes

* mSMQSignCertificates
* thumbnailPhoto
* userSMIMECertificate

* userCert

* registeredAddress

String Attributes
postalAddress

homePostalAddress
wWWHomePage

info
StreetAddress
street

primaryTelexNumber

st
ipPhone

(1 MB)
(100 KB)
(32 KB)
(32 KB)
(4 KB)

(4 KB)
(4 KB)
(2 KB)
(1 KB)
(1 KB)
(1 KB)
(64 bytes)
(64 bytes)
(64 bytes
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§p— guum g =pmm
|| Q=



Abusing AD Standard User Attributes

AD Botnet
Controller

Domain >
Controller

hone (64 bytes) \

* Botnet GUID

Info (1 KB)
e Control Channel

homePostalAddress (4 KB)
* Command Output

mSMQSignCertificates (1 MB)

iIe Transfers /

AD Botnet
Bot



Bot Registration Process

 ipPhone (Botnet GUID)

* AD Botnet GUID stored in ipPhone attribute
* Enables bots to search AD to identify other members of the AD Botnet

* homePostalAddress (Command Output)

 This attribute is used to return the Command Output to the calling bot
 This attribute is simply initialized to a known value
* The attribute used for the “Command Output” is configurable



Bot Registration Process

* Info Attribute (Control Channel)

<Username>:<Hostname>:<BotState>:<DstUser>:<DstHost>:<CommandID>:<Cmd>

e Username: User the bot is running as (eg, “staff1”)

* Hostname: Host the bot is running on (eg, “WIN-15PSMN6GMS4”)

* BotState: Current State or Function: Wait, Ack, RunCmd, GetFile, SendShell
e DstUser: Destination user to run the command as

e DstHost: Destination host to run the command on

e CommandID Unique command ID to allow tracking of different commands

e Cmd AD Botnet command to execute

* Example: staffl : WIN122 : RunCmd : staff2 : WIN184 : 1603000 : base64(ipconfig)



Bot Registration Process

hone (Botnet GUID)

} dbc806eb-....-5d0b2b2000e2
Controller

Info (Control Channel)
staff1:WIN122:Wait:None:
None:None:None

homePostalAddress (Cmd Out)
1 - Set AD Botnet GUID
\ / - Initialise status

Initialise cmd output

AD Botnet AD Botnet
Controller Bot




List All Bot Details
 AD Botnet Controller

* AD Botnet GUID stored in “ipPhone” attribute

* Search AD accounts where the “ipPhone” attribute contains the AD Botnet GUID
* Retrieve “info” attribute of each Bot

 Display User, Host and Status details of each Bot



List All Bot Details

AD Botnet
Controller

» ipPhone (Botnet GUID)
dbc806eb-....-5d0b2b2000e2

Info (Control Channel)
staff3:WIN122:Ack:staff2:
WIN184:1603000:RunCmd

- Search Botnet GUID
- Get each Bot’s status




Send Command to Bot

 AD Bot Controller

Bot Master selects the Bot to run the command on

Reads a command to be executed on the Bot

Generates a unigue Command ID for tracking

Updates the info Attribute status to “RunCmd” and Cmd field to contain base64 command

e Username: staff2

* Hostnhame: WIN-Q84272PAIQD (Controller Hostname)

* BotState: RunCmd

* DstUser: staff3

e DstHost: WIN-R3RCIAMC2AF (Target Bot Hostname)

e CommandID 4723000

« Cmd aQBWAGMAbwBUAGYAaQBnAA== ... base64(ipconfig)

Polls the target Bot’s “info” attribute for an “Ack” status to acknowledge receipt of the cmd



Send Command to Bot

* AD Bot

Search AD accounts and retrieves “info” attribute of each Bot

Checks if the “DstUser” and “DstHost” fields match itself

Checks the “BotState” field for the feature to carry out (RunCmd)

Base64 decodes the “Cmd” field and runs the command

Updates its own “info” attribute status to “Ack” to acknowledge receipt of the command

 AD Bot Controller

* Updates its own “info” attribute status to “SendOut” so the Bot knows it is ready



Send Command to Bot

* AD Bot

* Baseb4 encodes command output
» Saves encoded command output into its “homePostalAddress” attribute
* Once received, updates its status to be “Complete”

 AD Bot Controller

* Updates its own “info” attribute to acknowledge receipt of the command output
* Decodes the base64 and displays the command output

The “Interactive Shell” basically loops around this process to simulate a shell.



Send Command to Bot

AD Botnet
Controller

(1) Update Controller Bot
status with command

Domain \
Controller

hone (Botnet GUID)

dbc806eb-....-5d0b2b2000e2

Info (Control Channel)
staff1:WIN122:Ack:staff2:
WIN184:1603000:RunCmd

homePostalAddress (Cmd Out)
>/

AD Botnet
Bot

(2) Search Botnet GUID
and check if destination is
me.



Send Command to Bot

AD Botnet
Controller

(4) Request the command
output

Domain \
Controller

hone (Botnet GUID)

dbc806eb-....-5d0b2b2000e2

Info (Control Channel)
staff1:WIN122:SendQOut:staff
2:WIN184:1603000:1

homePostalAddress (Cmd Out)
>/

AD Botnet
Bot

(3) Decode command
string and acknowledge
receipt via Info



Send Command to Bot

hone (Botnet GUID)

omain dbc806eb-....-5d0b2b2000e2 FTE
s

Info (Control Channel)
staff1:WIN122:SendQOut:staff
2:WIN184:1603000:1

AD Botnet
Controller

homePostalAddress (Cmd Out)
(6) Decode command pmeVd3MgSVAgQ29uZmI (5) Send command
nd /

st ard ey XJhdGlvbgoKCkV0aGVyb ... E;J:::Itetzen set status as




Download File from Bot

 AD Bot Controller

 Specify the file path to download from and where to save the file

 Status updated for the destination host and instruction “SendFile” and Base64
encoded path of the file to download in the “Cmd” field

* AD Bot

* Repeats a similar process to the command execution
 Difference is that the file is returned in the “mSMQSignCertificates” attribute (1 MB)



Download File from Bot

AD Botnet
Controller

(1) Instruct the Bot to
send a specific file

Domain \
Controller

hone (Botnet GUID)

dbc806eb-....-5d0b2b2000e2

Info (Control Channel)
staff1:WIN122:SendFile:staff2
:WIN184:1603001:QWAGAF ...

mSMQSignCertificates (Files)
CldpbmRvd3MgSVAgQ29uZm
IndXJhdGlvbgoKCkV0aGVybm

VOIGFKYXBOZXIgTG9jYWwgQ
YSBDb25uZWNOaW9uO .

AD Botnet
Bot

(2) Sends the file via the
mSMQSignCertificates
attribute (1 MB)




Live Demo

* Register Bots

* List all active Bots

* Remotely execute a command on a Bot
* Gain an interactive shell on a Bot

 Download a file from a Bot




Remote Command & Control Options

* Microsoft provide an Azure cloud-hosted API into your Active Directory known as
“GraphAPl”

* This lets you interact with your AD from the Internet with any standard user account!

. chfortun)ately (for us) Azure AD doesn’t sync attributes back to your on-premise AD
or now

* However, your on-premise AD does sync attributes out to Azure AD ... Data
Exfiltration!

 AD Botnet has a feature “Xfiltrate Data”



Xfiltrate Data

* AD Botnet pushes data

into an attribute : to List bots
, : to send command to bot
* AD Sync’s to Azure AD - start shell on bot

« Authenticate as standard = to download file from bot
user to GraphAP! '

Xfi1ltrate Data

- Upload File to bot
* List the user attributes : Enter to quit




Xfiltrate Data

AD Botnet
Controller

73

A

AD Botnet
Control Instructions

AD Botnet
Bot

Domain
Controller

AD Sync
to/from Azure

AD Botnet
Bot



Remote Command & Control Options

* What other options do we have?

 AD Botnet Reverse TCP Handler

* Connect out to a system on the internet
* Tunnel shell through AD to an internal bot

 AD Botnet Bind TCP Handler

* Setup a local bind handler on the bot (in DMZ)
* Connect from a system on the internet
* Tunnel shell through AD to an internal bot



Live Demo

 AD Botnet Reverse TCP Handler

* Connect out to a system on the internet
e Tunnel shell through AD to an internal bot

 AD Botnet Bind TCP Handler

* Setup a local bind handler on the bot (in DMZ)
e Connect from a system on the internet
* Tunnel shell through AD to an internal bot




Mitigating the AD Botnet Attack

staff two Properties K E3
Diakin |  Enwionment | Sessions | Remote control
* Separating your domain into different o] Aot | fi.l’fffnf]”é'-ime' TP;T.LiTh“f.ll’i“i‘E'E:i!i:ifm|' enbe 1
domains based on security roles. This eoore b
prevents users in one domain Home: | Other..
bypassing network filtering to oo | e

Mabile; | Other...

escalate their privileges.

Fax: I Other...

IP phone: Iu:IchEIEeb-384?-4b85-85f2-5d0b2b2ﬂl Other...

| Bk

° 11 1 1 Motes:
N Ot ICIN g Od d va I ues in fl € l d S .. staff2:wIN-084272PAI0D: SendFile:staff 3 wWiN-
RIRCIAMC2AF: 47230071 DwaEAFwAY 9B vAGEAdAAUAGRADE phd=

* Monitoring regular changes of
“Personal Information” attributes

0K I Cancel Apply Help




Mitigating the AD Botnet Attack -~

'Generall Object  Security |.6.ttrihute Editorl

* Locking down permissions for
standard users to update
their own “Personal
Information” attributes

Gronim ar nizer namee

l Advanced Security Settings for Users

C

C

C

0

i F

il

[

il

¢ IF
2
L

Permissians |Auditing| Owner | Effective Permissions |

T

I=

bers o ——

n Permission Entry for Users E r
F Object Properties |
rited From | Apply To -
Mame; | SELF| Change... | inherited: Thiz object only
inherited: This object only
Apply to: |Descendant IUser objects :I inherited: This object only
P Al 5 inherited: This object only
ermissions: o en _ L.
L4 inherited: This object only _—
wirite International ISDM Number (0., [ O - inheriteds This object anly
Read IP Phane Mumber O O inherited: This object anly
Write IP Phone Mumber O i corp,DC=threa... This abject and all de
Read IP Phone Mumber (Others) O O corp,DC=threa... This object and all de
write IP Phone Mumber {Others) O e M —Haras This nl-\imil 2 =EILI
Read isRecycled O O
hite isRecycled O O Restore defaults |
Read Job Title O O
Write Job Title O O
Read jpegPhoto O O
‘Write jpegPhaoto O O
1111 | | | | x
r Apply these permissions to objects andfor Clear Al | 7
containers within this container only Ok Cancel Apply
Managing permissions
[0]4 I Cancel |




Credits / References

* @harmj0y

e http://www.harmijOy.net/blog/powershell/command-and-control-using-active-directory/

* Threat Intelligence

* The AD Botnet concept was thought up internally at Threat Intelligence by Ty Miller in 2014 and
investigated at the time to identify if the attack existed, which resulted in no other references.

* Development of the AD Botnet began in late 2016 by Paul Kalinin of Threat Intelligence
* We came across the above blog post in Q2 of 2017

* We found that different approaches were used for the communications, both using similar AD attributes,
but HarmjOy injects PowerShell into a single attribute, whereas the AD Botnet uses multiple attributes for
botnet registration, command channel, data channel, file transfers, and socket communication data transfer.

* We had planned to contact HarmjOy and mention his contribution the presentation, which was
missed in the understandably busy preparations leading up to the presentation

* Apologies @harmjOy and thanks for sharing your work!



Credits / References

* The AD Botnet includes a range of additional features including:

* Multi-Botnet Support

* Bot Registration

* Multi-Attribute Control Channel

* Multi-Attribute Data Channels

* Individual Bot Single Command Execution

* Simulated Interactive Bot Command Shell

* AD Botnet Bind Handler (Socket-based Bot Communication and Remote Port Forwarding)

* AD Botnet Reverse TCP Handler (Reverse Socket-based Bot Communication and Remote Port Forwarding)

* Azure AD and Graph API Integration:

* Azure AD and Graph APl One-Way Remote Data Egress

* Azure AD and Graph APl Two-Way Remote AD Botnet Command and Control including “Remote Sockets”
(when Azure AD Connect is used)

... and more features to come!



The Active Directory Botnet

Thank you for attending

Ty Miller Paul Kalinin
Managing Director Senior Security Consultant
Threat Intelligence Pty Ltd Threat Intelligence Pty Ltd
ty.miller@threatintelligence.com paul.kalinin@threatintelligence.com
www.threatintelligence.com www.threatintelligence.com
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