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Common Vulnerabilities

and Exposures

The Standard for Information Security
Vulnerability Names

Home | CVE IDs | About CVE | CVE in Use | Community & Partners | Blog | News | Site Search

TOTAL CVE IDs: 87622
HOME > CVE > CVE-2014-4114

Printer-Friendly View

CVE-2014-4114 Learn more at National Vulnerability Database (NVD)

s Severity Rating ¢ Fix Information ¢ Vulnerable Software Versions ¢« SCAP Mappings

Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows
8.1, Windows Server 2012 Gold and R2, and Windows RT Gold and 8.1 allow remote attackers to execute
arbitrary code via a crafted OLE object in an Office document, as exploited in the wild with a "Sandworm”
attack in June through October 2014, aka "Windows OLE Remote Code Execution Vulnerability."
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* Network Scanner

* File Stealer

* Password Stealer

* Network Discovery
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RServer3 2015.12.23 15:25 Connection from (10. ) (==p==pye=): Remote Screen View connection
RServer3 2015.12.23 15:30 (10.% ) connection closed
RServer3 2015.12.23 15:57 Connection from (10. ) ( DK
RServer3 2015.12.23 15:58 (10.%= 2 ) connection closed
RServer3 2015.12.23 16:07 Connection from (10.%= =) ( )
RServer3 2015.12.23 16:07 |GGG (10. ) connection closed
RServer3 2015.12.23 16:08 Connection from (10.® ) (= i:): Remote Screen connection
RServer3 2015.12.23 16:14 Connection from [ (10. ) ( =:): Remote Screen connection
RServer3 2815.12.23 16:21 Connection from (10. e) (temeodd=): Remote Screen connection
RServer3 2015.12.23 16:23 (10.%" * ) connection closed
RServer3 2015.12.23 16:24 Connection from (10. ) (m=m==m=): Remote Screen connection
RServer3 2015.12.23 16:24 Connection from [ EN (10.¢ ) (= &.): Remote Screen connection
RServer3 2015.12.23 16:25 EEEE (10. ) connection closed
RServer3 2015.12.23 16:26 (10.%= 2 ) connection closed
RServer3 2015.12.23 16:27 Connection from (10. %= =) ( #4): Remote Screen connection
RServer3 2015.12.23 16:27 (10. ) connection closed
RServer3 2015.12.23 16:27 (10.® ) connection closed
RServer3 2015.12.23 16:27 Connection from (10. ) ( #% ): Remote Screen View connection
RServer3 2015.12.23 16:238 TN (10. i ) connection closed
RServer3 2015.12.23 16:28 Connection from (10.%= =) ( #4): Remote Screen View connection
RServer3 2015.12.23 16:28 IS (10. ) connection closed
RServer3 2015.12.23 16:29 NG (10.1 ) connection closed
RServer3 2015.12.23 16:29 Connection from (10. ) ( #+): Remote Screen connection
RServer3 2015.12.23 16:29 Connection from (10. ») (fem=ewi'=): Remote Screen connection

K4INDUSTROYER
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Blackout in Init_ia_l report Finished report
Ukraine . finished shared with Dragos
A few days later 12 Jun 2017
% . .“‘Q‘““‘0“‘“‘CQ“‘C““O““““ ‘
17 Dec 2016 18 Jan 2017 8 Jun 2017
ESET begins Further research Industroyer report

analysis goes public
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Main backdoor — List of commands

Execute process

Execute process using specified user account

Download file from C&C server

Copy & upload file

Execute shell command

Execute shell command using specified user account

Quit

Stop service

Stop service using specified user account

Start service using specified user account

Replace "Image path" registry value for specified service

k#inousTrROVER
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Replace "Image path" registry value for specified service

MAIN BACKDOOR
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MAIN BACKDOOR @ ADDITIONAL
BACKDOOR

MAIN BACKDOOR

PORT SCANNER

DOSTOOL
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ADDITIONAL
BACKDOOR

MAIN BACKDOOR

PORT SCANNER

DOSTOOL

&

BN Administrator: C\Windows\system32\cmd. exe

CM>port.exe
Error params Argumentstt?t
Exhample :App.exe —ip= 127.A.8.1-188, 127.8.8.2-188 —port== BB, 3351, 15-48

port.exe

R

k#inousTrROVER
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File Edit View Tools Format Insert

0= Sla % B3
 Project Explorer X
Plant Structure]

El=l& DhEEAL % - BB HRERDE M X Fid

REDG70_povodne - Application Configuration ]

ﬂ DP_Szombath_REDE&7D
= %Substatinn

----- 1-".!?.- Voltage Level
= E‘ Bay

=] L =] REDE70_povodne
| |ED Configuration

#% Application Corfiguration
i [ 1Al
L_Al
DIF_PROT
I_PROT
IMP_FROT
U_PROT
CE_TR
CE_AR
CE_BF
MEASURE
LOGIC
VIO_BI
VIO _BO
DREP_A
DREP_EI
COMMON
BAY_INTL
BAY_CON
QA1_CON
QB1_CON

& EEEEE

1

B R R EEEEE

QB2Z_CON
QBS_CON
QCY_CON
QAT1_SIM
QB1_SIM
QBZ_SIM
QB5_SIM
QC5_SIM

[ I REDG70_Jedno_Vedenie
[ I REDE70_Paralelne_Vedenie

FEEEEEEE

4 5 i} T

LOGICAL NODE FOR INTERLOCKING

SCILO =
QB1-0OP-POS: EN_OPEN g—— o> (E1-EN-OPEN==5CT
OB1-CL-POS==SHSWI = ks POSCLOSE EN_CLOSE p— o> 0B1-EN-CLOSE==5CILO
QBL1-CLREL== _LINE S j»——p OPEN_EN
QB1-CLREL==ABC_|INE 5 CLOSE EN
(R~ i 5 < -
SWITCH CONTROLLER
SC5wWI =]
BLOCK SHE OF g— o~ OE1-EX
PETO==0CEYY = — PSTO SNE CL e——» OBL-ENE-C
QE1-L-SEL==SMEl = »—= L SEL SELECTED ¢——[» (B1-5
QE1-L-OPEN==SMEl T s L OPEN RES ROs— o> OFL-
QB1-L-CLOSE==5MEl = »—w L CLOSE START_SY »—» QFE1-
AL_OPEN POSITION b——o» OBL-
AU_CLOSE OPENPOS g 4 QEL-
CMD_BLKD==0QCESY T — 4 BLCMD CLOSEFOS o> OB1-C -
TRUE = p— & RES GAT POLEDISE p— o= QBL-POLDISC==SCSWI
RES_BX CMD_BLK,
SY_INFRO L CAUSEg— o> QE1-L-CAUSE==SCSWI
TRUE S —s SYNC_OK XOUT,
QB1-EN-OPEN==5CTL0 = »————————— EN OPEN POS_INTR
QB1-EN-CLOSE==5(IL0 =+« EN CIOSE
—=s XPOS1
—s XPOS2
—s XPOS3
S == T i 1

DISCONNECTOR

SXSWI Fl J
BLOCH WPOS

LR_SwWI EME OP g % OEL-OPEN-EXE==SHSWI
QB1-E¥E-OF==5 OPEN EXECLe— o4 QEL-C NI
QEL-EXE-Cl= CLOSE SUBSTED +— o> 0B1-5
QB1-BLOPEN BL_OPEN OF_BLHD0 a— o OBL-
QEL-BLCLOSE BL_CLOSE CLELHD g o> O51-C
UBD_BLKD==0CB87 T BLUPD UPD_BLKD
QEL-OFEN = BOSOPEN POSITION
QEL-CLOSED =k POSCLOSE OFENPOS ¢— o= OFL-
RS CNT CLOSEPOS g > {51~
L o XM CHT WALy o5 QE1-CHT
L CALSE > QEL-L-CAUS

Q33010001

APPARATUS CONTROL



&) IEDScout Trial Version

File Browser Simulator Sniffer

/

Ay

Clear

indications

Data

Value

2.5, 2014 11:00:46.040

false

true

true

Ims-T1

false

00
direct-with-normal-security
on

on

good

2.5, 2014 13:10:17.665
false

true

true

Ims-T1

Ok

falze: unknown

false

- [ K" E:t LY E& E'E:i
Open  Save Discover Close Online IED Simulate
SCL SCL IED IED properties
Application IED
AALNQODIAZ - Data Model - LDO - ZMQAPDIS2
IEDs
ZMQAPDIS2 Distance
F@ AATIIQO1AZ Mame
IP address: [ LeapSecondsKn...
GOOSE ClockFailure
Reports ClockMotSynchr...
¥ Setting Groups TimeAccuracy
Files B Test [COJ
DataSets B Check [CO]
4 Data Model m ctiModel [CF]
4 LD LDO | E Beh
LM LLMNO B stval [ST]
LM DRPRDRE1
LM FDPSPDIS1 * B =
LM LMBRFLO1 <& S
LN LPHD1 LeapSecondsKnown
LN SMPPTRC1 ClockFailure
LN ZMQAPDIS2 ClockMotSynchron...
LN ZMOAPDIS3 TimeAccuracy
LN ZMQPDIS1 » [0 Health
» BN str
» B9 op
» (B8 StrNDir

» B8 NamPit

false

ABB

Ry @n

Setting
Groups

Services

Activity Monitor

Use 'drag and drop’ to monitor GOOSE, Reports, DataSets, Data Objects and

¥| Navigation ¥ | Details

¥ Maonitor Descripticns

il Default layout THE Browse layout

Show

Data Attributes
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MAIN BACKDOOR @ ADDITIONAL
BACKDOOR

MAIN BACKDOOR

PORT SCANNER

DOSTOOL

® LAUNCHER

k#inousTrROVER



17 Dec 2016 - 22:27 (UTC)

mou
1ea
push
1ea
mou
push
mou
mou
call
1ea
push
push
call

MAIN BACKDOOR

[esp+5Bh+SystemTime . .wMilliseconds], ax MAIN BACKDOOR
eax, [esp+58h+FileTime]

eax ; 1pFileTime
eax, [esp+54h+SystemTime]
dword ptr [esp+54h+SystemTime.wYear], BCOB7EBL
eax ; 1pSystemTime

dword ptr [esp+58h+SystemTime.wDay], 168811h
dword ptr [esp+5Bh+3ystemTime.wHinute], 1Bh
ds:SystemTimeToFileTime

eax, [esp+58h+FileTime]
eax ; 1pFileTime LAUNCHER
eax ; lpLocalFileTime

ds:LocalFileTimeToFileTime

k#inousTrROVER

@ ADDITIONAL
BACKDOOR

PORT SCANNER

DOSTOOL




ADDITIONAL

17 Dec 2016 - 22:27 (UTC) BACKDOOR

mov [esp+5Bh+SystemTime . .wMilliseconds], ax MAIN BACKDOOR

lea eax, [esp+58h+FileTime]

push eax ; 1pFileTime

1ea eax, [esp+54h+SystemTime]

mov dword ptr [esp+54h+SystemTime.wYear], BCOB7EBL PORT SCANNER
push eax ; 1pSystemTime

mov dword ptr [esp+58h+SystemTime.wDay], 168811h

mouv dword ptr [esp+5Bh+3ystemTime.wHinute], 1Bh DOSTOOL
call ds:SystemTimeToFileTime

lea eax, [esp+58h+FileTime]

push eax ; 1pFileTime @ LAUNCHER

push eax ; lpLocalFileTime

call ds:LocalFileTimeToFileTime

101 PAYLOAD 104 PAYLOAD 61850 PAYLOAD OPC DA PAYLOAD

k#inousTrROVER



101 _config.ini

real process.exe .
COM1 e Serial

COM2 - |OA (Information Object Address) ranges

: +  single command (C_SC_NA_1)
 double command (C_DC_NA_T

. OFF ->ON -> OFF

COM3

101 PAYLOAD

k#inousTrROVER



104, ini

. TCP/IP

=
I-I I

7 —
0 I
e |

|‘|' H
| |

arget_ip
target_por . ]
logfile MOdeS
asdu = 1
stop comm_s . Range
change = 1
first tio .

S ] i = @ ¢ Shlft

[ J

Sequence

| |

[WH|

104 PAYLOAD

k#inousTrROVER



» Internet Protocol Version 4, Src: 192.168.8.1, Dst: 192.168.8.2
> Transmission Control Protocol, Src Port: 2484, Dst Port: 49168, Seq: 39, Ack: 45, Len: 16
- IEC 6@87@-5-184-Apci: -> I (2,2)
4 TEC 68878-5-184-Asdu: ASDU=1 C SC NA 1 ActTerm IOA=18 'single command’
Typeld: C SC NA 1 (45)

Bove 2ua. = 50Q: False
888 888l = NumIx: 1
. .28 1818 = CauseTx: ActTerm (18)
B.. .... = Negative: False
B..s 2... = Test: False
04A: @
Addr: 1
4 TOA: 1@
I0A: 18
4 5C0: axel
vess ++..1 = ONJOFF: On
.B28 @88.. = QU: No pulse defined (@)

8. .. S/E: Execute

104 PAYLOAD

k#inousTrROVER



IEC-184 client:
MSTR ->> SLU

k#inousTrROVER

o sz S = ===

ip=127.8.8.1; port=2484; ASDU=1

127.8.8.1:2484
»68 xA4 x@Y xB xB8 «BH

U<Bx3> |
STARTDT

Length:6 hytes
act

127.8.8.1:2484
x68 xA4 xBB xBA xB8 @@

UBx3> | Length:6 bhytes
STARTDT con

127.8.8.1:2484

x*xb8 xAE xB0 xBA xB8 xB@ 2D x@1 x*B6 xAA xA1 xAA xBA

I<BxA> Sent=A | Received=8

ASDU:=1

Length:16 huytes |
oA:a ! I0A:18 |
i Telegram type: M_SC_MNA_1 <(xZ2D>

H
H
Cause: Activation C(xb6)

127.8.8.1:2484

*x68 xAE xB8 xBA xB2 B8 2D x@1 *x87 «xA8 xf1 xB@ xBA xB@ x@@

I<BxA> | Length:16 bhytes | Sent=B | Received=1
ASDU:=1 ! OA:=@8 ! I0A:=1i@ !

Cause: Activation confirm <x?> | Telegram type: M_SC_HNA_1 <(x2D>

127.8.8.1:2484
»bB xA4 x@1 xBA x84 @@

S{Bx1> | Length:6 bytes |

104 PAYLOAD




k#inousTrROVER

E_ﬁ| Hiew: logfile.txt

lo

Start ...

file. txt

Current switch value:0ON

Search control signals ... Found:

Found
Found
Found
Found
Found

Done:
Done:
Done:
Done:

Done

and try
and try
and try
and try
and try

10
11
13
14
19

done:
done:
done:
done:
done:

Switch value:0FF

Done
Done
Done

10
11
13

104 PAYLOAD

10
11
13
14

155tarting only success:




. ™
Ml Wireshark - Packet 5 - PLC_PCAP =] B e

TPKT, Version: 3, Length: 36 -~
IS0 B8873/X.224 COTP Connection-Oriented Transport Protocol
IS0 8327-1 051 Session Protocol
IS0 8327-1 051 Session Protocol
IS0 8823 05I Presentation Protocol .
ws - || Auto-discovery
4 confirmed-RequestPDU

invokeID: 1

4 |confirmedServiceRequest: getNamelist (1) E i CSW, CF, POS, and MOdel

4 pgetNamelist

> extendedObjectClass: cbjectClass (@) L CSW, ST, POS, and Stval

4 ghjectScope: wvmdSpecific (@)

. umdSpecific = « CSW, CO, Pos, Oper, but not $T

| A~ A~ S v

28de @3 @2 @1 @@ be 33 28 31 96 @2 51 @1 62 @1 83 a8  ..... 3(1 ..Quunn. - ° $
@Eel 28 a8 26 80 83 @@ fd e8 81 @1 Ba 82 61 @a 83 @1  (.&..... ........ CSW' CO' POS' SBO' bUt not T
@efe @5 a4 16 80 @1 @1 81 @3 @85 1 80 82 BC @3 €€ 1C  ......uu wuwuanan

@160 @2 @@ 84 @5 B0 @@ 79 ef 13 @3 @0 @0 24 02 f8 80  ...... Ve waus A i

2116 ©1 @@ 81 @@ 61 17 38 15 82 @1 83 a8 10 a8 Be 82  ....3.8. ........ |E

2120 @1 @l al @9 ... ™

No.: 5 - Timme: LOPOE2E - Sowrce: 192, 168.0.2 - Destination: 192, 168.0.1 - Protocol: MMS - Lengtfc 301 - Info: confimmed-RequestPL

[ SaKpEITE ][ Cnpaeka ]

61850 PAYLOAD

k#inousTrROVER



mov
mouv
mov
mouv
lea
push
mov
mouv
call
cmp

push
call

eax, UT_I2

word ptr [ebp+pltemUalues.anonymous_ @], ax

eax, 1

wvord pty [ebp+pltemUalues.anonymous_ B+8], ax

eax, [ebp+pltemlalues]
eax

eax, [ebp+0PC_items]
ecx, [eax+esi=l]
IDPCSyncID_Write

esi, edi

short loc_483539
88878085 7h

throw _exception

k#inousTrROVER

: pltemUalues

Discovers OPC servers

COM interfaces:
« |OPCServer
« |OPCBrowseServerAddressSpace
« |OPCSynclO

ctlSelOn (Select on command)
ctlSelOff (Select off command)
ctlOpenOn (Operate on command)
ctlOperOff (Operate off command)
\Pos and stVal (Switch position status)

OPC DA PAYLOAD




k#inousTrROVER

Controllable double point (DPC)

The table below defines the common data class of controllable double point.

Table 5.2.17.2-1 Controllable double point (DPC)

Name Type FC Value/ Value M/O OPC Data
range Type
ctiSelOn AbbCommand- M VT_l14
Bitmask
ctiSel Off AbbCommand- M VT_l4
Bitmask
ctiOperOn AbbCommand- M VT_l14
Bitmask
ctlOperOff AbbCommand- M VT_l4
Bitmask
ctiCan AbbCommand- M VT_l14
Bitmask
ctliOper AbbCommand- M VT_l4
Bitmask
lastApplError | ApplicationErr- Refer to VT_l14
orCode 5222 Applica-
tion error
codes
ctlval BOOLEAN CO off (FALSE) | M VT_BOOL
on (TRUE)

OPC DA PAYLOAD

Source: ABB IEC 61850 Master (OPC) User's Manual


https://library.e.abb.com/public/ad0cb0b9b3104d91995f8ee1c4897381/COM600_series_4.1_IEC_61850_Master_OPC_usg_755321_ENm.pdf

AbbCommandBitmask

The following table defines the mapping of AbbCommandBitmask. This ABB-specific
control value is a bitmask value of a command to a device. This value is applicable to
ABB extension control attributes.

Table 5.2.14-1 AbbCommandBitmask

Name Type Value/ Value M/O/C Bit Position
range

NormalControl 1bit FALSE (0) | M 0
TRUE (1)

InterlockOverride 1bit FALSE (0) | M 1
TRUE (1)

Synchrocheck- 1hit FALSE (0) | M 2

Qverride TRUE (1)

TestCommand 1bit FALSE (0) | M 3
TRUE (1)

Originator 4bit not-supported(0) M 4-7

| bay-control(1) |
station-control(2)
| remote-con-
trol(3) | automatic-
bay(4) | auto-
matic-station(5) |
automatic-
remote(6) | main-
tenance(7) | pro-
cess(B)

ControlValue nbit M 8-31

NormalControl: True = normal operation. false = inverse operation (for example. On
> Off).

OPC DA PAYLOAD

k#inousTrROVER

Source: ABB IEC 61850 Master (OPC) User's Manual


https://library.e.abb.com/public/ad0cb0b9b3104d91995f8ee1c4897381/COM600_series_4.1_IEC_61850_Master_OPC_usg_755321_ENm.pdf

=] OPC Process Objects List Tool NRNNE N S T P 1| 23

File Edit Toolz Help

o T H [« M+ - F |Fi|t'3f[3] in Use User-defined attribute: |Nu:une j
Object Object |dentifizr Signal Text Block/Bit addr. Station M =

SZB200:P10 STAZ  S5TAZBZ  Breaker pozition indication 1/2 41 [ECET1E850 Subnetwark. REFR42 41 LDT1.Q0OCSWIT . Poz. st al
SZ2B200:P11 STaZ  STAZBZ  Breaker open select command a] 4 [ECE1850 Subnetwork. REFR42_471.LOT1.Q0C5WIT.Pos. cHS elOFf
S2BZ200:P12 STAZ  STAZBZ  Breaker cloze select command B 41 [ECET1850 Subnetwork REFR42_471.LOT1.Q0C5WIT.Pos.clSelln
SZB2A0:P13 S5TaZ  5TAZBZ  Breaker open execute command 7 41 |[ECE1850 Subnetwork. REF542 47 LD1.Q0C5W11. Poz. clOperEf
SZBZ00:P14 STaZ  5TAZBZ  Breaker close execute command 8 41 [ECE1850 Subnetwork. REF54247.L01.Q0CSWI1. Poz. ctl0perln
SZBZ200:P15 STAZ  5TAZBZ  Breaker device control block a 41 [ECET1E850 Subnetwork. REFR42 47 LD .QOCSW 1. Beh. =t al
S2B200:P16 STaZ  STAZBEZ  Breaker open interlocked 016 4
S2B200FPTY aTa?2 STAZBZ  Breaker close interlocked 06 41
SZBZ200:P18 S5TAZ  5TAZBZ Causze of interlocking 1] 41
S2B200.P19 STAZ2  STAZBZ  Breaker zelection on moritor 0 41
SZBZ00:PZ0 STAZ S5TAZBZ  Breaker command event 016 41 IECET1850 Subnetwork. REFR42_ 47 LD .Q0CSW 1. Poz. Seld
S2BZ200.P25 STaZ  STAZBZ  Breaker cancel command 9 41 [ECET1850 Subnetwork REF542_41.LD1.Q0C5W11.Pos.ctCan
S2B201:P10 STAZ  STAZBZ  Dizconn. position indication 1/4 41 [ECET1850 Subnetwork. REFR42_471.LOT1.01C5WI12. Pos. s al
S2B201:P11 STaZ  5TAZBZ  Dizconn. open zelect command alll 41 [ECET1850 Subnetwork. REFR42 47 L0 .G C5WI12. Poz. ctSel0ff
S2B201:P12 sTA2  STAZBZ  Dizconn. cloze select command A1 41 |[ECETS850 Subnebwork. REFB42 41.1L07.01C5W12 Pos.ctlSelln

OPC DA PAYLOAD
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# IDAPython script for OPC DA bilnaries

Github: https://github.com/eset/malware-research/tree/master/industroyer

 ldentifies OPC Data Access LIBIDs, CLSIDs, IIDs in binary
* Creates OPC DA structures and enums in IDA Pro
« Can be used for general purpose reverse engineering

OPC DA PAYLOAD
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https://github.com/eset/malware-research/tree/master/industroyer

k#inousTrROVER

.text:004887E2
-text:004887ES
.text:0040887ESB
.text:004887E9
.text 00488 7EE
.text:004887F1
-text:084887FY
.text:004887F7
.text:0040887F8
.text:084887FA
text:004887FD
.text:0040887FF
.text 084888080
-text 08488804
.text 004088806
.text:0040888 08
.text 004088 0B
.text 0040888 0C
.text 084888 6D
.text 004888 BE
.text 00488811
.text:08488813
.text 00488815
.text 004088816
.text:0048881B

mouy
1lea
push
push
push
mow
1lea
push
push
1ea
mow
push
mouvzx
push
push
push
push
push
push
call
test
jns
push
push
call

eax, [ebx+1Ch]
edi, [ebx+4]

edi

offset unk 429848
[ebp+arg C]

ecx, [eax+i]

eax, [ebx+18h]
eax

8

eax, [ebp+arg 18]
edx, [ecx]

eax

eax, [ebp+arg 4]
a

8

[ebp+arg 8]

eax

esi

PCXE

dword ptr [edx+HCh]
eax, eax

cshort loc 4BEHSE
eax

offset aErrorCodeD ; "Error code: %dywn™
sub_4B87B6 8

OPC DA PAYLOAD




-text:B084887E2 mou eax, [ebz+1Ch]
-text:804887ES lea edi, [ebx+i]
text:-004887E8 push edi : PpUnk AFTER

-text:0B40887ED push offset IID IDPCGroupStateMgt ; riid
-text:HB4B87EE push [ebp+pRevisedUpdateRate] ; pRevisedUpdateRate
-text:B84887F1 mou ecx, [eax+i]

-text:004887/FY lea eax, [ebx+18h]

-text:0804887F7 push eax : ph3erverGroup
-text:0804887F8 push 5 ; duLClID

-text:0B4887FA lea eax, [ebp+pPercentDeadband]
-text:-B04887FD mou edx, [ecx]

-text:004887FF push eax : pPercentDeadband
-text:B080408880808 mouzx eax, [ebp+arg 4]

-text:80488804 push a ; pTimeBias

-text: 08040888086 push 5 ; hClientGroup
-text:08408808 push [ebp+dwRequestedUpdateRate] ; dwRequestedUpdateRate
-text: 8840888 08 push eax ; bActive
-text:00488808C push esi : SZHame

-text:B084088808D push eCX ; This

-text: 084888 08E call [edz+I0PCServerUtbhl .AddGroup ]
text:-00488811 test edx, eax

-text:084088813 jns short loc 4BEBSE

-text:HB4B8815 push eax

-text: 00408816 push offset akErrorCodeD ; “Error code: Zdyn®
-text:A040881B call cub 4B7B6O

OPC DA PAYLOAD
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Malware impact: DENIAL OF SERVICE
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Official website of the Department of Homeland Secunty

[CS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM 0\

HOME ABOUT ICSJWG INFORMATION PRODUCTS TRAINING FAQ

Advisory (ICSA-15-202-01) More Advisories

Siemens SIPROTEC Denial-of-Service Vulnerability

Home
Original release date: July 21, 2015
Calendar &3 Print ¥ Tweet K Send
ICSJWG :
Legal Notice
Information Products All information products included in http://ics-cert.us-cert.gov are provided "as is” for informational purposes only. The
N Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
Training contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.

Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For more

Recommended Practices information about TLP, see hitp://www.us-cert.govi/tip/

Assessments

Standards & References OVERVIEW

Belatad Bitac Siemeans has identified a demal-of-carvice vulnerability inthe SIPROTEC 4 and SIPROTEC Compact devices This



POBBBBBD: 11 49 B0 BO-00 BB OO @ﬂ O 0O 0O ﬂﬂ BB B0 BB B0

POBBBL1D: 28 SE -

DENIAL OF SERVICE?

Specially crafted packets sent to Port 50000/UDP could cause a denial of service of the affected device. A manual reboot
IS required to return the device to service

12 = ’

12 memset(& » B, 8x198u});
14 =Kto.sa_data[B] =

15 =&to.sa_data[12] = 8;

16 .2a_family = AF IHET;

17 =&Kto.sa data[@] = Bi6s;

18  =&Kto.sa data[ 8] = htons{port); A/ port 58088
19 if { tUsAsStartup(B=202u, & ¥ )

28| {

21 = socket{SOCK_DGRAM, AF_IHET, @);

22 if 3

23 {

24 For { ; = ; +F 3

25 {

26 *#kio.sa data[2] = htonl{ ¥

27 = sendto{s, &dos packet, 18, 8, &to, 16};
28 print_({"Sent: %u bytesin®™, };

29 = WSAGetLastError();

38 print_(""%u", };

31 ¥

32 closesocket{s);

33 ¥

4 WSACleanup();
35 3



Malware impact: DATA WIPER
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ADDITIONAL
BACKDOOR

MAIN BACKDOOR

PORT SCANNER

DOSTOOL

é DATA WIPER ® LAUNCHER

101 PAYLOAD 104 PAYLOAD 61850 PAYLOAD OPC DA PAYLOAD
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Fdatat1B818EDS off _18818EDB dd offset aSys bascon_com

.rdata:18818EDA
rdata: 1881 8EDL
.rdata:18818EDS
.rdata:18818EDC
.rdata:18818EEQ
.rdata:18818EEL
.rdata:1081068EES
.rdata:18818EEC
.rdata:18818EFA
.rdata:188180EFL
.rdata:108108EF8
.rdata:18018EFC
.rdata:108818F 88
.rdata:186108F a4
.rdata:108108F 838
.rdata:18818FacC
.rdata:188168F18
rdata:18818F14
.rdata:1081068F18
.rdata:18818F1C
.rdata:188168F28
rdata:18818F24
.rdata:108106F28
.rdata:18818F2C
.rdata:188168F38
rdata:18818F34
.rdata:108108F38
.rdata:18818F3C
.rdata:1088168F48
rdata:18818F44
.rdata:108108F48
.rdata:18818Fu4C
.Fdata:106816F508
rdata:18818F5h

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

dd

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

DATA XREF: sub 1&
"3¥Y5_BASCON.COM™

vy
v PL™

“x.paf”
vyt

e _ XRF'
“x_trc"
= _ SCL™
= _bak"
“x_cid"
“x_gcd"
“x.ponp’
“*_pcmi®
¥ _pocmt’’
" ipi"
¥ _¥ml™
“x _ CIN"
“x_ini"
ll*-pr.jll
®_CcxEm'
“*_plb"
“x.epl”
Y _mdf"
e _1df"
= _bak"
v bk

“x_bkp"
“x.log"
ll*-zipll
¥ _rar™
“x_tar"
v Tz

“x_pxe"
e _dll™

ABB MicroScada

Substation Configuration Language

Configured IED Description

Substation Configuration Description

ABB PCM600
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Potential Impact Scenarios of
CRASHOVERRIDE and Moving Forward



' Dragos Timeline

08 June

09 June

10 June

11 June

12 June

e Dragos learns of malware
e Samples located, analysis starts

e Early Warning sent to Dragos Customers

e Preliminary analysis concludes; CRASHOVERRIDE name used
e Confidential notification to customers and stakeholders begins

e Multiple CERTs and other organizations notified
e |nitial TLP:AMBER report released

e Public whitepaper published and ICS-CERT Advisory




“But Ukraine is on the Other Side of the Internet”

NEIRC

l | —‘ IER I NMNORTH AMERICAN ELECTRIC
RELIABILITY CORPORATIOMN

UNITED STATES COMPUTER EMERGENCY READINESS TEAM Program Areas & Departments  Initiatives  Filings & Orders  Newsroom

Newsroom > Statement on Ukraine Malware Discovery

ABOUTUS CAREERS PUBLICATIONS ALER . .
Statement on Ukraine Malware Discovery

Edison Electric

Alert (TA17-163A)
CrashOverride Malware

Original release date: June 12, 2017 | Last revised: July 21, 2017
> : ' INSTITUTE
& Print ¥ Tweet K] Send Share Each ISO/RTO acknowledges the risk of a cyber-attack as one of the top

corporate risks, and collectively, the ISO/RTO Council (IRC) supports the
resiliency efforts of each of its members and the advancement of the
cybersecurity posture of the power grid, the IRC said in a statement
provided to TransmissionHub on June 15, in light of the CRASHOVERRIDE malware framework that was disclosed in a

Systems Affected recent report by the cybersecurity company, Dragos Inc.

Industrial Control Systems According to that report - which Dragos released on June 12, and can be found on the company’s website - Dragos

was notified by the Slovak anti-virus firm ESET of an industrial control system (ICS) tailored malware on June 8.



' Dragos Investigation

Activity Group

Malware Name

Capabilities

ELECTRUM

CRASHOVERRIDE

Manipulation of Control
Denial of Control
Denial of View

Data wiping



Stage 1 - Intrusion

Stage 2 — ICS Attack

[ Reconnaissance ]

Develop
[ Weaponization ] [ Targeting ]
- N Test
Delivery
) 1 Deliver
Exploit

Install / Modify

Install / Modify

N / (@ Execute ICS Attack
[ C2 ]

] Enabling Initiating Supporting

[ Act : :
Trigger Modify Hide

Discovery Movement :Enstall t& Launch
xecute

Deliver Inject Amplify

Clean &
Capture Collect Exfiltrate Defend




Stage 1 - Intrusion

_ ige 2 — ICS Attack
[ Reconnaissance ]

Develop
[ Weaponization ] [ Targeting ]

- N Test

Delivery
) g Deliver

Exploit

Install / Modify
Install / Modify

(@ Execute ICS Attack

Enabling Initiating Supporting

Trigger Modify Hide

Discovery Movement :Enstall & Launch Deliver Inject Amplify ‘
xecute :

Clean &
Capture Collect Exfiltrate Defend



' Payload Modules

CRASHOVERRIDE
MODULES and IMPACT

IEC-101
IEC-104
Loss of Control

IEC-61850

SIPROTECT Denial of Service

Loss of Visibility OPC DA

Destruction Data Wiper

" ESET analysis
T Other sources



FIREWALL

' Payloads in Context

ENGINEERING OPC
HMI WORKSTATION SERVER FIREWALL

CORPDRATE
] NETWORK

IEC 104 Master

IEC 104, |EC 61850, ETHERNET

e ROUTER
DIGITAL RELAY

PANEL
- SN D
IEC 104 SLAVE IEC 104 SLAVE PLC
RTU CONTROLLER
ATU
Ehc—nnc IEC 101 or IEC 61850 ;F:C_D:X IEC 104 via

via Serial Ethernet



y IEC 104 Module

* Usage:
e Communication between control station and substation
* TCP/IP implementation of IEC 101 with subset of commands
* Features:
 Master slave architecture
* On-demand or spontaneous transmission
 Remote command functionality
* File Transfer



IEC 104 Module Execution Flow

Exported Crash
Function Called

Start IFC 104
Client Thread

Wait for Threads Kill Comm
to Finish Service Process

Finish
Execution

Send Data to Exported Crash
Siave Devices Function Called

Recv Data From
Slave Devices




’ IEC 104 Module Configuration File

cChp
jnz
oy
Ty
chp
muUps
oy
oy
i
Moy
ey
oy
CRouZ
noyups
Moy

byte ptr |e-|:|:-:r1|: no ) . . . .
loc_toumeze G * Configuration file required
edx, offset abdn_B ; "OHwWwn®

yte pir [ebksazn], 0 * Needs a target IP, other value

dnmi, ds:zxmmuord 1AETEABLC

E.:T”;%Ef“.:ﬂih:ﬁ%an?“ e Can contain multiple targets
BLp+ i+yar_FL4], ax
e 2o * Requires manual staging

["1“33..“] - * Manipulates target by changing state
to ON or OFF






’ Grid Scenarios

* De-energize Substation

* Loss of Control (ICS modules)

* Loss of View

* Restoration Capability Degraded

(Wiper)

* Scalable but Human Operations
* Does not rely on vulnerabilities
* Codified grid operations
e Limitation in human run ops




Grid Scenarios: Impact of
CRASHOVERRIDE

e Cascading power failures?
* NO, but can affect multiple stations
e Can it affect the Europe, Asia, and most
of the Middle East?
* YES, immediately
e Can it affect the US?
* YES, with slight modification




What Comes Next?
NN
CRASH OVERRIDE
HLURIGLRKIMLE G L




Learning from CRASHOVERRIDE

rule dragos crashoverride moduleStrings {

meta:

description = "IEC-104 Interaction Module Program 5trings”
author = "Dragos Inc"

strings:
$51
$52
%53
$54d
%55

"IEC-104 client: ip=%s; port=%s; ASDU=%u" nocase wide ascii
" MS5TR -== SLV" nocase wide ascii

" M5TR ==- S5LV" nocase wide ascii

"Unknown APDU Tformat !!!" nocase wide ascii

"1eclfd4. log" nocase wide ascii

condition:
any of (%s%)




INDUSTROYER
CRASHOVERRIDE

Questions?
DRAGCS




