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Agenda
• Software-defined Networking (SDN)

• SDN Basics
• Enhancing Network Security with SDN
• Overview of the SDN Attack Surface
• OpenFlow

• FlowFuzz
• Architecture
• Evaluation of Software Switches
• Investigation of Feedback Sources for Hardware Switches
• Evaluation of Hardware Switches
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SDN – Packet Handling & Table Structure

ActionRule Stats

• Forward packet to zero or more ports
• Encapsulate and forward to controller
• Send to normal processing pipeline
• Modify Fields
• Any extensions you add!
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SDN – Packet Handling & Table Structure

ActionRule Stats

• Forward packet to zero or more ports
• Encapsulate and forward to controller
• Send to normal processing pipeline
• Modify Fields
• Any extensions you add!
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OpenFlow
• De-facto standard Southbound API protocol

• Maintained by the Open Networking Foundation

• First release in December 2009

• Most current version 1.5.1 (April 2015)

• Supported by 120+ industrial members
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OpenFlow – Message Structure & Types
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Open vSwitch (OvS)
• Production quality, multilayer open virtual switch

• Integrated into OpenStack, Xen, Pica8…

• Fully supports OpenFlow up to v1.4

• Operates either as software switch or as
control stack for dedicated hardware

ovs-vswitchd

openvswitch.ko

ovsdb

…Virtual 
Switch

Virtual 
Switch

Kernel Space

User Space
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Open vSwitch Fuzzer – A First Try

Open vSwitchRyu OpenFlow
Controller Mutation

Fuzzer

Lack of control
Controller needs to be actively triggered
Hard to integrate a feedback loop

 Simple and fast but no promising approach



FlowFuzz

Protocol Aware

Python Based

Supports OF v1.0/1.3

Corpus of Valid Inputs

Directed and Random 
Input Generation

Various Sources as 
Feedback Loop

FlowFuzz
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Results
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Feedback Sources – Measuring Response Times

Hardware SwitchFuzzer

Intended Message

Barrier Request

Barrier Reply

Start =

End =

 Timediff = End - Start



Feedback Sources – Evaluation of Response Times

HP 2920-24G Pronto 3290
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Hardware Switch – Fuzzer Evaluation
• Test duration of 12h

• Targeted OpenFlow version 1.0

• Crafted and random inputs

• Response times as main feedback source

Results

Version NEC HP Quanta Pronto

Anomalies 2133 1735 1915 2643

Crashes 0 0 0 0

 High number of false positives due to switch reconnects
 No security flaws decteted – yet! 



Flow Fuzz – Next Steps & Future Extension

Measurements

• Reduce false positive rate
• Increase test duration

• Fuzz OpenFlow v1.3

Extensions

• Support higher OF versions
• Optimize feedback loop

• Agents for DP fuzzng

Corpus Generation

• Categorized by OF version
• Derived from code coverage



Sound Bytes
• SDN is coming – Be prepared!

• SDN can enhance the security of networks

• FlowFuzz – A protocol-aware OpenFlow fuzzing framework

• De-blackboxing black boxes by using alternative feedback sources 
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https://www.openstack.org/
called on 2017-07-14
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