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Who am |?

AVP Research at GuardiCore
A Head ofGuardiCord.abs
A Security research
A Development of data analysis algorithms

AMscin Computer Science
AOverl0years of cyber security research experienc
APrior work:Bondnet Infection Monkey

C GuardiCore

A Cloud & Data Center security company
A www.quardicore.com
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https://www.guardicore.com/2017/05/the-bondnet-army/
https://www.guardicore.com/infectionmonkey/
http://www.guardicore.com/

Agena

AOverview of hosguest isolation model
AUse case (SOD)

A Attack Flow

ADemo

AWho is vulnerable?

AMitigation
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Guest Machine

Data Center



HostGuest Isolation

A Any virtualized data center needs to provide
Isolation between host and guest machines
A Separation of Duties

A Required by regulations
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HostGuest Isolation

Guest virtual machines should selaiecdfrom the host
and from other guests running on the same host.
Interaction between the host and guestX]should occur
only through channels withvell-understood and
documented security properties

- VMware

https://www.vmware.com/support/developer/vix -api/vix115 reference/security.html
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|solationc How To

To use the VIX API for guest operation applicammfﬁz

authenticate with two distinct security domairns

1. The client must firsiuthenticate with the v:p[ ere host

2. The client must then supplyvalid credential for the
guest aoperafing systeron any virtual machine where it

wants to perform guest operations
- VMware

https://www.vmware.com/support/developer/vix -api/vix115 reference/security.html
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A built-in functionality in vSphere breake host-guest security model
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Dr. Bob Alice
Xrayexpert Infrastructure engineer
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An undocumented feature

AUndocumented authentication method
ABypass guest authentication

AlLeads to RCE on the guest machine
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BrokenHostGuest Isolation

To user the VIX API for guest operation, applications must authenticate with
two distinct security domains:

1. The client must firshuthenticate with the vSphere host

B avarala a AraTNa ()
A N NJ vV V&S ./ w, \.J 4 U/

Yiara a a
w, TR A'AW,

- VMware
https://www.vmware.com/support/developer/vix -api/vix115 reference/security.html
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All your GUEST are belong to us

AControl the guest
A Arbitrary code execution
AFile operations
ARegistry operations

AAttack types
ALateral Movement
A Access to isolated networks
AData leakage / manipulation
ARansomware
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Attack Flow eIl a(leSqdt=l)
Vix_OpenVn{dPatients Datg)

LogininGuest(User=?7??,
Password=7?777?)

Patients Data

o

6Guest operating system management by VIX API

HOST GUEST
CRED CRED
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Undocumentedduthentication Method

Name

VixVM_LoginInGuest

Description

VixHandle
VixVM_LoginInGuest(VixHandle vmHandle,
char *userName,
char *password,
int options,
VixEventProc *callbackProc,
void *clientData);

This function establishes a guest operating system authentication context that can be used with guest functions for the given virtual machine handle.
Parameters

vmHandle
Identifies a virtual machine. Call VixVM_Open() to create a virtual machine handle.
userName
The name of a user account on the guest operating system.
password
Name

options
Must be 0 or VIX_LOGIN_IN_GUEST_REQUIRE_INTERACTIVE_ENVIRONMENT, which forces interactive guest login within a graphical session that is visible to the user (see below). On Linux, interactive environment requires that the X11 window
system be running to start the vmware-user process. Without X11, pass 0 as options to start the vmware-guestd process instead.
callbackProc
A callback function that will be invoked when the operation is complete.
clientData
A parameter that will be passed to the callbackProc function.
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Attack Flow Connect (host cred)
Vix_OpenVn{aPatients Datg)

Patients Data
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How to Set a Shared Secret

AShared Secret Login
AvSphereAP]
AdVirtualMachin&Config AdvancedConfigprivilege

guest.commands.sharedSecretLogt SERNAME> = SM&(SS).encod@pasese)

~ # cat /vmfs/..../confidential vm.vmx
replay.filename = "

scs10:0.redo = "

vmcif.id = "-201902441“

cleanShutdown = "FALSE*
toolsInstallManager.updateCounter = “10“

guest.commands.sharedSecretlLogin.com.guardicore.VIX DEMO =
"1T7aemN8mcx/tWbZbp+hCb8VxXHhBC19etNTE4mz0gfY="
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How to Set a Shared Secret

AShared Secret Login
AvSphereAP]
A dVirtualMachin&Config AdvancedConfigprivilege

guest.commands.sharedSecretLogity SERNAME> = SEH(SS).encodepases4e)

ASharedPolicyRefCount
A Controls whether guest operations using shared secret are allowed
AvSphereAPI
AdHost ConfiguratiohAdvanced Settinggrivilege
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Connect (host cred)
Vix_OpenVnfdPatients Datq)
LogininGuediShared Secret User,

Attack Flow
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Connect (host cred)
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> 1LIiveDEMO!
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When will the attack not work?

case VIX_USER_CREDENTIAL_ROOT: requestFlagPassed properly by VMX

if ((requestMsg->requestFlags & VIX REQUESTMSG HAS HASHED SHARED SECRET) &&
IVixToolsCheckIfAuthenticationTypeEnabled(gConfDictRef,
VIX_TOOLS_CONFIG_AUTHTYPE_AGENTS) )

Shared secreauth is.opted-out

g_message("%s: Requested
__FUNCTION__ );

am Aeseahlod
N UilsSa Leld .

zg;odZisz_GUEST_AUTHTYPE_DISABLED; If (:()(jee k)l()(:b( Ee)(lsstss

case VIX USER_CREDENTIAL_CONSOLE_USER:
err = VixToolsImpersonateUserImplEx(NULL,
credentialType,
NULL,
userToken);
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Who Is vulnerable?

AGuestmachinesunning onESX5.5
OR
AGuest machines running VMware Tools versidi94.0

ALatest upstream repository offers a vulnerable OVT
AUbuntu 16.10
AFedora25
ARHEI7.2
AOracle Linux (lates
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Our Risk Assessment Tool

nardiCore UMware auth bypass discovery tool
Jritten By Guardicore Labs
ontact us at: supportlguardicore.com

onnecting to USphere...

etch roles...

etch UMz information...

etch Hosts information...

etch ohjects tree...

igh Risk:

______________ +

Set RefCount

USPHERE.LOCALwix_test (viwx_wvuln>
USPHERE.LOCALSwix_test (viwx_wvuln?
USPHERE.LOCALsvix_test (vix_vuln>
USPHERE.LOCALsvix_test (vix_vuln>
USPHERE.LOCALwix_test <(viwx_wvuln>

USPHERE.LOCAL~wix_test <(viwx_wvuln>
USPHERE.LOCAL~wix_test <viwx_wvuln>
USPHERE.LOCAL~vix_test C(uvix_vuln>
USPHERE.LOCAL~vix_test C(uvix_vuln>
USPHERE.LOCAL~wix_test <viwx_wvuln>

vhuntu_server_16 .84—-template
Windows_Server_2012_RZ2-template
Windows_Server_2012_R2
Ubuntu_Server_16.04
ubuntu_test

Already
Already
Already
Already
Already

- ———— - me
o —————— me
e —————— i me

https://github.com/quardicore/vmware guest auth bypass



https://github.com/guardicore/vmware_guest_auth_bypass

Mitigation

AForESX6.0and6.5
AOption#1 ¢ UpgradeVmtools 10.1.0
A Option#2 ¢ Opt-out by modifyingemtoolsconfiguration (for 9.9.0

guestoperations

Authentication.InfrastructureAgents.disabled = True
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Mitigation

AFOorESX6.5

A FixedVMtoolsversion
A Forkedfrom latestopenvm-tools repository
A Source code https://github.com/guardicore/open vm tools
A Binary

2 EN open-vm-tools/services/plugins/vix/vixTools.c
o A8 -7578.7 +7578.7 @6 VixToolsImoersonatellser (VixCommandy cctHeader #r et frOTH
¥ @@ -757e,7 +7578,7 @@ VixToolsImpersonateUser(VixCommandRequestHeader *requestMsg, ff IN
h h
case VIX_USER_CREDENTIAL_ROOT: case VIX_USER_CREDENTIAL_ROOT:
1 1
if ((requestMsg-»requestFlags & VIX_REQUESTMSG_HAS_ HASHED_SHARED SECRET) &% + if
'WixToolsCheckIfAuthenticationTypeEnabled(gConfDictRef, 'WixToolsCheckIfAuthenticationTypeEnabled(gConfDictRef,
VIX_TOOLS_CONFIG_AUTHTYPE_AGENTS)) { VIX_TOOLS_CONFIG_AUTHTYPE_AGENTS)) {
4.
s

View

A
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https://github.com/guardicore/open_vm_tools

Go Check your network

—=—= https://github.com/quardicore/vmware quest auth bypass
A Attack tool
A Risk assessment tool

Fixedvmtools version
A Sourcehttps://github.com/quardicore/open vm tools
A Binary

> <] ofri@quardicore.com

£7  @ofriziv(witter) Q&A

www.guardicore.com
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