
Lies, and Damn Lies:
.

Getting Past the Hype of Endpoint Security Solutions



The testing methodology and techniques used during this presentation are not 
meant to discredit any endpoint protection solution.

All results represent a point in time and results may differ based on different 
malware sets and different testing strategies. Solutions used between Dec 2016 ς
May 2017 were current, up to date and configured by each vendor. Some products 
may have changed or may have been revised since testing was last performed.

This presentation serves only to give back to you, our peers and provide you with a 
testing framework to help you to effectivity conduct EPP testing on your own. We 
are not sharing this information for financial gain!

Our opinions are our own and not that of our employers.

Thanks to the Consumer Review Fairness Act of 2016 contracts that purport to restrict our ability to 
publish these reviews, are void.

Disclaimer



Who we are

Lidia Giuliano @pink_tangent

ÅInformation Security 
Professional for the past 15 
years

ÅIn my spare time I research new 
technologies, build and break 
stuff

Mike Spaulding @fatherofmaddog

ÅInformation Security 
Professional for the past 20 
years

ÅL ǿƻǊƪ ǘƻƻ ƳǳŎƘΣ ŘƻƴΩǘ ŘǊƛƴƪ 
enough but love what I do



ÅOur Story

ÅEndpoint Summary ςLies and Truths

ÅHow to Prepare

ÅPre-Execution Testing

ÅDetonation Testing

ÅTargeted Attacks

ÅSummary

ÅSound Bytes

Agenda



Our Story

Task: To resolve the issue of rampant ransomware, specifically impacting 
network shares

Challenges faced:
Å Clicking on Phishing Campaigns
Å Multiple mapping to file shares
Å Endpoint User files are encrypted, resulting in encrypted file shares
Å Backups and recovery services equated to 2-3 days loss attempting to bring 

the environment back to 100%

Goal: Dramatically reduce ransomware events (from 10 major to 1 p/yr)

Result: Creation of a framework that went beyond ransomware and 
using the marketing hype to perform a reusable testing methodology



Lie: Protect Critical Servers 

Lie: Protect only your critical servers!

Truth: Deployment is essential!

Å File Share protected with an EPP agent
Å Patient 0 is not protected or is using traditional AV
Å Patient 0 clicks on a malicious attachment and 

resulting in local files being encrypted on the endpoint
Å Will the files on the share drive be spared?????

*For consistency, this scenario was tested on across all solutions*

DEMO



Objectives

ÅProvide an overview of endpoint product (EPP)

ÅSolutions on the market and knowing where to start

ÅCompany business requirements vs. EPP Solutions

ÅPlanning your POC:
ÅPlan / Roadmap
ÅPreparation
ÅTest Plan

ÅProvide you with our tools to enable you to test 
solutions yourself, a testing framework

ÅYou:Knowledge! 
ÅKnow the questions to ask
ÅKnow how to do it yourself

Ask!
And you 
shall 
receive



Endpoint Protection Overview
Traditional 

AV

ωPoint-in-time

ωSignature DAT 
file

ωBlacklists

ωMalware is 
analyzed 
centrally

ωEasy to evade

ωLow 
effectiveness

ωMachine 
degradation 
due to Pre-
execution

Next Gen AV

ωMalware 
analyzed using 
AI and ML

ωSignature-less

ωPlus binary 
detection

ωDetection of 
behavioral 
patterns

ωCloud for big 
data analytics

ωZero-day

ωGreater rates 
of 
effectiveness

Detection 
and Response

ωDetect and 
respond to 
IoA

ωIncident 
prevention

ωHunting and 
Triage

ωVisualization 
& exec details

ωFile & process 
(sub) trees

ωNetwork con 
DNS lookups

ωContainment

ωIR

Other

ωApplication 
Whitelisting

ωRemediation 
capabilities

ωScript Control

ωMemory 
Protection

ωFirewall

ωSandboxing

ωTI Community

ωSOC



The Marketing Slogans

Marketing: Real Time APT Protection
Observations: No memory-based analysis

Marketing: Leader in Cloud-based Endpoint
Observations: Have a roaming user with no internet 
connection, product effectiveness drops

Marketing: Complete replacement of your legacy AV
Observations: Do we even have a governing body? There is 
no regulation. Consider the impact on your compliance 
needs!

Marketing: Multi-layered Approach
Observations: Turn a layer off, hello malware

** Not specific to any solution **



Endpoint Protection

What Problem Are You Trying to Solve?

The Problem is not:
ÅRansomware
ÅInsider Threat
ÅMalicious Outsider
ÅData Exfiltration or
ÅThreat Hunting

Business Centric:
ÅReduction of Incidents
ÅPeople Costs
ÅReputation
ÅKeep the business running
Backed with metrics, always!

Business Requirements and Values are CRITICAL!
It could be that NONE of these solutions will meet your requirements.



Business 
Requirements

ω~80 functional 
requirements

ω~20 non-
functional 
requirements

ωFive technical 
testing scenarios 
each with ten 
subtasks

ωRinse and repeat 
for different types 
of users (admin, 
developers, 
standard)

ωDifferent OS

ωCloud on / Cloud 
off

Testing

ωPrepare testing 
environment

ωCollect samples

ωTest Pre-
Execution

ωTest Detonation

ωTest All 
capabilities 
enabled (best 
foot forward)

ωStatic Malware 
using multiple file 
types and scripts

ωTargeted attacks 
combination of 
file and file-less 
testing 
specialized 

Documentation and 
Recommendation

ωAll statistics 
gathered and 
documented

ωExecutive report 
generated

ωTechnical report 
created

ωRecommendation 
made

Oct 
to 

Dec 
2016

Jan 
to 

April 
2017

April 
to 

May 
2017



Requirements you should consider outside of functional testing:
ÅDo you want 100% SaaS or hybrid or worth upgrading (RTO)?
ÅFor SaaS, consider your authentication needs, SMS, AuthApp, etc
ÅDo you need AD integration? How many admins will be using it? RBAC?
ÅAgent installation, will a reboot cause issues?
ÅConsider ALLOS and applications you run. Make sure the agent is 

compatible, for example, XP with no SPs, Win2K, MacOS, etc.
ÅValidate the software will run on lower-end machines, for example, 1GB of 

memory or 1 Core CPU.
ÅDefine your alerting and reporting needs.
ÅFinally, consider your testing environment! *Important* !

Other Business Requirements



Preparation ςEnvironment

ÅAll our test machines were 
fully patched with the EPP 
agent installed on them. 
ÅVendor worked with us to 

create the prevention policies 
either in their SaaS 
environment or virtual 
servers.
ÅWe used their environment 

to validate and monitor only; 
no settings were changed.



Where to Source
ÅIn-house Forensics / InfoSec Teams
ÅGitHub Repositories (e.g.: the Zoo)
ÅOther subscribed services (free / paid) 

Virus Total, Virus Share, 
Malwr, TestMyAv, 
Malshare, MalwareDB, etc

** Important: Have a Variety**

Types (Mix of Old and New)
ÅRansomware
ÅExploit Kits
ÅViruses and Worms
ÅBackdoors
ÅTrojans
ÅBrowser Hijack
ÅRAT
ÅBots
ÅDroppers
ÅAdware and Spyware

Preparation ςMalware Testing



Preparation ςMalware Testing

File Types:
ÅPortable Executables (PEs)
ÅOther compiled code, vbs, .bin, .com,
ÅCompressed files, .zip, .jar, 7-zip, etc
ÅNative windows scripts, batch and ps
ÅObfuscate the content in the scripts
ÅRename extensions to other file types
ÅKnown Good Files
ÅCreate a FP directory

** Important NOTjust binaries **

Mutate the files
ÅPacker
ÅHash Modifier
(where possible)

Other Important Preparation:
ÅTesting Platform
ÅUser Privilege



Pre-Execution Testing

1. Scheduled / On-Demand 
Scanning

2. On-Write / On-Access Scanning

Test & Score Separately

Dormant file testing
ÅUser file sharereview is limited
ÅScan files across old file shares and 

archives that never get cleaned up
ÅRegulatory requirement

New file introduction
ÅCopy from USB / External Media
ÅCopy from a network share
ÅDirect web download or save a new file
ÅUnzip new files

Cloud On Cloud Off

** During pre-execution, over 40,000 pieces of malware were tested **

Pre-Execution Testing Approach

Static Malware


