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Agenda: Windows 10 Segment Heap
* Internals
* Security Mechanisms

* Case Study and Demonstration
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Notes

* Companion white paper is available

— Details of data structures, algorithms and internal functions

* Paper and presentation are based on the following NTDLL build
— NTDLL.DLL (64-bit) version 10.0.14295.1000
— From Windows 10 Redstone 1 Preview (Build 14295)
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WINDOWS 10 SEGMENT HEAP INTERNALS

Internals: Overview



Architecture

<= 16,368 bytes <= 128 KB <= 588 KB > 588 KB
Segment Heap
Low Fragmentation Heap Variable Size Allocation
(LFH) (VS)
LFH Subsegmert V5 subsegment
Allocation Allocation
Backend Large Blocks Allocation
Segment Block
Allocation Allocation
v v
NT Memory Manager
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Defaults

* Segment Heap is currently an opt-in feature

* Windows apps (Modern/Metro apps) are opted-in by default
— Apps from the Windows Store, Microsoft Edge, etc.

* Executables with the following names are also opted-in by
default (system processes)

— csrss.exe, Isass.exe, runtimebroker.exe, services.exe, smss.exe,
svchost.exe

* NT Heap (older heap implementation) is still the default for
traditional applications

6 IBM Security WINDOWS 10 SEGMENT HEAP INTERNALS



Configuration

* Per-executable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\

CurrentVersion\Image File Execution Options\(executable)
FrontEndHeapDebugOptions = (DWORD)

Bit 2 (0x04): Disable Segment Heap
Bit 3 (0x08): Enable Segment Heap

* Global

HKEY_ _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Session Manager\Segment Heap
Enabled = (DWORD)

%) : Disable Segment Heap
(Not ©): Enable Segment Heap
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Edge Content Process Heaps

* Segment Heap: default process heap, MSVCRT heap, etc.

* Some heaps are still managed by the NT Heap (e.g.: shared
heaps, heaps that are not growable)

gl Pid 2916 - WinDbg:10.0.14281.933 AMD&4 — O *
File Edit View Debug Window Help
| & | Bl e | 0 EEEEEREEDBEE] =] A 5
Command H
0:025» |.
.0 i1d: bed attach namng: C:~Windows~Systemdpps~Hicrozoft Hicrosof tEdge BwelkvybidSbbwesmicrosof tedgecp . exe
0:025: lheap
Heap Address HT-Segment Heap
219dade00on Segmnent Heap
219daci0o0oo NT Heap
21949050000 Segment Heap
219das00000 Segmnent Heap
221db340000 Segmnent Heap
|D:DEE>"
Ln0, Col0 Sys(:<Local> Proc000:b&4 Thrd 025748 ASM OVRE CAPS NUM
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HeapBase

* Heap address/handle returned by HeapCreate() or
RtlCreateHeap()

* Signature field (+0x10): ©XDDEEDDEE (Segment Heap)

HeapBase e ,
=" 'windbg> dt ntdll!_ SEGMENT_HEAP

/7 Large blocks allocation staote

+EIJ-:'EIGE Largedl locMetadata : _RTL_RE_TREE
+8x848 LargeReservedPages @ UintBB
+8x858 LargeCommittedPages : UintEB

_SEGMENT_HEAP

Y Bockernd ollocotion stote

|
|
|
|
|
|
|
|
LFH Context Extension 3 :
|
|
|
|
|
|
|
|

/ +8x868 SepmentlListHead : LIST EMTRY
Dynamically committed for } +Bx878 FrecPageRanges  : _RTL_RB_TREE
activated LFH buckets \
' ; ariable size (V5) allocotion state
Ii|. A/ Low Fragmentation Heap (LFH) state
[ +Bx128 LFhContext : _HEAP LFH_CONTEXT

|
|
|
|
|
|
|
|
|
+B%A78 SegmentCount . Uintas :
|
|
|
|
|
|
|
|
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WINDOWS 10 SEGMENT HEAP INTERNALS

Internals: Backend



Backend

* Allocation Size: >128KB to 508KB (page size granularity)

* Segments are 1MB virtual memory allocated via
NtAllocateVirtualMemory ()

* Backend blocks are group of pages in a segment

HeapBase Segment Segment
_SEGMENT_HEAP _J__F Segment Header -J__F Segment Header
SegmentListHead M. -
Backend Block Backend Block
Backend Block Backend Block
Backend Block Backend Block
LFH Context Extension
Backend Block Backend Block
Backend Block Backend Block
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Backend Page Range Descriptors

* Describe the pages in the segment

“First” page range descriptors additionally describe the start of
a backend block

Segment AT —————————— —— — — — ———
o Iw.mdhg:- dt nitdll! HEAP_PAGE_RANGE_DESCRIPTOR -r |
Axea | HEAP _PAGE_SEGMENT H,-” i A FLPST page P l' descriptors of free Ju._er. 1 blocks :
- I & are hodes of the backend free tr |
+Br‘ﬂ¢39 Treelode : _RTL MLHNEEﬂ NE}DE
(Unused) : — - |
| /S RangeFlags: First (start of block), Committed, Allocated :
8x40 | _HEAP_PAGE_RANGE_DESCRIPTOR [@x82] _I | ¢ LFH subsegment, VS subsegment |
' I +E':c:ﬁlE RangeFlags : Uchar |
_HEAP_PAGE_RANGE_DESCRIPTOR [@x83] A,t}l ... |
It ' Sf Key used when inserting to the backend free tree [
|.I I =
_HEAP_PAGE_RANGE_DESCRIPTOR [....] | |/ e Ly : _HEAP_DESCRIPTOR_KEY |
| X | +ANEBE Koy : Uint2B I
% FE Bitwise NOT of the number of committed pages |
- '\_h_1 rr A A L, =
_HEAP_PA‘EE_RN'IEE_DES‘:“IPTOR [E!FF] | | T{' : +d8x888 EncodedCommitfount : Uchar |
| |"-. I S Number of pages of the bockend block |
Bx2800 | Page #Bx82 < | |5 | +8xBB1 PageCount : UChar |
| Y I |
Page #8x083 <« — | 3 | // Non-first: Offset from the first poge range descriptor !
| % | +8x@lb Dffset : Uchar :
Page #... I ol : . L |
| | O FLest: Number of pages aof the backend bLock |
Page HBXFF — — ‘J +Encdllb 5ize ! Uchar |
|
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Backend Page Range Descriptors Example

* Example: 131,328 (06x20100) bytes busy backend block

* “First” page range descriptor is highlighted

Segment

Bxoe | _HEAP_PAGE_SEGMENT I R |
.~ RangeFlags: First, Committed, Allocated |

axae | HEAP PEEE “‘"ﬁE DEiCHIPTﬂH Ii =%I UnusedBytes: 8xF88, Size: 8x21 |

_HEAP_PAGE_RANGE_DESCRIPTOR [@x@3] | oo o f17oc. cormittod allacated

}HangeFlags: Committed, Allocated

a, Offset: Bx2
_HEAP_PAGE_RANGE_DESCRIPTOR [....]| L. o -°% __________________/|

@x448 | _HEAP_PAGE_RANGE_DESCRIPTOR [@x22] lRangeFlags: Committed, Allocated |
‘nhhlﬂffset: e@x2e |

|

Bx2008 | Page #8x02 »

Page #0x03 | Backend Block
i Described by Page Range Descriptor #8x2 to #8x22

Page #...

Bx22008 | Page #ex22
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Backend Free Tree

* Red-black tree (RB tree) of free backend blocks

* Key: Page count, encoded commit count (bitwise NOT of the
number of committed pages)

HeapBase

_SEGMENT_HEAP

FreePageRanges .
Root
'\H\__
_HEAP_PAGE_RANGE_DESCRIFPTOR
Key = Ox23FF
PageCount = Bx23
EncodedCommitCount = B8xFF
.,a-'"f Hx"'ﬁ-
_fLe-Ft R igh‘tﬁ
o -
_HEAP_PAGE_RANGE_DESCRIPTOR _HEAP_PAGE_RANGE_DESCRIFPTOR
Key = 8x21FF Key = @x4FFF
PageCount = @x21 PageCount = @x4F
EncodedCommitCount = @xFF EncodedCommitCount = 8xFF
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Backend Allocation and Freeing

* Allocation

— Best-fit search with preference to most committed block

— Large free blocks are split

* Freeing

— Coalesce to-be-freed block with neighbors

Free Block Splitting Free Blocks Coalescing
ﬁBln:k: BUSY Block: FREE
.l'r 1'&4
Block: FREE Block: BUSY to FREE @ | * Block: FREE
a"#
4 Block: FREE
* Block: FREE
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WINDOWS 10 SEGMENT HEAP INTERNALS

Internals: Variable Size Allocation



Variable Size (VS) Allocation

* Allocation Size: <=128 KB (16 bytes granularity, 16 bytes busy
block header)

* VS blocks are allocated from VS subsegments

HeapBase S5egment VS Subsegment

_SEGMENT_HEAP Segment Header V5 Subsegment Header

VsContext.SubsegmentList [—

Backend Block /' |vs Block
Backend Block (VS Subsegment) VS Block
LFH Context Extension Backend Block vs Block
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VS Subsegment

* Backend block with “VS Subsegment (0x20)” bit set in page
range descriptor’s RangeF lags field

* VS blocks start at offset 9x30

VS Subsegment

—_—— e —— e — — e — — — — — — — — — — — — — — — — — — o

|
£x68 | _HEAP_VS_SUBSEGMENT | . - |
| ff Commit bitmap oF The V3 subsegment poges |
ex2e|vs Block I +8x018 CommitBitmap : Uintee :
: S VS subsegment size (minus 8x38) in le-byte blocks |
Vs Block N | +0x820 Size : Uint2B |
| |
N
VS Block
VS Block
V5 Block
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19

VS Block Header

* Busy VS block (first 9 bytes are encoded)

_HEAP_VS_CHUNK_HEADER

Bxae Bxd 2 Bxid Bxao
Memorylost UnsafeSize UnsafePrevsize Allocated
Bxa8 SPD s|u
axle
User Data
Unused Bytes Value

* Free VS block (first 8 bytes are encoded)

_HEAP_VS_CHUNK_FREE_HEADER

axiea axa2 axead axeb
Memorylost UnsafeSize UnsafePrevsize Allocated
Bxa8 Mode.Left
Bx16 Node.Right
Bx18 Node.ParentValue
Bx2e
(Fres)
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VS Free Tree
* RB tree of free VS blocks

* Key: Block size (in 16-byte blocks), memory cost (most
committed blocks have a lower memory cost)

HeapBase

_SEGMENT_HEAP

VsContext.FreeChunkTree

Root
",

_HEAP_VS_CHUNK_FREE_HEADER

KeyULong = @x010100868

Unsafesize = 8xe1e1

MemoryCost = @xéega

o S
Left” Right
H "-n.___\_*
_HEAP_V5_CHUNK_FREE_HEADER _HEAP_V5_CHUNK_FREE_HEADER
KeyULong = @xe@8FE8aaos KeylUlLong = ex@3@lesea
Unsafesize = Ox08F3 UnsafeSize = ax@38l
MemoryCost = @xeasn MemoryCost = @x@a8s
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VS Allocation and Freeing

* Allocation
— Best-fit search with preference to most committed block

— Large free blocks are split unless the block size of the resulting
remaining block will be less than ©x20 bytes

* Freeing

— Coalesce to-be-freed block with neighbors

Free Block Splitting Free Blocks Coalescing
ﬁBlm:k: BUSY Block: FREE
.l'r 1":.".
Block: FREE Block: BUSY to FREE = |- » Block: FREE
a"’
4 Block: FREE
: Block: FREE
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Internals: Low Fragmentation Heap



Low Fragmentation Heap (LFH)

* Allocation Size: <=16, 368 bytes (granularity depends on the
allocation size)

* Prevents fragmentation by allocating similarly-sized blocks from
larger pre-allocated blocks of memory (LFH subsegments)

HeapBase Segment LFH Subsegment
_SEGMENT_HEAP Segment Header LFH Subsegment Header [
LfhContext.Buckets
LFH Context Extension ] Backend Block :.':I LFH Block
LFH bucket-related [ Backend Block (LFH Subsegment) LFH Block
structures Backend Block LFH Block
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LFH Buckets

* Allocation sizes are distributed to buckets

 Bucket is activated on the 17t active allocation or the 2,040t
allocation request for the bucket’s allocation size

Allocation Size Granularity Example Activated Buckets and Bucket Usage Counters

1 - 1,024 bytes 16 bytes Allocation Size Bucket

1-64
(0x1 - 0x400)
1 - 16 —» Bucket # 1 (Activated)
65-80 1,025 - 2,048 bytes 64 bytes
(0x401 - 0x800)
1,825 - 1,088 —»{Bucket # 65 (Activated)
81 -96 2,049 - 4,096 bytes 128 bytes
(0x801 - 6x1600) 2,849 - 2,176 Bucket # Bl (Usage Counter)
97 - 112 4,097 - 8,192 bytes 256 bytes
(6x1001 - 0x2000) 4,897 - 4,352 —» Bucket # 97 (Activated)
NP bl W 8,193 - 16,368 bytes 512 bytes
(0x2001 - Ox3FFQ) 8,193 - 8,784 Bucket #113 (Usage Counter)
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LFH Affinity Slots

* Affinity slots own the LFH subsegments where LFH blocks are
allocated from

* After bucket activation: 1 affinity slot is created with all
processors assigned to it

* Too much contention: new affinity slots are created and
processors are re-assigned to the new affinity slots

Bucket mo————————————

|

: LFH Subsegment |

—» Affinity Slot —», !

P |
roeEeeer : LFH Subsegment |
|

I l

: LFH Subsegment |

—p AFFL — |

Processor | I'Ii‘l:'_*,l' . |
| : LFH Subsegment |

|
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LFH Subsegment

* Backend block with “LFH Subsegment (6x01)” bit set in page
range descriptor’s RangeF lags field

* LFH blocks are stored after the LFH subsegment metadata

LFH Subsegment B T e
- Il.i'_il'ldhg} dt ntdll! HEAP_LFH_SUBSEGMENT -r |
|
HEAP_LFH_SUBSEGMENT [ P e o f Frcc (EM bl acbe |
- - - i A4 UmDer o yrec Led DLOCRS
| +8xB28 FreeCount : Uint2B '
ox32 | BlockBitmap | l
| S/ Total number of LFH blocks :
Commitstatedffset | CommitState I +ExE22 BlockCount t Uint2e |
| 5.
3 s - r el Pl = + £ L e I v I
FlPStBlﬂCkDf‘FSEt I.FH Blnck 1: | SO ELER I'."_:I' each bBLock and |:l.;"_'||:“'-|F |'.|_|" _:I'.' st block |
: | A4 1n the LFH subsegment (both encoded) i
I +8x828 BlockOffsets ¢ _HEAP_LFH_SUBSEGMENT_ENCODED _OFFSETS |
LFH Block | +dxees Blocksize : Uint2e |
| +HxB82 FirstBlockOffset : Uint2E |
LFH Block I ) ,
I S Block bitmap: 2 stotus bits per LFH block |
LFH Block : +8x838 BlockBitmap : [1] vintse |
|
- e a
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LFH Block Bitmap

* 2 bits per LFH block (BUSY bit and UNUSED BYTES bit)

* Divided into BitmapBits (64 bits each = 32 LFH blocks)

LfhSubsegment.BlockBitmap

Lhﬂitmapﬂits BitmapBits BitmapBits BitmapBits
64 bits 64 bits 64 bits
o &7 &2 &
¢ o ¢ o & a4 & &
4$ & d$? & gﬁa & O &
Rl § & $

» LFH Block: BUSY

» LFH Block: FREE

» LFH Block: BUSY

Unused Bytes Value

» LFH Block: FREE

27 IBM Security WINDOWS 10 SEGMENT HEAP INTERNALS



LFH Allocation and Freeing

* Allocation
—Select a BitmapBits from block bitmap (biased by a free hint)

— Randomly select a bit position (where BUSY bit is clear) in
BitmapBits, set BUSY and UNUSED BYTES bits; result:

-
FREE FREE FREE FREE || pidoc s | FREE FREE FREE
attoca| FRE | FRE |unnocer [mmtoeds | T | FREE | itacwe
FREE FREE FREE [l aynos uq || FREE FREE FREE FREE

AligiY#E FREE FREE FREE FREE Alggiv#z FREE FREE

* Freeing

— Clear block’s BUSY and UNUSED BYTES bits in the block bitmap
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WINDOWS 10 SEGMENT HEAP INTERNALS

Internals: Large Blocks Allocation



Large Blocks Allocation

* Allocation Size: >508KB
* Blocks are allocated via NtAllocateVirtualMemory ()

* Block metadata is stored in a separate heap

H B
sapiase Metadata Heap
SEGMENT HEAP ntdll!RtlpHpMetadataHeap
[ [
LargeAllocMetadata e '
[ —Root
| T
| _HEAP_LARGE_ALLOC_DATA |
[ [
Virtual Memory | VirtualAddress
[ [
| i ™, |
I 4 “ I
Left Right
L — | N |
< || Y y |
| | | _HEAP_LARGE_ALLOC_DATA _HEAP_LARGE_ALLOC_DATA [
| |
: Virtualaddress Virtualaddress :
Large Block I I
Large Allocation Bitmap
ntdll!RtlpHpLargedllocationBitmap
] <] @ e e -] 1 e e -]
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Large Blocks Allocation and Freeing

* Allocation
— Allocate block’s metadata
— Allocate block’s virtual memory

— Mark block’s address in the large allocation bitmap

* Freeing
— Unmark block’s address in the large allocation bitmap
— Free block’s virtual memory

— Free block’s metadata
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WINDOWS 10 SEGMENT HEAP INTERNALS

Internals: Block Padding



Block Padding

* Added if the application is not opted-in by default to use the
Segment Heap

* Padding increases the total block size and changes the layout of
backend blocks, VS blocks and LFH blocks

Backend Block Vs Block LFH Block
8x08| Padding 8x88| _HEAP_VS_CHUNK_HEADER 8x08| Padding
8x1e @x1e | Padding 8x1e

Bx2e
User Data User Data
User Data
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Internals: Summary



Internals: Summary

* Four components: Backend, VS allocation, LFH, and large blocks
allocation

* Largely different data structures compared to the NT Heap
* Free trees instead of free lists
* Only VS blocks have a header at the beginning of each block

* Backend/VS allocation: Best-fit search algorithm with preference
to most committed block

* LFH allocation: Free blocks are randomly selected
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WINDOWS 10 SEGMENT HEAP INTERNALS

Security Mechanisms



FastFail on Linked List Node Corruption

* Segment and subsegment lists are linked lists

* Prevents classic arbitrary writes due to corrupted linked list
nodes

Mode Insertion Validation Mode Remowval Validation

RtlFailFast({FAST FAIL CORRUPT LIST ENTRY)
int 2%h (@rcx = @x3)

RtlFailFast(FAST FAIL CORRUPT_LIST ENTRY)
int 29h (@rcx = @x3)

I
I
New Mode |
_______ 1
| _LIST_ENTRY | |
e | | TNode to T
Node L 4 Node | Node { remove | Node
_LIST_ENTRY [ B1ink _LIST_ENTRY || _LIST_ENTRY [«slink— _LIST_ENTRY —*link-» _LIST_ENTRY
| | 1
- Flink {l.‘;hecked};T : L Flink {Checke-d",l—T T—Blink {Checkad)
Invalid | Invalid Invalid
¥ | ¥ 4
I
I
I
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FastFail on Tree Node Corruption

* Backend and VS free trees are RB trees

* Prevents arbitrary writes due to corrupted tree nodes

Example: ParentValue Verification Before Parent Manipulation

Parent
» RTL_BALANCED_NODE

FarontValue
(Potentially controlled)

Left {Checked) Right qcheckcd}
Left ‘ Right
Child & Invalid Child —y

_RTL_BALANCED_NODE

_RTL_BALANCED_NODE

Rt1FailFast(FAST FAIL INVALID BALANCED TREE)
int 29h (f@rcx = @x1D)
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Heap Address Randomization

* Makes guessing of the heap address unreliable

Virtual Memory

Virtual Memory Allocation

Free Virtual Memory

HeapBase (MEM_FREE)
L=

i Random Size
i (Multiple of 64KB)

_SEGMENT_HEAP

LFH Context Extension
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Guard Pages

* Prevents overflow outside the subsegment (VS and LFH blocks)
or outside the block (large blocks)

* VS/LFH subsegment size should be >=64KB

* Backend blocks (non-subsegment) do not have a guard page

Segment

Segment Header

Segment

Virtual Memory

Segment Header

Segment

V5 Subsegment
(V5 Blocks)

Guard Page
{MEM_RESERVE)

Backend Block
{Backend Block/Subsegment)

LFH Subsegment
{LFH Blocks)

Large Block

Segment Header

Guard Page
{MEM_RESERVE )

Guard Page
(MEM_RESERVE)

Backend Block

Backend Block
{Backend Block/Subsegment)

Virtual Memory Allocation

Backend Block
(Backend Block/Subsegment)

40

IBM Security

WINDOWS 10 SEGMENT HEAP INTERNALS




Function Pointer Encoding

* Protects function pointers in the HeapBase from trivial

heappase -\ Cindbgs 4t waIL_SEGneNT WERP T T i
- [
|
| +BxBb@ VsContext : _HEAP_VS_CONTEXT |
_SEGMENT_HEAP | +8xB48 Callbacks . HEAP SUBALLOCATOR CALLBACKS |
3 | +BxBa8 Allocate . UintBB I
y | +BxaE Free 1 Wint8B '
| +BxB18 Commit : UHnt8E :
. 5 | +8x818 Decommit 1 Uintae
LFH Context Extenmsilon ! | +Bx828 ExtendContext  : UintSE :
[ ...
) | +8x128 LfhContext : _HEAP_LFH_CONTEXT :
! I +8x008 Callbacks : _HEAP SUBALLOCATOR_CALLBACKS |
oo +Bx2Ed allocate : MntsE |
- +BYB8E Froe : WMintss |
\ : +Bx818 Commit . Uint8E |
4 | +BxB18 Decommit 1 Wint8B |
I""I +8x328 ExtendContext + intEE |
k |
1 _
VsContext Callbacks Encoding @~~~ ~~~~"~"~"~""~""~"“"“"""“""“""""“""“"""“"“"""“"™""™"~™"™"™"™"™"™/""™"™"77
Function Pointer = Function Pointer n RtlpHeapKey VsContext Address
LfhContext Callbacks Encoding
Function Pointer = Function Pointer = RtlpHeapKey LfhContext Address
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VS Block Header Encoding

* Protects important VS block header fields from trivial
modification

Vs Subsegment

e — e — e — ——
/windbg> dt ntdll)_HEAP_VS_CHUNK_HEADER -r I
_HEAP_VS_SUBSEGMENT ,-': +EBE Sizes : _HEAP_VS_CHUME_HEADER_SIZE |
f | +ExBB8 MemoryCost : Pos 8, 16 Bits |
e L +8xP28 UnsafeSize 1 Pos 1, 16 Bits |
FE +8xB84 UnsafePrevsize @ Pos 8, 16 Bits '
_HEAP_VS_CHUNK_HEADER L +8xeea Allocated . Pos 16, B Bits !
F +8x808 KeyUshort . Uint2B :
; | +B8xB38 KeylULong + intdB I
User Data : | +8xB38 HeaderBits : UintsE |
f | +8x888 EncodedsegmentPage0ffset @ Pos @, B Bits [
...
_HEAP_V5_CHUNK_HEADER T T T T T T T T T T T T T T T T T T T T T T I
’I.'fll[winl:lhg} dt ntdll! HEAP_VS_CHUNK_FREE_HEADER -r :
User Data | +8w888 Header ¢ HEAP WS CHUME HEADER |
, +AxBB8 Sizes ¢ HEAP VS CHUMK HEADER SIZE |
¢ [ +ExBE8 MemoryCost : Pos @, 16 Bits |
HEAP VS CHUNK FREE HEADER | +EwBdd UnsafeSize : Pos 16, 16 Bits |
= - = = = | +8x884 UnsafePreviize : Pos 8, 16 Bits |
W | +Bx884 Allocated : Pos 16, 8 Bits |
(FREE) | +BxeEs KeyUshort : Uintze |
A +EwBe8 Keyllong : Uint4B |
T i : +8x8388 HeaderBits : Uint88 |
\, o |
Y5 Block Header Encoding - !
He:;zi;its - He:;zi::.ltg : RT1pLFHKey : Block Address
_ " LOW_ 8 BITS n LOW 8 BITS
EncodedSegmentPagedffset SegmentPagedffset (Rt1pLFHKey) (Block Address)
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LFH Subsegment BlockOffsets Encoding

* Protects important LFH subsegment header fields from trivial
modification

LFH Subsegment

|
_HEAP_LFH_SUBSEGMENT | By :
| +8x828 BlockOffsets : _HE.-!I.F*_LFH_'_-'.l.!!SEC-:-‘~1EMT_Er-JEs‘.ilZ:lE[:r_l:IFFSETSI
3 +dx8A88 BlockSize : int2B
BlockBitmap % : +@8x882 FirstBlockOffset : Uint2E :
% +@xeBd EncodedData : Uint4B
CommitState y |
LFH Blocks

LFH Subsegment BlockOffsets Encoding

BlockOffsets. ~ BlockOffsets. A LOW_32_BITS A (LFH SJﬁ?&%;;ﬁf:idres5]
EncodedData - EncodedData (RtlpLFHKey) }f axC
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LFH Allocation Randomization

* Makes exploitation of LFH-based buffer overflows and use-after-

frees unreliable

* Example: 8 sequential allocations in a new LFH subsegment

=
FREE FREE FREE FREE (| pi3os ua || FREE FREE FREE

attoc #a | Pt | R [lartoc wp | mrtoc s | EE || PREE || antoc #s
FREE FREE FREE (| pyzos uq || FREE FREE FREE FREE

Alggiv#ﬂ FREE FREE FREE FREE Alggiv#z FREE FREE

44
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Security Mechanisms: Summary

* Important Segment Heap metadata are encoded

* Linked list nodes and tree nodes are checked

* Guard pages and some randomization are added

* Precise LFH allocation layout manipulation is difficult

* Precise backend and VS allocation layout manipulation is
achievable (no randomization)
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Case Study and Demonstration



WinRT PDF

* Built-in PDF library since Windows 8.1 (Windows.Data.Pdf.dll)
* Used by Edge in Windows 10 to render PDFs

* Vulnerabilities can be used in Edge drive-by attacks

B 192.1680.10 x I - o X
O 192.168.0.10 T = 4 Q

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse ac ipsum et ante
egestas elementum 1d quis libero. Aenean tincidunt neque et egestas condimentum.
Donec id laoreet nibh. Maecenas sit amet lectus arcu. Donec 1aculis odio lectus, sed
feugiat mi faucibus vulputate. Aenean viverra fermentum nisl vel aliquet. Phasellus a
ligula at magna accumsan ullamcorper. Praesent cursus magna eu ipsum interdum
gravida. Curabitur elementum sed dui pharetra convallis. Suspendisse est enim, placerat
a ante in, suscipit tincidunt massa. Ut dictum augue est, accumsan tincidunt ligula
finibus at. Nunc vel lacus ante. Vivamus sapien ante, tincidunt in sagittis vitae, sagittis

:25 X 25px : quis lorem. Pellentesque efficitur tincidunt pharetra. Fusce sit amet enim sit amet metus
I<embed src = “file.pdf”> | pretium maximus 1d non tellus.
__________________ " 8 r
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WInRT PDF: PostScript Operand Stack

* Used by the WiInRT PDF’s PostScript interpreter for Type 4
(PostScript Calculator) functions

* Ox65 CTypedOperand pointers stored in the MSVCRT heap

Edge Content Process

Windows_Data_Pdf!
CPastScriptEvaluator: :CPreAllocatedRelsableStack
<Builder::CTypedOperands::
CPreAllocatedRelUsableStack
<Builder::CTypedOperand>()

v

MSVCRT heap {msvcrt!crtheap) - managed by the Segment Heap

PostScript Operand Stack CTypedOperand
Windows Data Pdf! >
std: :vector<CTypedOperand*>: :resize(Bx65) ox00 | [exee] CTypedOperand* Type (DWORD)
¢' Bx@8 | [@x@1] CTypedOperand® Value (DWORD)
¢ 8x1e | [ex82] CTypeddperand* CTypedOperand

Windows Data_Pdf!operator new(@8x328)

-

msvertImalloc(@x328) 6x320 | [@x64] CTypedOperand* Value (DWORD)

i e A —

ntdll!RtlAllocateHeap(msvert!crtheap, &, 8x328)

Type (DWORD)
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WinRT PDF: CVE-2016-0117

* PostScript interpreter allows access to PostScript operand stack
index ©x65 (out-of-bounds)

 Arbitrary write possible if value after the end of PostScript
operand stack is attacker-controlled

PostScript Calculator Function
(in PDF)

1894795585 axee

|
|
(1894795585 I
15358 | exes
11894 Ta5585 |
1894795585 I
|& Pastscript operand stack index 15 8xé5 '
|% Value below (@xdidl4i41) will be stored |
4 in attocker-controlled oddress :
|
|

1894795585

axle

Push last @x41414141 to 8x320
PostScript operand stack [©@x65]

P Bx32B

PostScript Operand Stack

[ex@e] CTypedOperand*

CTypedOperand

[6x81] CTypedOperand*

[ex82] CTypedOperand®

Type = 8 (Integer)

8x41414141

Attacker-Controlled Address

[éxB64] CTypedOperand*

.
-

Arbitrary

Write

Attacker-Controlled
Address

—

Type = 8 (Integer)

8x41414141
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Plan for Implanting the Target Address

* Allocate a controlled buffer, free it, and the PostScript operand
stack will be allocated in its place

* Controlled buffer and PostScript operand stack will be VS-
allocated for reliability

1: Allocate Controlled 2: Free Controlled Buffer 3: PostScript Operand

Buffer Stack is allocated

Controlled Buffer: BUSY Controlled Buffer: FREE PostScript Operand Stack
@x6e Bxen Bxe8 | [éxe8)] CTypedOperand*

[8x@1] CTypedOperand*

[6x64] CTypedOperand*

Bx328 | 9x42424242'42424242 Bx328 | 8x42424242"42424242 Gx328| 0x42424242742424242
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Problem #1: MSVCRT Heap Manipulation

* Embedded JavaScript in PDF could potentially help, but it is not
currently supported in WinRT PDF

* Solution: Chakra (Edge’s JS engine) and Chakra’s ArrayBuffer

Edge Content Proces
JavaScript code (im HTML} g€ ~onte ocess

P T e e - hakrald 5 P BuFF MSVCRT heap (msvcrt!crtheap) -
_ i chakralls::JavascriptArrayBuffer: : managed by the Seegment Hea
'Liai fi"fr_cﬁlfd_sﬂf_fip__n_ef firf}fﬂffiﬂe_xi‘lf}_’_l JavascriptArrayBuffer(@x348,...) __g___{____g_____f____
- - - - - - T - T T T T T T T T T T T T nl |
:var‘ int32Array = new Int32Array( L v I Controlled Buffer |
I controlledBuffer, @x328); " > I
| - X 1
| int32Array[@] = @x42424242; I chakralls::ArrayBuffer:: | |
e ' ArrayBuffer(@x348,...) | @xe8 |
(int32Array[1] = @x42424242; I S | I
I:::::::::::::::::::::::::::::__‘I I |
jcontrolledBuffers.push(controlledBuffer); | - I |
b e I msvcrtimalloc(@x348) I I
|

I |
Y I |
ntdll!RtlallocateHeap(msvert!ocrtheap, : :
8, @x348) | I
I |
bltaﬂzs Ox42424242' 42424242 l
I |
I |
| |
| |
| ox338 |
I |
|
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Problem #1: MSVCRT Heap Manipulation

* LFH bucket activation

| 1fhBucketActivators.push{new ArrayBuffer(blockSize));

|
| for (var 1 = 8; 1 < 17; i+4) { I
| i

* CollectGarbage() does not work in Edge, but concurrent
garbage collection can be triggered

{}f trigger concurrent garbage collection :
| gcTrigger = new ArrayBuffer(192 * 1824 * 1824); |
| // then call afterGcCallbock after some delay (adjust if needed) |
:EEtTimEEUt[EFtEFECCElleEk, laea); :
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Problem #2: Target Address Corruption

* Showstopper: Target address will become corrupted by VS
unused bytes value

Controlled Buffer: BUSY Controlled Buffer: FREE PostScript Operand Stack
Block Size : 8x348 bytes Block Size : @x340 bytes Block Size : @x348 bytes
User S5ize ! Bx338 bytes User Size 1 Bx328 bytes
Unused Bytes: 8x8 byte Unused Bytes: @x8 bytes
axee axe8 exfe | [8xea] CTypedOperand*

[6x81] CTypedOperand*

[8x64] CTypedOperand*

Bx328(42 42 42 42 42 42 42 42 Bx328 |42 42 42 42 42 42 42 42 Ox328(42 42 42 42 42 42 B8 B8

53

| Highest 16 bits of target address is ‘,J
: overwritten with unused bytes wvalue
|
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Problem #2: Target Address Corruption

* VS internals: “Large free blocks are split unless the block size of
the resulting remaining block will be less than ©x20 bytes”

* Solution: Use ©x340 bytes controlled buffer (block size: ©x350):
Ox350 free block — 0x340 block allocation == ©x10 (no split)

exee

Bx328

Bx338

Controlled Buffer: BUSY
Block Size : 8x358 bytes
User Size ! Bx348 bytes
Unused Bytes: Bx8 byte

42 42 42 42 42 42 42 42
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Bxea

ex328

Bx338

Controlled Buffer: FREE
Block Size

: 8x358 bytes

42 42 42 42 42 42 42 42

Bxee

8x328

8x338| .

PostScript Operand Stack
Block Size : 8x358 bytes
User Size ! Bx328 bytes
Unused Bytes: Bx18 bytes

[6x@8] CTypedOperand*

[8x64] CTypedOperand*

42 42 42 42 42 42 42 42

WINDOWS 10 SEGMENT HEAP INTERNALS




Problem #3: Free Blocks Coalescing

* Free VS block of freed controlled buffer will be coalesced

* Solution: Alternating busy and free controlled buffers

* Actual allocation patterns will
not always exactly match the
illustration, but the chance of an
un-coalesced freed controlled
buffer block is increased
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V5 Subsegment

_HEAP_VS_SUBSEGMENT

[Ex88]

Controlled Buffer:

BUSY (@x358)

[8x81]

Controlled Buffer:

FREE (8x358)

[Ex82]

Controlled Buffer:

BUSY (@x358)

[8x83]

Controlled Buffer:

FREE (8x358)

[@x04]

Controlled Buffer:

BUSY (8x358)

[@x85]

Controlled Buffer:

FREE (@x358)

[8xB6]

Controlled Buffer:

BUSY (8x358)

[E8x87]

Controlled Buffer:

FREE (@x358)

[Ex88]

Controlled Buffer:

BUSY (@x358)

[8x89]

Controlled Buffer:

FREE (@x358)

[ExBA]

Controlled Buffer:

BUSY (@x358)

[@x0B]

Controlled Buffer:

FREE (8x358)

[exeC]

Controlled Buffer:

BUSY (@x358)

[@x@D]

Controlled Buffer:

FREE (8x358)

[@xeE]

Controlled Buffer:

BUSY (@x358)
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Problem #4: Unintended Use of Free Blocks

* Free VS blocks of freed controlled buffers will be split and will be
used for small allocations

* Solution: Redirect small allocation sizes to the LFH

V5 Subsegment

" | _HEAP_VS_SUBSEGMENT

[8xe8] Controlled Buffer: BUSY (@8x358)

[8xB1] Controlled Buffer: FREE (8x358)
[8xB2] Controlled Buffer: BUSY (8x358)
@xél .. @x18 ———LFH Bucket # 1 (Activated) [ex@3] Controlled Buffer: FREE (@x358)

Allocation Size

[8xBd] Controlled Buffer: BUSY (6x358)
[8xB5] Controlled Buffer: FREE (@8x358)

Y

LFH Bucket #... (Activated)

Bx311 .. 8x320 LFH Bucket # 58 (Activated) [6x86] Controlled Buffer: BUSY (8x358)

[8xB7] Controlled Buffer: FREE (@8x358)
[8xB8] Controlled Buffer: BUSY (6x358)
[8xB9] Controlled Buffer: FREE (8x358)
[8xBA] Controlled Buffer: BUSY (@8x358)
[8xBB] Controlled Buffer: FREE (8x358)
[8xBC] Controlled Buffer: BUSY (8x358)
[8xBD] Controlled Buffer: FREE (8x358)
[8xBE] Controlled Buffer: BUSY (@8x358)

h 4

Bx321 .. Bx338
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Adjusted Plan for Implanting the Target Address

* HTML/JS will setup the MSVCRT heap layout, PDF will trigger the
vulnerability

2: Activate LFH Buckets 4: Load PDF
____________ ;
LFH Bucket #1..#58 [<Emhed SPc = i
(Activated) | "poc.pdf” ...> J
e — — ——— _| ______

1: Allocate Controlled 3: Free Controlled Buffers 5: PostScript Operand

|
| I
| I
| I
I I
i Controlled Buffer: FREE ¢ Post5cript Operand Stack

Buffers (HTML/JS) (HTML/15) Stack is allocated (PDF)
Controlled Buffer: BUSY
axee axae 8x88 | [axed] CTypedOperand*
[Bx@l] CTypedOperand®
[Bx64] CTypedOperand*
Bx328 | px42424242°42424242 Bx328| Bx42424242' 42424242 @328 Bx42424242'42424242
Bx338 AxiiB gx338
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Demo: Successful Arbitrary Write

£ 192.168.0.10 |
-
O w Z O
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse ac ipsum et ante

egestas elementum id quis libero. Aenean tincidunt neque et egestas condimentum.
Donec id laoreet nibh. Maecenas sit amet lectus arcu. Donec iaculis odio lectus, sed

X |+ X

192.168.0.10 = o

feugiat mi faucibus v

aleysénta A omaoe 3r-aren forsmasmibiien mael s-al alinas Dhaecallyne o

58

ligula at magna accu ! Pid 4360 - WinDbg:10.0.14281.933 AMD64 _ 0 %
gravida. Curabitur elf file Edit View Debug Window Help
a ante in, suscipit tind. = - 101
finibus at. Nunc vel Il & | (B HEG®EE 8RR EEEOBE| ] A
quis_lorem.?ellentlzs o B
pretium maximus 10§ oy o 50007 (£ f 82420000 00007E£f 825d1000  C:“Windowsssystem3Zwindowscodecs dll =
HodLload: 00007fff" 7dfc0000 QO0007f£ff" 7dfdS000 C:wWindows»System3d2threadpoolwinrt dll
Hodload: 00007fff°7d0=0000 0QO0007f£ff°7d12a000 C:sWindows~SYSTEM3 2°TindowsCodecsExt dll
Hodload: 00007f£££ 70870000 0QO0O7E£f° 70901000 C:sWindowssSYSTEM3 2 mscms . dl1l
Hodload: 00007fff 7cel0000 OD0DO7Eff" 7ceS52000 C:aWindows~SVYSTEM32nicm3Z2 dll
(11d0.12£f8): Access violation - code c0000005 (!!! second chance |11}
Windows_Data_Pdf |CPostScriptEvaluator: :_Evaluate+0xa9:
00007f£ff B6abd792% 488902 MO gword ptr [rdx].rax ds:42424242°42424242=7777727977972937977
0:035» ».
rdx=42424242"42424242 rax=41414141°00000000
0:035» |.
.0 id: 11d0 attach name: C:“Windows“Systemipps-Microsoft Microsof tEdge_Bwekyb3d8bbwe'nicrosof tedgecp.exe
€ >
|EI (035> ||
Ln0,Col0 Sys(:<Local> Proc000:11d0 Thrd 035:12f8 ASM OVR CAPS NUM
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Case Study: Summary

* Precise layout manipulation of VS allocations was performed

* LFH can be used to preserve the controlled VS allocations layout
by servicing unintended allocations

* Scripting capability (Chakra) plus a common heap between
components (Chakra’s Arraybuffer and WinRT PDF’s
PostScript interpreter) are key to the heap layout manipulation

* Seemingly unresolvable problems can potentially be solved by
knowledge of heap implementation internals
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Conclusion



Conclusion

* Internals of the Segment Heap and the NT Heap are largely
different

* Security mechanisms are comparable with the NT Heap
* New data structures are interesting for metadata attack research
* Precise heap layout manipulation is achievable in certain cases

* Refer to the white paper for more detailed information
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