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ACALVIOD>

’ 104.20.66.243 ’




ACALVIOD>

Intro
Subdomain
Mechanism

Impact
Outro

DNS

blackhat.com. =—= 104.20.66.243

Alexa Rank: 60244

Start of Authority
mname: may.ns.cloudflare.com mame: dns.cloudflare.com

serial: 2021007381

refresh: 10000 retry: 2400
expire: 604800 minimum: 3600

Nameservers
may.ns.cloudflare.com, rick.ns.cloudflare.com

Mail Exchangers
aspmx.l.google.com(1), alt1.aspmx.|.google.com(5), alt2.aspmx.l.google.com(5),

aspmx2.googlemail.com(10), aspmx3.googlemail.com(10)

TXT Records
google-site-verification=Ehd8tYFdHXyRhk6rRoTY Xw-u3KDVmcv2bvCLi4hvAGE

A Records
104.20.65.243, 104.20.66.243




Intro
Subdomain
Mechanism

"Gutro Registered Internet Domains

ACALVIOD>

Internet Domain Names (in millions)
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Intro

Subdomain Cloudflare/Spamhaus DDoSed via ACALVIO>

Mechanism

oo open DNS resolvers

FLASHING IN

MARCH 2013 M Responses [ Unique Il CorrectResponses [ Wrong Port RA
300gbps DNS e

amplification aoom| JREE T uSulion ohimenn,

attacks T R ey

27.2M open . o

DNS resolvers d |

(in 2013) o

17.6M of today

(>3yrs later)

Source openresolverproject.org



Intro

Subdomain ACALVIOD

Mechanism

"Gutro DNS amplification DDoS attacks

* Enablers
* Open DNS resolvers

« DNS amplifiers
» Legqit
* Purpose-built

» Spoofed sending addresses (of victims)

DNS Amplifie

attacker victim



Intro
Subdomain
Mechanism

"Gutro DNS amplification DDoS attacks

saccess-board.gov.

i: ANSWER SECTION:
access-board.gov. D N S AM P LI FI E R gov. 2016010101 21600 310600 64BNO 21000

access~board.gov. 102034616 2960 access-board.gov. TSkZe/pObXZI/XeT/IWL/TLIMTOp1laalQ6/SriwrE9sZ2igN2qappUFC Z2R4 1kalZXo fZKkkKWIbNU3IhBOWRog LHK
My FavOQbk9tamh ISCACE Y YISOx2pIIYUBeKKISKZr /s kL2ayRINGXAMZ X 1gkMOvWENMXSGIAcedRp ) DEWZINSOYEZAgIAMM Y AgOs eGEB M INIBXhABGUKIHa+YUCF LdpeqQawlY xvaMMLGE
4dehXyCANrQAa4e3L900xY
access-board.gov. .
sccess-board. gov. Legit | Purpose bunt
access~board.gov.

COONNQAm+ vUWBAYMOVAMUTN ©
OGJZDNQPCKM\A!OSXSVQV]N.ldeAk“SoV’K[fVGtleAkT NaQpPQ==

access-board.gov. 11234 IN K 128.241.229.1%

access-board.gov. 11234 IN RRSIG A S 2 06400 20160401034616 20160102034616 2960 osccess-board.gov. PHG/JL) fCcPWSEIAVIASALTThRz02pMMvag/BLskTpMTOXKDkcoilLBWva) FaBfalrLewWu@Hong9ReTwoNCOLOI j+7+qb
IWWSQENPOQ/gBNWSKBRKOWI NJIQKWSThCcCNVIRNCIRDDOCVMIGZVWXKVRATIBEASXLPMIUSOOMh +ka18C 1X0aVOSNB70GQtzhe+LLUuwWHBKT 2K T /7 2dBx)YBKAVXC J+»S1eCcESVIQN 1/w2AMBCYCwONSMwy tEISIQSEBX ) r7UwZ2+CpseYAGNADOYZ2ApuwivViyD 7SP/Fade+Yyx
DSBVGIQBE L kZeJuxSHCOLAZ r kXGA+H2Q L +TaONkqzuTRA 21YU2we~

P2034616 2960 access~board.gov. CItzvOucihLXYREpPLXRLGRETBAISHMPUPYmMma+dIRNDSOXDZraR7sTTFhh ZVFRST+BvcXiB/2ziLTIasGo95abPTyRYae )
YOgxmH aH+XTvdn/705aPSFsghtSSnlLY L28+vvsoaxXfySGrQuc) F27gMT4VIG GINZEY+3rvIMcmreMWBUADPpDRANGQUAGITUKINGIKDEPS J OBt I keNSPI L 7Cp2Mkdre

access-board.gov. 11234 IN MX 1@ accessboard-govele.mail.eo.outlook.com.
access-board.gov. 11234 IN MX 2@ accessboard-goveéle.mail.eco.ocutlook.com.
sccess-board.gov. 11234 IN RARSIG MX 5 2 86400 20160401034616 20160102034616 2960 access-board.gov. jweNeySdykpzzB88vIBncQiRAILICOWSHOIJURYEIGC/anDOCKPVCI02y 2)2420gDSiBEQt xB+WATVY2) fCYOYSAGC

IXMCRIDRIQEIydKDSGOKBOR esLLzI)eSKCBNXDINTLSE LTDOMAIQvXD+2enulP/dTI1ZYHGBNBZO/60S A+sBA4qBqviG/Z2L2ZHMtXnd tHhWEWEBCEBRe | VOTOXGL/ I XSk+TRATANXEDL ZZLnyLKnrS55YoT3IRGIeLBITBLIPpULF+GRUWRAZDW IVT IkuL/yCNIJ3uS Za/Jdjgint
JOYNBAO LRy SAVILGSRXVU48 J LSBWdp2¢c ZUI L1 +dmKBP It VqBSA==

access-board.gov. 11234 IN ™T “v=$pfl include:outlook.com ~all"
access-board.gov. 11234 IN XT “MS-ns518981696"
access-board.gov. 11234 IN RRSIG TXT S 2 66409 20160401034616 20160102034616 2960 access-board.gov. LJLFRGOZT+LSNwON+KECUNSUNSQUXPRVFAeDakMyd hWvEMn+ XwgATfGaP K1bgUyWn fCezkbjLLP42zbgOD+§ 51520

LZKCCcvR//YES@BPXMOEIYSZ9 LDAthnUPKNIKKmacliM/ /Mp/HOGDMWP) 724419uXkofSENBXeZ72GMd]l 1/4xpQoa9B88a6VEMFIZIALLOGItCTErwINO+Y+2M ) TPLBBeOPCEBStB++ ZpOB7awTu2sSgkd/oVIRECYALOSAMMC LECTCkVUQIBOIAXXREDLESKUNG 1Ll slkne
happUge+CAYXLgLGFQac T 1SQ250P/MakKF /gNYCwaw/ TdcD3n z1Maales

access-board.gov. 11234 IN AAAA 2001:418:dc@l:4::8071: 50D

access-board.gov. 11234 IN RRSIG AAAA 5 2 B6G400 20160401034616 20160102034616 2960 access-board.gov. X4ATudwWgYoqBpmEYVCImODy | GHBaDxIabNkxYe /WUTHH2EXILIXWuPAX3 f2YNNTBYgurECBZN/Tdr/62)DgVLIVW
SemC7yRgCAt2@5WhecuaCoinesD rESr | 2vPYZCBWMOWOmOkBOBWNGU24w i T13 JeCAENWL TOTp@dq@uicsYX MOJI7D+inlgTXaloo2pyavSSENZUINTHERXYGSCWIE JsOdbBRIAkno LT S6UBNTEDKAQ) /OREKDZIEEZK«WTLOGAFBeRFEQKAIBLYKIrQ30/xWns+ CUlclYq
QlX1bPLL+aCZMIoXSWIKE2dzsC LEAXIcCkeySGljucelndtZ oviu/Qe=

access~board.gov. 11234 IN NSEC autodiscover.access~board.gov. A NS SOA MX TXT AAAA RASIG NSEC DNSKEY

sccess-board.gov. 11234 IN RARSIG NSEC 5 2 21600 20160401034616 20160102034616 2969 asccess-board.gov., PxIRI/ho)ioRBGSQirSS5+nwWd i hzAKTAXLAOTUDycHe j5qssuZdTInlITx TRKAMRIPIykrGKCOyXMNCCt/DtUNNOL
Ul4EGn | IZPEP2G1ANLDHYRIAE tSGOGNT+QIbueXdkCg+VxIB0270480283cG%tpCrrZgD3t14/nSnYhl QytXQEd2gNsOywh IGWVOyFQLGLB+tARQZOBOOpacraSZnXlldaliRtof tiCDsL) JuSTVAGINaVOCRZQL2SNIIoCGO JOMGUNWSAT aMNaIFBNEgaNN BYEAuwO)
M@FEkHGOSQE0aY LXNCSTURLGy+ xewES LGPEBVFOKFTSY InepT W/ v3iDA==

access-board.gov. 11234 IN ONSKLEY 256 3 S AwCAAeTLIAScovd ixTwIMgVubCoSOWbzZgk+@Yq i AQfCKsq981k00Vgy MHSI1G9XXedGZIGArDzWPsdetjRor iNcaxBu fmSObXmwlP/GBmgxDhdXLF kbb/gly92LcDM/R1L0ObxyFIVT++71dIM29
ML2gbgSBWNCIWG IS LOV/EY LFL209VMHVvAWHNZHATSMIrulgeL T IyEyyNOwviIn+Fell1qlohlz1czUKM esd4sO0+kGOTtd+5m7 JA0qSaDLPWZNrWTZAHIRZZReRKRIPELI /mPZva+L0 ka jsXvXwOqQrZaYBrRe2ALyTQFIVEQ2TB71PqotCsKyb71dbEnYaZplqe el/4LcomXZ
(-

access-board.gov. 11234 N DNSKEY 256 3 5 BDOCAAAADR JCAAT1rcFx2ylaShSekrBD7F74 1 pdWwhe®@p IlMqloYSuSTEOW LYALIASMr Z2HNGQydURdC/ naSXEL X4 +XwXnNTZO ) YR ZOKOMZY+aRTyrOts pKManB2zI/eW09 1cnIBuUYZ+7v4ICrznAVaS
SUTCYT1BKIBKTE3/Svomay YXSHYFQADOUKEGHN®G4 1 YYQ2z00B2)2p00 7oy IMLeRFFYXI/SIUULIIIm LegNESrIBAHN2 TENMEX/ TSKSSYINELLZVAZ+ LCUARTXLT7SSsZDY4a51X3 BbahgMABds+gN lwlUpoFawSInfytpSrZclvIYpOTaSTIbHLCQCLTIVT7HZ D2TwRT vawn
/Suw==

access~board.gov. 11234 IN DNSKEY 257 3 S AwEAARdQsqQSODH21802VAaqHTttBI20a%9ezLK)ZzuQ@hnBenzinWzpldes xtaYCArMiIVWwZeAldAe+OofpSNIAZKLYev2ISLINpopM7 rahuSDcLwisRR TVC2Sre2gepMIINOMeDPN1USZQUtS IXka
B00eChFVANTCBUYCK+ATRX GRjS+oXVIKKkBy)gaSTZIHERKYDyBRG2cy D iMNDNxnIegpWiTuPdblg/E AN xS TDLi5g Lle24UgMxXhB6gau rgwiy 93mgUXP+Tq4203nnInBPO66T VaKIMG+QOrKOHVALODIGPLItibfeTMjyEAKNTIKIMEh+nsd5iFBI6aEQY I2NssAgLAM
[ 3

access-board.gov. 11234 IN RRSIG DNSKEY 5 2 86400 20160401034616 20160102034616 2960 access-board.gov. yVnCZF7csrBbRdI3TIwIRWrDimXMNHGXEFOLr/hELI/KO05 v Z6E6DRAL o0CNv149aNWOPGRVTCZ1hggCSFNGHh
LOeX0 LCPOUSG IpeMANUVY 2HaSAD 92AFCKZE6XYV2BZqrGobowZmpiCHhyShDECAGROWO X/ /Wa TEPSL/CXKpN KOSSPOQBATLOX J 1EMIPAKRAOSX L LSS /00XABCA30Z00 LXHThRXLBALWSEx TV IKVCATU2BKVINEtuxpapE SwVB6 Jwp+20dqC L2k IZKOS 2p90X2IRAD 2hWlu
VLVWYWHMmS6t rulSfHOOWASmfVyUJ L8] twm fROAGUDGYVK]ISA/Cz PoRIIQws~

access-board.gov. 11234 IN RRSIG DNSKEY 5 2 86400 20160401034616 20160102034616 44299 access-board.gov. TYCMDBNOANGED LpQAdEMLBUZpOpIwBRTERT 7cKBWkSHAXVAOMHVEGPOD 63NpWIHLXDL2Bodv+RDKg51U65sN)
20§ 242vLSoLNn2eMbuAwbYBs10CUg QOx4qOG/ T IWyspXnrwh FOWwFA2GRXE90C2IXL+SHCVBTNILFS7129NWED RxwiSqObNGLIGNLIGgYHSRe | FOXCQOBCLa%GmII20581165MC2B0GESMISY 0aACAXSOROGPECENPOSEXOUOBULGHICAL rteWEN IMpHg ) YXRfcBpmIQE CFLY
T/uDSKAKCZZEAOZYyN TL | +xKMMBKCIXS 16 168TOG LRAAQSchOgNMF yinv3iA«s

33 Query time: 24 msec

i: SERVER: 8.8.8.8853(8.8.8.8)

i WHEN: Sat Jon 16 22:42:38 2016
3: MSG SIZE rcvd: 3924



Intro

Subdomain ACALVIOD

Mechanism

"Gutro DNS amplification DDoS attacks

YM@FAkHGC * LGPAVFOKFTSYInepT W/v3iDA== '
access-bo DNS AMPLIFIER IN DNSKLY 256 3 S AwCAAeTLiIAScovdixTwiIMagVi
ML 2 G 0 S VAWHNZHATSMIruigeLTIyEyyNOwviInNn+Fellql9hlziczUxKM
(.

access-board.gov. 11234 IN DNSKEY 256 3 5 DOCAAAADDICALT1rcx2ylal

SUTCYT1BRIBKTEI/Svomay YXSHYFQ4DOuKEEHN2g4 1 YYQ200B2)2pD07py IMLeRFFYX3/51UUL 3 I
/Suw==

access~board.gov. 11234 IN ONSKEY 257 3 S AwEAAQdQsqQS@DH2)802VaqQH!
B00eChFVANTCBUYCK+RATRX GRIS+oXVIKkByJgaSTZIiHENKYDyS8RG2cy I iMNDNxnIeGpWiTuPdb1g/E
L=

access~board.gov. 11234 IN RRSIC DNSKEY 5 2 BG400 201cR4aple34616
LOeXOLCPOUSQIpeMANUVY ZHaS A 9ZAFCK XYV 2BZ2GrGoLGWZnpSCHhyShDECAGROWO X/ /WaTEPSD /I
VLVEYWHMmSOGtrulSTHoOWAGeTVYUI LB 1 twm fRO4ACUOQYVKISA/CZ PoRI)IQws

access-board.gov. 11234 IN RRSIG DNSKEY S5 2 86400 20160401034616
W1 242vLSOoOLn2eMbuAwEYBS10CUg QOx4qOG/ T IWyspXnrwl FOWwFA2GRXO90C2IXL+SHCVBTNILFS 71,
T/7uDSKAKC2ZGAOZYyNTL | »xKHMEBKCIXS1GLIGATOG IRAAQSschQgNMF yinviAss

33 Query time: 24 msec

:2 SERVER: 8.8.8.8353(8.8.8.8)

is WHEN: Soat Jon 16 22:42:138 20916
13 MSGC SIZE rcvd: 3924



Intro

Subdomain ACALVIOD

Mechanism
L DNS amplification DDoS attack
Outro ampilificatio OO AllaCKS
hajjamservices.us. 21582 IN A 204.46.43.193
hajjamservices.us. 21582 IN A 204.46.43.194
hajjamservices.us. 21582 IN A 204.46.43.195
DNS AMPLIFIER hajjamservices.us. 21582 IN A 204.46.43.196
hajjamservices.us. 21582 IN A 204.46.43.197
hajjamservices.us. 21582 IN A 204.46.43.198
! : hajjamservices.us. 21582 IN A 204.46.43.199
Leglt | Purpose_bu”t hajjamservices.us. 21582 IN A 204.46.43.200
hajiamservices.us. 21582 IN A 204.46,43.201
. . hajjamservices.us. 21582 IN A 204.46.43.202
ﬁéj?ﬁﬁgﬁfviiglfggi 21582 IN A 204.46.43.230 hajjamservices.us. 21582 IN A 204.46.43.203
hajjamservices.us. 21582 IN A 204.46.43.231 hajjamservices.us. 21582 IN A 204.46.43.204
hajjamservices.us. 21582 IN A 204.46.43.232 hajjamservices.us. 21582 IN A 204.46.43.285
hajjamservices.us. 21582 IN A 204.46.43,.233 hajjamservices.us. 21582 IN A 204.46.43.206
hajjamservices.us. 21582 IN A 204.46.43.234 hajjamservices.us. 21582 IN A 204.46.43.207
hajjamservices.us. 21582 IN A 204.46.43.235 hajjamservices.us. 21582 IN A 204.46,43.208
hajjamservices.us. 21582  IN A 204.46.43.236 hajjamservices.us., 21582 IN A 204.46,43.209
enemerviceru 23w I A 0SSy heamervicesiusl 2SN A 20aa6ia3ioi0
hajjamservices.us. 21582  IN A 204.46.43.239 REjjamservices.s. 21582 IN N Z04<98.43-211
hajjamservices.us. 21582 IN A 204.46.43.240 ha!!amserv%ces.us. 21582 e N 2044543212
hajjamservices.us. 21582 1IN A 204.46.43.241 hajjamservices.us. 21582 1IN A 204.46.43.213
hajjamservices.us. 21582 IN A 204.46.43.242 hajjamservices.us. 21582 IN A 204.46.43.214
hajjamservices.us. 21582 IN A 204.46.43.1 hajjamservices.us. 21582 IN A 204.46.43.215
hajjamservices.us. 21582 IN A 204.46.43.2 hajjamservices.us. 21582 IN A 204,46,43.216
hajjamservices.us. 21582 IN A ?204.46.43.3 hajjamservices.us. 21582 IN A 204.46.43.217
hajjamservices.us. 21582 IN A 204.46.43.4 hajjamservices.us. 21582 IN A 204.46.43.218
hajjamservices.us. 21582  IN A 204.46.43.5 hajjamservices.us. 21582 IN A 204.46.43.219
:g;;gm:::z%ggizziz g}ggg ix ﬁ gg:::g::g:g hajjamservices.us. 21582  IN A 204.46.43.220
hajjamservices.us. 21582 IN A 204.46.43.8 hajjamservices.us. 21582 IN A 204.46.43.221
hajjamservices.us. 21582 IN A 204.46.43.9 ha!jamservices.us. 21582 IN A 204.46.43.222
hajjamservices.us. 21582 IN A 204.46.43.10 hajjamservices.us. 21582 IN A 204.46.,43.223
hajjamservices.us. 21582 IN A 204.46.43.11 hajjamservices.us. 21582 IN A 204.46.43.224
hajjamservices.us. 21582 IN A 204.46.43.12 hajjamservices.us. 21582 IN A 204.46.43.225
hajjamservices.us. 21582 IN A 204.46.43.13 hajjamservices.us. 21582 IN A 204.46.43.226
hajjamservices.us. 21582 IN A 204.46.43.14 hajjamservices.us. 21582 IN A 204.46.43.227
hajjamservices.us. 21582  IN A 204.46.43.15 hajjamservices.us. 21582 1IN A 204.46.43.228
::%%2$§§;:122::3:: giggg i: 2 gg:::g::g:ig hajjamservices.us. 21582 IN A 204.46.43.229
hajjamservices.us. 21582 N A 204.46.43.18 .
ha;jamservices.us. 21582 IN A 204.46.43.19 i: Query time: 3 msec
hajjamservices.us. 21582 IN A 204.46.43.20 i SERVER: 10.10.0.8#53(10.10.0.8)
hajjamservices.us. 21582 IN A 204.46.43.21 i3 WHEN: Wed Jul 13 18:49:23 2016

MSG SIZE rcvd: 3907



Intro

Subdomain ACALVIOD

Mechanism

"Gutro DNS amplification DDoS attacks

204.46.43.213

1.582 IN

ajjamsc : o

ajjamse DNS AMPLIFIER SH2 N A 204.46.43.214.
N & ] ] M S e e & & 2 IN o 2904 .46.43.215
hajjams Legit | Purpose-built 582 IN A 294.46.43.216
hajjamservices.us. 21582 IN A 204 . 46.43.217
hajjamservices.us. 21582 IN A 284 .46.43.218
hajjamservices.us. 21582 IN s 204 .46.43.219
hajjamservices.us. 21582 IN o 2804 .46.43.220
hajjamservices.us. 21582 IN s 2904 .46.43.221
hajjamservices.us. 21582 IN A 204 .46.43.222
hajjljamservices ., us,. 21582 IN £ 294 .46.43.223
hajjamservices. us. 21582 IN A 204 . 46.43.224
hajjamservices.us. 21582 IN A 204 .46.43.225
hajjamservices.us. 21582 IN A 204 . 146.43.226
hajjamservices.us. 21582 IN o 204 .46.43.227
hajjamservices.us. 21582 IN o 204 .46.43.228
hajjamservices . us. 24084 IN o 2904 .46.43.229

Query time: 3 msec

SERVER: 10.10.0.8#53(190.10.0.8)
WHEN: WwWed Jul 132 18:49:23 2016
MSG SIZE rcvd: 2907
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Int
nain ACALVIO>

Subdomain

Mechanism

mpact DNS amplification DDoS attacks

Outro

 Mitigation options
* Filter spoofed sending addresses
* Disarm amplifiers
* Close open resolvers



Intro
Subdomain
Mechanism

Impact
Outro

High spikes of unique domains
seen on Internet

ACALVIOD>

6000

5000

4000

3000

2000

1000

Source: Nominum

Unique Domain Names (in Millions)




Intro
Subdomain
Mechanism

Impact
Outro

What's wrong with subdomains?

ACALVIOD>

blackhat.com.

www.blackhat.com.
m.blackhat.com.
media.blackhat.com.

wwww.blackhat.com.
mwww.blackhat.com.
mmww.blackhat.com.

mmmw.blackhat.com.
mmmm.blackhat.com.

} 104.20.66.243



Intro Initial Trial

Subdomain Subdomain attack as a

Mechanism

Outro competitive edge

* Online gaming sites’ availability is
a key metrics

« Subdomain attack was a novel
abuse of DNS back in 2011/2012

* Initially simple sequence number
strings were used as prefixes to a
competitor gaming site domain
name to destruct the service of that
gaming site:

ACALVIOD>

100000000.sf520.com.
100000001 .sf520.com.
100000010.sf520.com.
100000011.sf520.com.
100000
100000
100000
100000
100001000.sf520.com.

00.sf520.com.
01.sf520.com.
10.sf520.com.
11.sf520.com.



Intro

Subdomain Serious ACALVIOD

Mechanism weapon

outro Aimed at high-value targets

3 Foq7d. . mc.arkbhamnetwork._ _org.
FJOOSVYOm . . arkhamnetwork._ _org.
KSji94u _mc.arkbhamnetwork._ . org.
@1l kanfox .arkbamnetwork_ _org.
D1m3t3hd . arkbhamnetwork._ _org.
D1lmmeitl .mc.arkbamnetwork. . org.
AmpSu89 mc.arkbamnetwork._ _org.
1P Z2Zt9 . arkbhamnetwork._ _org.
1s8juZw._ arkhamnetwork._ . org.
1tqg7 6. .mc.arkhamnetwork._ _org.
1tgmsad . arkbhamnetwork_ _org.

v iiapateiniunimnstanthel ~200M unique subdomains

I>xdoryr . . arkbhamnetwork._ org.

e paenniineiom  Of arkhamnetwork.org.

1lzecuzp . .mc . .arkbhamnetwork._ org.
1=18hxd mc.arkbamnetwork._ _org.
A=1=2073 ) .arkbamnetwork _ _org.
20wedtdZu . arkbamnetwork_ _org.
Zlceyql . arkbamnetwork._ _org.
217747 . arkbamnetwork_ _org.
Z2Z2hod@y . arkbamnetwork_ _org.
2Z24nNngog= .mc . arkbhamnetwork_ _org.
25=3go= . arkbhamnetwork._ . org.
D26 1gw3>x .mc . arkbamnetwork. . org.
27gfqgqre . .arkbhamnetwork._ _org.
D28 vwiOur . arkbhamnetwork. . org.
29 =t2pt . arkbhamnetwork._ . org.
DZ2a8x02q . arkhamnetwork._ _org.
Z2Zanmy fmJj .mc . arkbamnetwork. . org.
2Z2btblbd. mc.arkbhamnetwork._ _org.
0 Z2Ze6ctol .mc . arkhbhamnetwork._ _org.
DZ2ZF6 jro4 _mc.arkbhamnetwork._ .org.

=

.
.
.
.




Intro

Subdomain Serious ACALVIOD

Mechanism weabon : :
et 7 Aimed at high-value targets

A F 3O TS5 "R~ r < _ <OoaEm .
A2 3OO0 25S5g1 S5 . oo .
A 3O 22235783 _ <oan .
A2 3O 33227783 _ <oOanm .
A2 3909265588 2S5d r bl . ocoenm .
A2 3OO0 206 jep - <ot .
A 3O 68 S 2377853 _  <oanm .
A2 IO 32591 S35 . oo .
A2 IO 330 jep - <ooam .
A2 IO284N 3291 S35 . coam .
A2 3O B33 7357 33 _ <oOam .
A2 302090333225 d rbl . ooenm .
A 3OO0 627 S3 . <o .
A 3OO O35 7783 _  <oOoanm .
A2 3O 207925 drbl . oo .
A2 3OO 22Sg1 S5 . oo .
A2 3OO 206 jep . <oem .
A2 3OO 77383 _ <oanm .
A2 3OO 2 2Sd rbld . oo .
A2 3909332 S 2SS d r-bld . oo .
A2 3OO FS26cE jep - <ooam .
A2 3O 2O 2S5d rbA . oo .
A2 SO A I3 A aTicy - <oOam .
A0 1 G225 jepy - <o .
A2 3O 3IN 73357782 _ <oarnm .
A2 3O3N 72 2Sd rbl . oo .
A0 AV Sgi S . comm .
A2 SO MOV 0T jep - <ooam .
A IO I P P PR r B3 <oOoaEnm .
A 3O 5783 _ <oOoanm .
A2 3OS d rbl . ooenm .
A2 IO3I23I N A8 _ <oanm .
A2 3O33 231 >2Sd rbld . oo .
A2 3O P26 782 . <oanm .
A 3O 2B C2S5drbA. . oo o

A2 IO2253S5S25SgiS3 . com.
A2 3O0O2253S 2S5t jep . com .
1230253526 jep . com .
A2 3OS 3B 23 mTuag . <oOdm .
A2 IO22S53IB24gi1iS3S . com.
A2 302253 22S5SgiLS3 . com .
A 3OS 3B 2S84 _ . com .
A2 3OS 3IB2StT jep . com .
1230253V jep . com .
A2 3025447 31T ic - <oOdIm .
1230925437391 5S35 . com .
A2 30954345 jep - oo .
A2 309252 7206drbldl . com .
A2 30925526 jep . comm .
A2 3O25S624Tag . <o .
A2 302256223 mmag - <odm .
A2 30256 224g1 53 . com .
A2 3O 22S56224 3T ic - <oOanm .
A2 302562225 g1S3 . com .
1230256225t jep - <o .
A2 302568 25g1LS3S . com .
12O 2S7A 24 ITac - <oOdn .
12 3O2S 7126 jep . com .
A2 3OS 7725784 _ <o .
A2 3O0O25VO2331TaCg . <OdIm .
A2 3IO0225B024gi1iS3S . com.
A2 3O0O25VO24ITaC . <OaIm .
12330225V 25SgiS3 . com.
A2 3025V 2Stt jep . coim .
A2 IO22SB 323 1mTuag . <O .
A2 3IO2258324g15S5S3 . com .
A0S 3324 ITiacC - <oOdIn .

A2 3OS 325t jep . com .
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Intro  Strings

Subdomain ACALVIOD

Mechanism

outro Subdomain strings

SUBDOMAIN STRINGS:

+ Fixed or varying length: ZdeceTnm shyzophur
 Time stamps: 1465560729 1465561210

* Random strings WO423WWWOX5C  FN88RBHXWX9J
« Random numbers 2967230841 4343234574

° Sequence numbers 1165885261118 1165885261119

Dictionary words glassmaking dishwater



Intro

Subdomain Position ACALVIOD

Mechanism

oo Subdomain position

SUBDOMAIN POSITION:

° Left most zdecc7nnx.www.blackhat.com.
° an |eft most m.zdecc7nnx.www.blackhat.com.
° 3rd |eft most n.m.zdecc/nnx.www.blackhat.com.

* Any position on the left side of target domain



Intro

Subdomain ACALVIOD

Mechanism Composition

oo Subdomain composition

SUBDOMAIN COMPOSITION:
» Single subdomain string FN88RBHXWX9J.blackhat.com.
* Multiple subdomain strings WO423WW1WX5.FN88RBHXWX9J.blackhat.com.

- Combination of constantand random strings  a.FN8sRBHXWX9J.blackhat.com.
b.WO423WW1WX5.blackhat.com.



Intro

Subdomain ACALVIOD

Mechanism

Impact
Outro

 Attacking target domain’s authoritative name servers
» Collateral damages of DNS resolvers along the patg At
Yy /vE

EﬁlTﬂT!

 Enablers: Resolve / —
ctim’s name server

« Subdomain generator
* (optional) Open resolvers
 (optional) Spoofed sending addresses

3
5/ of victim.com? >
? .

victim.com.




Int (o) ti
B 1tiation ACALVIO>

Mechanism

Outro Operation Disruption

Authoritative name server often serves more than one domain,
so does DNS resolver (cache/recursive)

A major ISP operation may be taken down by small-scale
subdomain attacks
« 2gbps vs 300gbps



Int
Subdon:lari: Mitigation ACALVIOD

Mechanism

Impact

Outro Mitigation Option

SUBDOMAIN ATTACKS MAY BE MITIGATED
WITH VARYING RESULTS:

* Drop queries with random strings
* Limit queries with random strings
 Limit queries per IP address

 Limit queries per domain

Drop queries per domain
- What about high-value targets?



Intro Innovation

Subdomain ACALVIOD

Mechanism

pLec Dark Side Innovation

SIMPLE PROTOCOL ABUSE CAN BECOME A MAJOR
SECURITY HEADACHE AND COSTLY MITIGATION:

* DNS cache poisoning
DNS changer

DNS amplification
DNS subdomain

DNS tunneling



Intro
Subdomain Defense ACALVIOD

Mechanism

pLe Dark Side Innovation

ARMS RACE BETWEEN THE DARK-SIDE INNOVATIONS AND
OURS IN CYBER SECURITY DEFENSE:

The dark-side has Rethinking of our
repeatedly won the fight defense strategy
Any glitch in our defense is a winning Deception to help rebalance the
amplifiable opportunity for the dark- asymmetric warfare situation between

side, while vice versa is not true the dark-side and us



ACALVIOD>

Thanks and Questions



